Transaction Audit Process — How to determine if there appears to be misuse of the travel card.

Step 1: Run the Transaction Query and export it to a Text file.

a. Within Paymentnet run a transaction query with the criteria set to “Employee ID” equal to
[Member’s EMPLID]. Click on PROCESS.

E:! Welcome - Windows Internet Explorer provided by LS. Coast Guard

@:—: - https: /ool paymentnet,com/Portal welcome, aspe ,Oj % B | #2 || % Welcome x | |

J File Edit Wiew Favortes Tools Help

)

9.0 83

-' - - »
J ok ‘B CGBI- CubeReport View = |LMS 2| Quest One ActiveRoles We... 75 Web-PAA = | WEB-TPAX J - - [ g v Page - Safety » Took v @+

Query

Items Awaiting ¥our Action

Statement PM CT - The PaymentNet September Report Release will be
T=FT ng of September 18, 2014. There is no outage associated with this
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Advanced Query - Transactions
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b. When the transaction detail data is available, click on Create Export File.

Transactions Reporis Accounits Employees Paymenis Administration Help Fe¥

Transaction List New Query [Laok far... =1 |[ e |advanced

Create Export File ) [[  Wiew Statement |[ Mass Updats

(Mew Query) p|Save Query
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c. On the export screen select the file format of Text, name the export file (can be anything),
check the compress output file, and enter a password (recommend using your EMPLID since
we know that works). Finally click on PROCESS.

Would you like to create an export of the transactions in this query?
Please enter information about the export file and dlick the "Process" buttan to export these transactions. Othervise, click "Cancel"
to return to the Transaction List screen.

* Reguired Field

= File format [Text =]
* name <
Unmask Account Numbers B [
Compress output file [« e
* Passwad <—
* Confirm Password .e

Process Cancal

d. Hit refresh until the report is successful, then double click on the report name to download
the report. When the popup appears, select OPEN which will open the WINZIP file. Double
click on the embedded text file and enter your password to open the text file. Next save the

TXT fi

le to a temporary folder (i.e. Desktop, junk folder, whatever).

Transactions Reports Accounts Employees Paymenis Administrafion Help

Available Downloads

File was successfully deleted

(¢ i Refresh I) Delete Selected

Download Adobe® Reader®

NOTE: Report names that contain the word unmasked may contain sensitive data and will require a password to view the output.

Al -
Name Category Created Status
I i xport  9/9/2014 1:35:39 PM Successful

Do you want to open or save

_fr997e59e2c24314a55a62c0c561074e.zip from govl entnet.com?
d:h Save |V|
e

Cancel |

P | winZip - R1048431_fc997e59e2c24314a55a62c0c561074e.2ip

Backup Tools Settings Wit Help Upagrade Q}
7 </ Include ~ E;} & FTP Upload = 3 ; 7 A Unzip and Install li.ﬂ < Delete
T Filter = =k &% Burn CO/DVD 4 Unzip Options - e %c Renare
Add Attach to 1-Click Unzip Cpen Select .
Files Encrypt E-mail » [ ComwertZip File | jnzip Unzip Entire WinZip File | ity = - 1 Mewi Folder
Compress Send Decompress Wiew Editing

I Type I Modified = Size | Ratio | Packed | Path

Text Document 13,010 84% 2,063

% | hame
"] R1048431_fr99725922024314a55a6200c56107 48, bxt*

Enter password:
I ]

9(9(2014 1:35 FM

¥ Hide the password

o]

Cancel Help
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Step 2 Import the text file into Excel.

a. Open Excel and select Data, from Text File.

() @9 o) E
2 T
Home Ihsert Page Layout Formulas Data Rewviews Wier Add-Inz Acrobat
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—[E—‘-‘ = JF=2 =i is T Properties Lr Reapply =t ™
From  From | From |From Other Existing Refresh i il Sort Filter ‘{ Textto  Remove D
Access Web | Text | SourcesT | Connections all~ == Edit Links 2 #dvanced || Columns Duplicates alids
Get External Data Connections Sort & Filter Dat
IZ-"'—"J- Get External Data From Text
&, Import data from a text file, E E L] H | Al K L
1 -~
u (& Press F1for more help.
2
5)
4

b. Then path over and select the Transaction Detail export text file that you saved in the
previous step and click on IMPORT.

Import Text File

@(j}? | . = Temp = [‘gj ISearch @]

Organize v == Misws | Mew Folder (7]

Mame =

Favoribe Links
EE, Documents

.
= Recent Places

B Deskiop
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@ bops ('l,'l,wwwsta-;l
® travel charge ca
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A Metwork,
) Caonkrol Panel
£ Recytls Bin =]
| FsfReceipts 7|
File niame: | Transaction-Detail-Report. x| |TestFiles mpmrttiesy) x|

Tools - |mpart |v| Cancel |

£
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c. Instep 1 of the import wizard select delimited and then click on Next.

Text Import Wizard - Step 1 of 3

The Text Wizard has determined that vour daka is Delimited.,

If this is correct, choose Mext, or choose the data bype that best describes vour data,

2]

riginal data type
wpe that best describes vour data:

{” Fixed width - Fields are aligned in columns with spaces between each Field.

- Characters such as commas or tabs separate each Field.

Start import at pow: |1 E‘ File origin: IWindnws(F\NSI)

Preview of file C\Users\MTRuckert\Deskiop) Temp! Transaction-Detail-Report. txk,

P () O (N |

Cancel

| = Back | Mext = I

TransactionlhTransaction DatePostDatelccount NumberTransaction Amount
13353227408 28201408202014**+***&redrx 007223 O0JOECOASTIENwR E32EE
N335103610827201408282014***+*+**+*++x++x097770]1 _  EOJOECOASTIENewZGZ01
L335109600827201402282014*****x*+x*x+x0977L O4JOECOASTIENews0*FIN
13351038008 26201408Z82014**+***aretrx Qo0 3 JOECOASTIENwz 57227

Einish

d. Instep 2 select Tab delimited and then click on Next.

Text Import Wizard - Step 2 of 3 n m

This screen leks wou set the delimiters vour daka contains, You can see how wour text is affected in the preview

belaw.,

rDelimiters
v Tahb

r Comma
r Space

[~ other: I—

Text qualifier:

[ Semicolon [ Treat consecutive delimiters as one

rData preview
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a | 3
Cancel < Back,
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e.

f.

In step 3 change the format of the Transaction Date and Post Date to “Date”. Do this by
clicking on the column header, and then selecting the Date radial. This can be done one at a
time, or by holding the CTRL button and left click to select each column, or by holding the
SHIFT button and left clicking to select multiple columns. Then click on FINISH and then
click on OK when the Import Data window appears.

Text Import Wizard - Step 3 of 3

This screen leks wou select each colurin and set the Data Format.,

MDY
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i

Cancel |

< Barck | [ext = | Finish I
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Where do wou want bo put the datar

¥ Existing worksheet:
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" Mew worksheet
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=

Lastly, highlight the top row by clicking on the 1 in the upper left, and then click on the
DATA/Ailter button. This lets you sort and filter the data by specific column data by using
the pull downs. Remember to SAVE throughout this set up process.

Do)\ s ONCLASS] LD
a)
" Home  Insert  Pagelavout  Formulas | Dasta | Review  View  Addlns  Acrobat
- (B connections | 4 F ¥ | & Cle B o = % HEs) SCE @rF  OE Z
EIR= ERDREN AR == == B B 2 R EN B
Refresh Z) sot | Fiiter | ) Textto  Remove  Data  Consolidate Whatlf | Group Ungroup Subtotal
et Source N> ==t 5 L7 advanced || Columns Duplicates Validation ~ Analysis © - -
Gek External Data Cannections Sort & Filker Data Tools Qutline
| AL - i | TransactioniD
& B c o] E F G H | 1l K
i trransamun\D Transaction Date PostDate Account Number Transaction Amount Last Name First Name &pproval Status Werchant 1D Merchant Merchant City Merch:
2 133592374 9/28/2014 8/29/2014 33 Mew 953282 MWR AGUADILLA 00 N/A
g 133510961 8/27/2014 8/28/2014 * 0L5 New 26201190 ITS - INTIS/TOTAL SAN PAT SAN JUAN /A
4 133510960 8/27/2014 8/28/2014 * 5.04 New 60 *FINANCE CHARGE* CASH ADV  ANCE FEE [
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Step 3 — Analyze the Transactions to determine which are payments or supported by
approved travel claims.

a. Identify payments by sorting the Merchant column which will place all of the payments
together. These should be highlighted in (green being okay). If there are any payment
reversals or returned check fees these should be highlighted in red as shown below.

—
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b. Next identify charges that are supported by approved travel claims. Do this by first sorting

C.

the file by the Transaction Date column. Do not sort or use the Post Date column. Then open
TPAX and using your AO access, review this cardholder’s travel claims that cover this
period. Any transaction that is clearly within the period of an approved travel claim and
supported by the travel claim should be highlighted in (like the payments). Remember
ATM withdrawals can be taken up to 3 days prior to the TDY/PCS period and up to the last
day of the official travel.
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Next look at the amount of the travel claim (total) compared to the charges. As long as it is
close, this step is done. But if the travel claim only totals $400 (for example) and you have
$500 in card charges, there is a problem. While the card use should never exceed the
reimbursement total, we know it happens sometimes. We use ~15% as a good percentage to
ask for an investigation to figure out why the excess card use exists.

Next look at the card charges versus the travel claim to see if the card was used for the
lodging, rental car, transportation expenses, etc. as required by policy. If these charges were
claimed but not supported by card use, then the travel claim receipts need to be reviewed to
see how they were paid for (cash or credit). If another credit card was used or the receipt
does not specify, then an investigation is needed to determine why the GTCC was not used?
Did the member stay in long term lodging (i.e. Bed and Breakfast) that did not accept credit
cards?

If there are charges that are outside of a travel period, charges in excess of the approved
travel claim, or expenses claimed (lodging, rental, etc.) that are not present on the travel card,
then the color coded spreadsheet, printouts of the travel claims, and your analysis notes
should be forwarded to the member’s command (XO, Deputy, Sector Logistics Branch Chief,
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f.

etc.) with a request for investigation. Ensure you copy us using the Arl-PF-CGPSC-JPMC-
GTCC address on the e-mail to the command. A sample request for investigation is provided
below:

As a result of a routine review, we have identified potential GTCC misuse on the account
for NAME/EMPLID. The transactions listed here are not supported by documented
travel claims found in TPAX.

Please initiate an investigation to determine if the transactions are valid and supported by
an approved set of travel orders and reimbursement. Provide the results of this
investigation to the GTCC program manager at ARL-PF-CGPSC-JPMC-GTCC within 30
days what action has been taken. Please refer to CIM 4600.18, page 1-12 for the
minimum required command actions for unauthorized GTCC use. In addition to any
misuse identified, the account will also need to be documented and closed for misuse.

Note that even if all transactions are determined as valid, the cardholder may still need to
be counseled regarding prudent use of the card, excessive transaction fees, use of GTCC is
mandatory wherever possible, etc. Example — Taking ten $20 withdraws over a two week
TDY period is improper use of the card due to the fees incurred with each withdrawal. In
this case, the cardholders should be counseled to use the card for all reimbursable travel
expenses unless it is not accepted by the vendor or prohibited by policy (like group meals).

If ATM withdrawals are required the cardholder should minimize the number of withdraws
by taking larger dollar value pulls instead based on the projected need for cash.

If all of the charges are supported and valid based on the analysis, please send us a copy of
the excel file via the Arl-PF-CGPSC-JPMC-GTCC address showing the review for our
records with a note indicating they are valid and what if any counseling of the cardholder was
performed.
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