SPECIAL
ANNOUNCEMENTS

Port Operations
Handbook 2014

Recently shipped to Sectors and
MSUs, this provides excerpts from
select Coast Guard regulations,
and additional information to help
Coast Guard and industry main-
tain safety and security on the
waterfront.

cgportal2.uscg.mil—units—
cgfac2—Facility Inspections—
Tools and Job Aids—Inspection
Job Aids—Handbook Port Opera-
tions 2014 Edition May 29
2014.pdf

Next NMSAC Public Meeting:

September 16-17, 2014 In Balti-
more, MD. Stay tuned for Federal
Register announcement on specifics

AMSC Webinar will be on
13 Aug 2014 at 1330

The teleconference number to
call in is: (866) 810-4853;
PARTICIPANT CODE:
9760138 and the presentation
can be viewed at that follow-
ing link: https://share.dhs.gov/
amsc/

The topics we will cover are
as follows:

1) MARSEC Level 1 activi-
ties for real world exercises

2) Cybersecurity Exercises

3) MARSEC Level change
procedures
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Happy Coast Guard Day!

It was this great day in 1790
that Congress authorized
Alexander Hamilton’s pro-
posal, first articulated in Fed-
eralist Paper #12, to establish
“a few armed vessels, judi-
ciously station at the en-
trances of our ports...” Port
security and safety have con-
tinued to be central to the
Coast Guard’s mission ever
since.

$25/month, and Captains the
princely salary of $40/month.

As you conduct your opera-
tions in our ports today, re-
member the legacy Alexander
Hamilton, and other Coast
Guard heroes gave us.

Here in CG-FAC, the summer
transfer season is coming to a
close, and we have several
fine new officers serving the
field, all of which I’ve prom-

WELCOME MASTER CHIEF JAMES!
MSTCM Chris James reported to Coast Guard Headquarters last
month. Many of you know Master Chief James from his last as-
signment at Coast Guard Training Center Yorktown. As MSTs
do the vast majority of facility and container inspection work in




AMSC/HSC Conference

25-27 August 2014

The 4th Joint National Harbor Safety Committee  tricts. Funding will be provided via FTA to each individ-
and Area Maritime Security Committee (HSC-AMSC) ual unit to cover travel expenses and per diem. Registra-
Conference will be held 25-27 August 2014 at the Hyatt  tion for Coast Guard attendees will be managed by
Penn’s Landing Hotel in Philadelphia, PA. This year’s COMDT (CG-FAC and CG-WWM).
theme is “Partnering for Safe, Secure, and Resilient Port

Operations.” The HSC-AMSC Conference is being hosted While funding is being provided for Coast Guard

by the Mariners Advisory Committee for the Bay and Attendees, this conference will cover a wide range of top-

River Delaware, with the Transportation Research Board  ics that will prove interesting to our port partners. It is

(TRB) as the conference coordinator. strongly recommended AMSC or HSC members (or port
partners that have equities) consider attending the confer-

The agenda will provide a valuable training op- ence as well.
portunity, featuring presentations by senior leaders from
federal, state, and local government, and maritime indus- A link to the hotel’s website and reservation page

try representatives, addressing topics important to HSCs  can be found on the TRB conference link (http://

National Container Inspection Program Updates
Authors: LT Michael St. Louis

Since the last update of COMDTINST M16616.11C, numerous changes have occurred in the container shipping industry;
port throughputs have increased, the cargoes that are shipped via container has expanded as well as the catastrophic losses of sev-
eral container vessels. The Office of Port and Facility Compliance (CG-FAC) has recently completed the monumental task of
drafting the long awaited and much needed Commandant Instruction Manual for the National Container Inspection Program. Hav-
ing last been updated in 1999, the Manual was in need of updates and improvements. One of the most significant changes comes
from the extraction of container inspection procedures from the manual and creation of brand new Tactics, Techniques and Proce-
dures.

Changes to the to the manual include creation of a risk based statistical performance goal calculator; clarification of pro-
cedures to be followed in selecting and prioritizing containers for inspection; updates to policy on repairs, alterations and struc-
tural serviceability; improved data collection guidance; improvement of Coast Guard coordination with external organizations;
and guidance in conducting Multi-Agency Strike Force Operations. The new risk based statistical performance goal calculator
provides field units with a tool that will allow them to evaluate the risks that containerized cargoes pose to their port and will al-
low operational commanders a means by which to allocate workforce based on those risks in the current reduced workforce envi-
ronment.

The new COMDTINST M16616.11C is available on the Directives System website: http://www.uscg.mil/directives/ and
the Tactics, Techniques and Procedures can be accessed through FORCECOM: http://www.uscg.mil/forcecom/TTP/default.asp.
As units implement this guidance in the field, personnel are encouraged to evaluate the accuracy and usefulness of the content and
provide feedback to CG-FAC for future updates and improvements to the program.
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SEMPER PARATUS IS ESSENTIAL FOR MARINE TRANSPORTATION

SYSTEM RECOVERY PLANNING AND OPERATIONS
Authors: Rogers W. Henderson and LT Josephine Long

Commandant Instruction 16000.28A, “Marine
Transportation System Recovery Planning and Opera-
tions”, was recently updated and signed. It provides up-
dates concerning Marine Transportation System (MTS)
recovery following a significant transportation disruption.
A transportation disruption includes any significant delay,
interruption or stoppage in the flow of trade caused by a
natural disaster, heightened threat level, an act of terror-
ism, or any Transportation Security Incident. Lessons
learned following such transportation disruptions as Hur-
ricane Katrina and Sandy illustrate the significance of us-
ing new information and technology to support MTS re-
covery planning and operations. The instruction updated
the procedures for MTS recovery tracking and documen-
tation, reporting of economic impacts, and frequency of
reporting using the lessons learned from previous events.
Specific responsibilities outlined for Coast Guard Head-
quarter offices, Area Commanders, District Commanders,
and Sector/Captain of the Ports was also updated. A
strong emphasis on preparedness for MTS recovery and
planning is contained within the instruction, with specific
guidance on Marine Transportation System Recovery Unit
(MTSRU) responsibilities, such as the use of the Common
Assessment and Reporting Tool (CART). MTS planning
and operations are conducted concurrently with most
Coast Guard missions including search and rescue re-
sponse, security activities, salvage operations and pollu-

tion response. Preparedness for MTS recovery is essential §

for the balance of these post-disruption efforts.

As mentioned in Commandant Instruction 16000.28A,
CART is essential to MTS recovery planning and opera-
tions. CART speeds up the efficiency of transmitting im-
portant port status information such as Essential Elements
of Information (EEI) and Executive Summaries. That is
why in early 2013, The Office of Port and Facility Com-
pliance (CG-FAC) invested in sweeping upgrades to the
initial CART 1.0, which is now called CART 2.0. Policy
Letter 13-01, “Policy for use of the CART”, outlined
command responsibility for actively managing all aspects
of CART 2.0 and user activity within their respective
AOR. Ensuring baseline EEI data is accurate and re-
viewed at least annually, but no later than the beginning
of hurricane season, is one example of command respon-
sibilities listed in the policy letter. The policy letter also
outlines individual CART users responsibility for manag-
ing their own access control (e.g. logging-in at least once

every 45-90 days to keep accounts active) and to ensure
all entries are not classified as SSI, PII, PCII, or FOUO.
It is essential that CART users are active and have access
at all times to avoid or minimize administrative burdens
prior to or after a transportation disruption. CART users
are also reminded to use the CART 2.0 link, https://
cgcart.uscg.mil, to access the updated system.

Hurricane Arthur was this hurricane season’s first
threat of a transportation disruption resulting from a natu-
ral disaster. The storm hit the coast of North Carolina and
rained out many Fourth of July celebrations as it moved
up the east coast. Arthur was a gentle wakeup call for the
MTSRU community to sharpen its readiness and prepar-
edness to handle response and recovery operations post
transportation disruption.

We must be prepared to respond throughout the
year and not just for hurricane season. One catastrophic
event, be it a storm, tropical depression or hurricane can
have a devastating impact to our MTS. We will all re-
spond and recover when better prepared along with our
maritime partners. SEMPER PARATUS

This picture is from geology.com.
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Office of Bombing Prevention

Office for Bombing Prevention Counter-IED Resources Guide

Counter-IED Resources Guide

Office for Bombing Prevention

April 2014

COORDINATION OF NATIONAL and INTERGOV-
ERNMENTAL COUNTER-IED EFFORTS

e OBP has a leading role in implementation of the na-
tional counter-IED policy, articulated through Presi-
dential Policy Directive 17 (PPD-17) .

CAPABILITIES ANALYSIS and PLANNING SUP-
PORT

e OBP system-
atically identi-
fies and as-
sesses the Na-
tion’s capa-

@ TRIPwire

COUNTER-IED TRAINING and AWARENESS

¢ Bomb-making Materials Awareness Program
(BMAP) Training

Bomb Threat Management Workshop

IED Counterterrorism Workshop

IED Search Procedures Workshop

Protective Measures Course

Surveillance Detection Course for Law Enforce-
ment & Security Professionals

o Vehicle Borne IED (VBIED) Detection Course

o To request training, please contact your local Pro-
tective Security Advisor or email OBP@hq.dhs.gov
for additional information.

COUNTER-IED AWARE-

NESS PRODUCTS

e Awareness Cards &
Posters

e Bomb Threat Guid-
ance Products

e Protective Measures

e Vehicle Borne IED

Threat Products

[J

O - =

Bomb Threat

Guidance




Douglas Campbell named

Propeller Club Maritime Person
of the Year

June 23, 2014

Douglas Campbell (picture, right side) Coast
Guard Sector Jacksonville, is the Propeller Club of
Jacksonville 2013-2014 — Maritime Person of the
Year. The award was announced at the club’s
Change of Command ceremony on June 19.

As the Sector’s Port Recovery Specialist, Mr.
Campbell made countless high-profile contributions
to Northeast Florida. His most recent initiative, the
“Post Incident Port Coordination Team” (PCT), cre-
ated a team comprised of selected members of the
maritime community whose principal role is to col-
laboratively advise the Captain of the Port and/or the
Unified Command on the resumption of port opera-
tions following a Maritime Transportation System

(MTS) incident. Mr. Campbell developed the Post
Incident PCT to allow it to closely coordinate with
Business Resumption Groups and ensure a rapid re-
covery of the MTS in a transparent and equitable
process. This initiative is expected to greatly bolster
the port readiness of Jacksonville, a port generating
nearly $19 billion in total economic activity each
year. In addition, through many other initiatives and
work, Mr. Campbell made a lasting positive impact
on both Coast Guard members and interagency part-
ners. His organizational skills, outstanding leadership
abilities, and civic engagement made him an excep-
tional selection for the Propeller Club of Jacksonville
— Maritime Person of the Year Award for 2013-2014.

https://propclubjax.com/2014/06/douglas-campbell-
named-propeller-club-maritime-person-of-the-year/



https://propclubjax.com/2014/06/douglas-campbell-named-propeller-club-maritime-person-of-the-year/�
https://propclubjax.com/2014/06/douglas-campbell-named-propeller-club-maritime-person-of-the-year/�
https://propclubjax.com/2014/06/douglas-campbell-named-propeller-club-maritime-person-of-the-year/�
https://propclubjax.com/2014/06/douglas-campbell-named-propeller-club-maritime-person-of-the-year/�

TWIC: Recent Challenges, Substantial Progress

By now, you have most likely heard about
the Transportation Security Administration’s
(TSA) Technology Infrastructure Moderniza-
tion (TIM) Program. TIM was implemented
to centralize and streamline the enrollment,
vetting, adjudication, and redress services
that support TSA’s maritime, surface, and

tions, faster processing times, and most im-
portantly a shorter wait time for the transpor-
tation worker.

In addition, the Government Printing Office
(GPO) has significantly increased their TWIC
production numbers and improved delivery
methods to get the TWIC into the workers

aviation programs. While
the end results of TIM will
provide a much more effi-
cient and effective proc-
ess, it has resulted in sig-
nificant short term chal-
lenges for the Transporta-
tion Worker Identification
(TWIC) program, and
more importantly the in-
dustry that relies on
TWIC.

Privacy

hands sooner.

While these are all posi-
tive steps forward, in some
cases workers and facili-
ties are still experiencing
delays and the negative
impacts of the TIM/TWIC
transition process

We strongly encourage
Coast Guard facility in-
spectors to discuss TWIC
challenges with FSOs in

Service Interruptions:

Unfortunately, as a result of the TIM imple-
mentation and the resulting TWIC service in-
terruptions, many transportation workers
were unable to complete TWIC enrollments
and renewals, and numerous others waited
much longer than anticipated to receive their
TWICs as a result of the slow recovery of
card production services. Additionally, many
facilities had to increase their escorting ser-
vices to accommodate the many workers who
were impacted by the service interruptions.

Substantial Progress and Improvements:
By the end of July, TSA and the Universal
Enrollment Sites had completed their full
transition to TIM and phased out the legacy
TWIC application process. What this means
is fewer steps in processing TWIC applica-

the course of routine in-
spections and spot checks.

While it is important that facility operators
make every effort to use escorts and other
standard procedures to meet TWIC require-
ments, it is not our intent to place facility op-
erators in a position where, due to TWIC pro-
duction problems, they may be unable to op-
erate, or must employ extraordinary measures
to remain in compliance. While TWIC card
production and mailing data indicates that
this problem is rapidly ending, FSO’s should
feel free to discuss security challenges with
CG inspectors at any time, and especially if
these conditions persist in any individual lo-
cation.




2014 Breach of Security / Suspicious Activity Data

We strongly encourage and appreciate prompt reporting of all breaches of security and suspicious activity. This
continued coordination and cooperation between industry and the Coast Guard is critical for our ability to ensure a

34
78
472_| 504

Description of Graph Categories

Confirmed BOSs: A Breach of Security (BOS) is specifically defined by MTSA (33 CFR 101.105) ‘an incident
that has not resulted in a Transportation Security Incident (TSI) but in which security measures have been circum-
vented, eluded or violated’.

Reports can cover both intentional and unintentional circumvention of security measures to access a facility, or
even acts of armed robbery at MTSA facilities. For the purpose of this graph, a BOS is defined as incidents that
were investigated and confirmed by Coast Guard personnel.

Reported BOSs: 33 CFR 101.305(b) requires owners or operators to report Breaches of Security to the National
Response Center (NRC). Reports can come from a wide variety of sources, on a wide variety of events. Subse-
quently suspicious activity is sometimes erroneously reported as a BOS. For this reason a raw report from the
NRC that has not been confirmed as a BOS is captured as "Reported Breaches of Security" in the above graph.

Suspicious Activity: The Maritime Transportation Security Act does not define suspicious activity in 33 CFR
101.105. However the Coast Guard has defined it in COMDTINST 16610.30 as an observed activity, behavior,
or conditions that a reasonably prudent person would consider out of the ordinary for the environment in which
the activity occurs, or that appears unusual based on immediate facts and circumstances. By definition, suspi-
cious activity reports can be highly subjective, resulting in a wide range of reported activity that is some cases is
relatively benign behavior or action.

Facility Inspections: For the purpose of this article, facility inspections are security related inspections per-
formed by Coast Guard personnel to confirm compliance at facilities that conduct MTSA regulated activities.




Office Chief

Office of Port and Facilities Compliance

Contact List

Captain Andrew Tucci

Domestic Ports (CG-FAC-1)
CDR Nicholas Wong

Area Maritime Security (AMSCs & NMSAC)
Mr. Ryan Owens

LCDR Scott White

LTJG Cale Cooper

Mr. Geoffrey White

Ms. Elena Hughes

Mr. Chris Dougherty

Ms. Etta Morgan

202 372-1080

202-372-1107

202-372-1108
202-372-1116
202-372-1166
202-372-1141
202-372-1119
202-372-1157
202-372-1120

Critical Infrastructure (MTSR, Cyber Security, & PSS Training)
LCDR Josh Rose

LT Josephine Long
Mr. Rogers Henderson
Mr. Robert Reimann

Cargo and Facilities (CG-FAC-2)
CDR Jeff Morgan
Mr. Jim Bull

Facility Safety (explosive handling, containers, COAs)
LCDR Darwin Jenson

LT Mike St. Louis

MSTC Kevin Collins

Mr. David Condino

Facility Security (MTSA)
LCDR Brian McSorley
LT Jennifer Osburn

Mr. Casey Johnson

Ms. Betty McMennemy

TWIC Implementation
LCDR Brett Thompson
LT Matthew Layman
LT Bill Gasperetti

Security Standards (Regulation Development)
LCDR Kevin McDonald
LT Mason Wilcox

USCG TWIC Help Desk

CG-FAC Links

WWW:
Portal:
Homeport:

http://www.uscg.mil/hg/cg5/cg544/default.asp
https://cgportal2.uscg.mil/units/cgfac2/SitePages/Home.aspx
Homeport> Mission> Maritime Security or Ports and Waterways

202-372-1106
202-372-1109
202-372-1105
202-372-1146

202-372-1171
202-372-1144

202-372-1130
202-372-1114
202-372-1127
202-372-1145

202-372-1168
202-372-1131
202-372-1134
202-372-1122

202-372-1136
202-372-1160
202-372-1139

202-372-1168
202-372-1123

202-372-1139

TWIC.HQ@uscg.mil
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