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Chapter 1

General Information

Purpose of Internal Control Guide 


The Coast Guard Nonappropriated Fund Internal Control Guide (NAFICG) was developed as a comprehensive step by step unit specific guide to maximize internal controls within MWR programs.  The purpose of this guide will allow Coast Guard units, with a little effort to tailor it to be a unit specific internal control plan for the installation.  This guide must be used in conjunction with the existing United States Coast Guard Morale, Well-Being and Recreation NAF Security Guide, NAF Internal Control Checklist and the Coast Guard Morale, Well-Being, and Recreational Manual, COMDTINST M1710.13 (series), the Coast Guard Nonappropriated Fund Instrumentalities (NAFI) Manual, COMDTINST M7010.5 (series), or any other Coast Guard policy or directive. 
Chapter 2 

Cash Funds

1. Amounts Authorized in Writing

The amount of funds for change and petty cash must be authorized in writing by the appropriate cognizant authority for MWR purposes and this memorandum must be maintained within your MWR files.  For auditing and accountability purposes, a copy of this memo is to be kept with each fund MWR files and the cash fund, if practical. Any changes to a cash account authorization must be approved in writing by the cognizant authority. Periodically, the amounts must be reviewed to confirm the appropriate funds are available to run the activity. 
INSERT:  Authorized amount of funds for change and petty cash and date of authorization. This insert must be updated if or when the authorized fund total is adjusted for business reasons and must reflect the memorandum within the MWR files or state no cash funds exist.

2. Specific Purpose/Location

The purpose (i.e. change fund or petty cash) and the location or activity when these funds will be assigned must be noted within the memorandum.

INSERT:  Unit specific location and fund total for each business activity or function within the MWR operation. If none, mark “N/A”. 
3. Fund Custodian

The MWR Director typically is assigned as the custodian of the cash funds and this designation will be noted in the authorizing memorandum.  If the custodian of the cash funds is demoted, transferred or terminates employment, a new authorizing memorandum must be prepared noting the new custodian of the cash funds.


INSERT:   Unit specific name of the fund custodian who is noted on the authorizing memorandum. 

4. General Ledger

The authorized amounts of change and petty cash funds per activity must be listed on the General Ledger and verified to the actual funds on-hand at any time. If the assigned funds are changed via a reissue of the authorizing memo, the amounts on the General Ledger will also be changed to reflect the correct adjusted amounts. 
5. Petty Cash Expenditures
The petty cash fund was setup to provide monies for small purchases on a day to day basis.   

Any petty cash funds used must be done for an authorized business expense. Loans or I.O.U’s to eligible employees will NOT be considered a legitimate reason even if being paid back at a later date. 
Each purchase must have a detailed receipt to support the expense. The receipt must note the place of purchase, date, detailed description of the item and amount.  

All expenditures for petty cash must include or be maintained as follows:
a. Documented on a Petty Cash Voucher or equivalent (log)

b. Approval signature of NAF procurement official 

c. Reason for the expense

d. Signed by the person receiving the funds
e. Receipts and cash maintained together for auditing/reconciliation purposes.
6. Random Audits

A surprise audit of the change and petty cash fund must be conducted on a quarterly basis. These random audits must be unannounced and conducted by an independent employee someone who is not the authorized custodian of the fund. The verification of the funds must be documented by date, amount and any noted overages or shortages.  This information must be readily available for review as needed.

7. Security of Funds

All change and petty cash funds must be maintained in an approved storage container in accordance with the Physical Security and Force Protection Program, COMDINST M5530.1 (series). Access to these funds must be limited to management within the activity.  Safe keys and/or safe combinations must be safeguarded. 
Chapter 3 

Financial Accounts

1. Bank Accounts

a) Authorized Check Signer

Only the authorized morale fund custodian/s of the morale fund account may sign and approve checks as authorized by the NAF procurement official.  This process will eliminate any chance of having the same person writing and authorizing a check.  
INSERT: Unit specific names and positions of the morale fund custodians that are authorized to sign and approve a check.
b) Cash Deposits


i. Deposit Slips

Each bank deposit slip must have a minimum of two copies (bank and unit for documentation of the deposit. If the operation does not use an armored car service, a validated receipt from the bank must be obtained and attached to the original bank deposit slip retained within the location. If an armored car service is used, a validated deposit slip will not be available and the monthly bank statement will be used as validation that the deposit amounts are correct. Best practice is to verify deposits on-line as opposed to waiting for the monthly bank statement.
ii. Deposit Bags 
Each deposit must be stored and deposited in a disposable deposit bag. This bag will seal the contents and must only be opened by the bank. The chances of monies being tampered with are greatly reduced when a sealed bag is used over an envelope or a zip bag. If a deposit bag is used where it has a key lock, the keys must be secured.  
Deposit monies must be placed in a sealed deposit bag with a completed deposit slip only after two employees verify the monies match the end of day amount to be deposited. This process is in place to reduce the chances of discrepancies in the amount noted on the deposit slip and the actual amount of monies in the deposit bag as received by the bank. If an employee is alone on a shift, the deposit monies must be placed directly in the deposit bag with a completed deposit slip and the bag sealed.
INSERT: Unit specific process to store and transport deposit monies if current process is different than noted above.

iii. Cash  Deposits
Deposits of cash and check receipts are required to be made daily, excluding holidays and weekends, unless collection of currency and coins total less than $200. Deposits may be deferred until that amount is accumulated, or made on a weekly basis, whichever is sooner. 
iv. Waivers

Cash deposit procedures must be followed unless a waiver has been granted by the Community Services Command. This waiver must be readily available for review by being posted on the inside of the safe door.

INSERT:  Copy of unit specific cash deposit waivers authorized by Community Services Command as well as the memorandum including number and authorization date.

v. Re-Counts

The actual funds from each unit must be re-counted by the person who is receiving the funds to confirm the amount is accurate prior to making a larger deposit with the combined funds from other activities. This process will determine which activity caused any discrepancies in a total deposit as each are verified before the single deposit for the day is prepared.  

vi. Verification

If deposits are brought to the bank as opposed to using an armored car service, a deposit validation must be obtained from the bank to confirm each amount was accurately received. The validated deposit slips or receipts must be collected each time a deposit is brought to the bank, provided to the Funds Custodian and filed with the financial records.
vii. Deposit Log

All deposit activity must be documented on a Deposit Log (check register) if the MWR operation does not use an armored car service. The log must be set up for the month and include: date, deposit bag number, deposit amount, initials of who prepared and recounted, who dropped the deposit, validation date, and if the validation amount was correct (yes/no). 
c) Check Authorization / Payments

The majority of the following controls must be in place regarding cash disbursements where the form of payment is via a check for goods and services for an activity within the MWR operation:
a) Drawing checks to “Cash” or “Employee” is prohibited

b) Blank checks must be secured at all times

c) Voided checks are properly  retained, and filed

d) Checks are countersigned above a certain defined amount

e) Signing blank checks is not allowed

INSERT:  Unit specific authorized signers for checks and employees who have access to accounting records or cash.

i. Supporting Documentation 

All supporting documents must accompany each check that is submitted for payment. These documents along with the invoice must be marked as paid. This process will eliminate possible resubmissions of the same documents for payment.

d) Manual Checkbook
A manual checkbook will be used to write checks for an MWR operation if electronic means are not available to generate a check. The checkbook and any back stock of checks must be handled as follows:

i. Storage

The checkbook and any on-hand back stock of checks must be stored in an area with limited access within an approved storage container. 

ii. Pre-Signed

Checks must not be pre-signed for any reason as the details of the check were not confirmed by the authorized funds custodian (signer). 

iii. Voided  Checks

All “voided” checks must be accounted for by leaving the check within the checkbook with the word “VOID” written across the face of the check. This guideline will confirm the check is accounted for when reconciling checks on a monthly basis.

e) Bank Reconciliations

i. Separation of Duties

The accounting technician or designee who prepares the deposits cannot reconcile the bank statement. A separation of duties must be established where another person, perhaps a business manager or other employee could be responsible to prepare the initial deposits and exclude the accounting technician from being responsible for both functions.  If a clear separation of duties is not in place, a compensating control must be put into place by management.  
INSERT:  Unit specific procedures or compensating control utilized if a clear separation of duties is not in place.

ii. Review Documentation

The MWR Director is ultimately responsible for thoroughly reviewing the monthly bank reconciliation prepared by the accounting technician to substantiate the reconciliation is complete and accurate. When the review has been completed, the MWR Director will initial and date the copy of the bank reconciliation and have it readily available for review as needed. The review may occur at a level above the MWR Director and the same procedure will apply.
INSERT: Unit specific process for how the bank reconciliation is documented if different than noted above.

iii. Checks - Cancelled / Outstanding 
All cancelled checks must be reviewed on a monthly basis by the MWR Director to make certain each contained authorized signatures, proper endorsements, and have not been altered in anyway in terms of payee or amount.

Any outstanding checks that have not been cashed for over 90 days must be investigated.   
INSERT: Unit specific process for how checks are voided and accounted for.

Chapter 4 

Accounts Receivable 

1. Accounts Receivable File

A separate accounts receivable file must be maintained for review to determine amounts due to the morale fund.  
2. Aging
The file must group receivables in categories of “how long owed” such as, current, 0 -30 days, over 30 days, over 60 days and over 90 days owed.

3. Reconciliation

The Accounts Receivable Aging Report must be reconciled to the General Ledger on a monthly basis.
4. Collection

Every effort must be taken to collect receivables within the specified due date. Follow up to each receivable after the due date must be scheduled with reasonable timeframes until the receivable is collected, extended, renewed or written-off.
5. Request Confirmation

An employee, who has no access to cash and who is independent of accounts receivable and billing, must mail monthly statements for open items. These statements must be in the employee’s control until mailed. All responses on differences reported by debtors must be routed to the same employee for research. Direct confirmation of accounts receivable balances obtained periodically by internal auditors or other designated personnel.
6. Changes
All changes must be authorized by the MWR Director/Officer. These accounts must be adequately controlled and must be periodically followed up for collection if an extension or renewal was authorized.
Chapter 5 

Accounts Payable

1. Invoice Folders

Invoices for payment must be received through the mail or other electronic means and only handled by the employee assigned responsibility upon the receipt of an invoice. All invoices must be divided into an “unpaid” and “pending approval” folders.  Each folder will segregate all pending invoices and confirm which invoices are ready to be paid and which invoices are not based on date due, work performed, or for other reasons.

INSERT: Unit employee assigned responsibility of receiving invoices through the mail or electronic mail.

2. Approval for Payment

The invoice must be verified before being paid by matching it to the purchase order or equivalent and the receiving report. After the process has been completed, the corresponding paperwork and invoice must be presented to the authorized funds custodian (signer) for approval.
INSERT: Unit’s process utilized if a sequentially numbered funding request form (purchase order) is not the standard practice. 
3. Stamped / Marked Paid

Each invoice received for payment must be immediately stamped with the date the invoice was actually received and also marked on the date the invoice was paid. This process of stamping invoices will allow for an easy review process to determine length of time from when the invoice was actually received to when the invoice was paid. The paid dates will be matched to either the terms on the invoice to confirm if invoices are being paid in a timely manner and by a person outside the MWR organization at the unit.

4. Aging 

All accounts payable invoices must be maintained by the age of the invoice.  Payables must be grouped in categories of when due, such as current, 0 to 30 days, over 30 days, over 60 days, and over 90 days past due.
5. Reconciliation

The Accounts Payable Aging Report must be reconciled to the General Ledger on a monthly basis.
6. Vendor Statements
Statements from the larger vendors must be requested on a regular basis by management to verify invoices are being paid in a timely manner.  These statements must be kept on file with the respective invoices as proof the invoice payment process is being monitored. 

Chapter 6 

Sales and Cash Receipts

1. Deposit of Cash Receipts

Deposits of cash and check receipts are required to be made daily unless collection of currency and coins total less than $200.  Deposits may be deferred until that amount is accumulated, or made on a weekly basis, whichever is sooner. In a food or beverage operation, the likelihood of exceeding these limits is high and will possibly mandate daily deposits. 
2. Daily Audits
All cash on-hand maintained in the main safe (i.e. change, petty cash fund, etc.) and the cash assigned to fund each activity must be verified on a daily basis. Ideally, cash will be verified at the beginning of the day, when a cash till is assigned to an employee at the start and the end of a shift and at the end of the day. All audit verifications must be documented.
INSERT:  Unit specific daily procedures and form used for documentation. 

3. Register Tapes/End of Day (EOD) Reports
Each register in operation must have a register tape detailing each transaction or an item sales report to note the sales processed through the register for a specific day. This tape and the employee reports must be attached to the Daily Cash Receipt (DCR) log for the day. These tapes and reports provide the detail of what was processed and can easily be used to investigate a register variance, potential theft situation, or training issue. Storage of this information must be within the MWRs administrative office after the DCR has been completed and turned in for review.  
INSERT:  Unit specific procedures on what tapes or reports are used to validate and review daily sales. 
4. Validated Deposit Slips
A validated deposit slip may possibly contain multiple activities transactions based on the amount of cash received for the day. It may not be practical to complete a separate deposit slip for each activity’s deposits especially if a deposit will be made on a daily basis. If deposits are combined into a single daily deposit, each activity deposit amounts making up the grand total must be easily documented and identified. This process will confirm all business units are properly accounted for.  
5. Cash Overages / Shortages
The total of cash overages and shortages can add up over the course of the month, quarter, and year. These discrepancies can be kept to a minimum if monitored closely. Cashiers need to take the time to be accurate and contact a supervisor if a problem arises with a transaction that may appear confusing.

a) Explanations Required

Any register discrepancy in excess of +/-$5.00 must be explained in writing on the daily register balance sheet for the activity that generated the variance. Research may be required in an effort to explain the discrepancy, including speaking with the cashiers on duty. If a conclusive explanation cannot be determined, a probable reason of what caused the variance must be noted.

b) Trending

An Over/Short Log by day must be in place to monitor the cash overages and shortages generated at the registers. Although this log will capture the variance amount and possible explanations, if the amount is in excess of +/- $5.00, as a total by day, it will provide some insight on how the variances are trending over the period of a month. If the variances become excessive, a system of register accountability must be set up in the particular activity creating the variances. A separate log must be set up to monitor the variances by cashier until the problem can be corrected.

c) Register Accountability

If cashiers consistently generate cash discrepancies, a system of register accountability must be set up where the register will be operated by one cashier at a time. The funds will be audited at the time the cashier starts and when the cashier finishes his/her shift. This will clearly identify the cashier(s) who are responsible for the variances and allow an opportunity for re-training or removal from a cashier position to correct the problem.   

6. High Risk Register Transactions
Refunds

Conducting a fraudulent refund is the number one method of internal theft an employee uses to steal monies from an activity. Limiting access, requiring additional information to support the legitimacy of the refund, and actually witnessing the transaction will limit exposure to this type of theft.

a) Authorization

A refund transaction must be performed at the supervisor level through the use of a key or individually designated pass code. This will limit who can process a refund transaction. An employee is restricted from processing his or her own refund transaction. If a refund transaction was necessary and a supervisor was not available, the transaction must not be performed.

INSERT: Unit specific procedures on what position level can authorize a refund transaction and how the authorization is completed if no register is used at the activity.
b) Original Receipt

Any refund transaction requires the original receipt to be present. A refund will not be processed if the original receipt is not available unless directly approved, in writing, on the transaction slip, by the MWR Director or designee. If the original receipt needed to be returned to the patron because other items on the receipt were not returned, the receipt must note “patron kept receipt.” A supervisor has the authority to authorize a store credit if the original receipt was not presented. This will be an exception and not the rule. Frequent refunds where the receipt was not present will be a “red flag” if the same supervisor performed the transactions.  
INSERT: Unit specific procedures in place to handle a return without the original receipt if different than what is stated above.

c) Reason

The reason for the refund must be noted on the transaction slip. This provides additional information to anyone reviewing the transaction. If a refund was given because an item was entered incorrectly or in order to exchange the item for another item, the next transaction following the refund must support the reason noted.

d) Dual Signatures

Each refund must be signed by the employee who entered the transaction and the supervisor who authorized it. If the transaction was processed when a supervisor was “on alone,” the next supervisor on shift will review the transaction for completeness, but write “not present” on the transaction slip. By requiring dual signatures on a refund transaction, the chances of errors, missing information, or the possibility of a fraudulent refund being created are reduced. 

e) Accounted For/Tracking

All refund transactions on-hand must be accounted for either through the end of day sales reporting or through a review of the journal tape, item sales report, or electronic journal.  The number of returns on-hand must match the number processed for the day. This process will make certain all refunds may be reviewed and are accounted for. Consistent missing returns are a “red flag” potentially indicating the returns were not processed for a legitimate reason.

A Refund Log is required to monitor the number of refunds occurring each day, by which supervisors, and for what reasons. Trends will quickly emerge if reoccurring situations are the leading causes for generating the sales transaction. Additional training or research may be necessary to limit the number of voids and confirm all have been conducted for legitimate reasons. 

INSERT: Unit specific procedures in place to account for/track refunds if different than what is stated above as a best practice.

f) Signage

A simple sign such as one of the following can assist in deterring fraudulent refund or void activity:

1. “CASH REFUNDS WITH RECEIPTS ONLY.”

2. “CASHIERS REQUIRED ENSURING RECEIPT FOR ALL PURCHASES.”

3. “PLEASE RETAIN RECEIPT FOR FUTURE ADJUSTMENT.”

4. “DID YOU GET YOUR RECEIPT?”
5. “NO REFUNDS – ONLY STORE CREDIT AUTHORIZED.”

INSERT:  Unit specific signs in place at each MWR business activity. 

g) Paperwork Retention

All return paperwork (manual process) must be stapled together and retained with the end of day paperwork for the register. 

Voids (During and After)

A void transaction is simply part of doing business when a transaction is entered into the system incorrectly or a patron changes his/her mind on an item.  The transaction can be easily abused if not closely monitored.

a) Authorization

Any void transactions must be processed by a supervisor at the time of the transaction in the presence of the employee who caused the void. This authorization must be performed with either a register key or individual pass code pending on the ability of the register system.  

INSERT:  Unit specific procedures on what position level can authorize a void transaction and how the authorization is completed (i.e. key, pass-code). 

b) Reason

The reason why a void transaction was necessary must be noted on the transaction slip. This will support the transaction and can also help determine if any processes must have been handled differently to have avoided this transaction.

c) Original Receipt

The original receipt must be available if the void transaction is being performed after the transaction was completed on the register. This transaction is usually known as a “post void.” Without having an original receipt, there will be no way to support the reason for the transaction if the patron was not present. These “post void” transactions do not occur frequently and must be considered a “red flag” if the number starts to increase.

INSERT: Unit specific procedures established to control void transactions when an original receipt was not available.

d) Dual Signatures

Each voided transaction must have two employee signatures, one being a supervisor, on the transaction slip. The transaction must be witnessed by the supervisor with the patron still present within the location.
INSERT: Unit specific procedures established to handle dual signatures when only one employee was on duty.
e) Accounted For/Tracking

All voided transactions must be accounted for on a daily basis. These on-hand transactions must be compared to end of day reporting or the journal role / electronic journal to confirm each has been properly accounted for. Consistent missing transaction slips will be a “red flag” and will require additional research / investigation.

A Voided Transaction Log must be maintained to track the number of voids being processed on a daily basis. This log will note who performed and authorized the transaction, the reason and the amount. Documenting this information will allow a more global review of the frequency, top reasons, and persons involved in this transaction type. Additional training may be necessary if the reasons for the voids indicate the transactions could have been prevented. 

No-Sales

A no-sale transaction must be performed when the register till needs to be opened for a legitimate business reason. The type of register will dictate whether or not an actual transaction slip will be generated when this function is performed. If the register does not produce a transaction receipt, use the journal tape in place on a physical transaction slip.

a) Reason 

The reason why the register till was opened must be noted on the transaction slip or on the journal tape, if the register does not produce a receipt. This reason must be for a valid business reason, which will not include making change for a patron. Valid reasons will include auditing the register till; gather excess cash to make a drop to the safe, or making a deposit from the register funds accumulated for the day.

b) Dual Signatures

A no-sale transaction or journal tape must be signed by two employees. It is not necessary to have the 2nd employee sign the transaction at the time it occurs unless the employee is readily available. The transaction will simply be signed at a later time after the reason was reviewed.

c) Accounted For/Tracking

If a no-sale transaction produces a register slip, the slips must be collected and compared to the no-sale quantity total from the end of day reports. If a transaction slip does not generate, there is no need to account for the transaction slips as each will be on the journal tape. A review of each transaction will be necessary to note the total number for the day and why the register till is being opened.

The number of no-sales per day could be incorporated into the Voided Transaction Log to gain visibility of these transactions together. If the number of no-sale transaction increase at the same rate as the number of voided transactions, a “red flag” will exist potentially indicating a theft pattern. There will be no legitimate reasons to continually open the register following a voided transaction. If this situation occurs, further research and investigation may be necessary.

7. Manual Sales Receipts
If any part of the MWR operation has an activity where cash is accepted for services, food or beverage, or merchandise and a register is not dedicated to the activity, a numbered voucher must be issued as a receipt. These vouchers must be used numerically to track any sales for this specific part of the operation and be reconciled daily. Without a voucher receipt system, cash is exchanging hands with virtually no record of the purchase.

8. Periodic Audit

Activities within the cash sales and receipts process must be randomly audited on a monthly basis by the MWR Director or a designated individual who is not responsible for handling the day to day activities within this function. Each audit must focus on the various parts of the process to confirm these parts are working as intended and overall the processes are accurate.  Each audit must be documented by date of audit, specific dates reviewed, and processes inspected, if completed in parts. A periodic unannounced audit will help reduce the chances of unintentional or potentially intentional errors within the process.
INSERT: Last audit date of periodic audit conducted of the cash sales and receipt process.

Chapter 7 

Purchasing and Receiving

1. Separation of Duties

The purchasing and receiving functions must be maintained by separate employees within the activity.  This will prevent the same individual from purchasing and receiving the items.
INSERT:  Unit specific employees handing purchasing and receiving functions within the MWR operation.

2. Purchase Orders

An approved purchase order must be required for all purchases. All purchase order documents must be pre-numbered and accounted for.  The use of these documents will control what is purchased, reasons the purchase was required, and a separate authorized approval process.
3. Shipment Receipt
Each shipment of goods must be received through a designated receiving area. All cartons must be inspected for general condition (i.e. damaged) and contents (as billed on PO).  Any obvious issues with the shipment must be noted on the Bill of Lading with the delivery driver’s signature. This will document the specific issue and assist with receiving a credit if proof is necessary.
INSERT: Unit specific designated receiving area(s) for shipments of goods.

4. Receiving/Purchasing Log
All deliveries from vendors or transfers from other activities must be recorded on a Receiving/Purchasing Log.  This log must be matched to all receiving documents processed for the week to confirm all have been properly noted. All documentation must be provided to person maintaining the accounting records to properly make adjustments as needed to pay the correct amount and alter the on-hand physical inventory.
5. Temperature / Freshness Dates

A thorough inspection of each carton must be conducted at the time of receipt and in the presence of the delivery driver. The temperature of all heat sensitive items must be conducted before the items are accepted from the delivery. If any items are deemed outside of the temperature zone for the particular product, the items must be refused and noted on the delivery paperwork.

All items received must be reviewed for their respective freshness or expiration dates. If these items are not closely inspected at the time of receipt, items could be received that are close to or already out of freshness standards or expired.  This will immediately cause excessive waste and contribute to higher COGS. 

6. Variances
Any adjustments made to a purchase order must be noted on the receiving document along with the reason why the adjustment is necessary. These adjustments will be processed and payment to the vendor will be based on what was actually received. If an adjustment is not documented or documented incorrectly, a loss may occur as the invoice will be paid based on what was ordered and not on what was received. 
Chapter 8

Payroll

1. Separation of Duties

 The MWR Director or designee must approve time and attendance sheets for the payment of NAF salaries.  
INSERT:  Unit specific designee selected by the MWR Director to approve time and attendance sheets.
2. Additions / Deletions 

Any changes to the hours worked by the employee must be initialed by the individual as well as his/her supervisor of the activity. This will confirm any additional hours or reduced hours have been accurately processed before payroll has been generated. 
3. Wages / Salary Payments

All hours paid must be handled through a direct deposit to the NAF employee’s checking account.  There must not be any cash or checks used to pay an employee for hours worked in an MWR activity ashore.
4. Maintenance of Available Benefits

All available benefits, which include unused vacation time, sick leave, etc.), for each individual employed within MWR must be maintained and available for review as needed.
5. Payroll Personal Restrictions

The individuals assigned to process payroll cannot be allowed to handle the employee’s bank data (i.e. direct deposit bank account number). The responsibility to add, delete, and change this data has to be assigned to an individual outside of the payroll process to have a clear separation of duty. 
6. Undistributed Checks 

Any undistributed checks must be kept in a secured area.  These checks must be reviewed on a regular basis to confirm employees are picking up these checks as they become available or being mailed if not claimed within a reasonable amount of time.  If any manual checks remain in the location, they will need to be secured as well.
Chapter 9

Credit Card Use

1. Authorization

Acceptance of credit cards must be first approved by CSC before credit cards may be taken as a form of payment for good and services.
PCI Best Practice Standards:

a) Protect customer cardholder data before, during and after every transaction. This applies to data stored in electronic format and on data printed on any reports and documents.

b) Report any security incidents as known or suspected to have occurred. Follow the security incident reporting guidelines found in COMDINST Instruction 5260.5, Privacy Incident Response, Notification and Reporting Procedures for Personally Identifiable Information (PII).

c) All technologies used to access cardholder data must be approved by the MWR Director.  Changes made to any technology must be documented and approved.

d) New employees and employees being promoted are subject to background checks as limited by law.

e) All service providers with which cardholder data is shared must adhere to PCI requirements.

2. Manual Requirements

If a credit card will not scan upon a sale, it must be manually entered. To prove the credit card was actually present for payment by the customer, a copy of the card must be imprinted. This imprint along with valid identification and the customer’s signature will prove the customer was actually present with the card when the purchase occurred. If an imprint of the credit card was not obtained, the MWR runs the risk of non-payment if the customer challenges the sale as there will be no proof of the card was present. If an imprint must be taken, proper PCI compliance must be followed.
3. Retention of Customer’s Card

If a customer accidentally leaves behind his/her credit card within the location, the card must be secured in the locations safe. Remember the card is still active and MUST be protected until further direction has been provided by the credit card company. If the customer does not revisit or call the location to inquire on the whereabouts of his/her card, contact the credit card company using the toll free number on the back of the credit card to receive further instructions on behalf of the customer.  Train employees to hand the credit card to the customer with their receipt to avoid a credit card being left behind by mistake.
INSERT: Last date of local training to accommodate this requirement.
4. Protection of Information


The credit card number, with the exception of the last 4 digits, must be masked on any receipts or journal tapes at an MWR location. Credit card numbers must not be typically written down for any reason, but if so in the case of an event, the number must be destroyed or “blacked out” on any manual receipts or sales documentation.  The MWR Director and command have a responsibility to protect this information and maintain Payment Card Industry - Data Security Standards (PCI DSS). Conduct formal security awareness training to ensure all employees are aware of PCI DSS compliance to protect cardholder data.
INSERT: Copy of CSC memo authorizing the use of credit card program and SAQ Self-Assessment Questionnaire.

Chapter 10 

Asset Protection 
1. Safes

a) Access

Safe combinations or keys must only be provided to individuals based on their day to day need to access the safe. If monies are distributed from one central safe, access must be limited to the MWR Director and the accounting technician. 

INSERT:  Unit employees names and positions that have knowledge of safe combinations or possession of keys to access the safe(s). 

Refer to the Physical Security and Force Protection Program, COMDTINST M5530.1 (series), for storage of funds and loss prevention procedures.

b) Security

Each safe must be secured to the floor or wall if it could easily be removed from the premises.  This will also apply to any other device used to store monies within an MWR operation.

INSERT:  Unit specific location of each safe and how it is protected from being removed from the premises.

c) Combinations

The combination for each safe must be noted on a slip of paper and sealed in an envelope with the signature of the MWR Director and date across the seal. These envelopes must be maintained with base security in case access is needed to the safe and the current safe combination holders are not available. If an envelope needs to be opened, a new envelope must be used as a replacement for the original envelope.  

INSERT:   Unit specific location where safe combinations are held in case of emergency.

d) Turnover

If any of the safe combination holders is terminated, transferred, or demoted, the safe combination must be changed and provided to those authorized with access. In addition, any prior safe combinations on file will have to be destroyed and the new safe combinations documented and sealed in an envelope as described above. 

INSERT:  Unit specific procedures to change safe combinations if holder is terminated, transferred, or demoted.

2. Cash Registers

a) During Business Hours
Cash registers must be locked when not in use during business hours. When is use, the cash drawer must be closed after each transaction. 
b) After Business Hours

Register drawers must be left in the open position and empty after the close of business.

3. Counterfeit Money Detection

a) Training 

Cashiers and other personnel who handle cash must be trained in the detection of counterfeit money because the holder of bogus money is the one who takes the loss.

b) Detection

By comparing a counterfeit bill with a genuine bill of the same type and denomination, several distinguishing differences may be detected. These differences are summarized below:

               Genuine
· Portrait stands out sharp and clear from oval background, facial features appear lifelike.

· Background is a fine screen of fine links.
· Seal saw tooth points are sharp, even and regular.
· Serial letters and numerals are sharp, firmly and evenly printed, and well-spaced. 
· Paper has scattered small, thin, red and blue silk threads.
               Counterfeit

· Dull, smudgy, indistinct or unnaturally white. 

· Oval background is too dark; lines irregular and broken, with portrait merging into the background. 

· Fuzzy features. 

· Seal saw tooth points uneven, irregular, and broken off. 

· Serial figures poorly printed, uneven, and badly spaced.

· No silk threads; threads may be imitated by very small thin red and blue ink lines easily seen if examined closely.
c) Counterfeit Pens

Markers are available to test currency. Employees must be trained on how to use them.

Please visit the U.S. Department of the Treasury for more information on how to identify counterfeit bills:  http://www.moneyfactory.gov/anticounterfeiting/securityfeatures.html
INSERT:   Unit specific process used to detect counterfeit bills.

4. Key Control

a) Assignment

A Key Control Log must be in place to record all keys within the MWR operation and specifically which employee has been assigned a specific key.  As assignments change, the Key Control Log will need to be updated to log the employees currently in possession of keys. An accounting of keys must be done periodically to make certain these keys are available as needed.

b) Spare Keys

Any spare keys must be documented on the Key Control Log and noted that the keys are not currently assigned. These keys must be either maintained in a secure key box with limited access or in the location’s main safe in a sealed envelope with MWR Director’s signature and date across the seal. 

INSERT:   Unit specific number of spare keys and what locations these keys control.

5. Trash Disposal and Storage

a) Clear Trash Bags

Each trash receptacle within the operation must have a clear trash bag present to store trash while waiting to be disposed. A clear bag makes it more difficult to accidently dispose of items or to store items to be stolen from the dumpster at a later time. 

b) Cardboard Boxes

Any cardboard boxes must be broken down prior to disposal and must be stored in such a manner as to prevent an exit from being blocked. A cardboard box may be used to store other flat boxes, but not to hold trash outside of a clear trash bag.

c) Inspection and Disposal

All trash receptacles and flat cardboard boxes must be disposed of on a daily basis. A supervisor must review each bag and box to confirm no sellable items are present. Trash will be removed to the dumpster only after an inspection has been conducted. Periodic inspection in and around the dumpster must be conducted by the MWR Director or designee to verify only trash is present. 

6. Closed Circuit Television (CCTV) System

a) Coverage

All high risk areas (i.e. office, bar, entrances and exits, product storage) must be in clear view of a camera if the operation has a CCVT system installed. It might not be financially feasible to have cameras in all high risk areas, but any cameras in use must be focus in the areas with the highest risk. 

INSERT:  Unit specific number of cameras and where each camera is located (i.e. business activity). 

b) Camera Angles

Each camera angle must be focused on the center of a high risk area and preferably be protected from external adjustment with a dome or casing. Angles may need to be reviewed from time to time to make certain the camera did not move as a result of unintentional or intentional reasons. These angles can quickly be reviewed through the monitor.

INSERT:  Unit specific coverage or angle for each camera in use within the MWR operation.

c) Monitor

The camera system must have a working monitor, which must be present in the MWR Director’s office. The monitor’s display screen must show all camera angles on a single screen, but the capability to view each camera angle separately must be available.

d) Digital Video Recorder (DVR)

The CCTV system must be supported with a DVR, which will capture data for a certain period of time to be accessed at a later date as needed. This device must be protected from being tampered with in a secure office or preferably in a locked cabinet or box with limited access. Since the information recorded on this device could be used as evidence in a crime or a patron / employee accident, it must be safeguarded. 

e) Date and Time

The DVR’s date and time of recording will be reflected on the monitor’s screen. This information must be reviewed randomly to confirm the information is accurate. The date and time displayed will be the information on any recordings if or when the information has to be reviewed and could be an issue if needed for evidence if a situation arises.

f) Periodic Review

It is a recommended “best practice” to periodically review the DVR to learn more about what is happening within areas covered by cameras in the operation. This review must be targeted to times when only one employee is on duty, at opening, closing or whenever a quick snapshot of time will confirm a policy or a procedure was executed correctly. Feedback to the employees on what was learned communicates the cameras are being monitored.  

INSERT:  Unit specific process for reviewing video activity.

7. Off-Site Storage

a) Security

Any storage areas maintained off-site of the specific operation or base must be secured either by an alarm system or more typically by a lock and key.  The keys to the off-site area must be noted within the Key Control Log and must be secured when not in use.

INSERT:  Unit specific location of any off-site storage, particular use and how the space is secured.

b) Access

Employees must not have unlimited access to any off-site storage areas. These areas must be accessible during certain hours.  Personnel designated to visit the area to either store or retrieve items must be the supervisor or manager of the particular operation. If additional personnel are required to visit the site, a supervisor or manager will decide when.

INSERT:  Unit specific names and positions of the employees authorized to access the off-site storage.

c) Physical Inventory

Off-site storage areas must be primarily used to store items that are not saleable or are noted as inventory (i.e. rental equipment, property) within the MWR operation.  This reduces the chances of the items being targeted for theft as these areas are less protected than if the items were stored within the operation. If salable or inventory items need to be stored off-site, consider storing less valuable items in this area. 

A running physical inventory is a good “best practice” to track which items are being stored off-site. This physical inventory document will need to be adjusted each time items were added or removed, but will provide a means of accounting for what must be stored in the area at any given time.

INSERT:  Unit specific process to control off-site physical inventory.

8. Personal Belongings

a) Storage
Personal belongings such as handbags and purses must not be permitted on the sales floor or in warehouse areas. Lockers must be provided for employees.

INSERT:  Unit specific designated location for personal belongings at each business activity if lockers are unavailable.

b) Bag / Locker Inspections

All employees will be subject to have their personal belongings inspected upon departure. This inspection basically applies to anyone who is in areas of the MWR operation for business reasons. Managers have the authority to conduct inspection of parcels, packages, or other objects carried into or out of the activity by employees. This authority extends to the inspection of the employee’s locker in the presence of the individual using the locker, and another witness.

9. Entrances and Exits
a) Employees / Non-Employees

All personnel must be utilizing the front entrance of each operation to enter and exit.  This must apply to all vendors and visitors unless prior permission has been granted by the MWR Director. Any visitors or vendors must be in the company of an employee while on premises.

INSERT:  Unit specific exceptions and a copy of the memo authorizing any exceptions to the process. 

10. Physical Security
a) Unit Security Support

The MWR Officer is encouraged to solicit the support of the unit security personnel to assist in determining security needs.

b) Alarm Systems

All alarm systems, intrusion and duress must be tested at least weekly.

c) Locking Devices

All accessible openings must be protected by adequate locking and security devices. Locking devices may be deadbolt locks, heavy duty hasps and padlocks, crossbars, or a combination thereof.

d) External Door Identification

Any solid external door designated for employee entrance or exit and/or trash disposal must be equipped with a security glass view panel, or with a peephole to enable employees to identify person(s) outside prior to opening the door.

e) Opening and Closing

The opening and closing of an activity will be accomplished by the ranking supervisor and another designated employee, where staffing permits.
f) Pre-Closing Inspection

At the close of each business day, the supervisor will make a pre-closing inspection of the premises to assure that all safes, doors, windows, etc., have been secured and that no person is hidden in bathrooms, stockrooms, warehouse or any area of the exchange. The supervisor will set all alarms and exit the premises.

INSERT:  Unit specific pre-closing checklist and SOP in the event of a robbery. 

g) Notification Decal

An emergency notification decal must be affixed to the front entrance of all facilities. The decal will contain the telephone number of the appropriate military/security police office. The name and telephone number of the responsible facility management will be made a matter of record at the appropriate military or security office.

11.  Robbery

Procedures 
1. It is a general “best practice” to have two persons open and close the facility, but this may not always be feasible. External doors must be kept locked until the facility is opened for business or other operational purposes.

2. Only authorized personnel will be permitted in the facility during critical periods at opening and closing times.

3. Keep cash-on-hand at the registers to the minimum amount required for efficient purposes.

4. Insure that all employees are familiar with any Standard Operating Procedures (SOP) to be followed, in case of a robbery. A copy must be posted. 

5. The SOP must provide instructions to:

a. Alert responsible MWR and command officials.

b. As soon as possible, write down all details about the robbery and a description of the robbers.

c. Obtain or have an official obtain names, addresses, etc., of all witnesses and give information to military/security police.

d. Comply with instructions of investigating authority concerning the incident.

Chapter 11

Preventative Measures

1. General

Although many of these preventative measures may be discussed or mentioned in other chapters within this guide, they are important enough to be covered as a group within this chapter. These measures are a proactive approach in the attempt to reduce risk or losses from occurring with the any of the MWR operations. 

2. Independent Verification
The MWR Director or designee must verify key policies and procedures are being followed and executed as required on an unannounced quarterly or “spot check” basis. This can simply be accomplished by sampling the area without performing a full inspection or review. If it is determine the area sampled is not compliant to required or expected policy and procedure, a full audit of the area may be required to determine the extent of the issue. This review process allows the MWR Director or designee the opportunity to address and correct any issues, limit any potential risk or loss, and demonstrate to the employee that the processes are being checked through an independent verification.   

INSERT:  Unit specific name of designee responsible to perform independent verifications, if not assigned to the MWR Director, and the process / documentation used to conduct the verification.
3. Cash Funds

An unannounced audit must be performed and documented on all cash funds on a quarterly basis. This audit must be conducted by a designee, who is not individually responsible for any of the funds, in the presence of another employee preferably the employee responsible for the fund. The count must be recorded and both the designee counting and the affected employee witnessing must initial the documentation. This process confirms the funds were independently accounted for as of that date must if a discrepancy arises in the future.

INSERT:  Unit specific name of designee responsible to perform unannounced cash counts and copies of latest verifications.

4. Deposits

Each deposit amount must be verified by two employees and documented by initialing the deposit slip. As part of the verification, the 2nd employee must count the funds in the presence of the 1st employee and inform them of the total amount. The total amount must not be provided by the 1st employee when the count is to be verified. If a discrepancy exists, both counters will initial the related paperwork to note it was verified and confirmed before the deposit was completed and sent to the bank.

INSERT:  Unit specific compensating control to verify deposits when two employees are not available.

5. Bank Reconciliation

The monthly bank reconciliation must be completed by an employee other than the employee who prepares the bank deposits. This process reduces the chances of the employee who prepares the bank deposits having too great an influence on the outcome of the bank reconciliation.  Although the bank reconciliation will be reviewed and initialed by the MWR Director or a position above, the function still needs to be performed by a separate employee than who prepares bank deposits.

INSERT: Unit specific name of designee responsible for reconciling bank statements and who is responsible to prepare deposits.

6. Food and Beverage
The physical inventory process must be sampled by the MWR Director or designee on an unannounced quarterly or “spot check” basis. This sampling will confirm the counts are being performed accurately by quantity, type and measurement, and reduce extended research if the change in inventory dollars or Cost of Goods Sold (COGS) % is outside of the normal or acceptable range.

INSERT:  Unit specific name of designee who is responsible to perform “spot checks” on the Food and Beverage physical inventory and process. Specific procedure on what and how much is “spot checked” as well as how it is documented. 
7. Sales Transactions

Each high risk sales transaction (i.e. refund, void, and no-sale) must require a second employee’s initial as a means to validate the transaction was performed correctly. A “spot check” of these transactions must be completed by the MWR Director or designee to make certain the transactions have been executed and initialed properly as well as to determine if the transactions were completed for legitimate business reasons. Separate monthly tracking of these transactions may assist in determining the time frame or specific transactions to “spot check.”

INSERT:  Unit specific name of designee responsible to review sales transactions to confirm each was executed properly.

8. Separation of Duties

One employee must not have complete control over a process.  A double check system will not be in place as the responsibility for the entire function will be with one employee. Duties in higher risk areas need to be separated by function in order to maintain integrity in the process. 

Some examples of functions where a clear separation of duties must exist are noted as follows:

Bank Deposits vs. Bank Reconciliations

Selling Inventory vs. Counting Inventory  

Counting Inventory vs. Posting Inventory Results

Operating Cash Register vs. Preparing Deposits

Maintaining Rental Equipment / Property List vs. Counting Physical Inventory

INSERT:  Unit specific procedures to establish a clear separation of duty or compensating control when the clear separation of duties is not possible. 

Chapter 12

Inspections and Reviews

1. Purpose

The purpose of any MWR inspection or review is to identify and limit any potential financial losses from poor or inadequate business practices as well as to confirm policies and procedures are being executed as required. Any losses from the MWR operation will eventually result in less services and programs for the men and women of the Coast Guard. The ultimate goal of these inspections and reviews is to prevent these losses through good business “best practices” to maintain or enhance current MWR services and programs.
2. CPA Independent Financial Audit

An external audit can be conducted by a public accounting firm to replace or substitute a local command audit board. The purpose of this audit will be to obtain reasonable assurance that the MWR financial statements are free of material misstatements. An audit will include examining, on a test basis, evidence supporting the amounts on the financial statement.  The audit will also include assessing the accounting principles used and significant estimates made by the MWR officer/director as well as evaluating the overall financial statement. Additionally, the audit must include a determination if applicable regulations, policies, and procedures are being adhered to in the conduct of day to day operations. The primary responsibility for the audit of morale fund reports and activities rests with the commanding officer.

INSERT:  Unit specific contact information for CPA Firm retained to perform annual independent financial audit and a copy of the Statement of Work to engage the CPA firm and the last CPA engaged audit.
3. MWR Audit Requirements(COMDTINST M1710.13 (series):
The MWR Director must institute a series of audits throughout the year utilizing inspections and reviews to             ensure compliance with current Command and Commandant policies and good business practices.

a. Quarterly Cash Audits: 
· Most current documented cash account audit:

b. Annual Morale Fund Financial Audit w/ MWR Program Inspection Checklist:
· Most current documented financial audit:

c. Annual general property accountability inventory (COMDTINST M4500):
· Most current ORACLE inventory listing
4. Unit Safety Inspections:
a.  Most current documented quarterly safety inspection:

b.  Most current annual Unit Safety Assessment Tool (USAT) Inspection: (Safety Environmental Health Manual, COMDTINST M5100.47 (series)). Note: This may satisfy the annual requirement for safety inspections of Category B and C MWR Activities conducted by a technical source to conduct this type of safety inspection.
c. SMART Team - Per COMDTINST M5100.47, the Safety Mobile Assistance and Response Team (SMART) was created to support implementation of safety and environmental health programs. 
· Most Recent copy of unit SMART reports.
5. Unit FORCECOM Compliance Inspections 
Typically conducted every three years to ensure compliance with Commandant polices regarding the MWR program.
· Most recent copy of the results of the last FORCECOM compliance inspection:
6. Operational Risk Assessment (ORA)
An Operational Risk Assessment (ORA) is an evaluation of the current MWR operations to determine the level of potential risk or exposure where a loss may occur. The assessment helps raise the level of awareness with the MWR staff on understanding how losses can occur and what can be done to reduce the risk. 

Community Services Command (CSC) determines the MWR locations and timing for the Operational Risk Assessment (ORA). The ORA is scheduled at a minimum of 60 days in advance, has an average duration of 5 hours and requires a review with the Commanding Officer upon completion to review any noted “opportunities.” A final report is published by CSC and sent to the unit for review and response.

INSERT:  Unit’s last Operational Risk Assessment (ORA) and command’s response / comments.
Chapter 13

Inventory Control and Management
1. Physical Inventory
A separate physical inventory must be performed on a monthly basis. This provides time to monitor how each operation is performing, identify any negative trends and to adjust as necessary before these trends cause any substantial losses. 
a) Adequate Supervision

A physical inventory should be conducted by two individuals, both of which are not involved in the sales of the inventory. This process is in place to eliminate any chance of having anyone who may be dishonest manipulating the physical inventory to cover for shortages they created during the sale of the item (s). In addition, two counters (employees) may double check each other to make certain the physical count of both food and beverage is accurate.  If only one employee is available, test counts must be completed by the MWR Director or designee to verify the accuracy of the process and actual count. 

b) Test Counts

The MWR Director or designee must “spot check” the physical inventory process and level of accuracy at least on a quarterly basis, but may need to verify the accuracy of a physical inventory based on the results. This verification will review any items where the counts appear to be usually high or low in addition to walking through each storage area to make certain nothing was missed or overlooked by accident.

c) Segregation / Identification of Goods

All items must be clearly segregated by item type and appropriately labeled on an on-going basis and not just at the time of a physical inventory count. This organization will increase the accuracy of each count, move the process faster, and help reduce potential waste from potentially over ordering items not clearly identified in the on-hand inventory.
d) Units of Measure

i. Partial Items 

· Food:

Any partially used food items will need to be weighed or accounted for based on the amount left as compared to its original weight or packaging. This will be the only way to arrive at an accurate count for the particular item. These items can be easily converted to the measurement noted for each item in the physical inventory.  Remember to deduct the tare weight of any trays or containers used to hold the item if the items are not stored in their original packaging. For example, if hamburgers are stored in a plastic tub to be cooked for the day, the tare weight of the tub must be deducted from the scale weight.

· Beverages :

Any partially used liquor bottles behind the bar must be accounted for by either weighing each bottle then deducting the bottle tare weight or by estimating the bottle’s contents from a visual inspection in tenths. This process will apply to any partially used liquor bottles within the bar operation.
e) Slow Moving /Obsolete Merchandise

Any slow moving or obsolete items must be identified during the course of the inventory period and a plan must be created to consolidate these items and price appropriately for quick sale. If these types of items are not identified on a regular basis, they may expire and result in having no value or considered a loss.  This loss is preventable with a proactive approach to monitoring inventory item movement at the time of inventory or more frequently as items are being ordered. 
Retail activities should keep a just-in-time inventory on hand. By having minimal product on the shelves far less cash is tied up, spot checks are more quickly processed and corrected, and the high rate of inventory turnover keeps consumable items from being unnecessarily used (or "pre-cooked") or expired before use.
f) Controlling Movement

The physical inventory count must be completed when the unit is not open for business, inventory is not in stages of preparation, and items are not being received.  Eliminating any movement during the time a physical on-hand inventory is being conducted will reduce the chance of items not being counted or counted multiple times and overall improve accuracy in the final results.
g) Inventory Maps, Sheets, and Tags

A map of the sales floor and stock room areas, including all displays, fixtures and storage spaces, within each respective food and beverage activity must be completed prior to a physical inventory.  This map will quickly identify all areas to be counted and can easily be referenced to confirm the areas were accounted for in the final on-hand counts. 

INSERT:  Unit specific map used to document sales floor and stock room areas.

Each item to be counted must be detailed on pre-set inventory sheets, which list all items within the on-hand physical inventory. These sheets will be used to summarize the specific counts per item within the on-hand count and will help prevent items from being missed.

Tags must be used to confirm a particular section, shelf, bin or area has been counted. These tags will help notate where a count finished or what remains to be counted if the counters need to stop the count for any reason before the entire area has been completed. 

h) Reconciliation Process  

The physical inventory reconciliation process must be reviewed periodically by the MWR Director, or other person outside the MWR program, in detail to confirm all reconciling items have been properly accounted and the overall results are accurate. This is necessary as part of the review process when a result unusually high or low in comparison to previous results and also as part of an on-going effort to confirm the results are accurately calculated.
i) Cost of Goods Sold

This is an indicator of determining if the physical inventory results are within the “normal” range as compared to other periods. A fairly tight range must be in place where the results can quickly be evaluated after being calculated and determine if any additional research must occur. This percentage may or may not indicate an issue of theft depending upon whether or not the activity is occurring frequently, for higher dollars and is not hidden within the initial counts.

For more information on MWR budgets, refer to www.uscg.mil/mwr/pubs/mwrbudgetguide.pdf. 

j) Perpetual Inventory System

A perpetual inventory system will be the ideal method to track each specific item within an activity’s inventory. Without a robust perpetual inventory system, daily sales of items cannot be identified at a level in which can be accurately deducted from on-hand counts.  If a system has the functionality to produce detailed sales results, a perpetual on-hand inventory must be fully maintained. This will specifically identify areas of loss from inventory period to inventory period and this information will help focus on loss reduction strategies.

INSERT:  Specific unit inventory methodology used at the command.
k) Usage 

i. First in First Out (FIFO)

All food items must be arranged in an order where the first items received must be the first items to be cooked and/or sold. If ordered and arranged correctly, this process will use the items before the freshness or expiration date has expired.
ii. Expiration Dates


Food items that are received must have a freshness date or an expiration date noted on the individual package or on the box or case. These dates need to be carefully watched and reviewed on a daily/weekly basis depending on the frequency of use and length of expiration date. Make certain all items that are not frequently used have an expiration clearly noted on the item or box/case and review these dates weekly. This process will allow a decision to be made to create a “daily special” or a recipe to use the items before ending up as reported waste when the items expire.
iii. Portion Control

Each food item on the menu where the amount could be different (i.e. French fries, chicken tenders, onion rings, etc.) must be measured before being cooked.  The exact measurement must be posted in the kitchen and available to any employee who prepares and cooks food. It is also a “best practice” to note the portion size (i.e. 5 chicken tenders, 4 cheese sticks, etc.) on the menu for the patron so there is no confusion on what is expected. This process, if done consistently, will reduce variances in the Cost of Goods Sold (COGS) by either under or over serving food items.

This process also applies to the bar where “free pouring” must NOT be allowed. Each drink must have a corresponding recipe which will note the exact ingredients. Using the appropriate glass for each drink order will control how much of the drink is served.
iv. Pre-Cooking

Unless it is known exactly how many items must be pre-cooked and will be sold for a meal or for the “special of the day,” pre-cooking is not allowed. This practice, more often than not, will result in excess cooked food that will not be sold and will eventually become waste if it cannot be reused in another recipe.  Cooking to order may take a bit more time, but the patron will receive a fresh hot meal and the amount of waste will be eliminated.  No taking food home by employees.


l) Waste Logs

A Waste Log documents food and liquor items that have been disposed of typically due to spoilage, were left-over cooked items, or were damaged. These items directly affect the COGS as they were not sold and will not be accounted for in the following physical inventory. 
i. Separate for Food and Beverage
A separate Waste Log must be posted in a visible area within the kitchen and behind the bar in each operation. Since the physical inventories are maintained and calculated separately, the Waste Log will only pertain to the particular area and will not need to be recalculated to separate out the pertinent items (food or liquor).  

ii. Duration

A Waste Log must be maintained on a monthly basis for both food and beverage. This time frame must coincide with the physical inventory period.  
iii. Documentation

Each Waste Log must include the following information for it to be useful to monitor trends and help explain some of the change in inventory value from the last inventory period to the current inventory period:

· Date waste discovered 

· Employee who is reporting or caused the waste

· Description of waste

· Reason for waste

· Cost of waste (could be added later based on how physical inventory is calculated)

The MWR Director will review the log, determine if any trends exist which may need to be addressed through re-training and present the log to the person who calculates the physical inventory. The amount of the waste will be determined and be available to monitor from period to period and also to help explain the difference or change in inventory value as well as the COGS%.
iv. Cost of Goods Sold (COGS)

The items that have been designated as waste will increase to some degree the COGS % per inventory period. The amount of the increase depends on how much waste occurred.  The total amount of waste must be considered when reviewing the change in inventory value and the COGS %. Waste is a component of this change. Reduced waste will have a positive impact to the bottom line.
m) Employee Meals     

i. Discount

Employee meal discounts are not authorized.
ii. Purchase 

An employee is restricted from making his or her own purchase unless working alone and the purchase is reviewed and verified by a supervisor upon arrival.
iii. Receipts

The receipt from an employee’s purchase must be kept with them or attached to the item itself while on premises and presented to a supervisor with the items purchased for verification. 

If the purchase was for food or beverage, the receipt need only be available until the item(s) are consumed. There must be no food or beverage items being consumed without a valid receipt to prove the items have been paid for prior to consumption.  

iv. Left-Over Food

Any leftover food must be discarded on a daily basis after being noted on the Waste Log. This food must NOT be given to the employees to consume or take home.  

n) Storage

i. ServSafe Certification

Employees handling (i.e. storing, cooking, serving) food and beverage items must be ServSafe certified. These certifications must be maintained and a copy of the certification is available within the business unit.

INSERT:  Unit names of employees who are ServSafe certified, certification expiration dates and copies of the certifications. 

ii. Temperature Control

To avoid any additional spoilage, all items must be maintained at the proper temperature. This applies to items being used in the preparation of meals, at the time of receipt, and through daily temperature checks within all units.  
iii. Secured

· Food

All high valued food items must be stored either in a locked cooler or back stock storage area if refrigeration is not required. These areas must be secured during non-business hours and only open when needed throughout the day. 
· Liquor

All liquor items must be secured when the operation is closed.  All tap beer dispensers must have a beer tap lock installed and secured during non-business hours. The keys to these locks must not be stored in the general vicinity in a location known to all employees. All other back stock liquor bottles, beer, kegs, and mixers must be stored in a secured area with limited access. 

o) Shrinkage Control

The change in inventory value from the previous inventory period to the current inventory period must be monitored closely. A quick comparison of what contributed to the change (i.e. purchases, sales, higher or lower item costs, waste) in dollars to the actual result must be reviewed each period. Changes in value that are unaccounted for may be attributable to undocumented waste, portion control, or theft. These areas cannot be addressed if the unknown variance is not isolated. 

2. Property and Rental Equipment




a) Property Records

i. Accountable Property

MWR units must maintain property records, whether purchased with either appropriated funds or NAF, in accordance with the U.S. Coast Guard Personal Property Management Manual, COMDTINST M4500.5 (series) in ORACLE FAM.
ii. Property Listing

All items noted as “Accountable Property” must be maintained in ORACLE FAM on the unit’s property records. The tracking of these items must start at the Procurement Request phase of the cycle. This listing must be updated when items are removed or added to the physical inventory. A physical inventory of these items can only be taken accurately if this listing is up to date.
iii. Physical Inventory Requirements

The items, noted as “Accountable Property,” must be inventoried annually in conjunction with the annual financial audit, relief of the funds custodian, or the disestablishment of the morale fund. Additional “spot checks” must be conducted by the MWR Director on a quarterly basis to confirm the items are still accounted for.

b) Rental Agreement

All equipment being removed from the operation for rental must be documented on a Rental Use Agreement. This agreement must specify the date when rented, the equipment rented, due date and ramifications if items not returned on date specified or as damaged, return date and time, lines for the MWR employee and patron’s signatures, along with the patrons name and contact information, and a sequence of numbers to identify each agreement issued. All agreements must have a hold harmless clause and be approved by Coast Guard attorney.  

INSERT:  Unit specific agreement and date approved by a Coast Guard attorney.
i. Maintaining Files

Rental Use Agreements must be divided into two sets of files - open and closed rentals.  The “open” file must be organized by the due date than in alphabetical order and the “closed” file simply organized in alphabetical order or by the sequential number notated on each agreement. This system will allow “open” Rental Use Agreements to be monitored daily for due dates and “closed” files to be accessed by the patron’s last name or by the number if needed. 

ii. Completeness

Each Rental Use Agreement must be completed in its entirety for each rental. The rentals cannot be properly tracked or enforced if the information is missing or incomplete. A review of the Rental Use Agreement  that are “open” and “closed” must be done on a regular basis to confirm the process is being done as required.

INSERT:  Unit specific time frame on completeness review.

c) Physical Inventory

i. Accurate On-Hand List

In order to properly account for all rental property, an accurate accounting of these items must be available. Each item purchased and disposed of must be added or removed from the rented list in a timely manner. This listing will be the only documentation of what is accounted for and without regular updated could become obsolete.  If the MWR operation did not have a listing or the listing was inaccurate, theft or misappropriation may occur without being noticed. 
ii. Inspection

All rental equipment must be inspected quarterly, and each time the items are rented and returned. The items must be in safe working order at all times or must be removed from the available rental inventory for repair or for disposal. The Rental Use Agreement must note the initials of who inspected the equipment before and after rental (patron and employee).

iii. Disposal

Any rental equipment or property which cannot be repaired or are obsolete must be inspected by the Property Officer and MWR Director before final disposal.  If applicable, the items must be evaluated for possible parts to support other operable items in inventory. Only items purchased with NAF may be sold “as is”. All items will need to be removed from any physical listing once proper disposal occurred.

d) Property Tags / Identification Numbers

Accountable property must be identified with a property tag or identification number to indicate it belongs to MWR or the command. The equipment and property listings must include these tags or numbers as a means of identification.  
e) Periodic Examination “Spot Checks”

A physical comparison of on-hand rental equipment and what is currently on rental to the full Rental Equipment Listing must be performed as an unannounced sample on a quarterly or “spot check” basis by the MWR Director or designee. This will confirm the items being sampled are all accounted for or indicate if items are unaccounted for prior to a full physical inventory. The sample must be selected based on higher value or desirable equipment and may change per quarterly or “spot check” review. 

INSERT:  Unit specific process of “spot checking” on-hand rental equipment and the latest “spot check” completed. 
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