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THREAT SUMMARY 
The Coast Guard would like to amplify the recently released Joint 
Cybersecurity Advisory (JCSA) that highlights recent Russian military cyber 
actors targeting U.S. and global critical infrastructure. Cyber actors 
affiliated with the Russian General Staff Main Intelligence Directorate 
(GRU) 161st Specialist Training Center (Unit 29155) are responsible for 
attacks against key sectors of government services, financial institutions, 
transportation systems, as well as energy and healthcare sectors. The 
group appears to be focusing its efforts on targeting and causing 
disruptions to the operations of organizations providing aid to Ukraine. 
Their malicious cyber activity includes website defacement, infrastructure 
scanning, data exfiltration, and data leak operations. 

Recommendations 
The Coast Guard Cyber Command advises maritime stakeholders to 
implement the following best practices as highlighted in the 2023 Cyber 
Trends and Insights in the Marine Environment report to mitigate risk to 
their organization:
 Multi-Factor Authentication to provide multiple forms of identification
to access a system or account.

 Network segmentation to enhance security by controlling access and
restricting communications between different parts of a network.

 Software updates to mitigate exploitation risk of known
vulnerabilities.

Sources

Russian Military Cyber Actors Target U.S. and Global Critical 
Infrastructure, https://media.defense.gov/2024/
Sep/05/2003537870/-1/-1/0/CSA-Russian-Military-Cyber-Target-US-
Global-CI.PDF
2023 Cyber Trends and Insights in the Marine Environment, Coast Guard 
Cyber Command, https://www.uscg.mil/Portals/0/Images/cyber/
CTIME_2023_FINAL.pdf
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Resources 

Facilities that observe any 

unusual activity or interruptions 

to their network should report 

those activities per Navigation 
and Vessel Inspection Circular 

(NVIC) 02-24 to:

Coast Guard’s National 

Response Center

1-800-424-8802

OR 

Cybersecurity and 

Infrastructure 

Security Agency 

(CISA) Central 

1-888-282-0870

If you have any questions, please 

visit our website at:  

https://www.uscg.mil/MaritimeCyber 

or reach out to MCRB at: 

maritimecyber@uscg.mil  
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