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MCB 02-25: Trojanized SonicWall VPN Client

THREAT SUMMARY

In June of 2025, SonicWall reported that threat actors had been
distributing a trojanized version of its NetExtender Secure Socket Layer
(SSL) Virtual Private Network (VPN) client to steal credentials from remote
users. Microsoft tracks the malware as SilentRoute. The threat actors use
spoofed websites to deliver a modified NetExtender v10.3.2.27 installer,
signed with a certificate from “CITYLIGHT MEDIA PRIVATE LIMITED.” The
installer impersonates SonicWall's legitimate software to trick remote
staff and administrators into providing VPN credentials.

Coast Guard Cyber Command (CGCYBER) has observed malicious actors
utilizing VPN trojans in the same manner against Marine Transportation
System (MTS) entities in an attempt to compromise account credentials.

Recommendations

CGCYBER advises maritime stakeholders to review the information and
mitigations provided by SonicWall. Users of the SonicWall VPN are advised
to download SonicWall applications only from trusted sources:
sonicwall.com or mysonicwall.com.

Maritime stakeholders who utilize SonicWall VPN and encounter
fraudulent or spoofed websites alleging to be legitimate download sources
of the SonicWall VPN client should immediately caution their employees
about these illegitimate pages and report them to CGCYBER.

Technical Details

SonicWall Capture ATP with RTDMI detects the malicious installer, and
SonicWall Managed Security Services identifies and blocks it as GAV:
Fake-NetExtender (Trojan). Microsoft Defender Antivirus detects it as
“SilentRoute” Trojan (“TrojanSpy:Win32/SilentRoute.A”).

Below are Indicators of Compromise (I0Cs) observed by CGCYBER. Further
10Cs can be found in SonicWall’s report.

Hash:

672188b6855¢31fb2e4622c6fd3623d24337e2b51447e7b56505fecfeae077d2

IP Address:

132.196.198.163

Infected File Name:

NXSetupU-x64_090924.exe

Sources
m  Fake SonicWall App Steals VPN Credentials

Resources

Facilities that observe any
unusual or suspicious
activity, breaches of security,
or interruptions to their
network should report those
activities to:

Coast Guard’s National
Response Center:
1-800-424-8802

OR

Cybersecurity and
Infrastructure Security
Agency (CISA) Central:

1-888-282-0870

If you have any questions, please visit
our website at:
https://www.uscg.mil/MaritimeCyber
or reach out to MCRB at:

maritimecyber@uscg.mil

The information contained in this bulletin is provided for informational purposes only. This information is based on common standards and best practices, the implementation of which does not relieve any
domestic, international safety, operational, or material requirements. The USCG does not provide any warranties of any kind regarding this information and shall not be held liable for any damages of any kind
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