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SUMMARY 

In July 2025, the United States Coast Guard (USCG) released an 

updated Incident Management Handbook (CG-IMH), the first 

revision to the guide in over a decade. This new edition features a 

section on managing and responding to cyber incidents. The CG-

IMH provides foundational guidance for implementing the Incident 

Command System (ICS), ensuring a standardized approach to 

incident management and promoting effective coordination among 

personnel within the Marine Transportation System. 

 

Background 

While most cyber incidents can be handled through existing 

policies, some cyber incidents have significant impacts on an 

entity, national security, or the broader economy, and require a 

more comprehensive approach to response efforts. Examples of 

cyber incidents that may necessitate an ICS response would 

include those that cause cascading physical effects such as an oil 

spill, impacts across multiple geographic areas, or port shutdowns 

and disruption of trade. 

 

Recommendation 

Maritime partners that use and exercise ICS should review the new 

CG-IMH and familiarize themselves with the revisions, to include 

the new section titled “Cyber Incident”. This will prepare teams to 

respond to events that threaten the security and resilience of the 

Marine Transportation System. 

 

Sources 

“Incident Management Handbook”. June 2025.  
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Management Handbook > United States Coast Guard > My 
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Resources 
 

Facilities that observe any 

unusual or suspicious 

activity, breaches of security, 

or interruptions to their 

network should report those 

activities to: 

 
 

Coast Guard’s National 

Response Center:  

1-800-424-8802 
 

OR 
 

Cybersecurity and 

Infrastructure Security 

Agency (CISA) Central:  

1-888-282-0870 

 

If you have any questions, please visit 

our website at: 

https://www.uscg.mil/MaritimeCyber 

or reach out to MCRB at: 

maritimecyber@uscg.mil 
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