PaymentNet®

Department of Homeland Security

Cardholder Quick Reference Guide for Travel Program

J.PMorgan



This document contains information that is confidential and proprietary and is the property of
JPMorgan Chase & Co. It may not be duplicated, copied, published, redistributed, or used in
whole or in part for any purpose other than as expressly authorized by JPMorgan Chase.

© 2015 JPMorgan Chase & Co. All rights reserved. J.P. Morgan Chase Bank, N.A. Member FDIC.
PaymentNet is a registered trademark of JPMorgan Chase & Co., registered in the United
States. All trademarks, trade names, and service marks appearing herein are the property of
their respective owners. All services are subject to applicable laws and regulations and
service terms. All images and data are for illustration purposes only.

J.P. Morgan

PaymentNet

3949 South 700 East, Suite 400
Salt Lake City, UT 84107
United States

Last modified: January 20, 2015
Document version: PNG-R14-20150120


https://www.jpmorgan.com/pages/privacy
https://www.jpmorgan.com/pages/terms

Obtaining Additional Support . . .. ... ... .. . . i e vi

Documentation Conventions. . . . .. ... ... ... . . i . vii
Sending Feedback to J.P. Morgan . ... ....... ... vii
Logging IN. . . oottt e e e e e e e e e 9
Registering Your Device. . . . . . ..o i ittt ittt e e 10
Setting Your Security Questions . .. ... ... ... ... ..., 1
Using Quick Links . . . . . .. oot 13
Changing Your PassPhrase. . . . ...... ... ... 14
Verifying Your Email Address . . . ... .. 16
Viewing Your Account Information. . .. ...................... 17
Setting Your Statement Delivery Preference . ... ............... 18
Performing an Advanced Query. . .. ... . it 19
Saving a QUery. . . . .o e e e e e e e e 21
Viewing Your Transactions . . . . . ... ...ttt 23
Reviewinga Transaction . .. ... .... ...t 23
Attaching a Receipttoa Transaction . . ... ................... 25

JPMorgan

iii



Table of Contents

iv

Viewing a Transaction Receipt . ... ... ... ... ... . ... .........
Deleting a Transaction Receipt . . . .. ....... . ...
Disputinga Transaction. . . . . ... .. ittt e i i

Viewing Your Statement . ... ... ... .. ... . . . .

Downloading and Printing Your Statement

Managing Payments . ... ... ... ... .
Setting Up Your Bank Information . .. ....................
Making a One-Time Payment . ............ ... ....
Cancelling a One-Time Payment . . ... ....... ... .....
Scheduling a RecurringPayment . . . .. ...................
Cancelling a RecurringPayment . . ... ...................
Viewing Your Payment History . ........................

CreatingaReport. .. ... .. i i i

Scheduling a Report to Run Automatically

PaymentNet DHS Cardholder Quick Reference Guide for Travel Program



elcome to the PaymentNet® Department of Homeland Security Cardholder

Quick Reference Guide for Travel Program. This guide provides you with an
overview of tasks commonly performed within PaymentNet. The content in this
guide is written for cardholders using the travel program.

The introduction provides contact information for obtaining support. It also explains
how to find and use information in this guide and provides instructions for sending
documentation feedback to J.P. Morgan.

To get started using PaymentNet, first time users should read this introduction and
then read Chapter 1, “Getting Started” on page 8.

The introduction explains the following sections:
Obtaining Additional Support

Documentation Conventions
Sending Feedback to J.P. Morgan

JPMorgan
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i | Introduction

Obtaining Additional Support

Use the following information for additional support.
Table 1: Support Contact Information

J.P. Morgan Customer Service

For cardholders, J.P. Morgan Customer Service is available to answer inquiries 24 hours a day,
seven days a week, 365 days a year.

Telephone 888-297-0781
847-488-4442 (International)

TTY/TDD 800-955-8060

Payments

To remit payment by phone, call the following number and follow the prompts.

Telephone 888-297-0781
847-488-4442 (International)

TTY/TDD 800-955-8060

Electronic Access System (PaymentNet) Login

For log in assistance, call the number on the back of your card.

PaymentNet https://gov1.paymentnet.com

ATM Locations

ATM locations can be accessed using the Visa® website. Click ATM Locator and complete the
fields to find ATM locations.

Visa http://www.visa.com

Merchant Network Locator

Merchant Network locations can be accessed from the Visa website.

Visa http://visa.via.infonow.net/locator/usa/supplier/
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Documentation Conventions

This guide uses specific typographical conventions to describe how to use J.P. Morgan
products. Please be aware of the following conventions when reading this guide.

Table 2: Typographic Conventions

Bold Text Click Submit or press Enter. In step-by-step instructions, the names of
menus, buttons, and fields in the user
interface, or keys on the keyboard, display in
bold typeface.

Greater Than (> ) Select File > New from the In step-by-step instructions, the menu path
menu. and menu selection display in bold typeface
with embedded greater than symbols.

It is the goal of J.P. Morgan to provide you with accurate and useful documentation.
We welcome your feedback and will use it to improve future versions of this guide.

To provide documentation feedback, send an email message with your comments to:
wcp.business.communications@jpmchase.com

Please include the J.P. Morgan product name and version number, documentation
topic title, publication date, and a brief description and context of the suggestion.
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his chapter provides information to help new PaymentNet users get started. This
chapter covers logging in, including how to register your device and set security
questions, and explains the quick links on the Welcome screen.

PaymentNet is available 24 hours a day, seven days a week except during scheduled
maintenance.

This chapter explains the following sections:
Logging In
Registering Your Device
Setting Your Security Questions
Using Quick Links
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The Log In screen displays each time you access PaymentNet.

To log in:

1. Using your Internet browser, go to the following address:
https://gov1.paymentnet.com
Your browser displays the PaymentNet Login screen.

Welcome to 1.P. Morgan's Federal Card Solutions PaymentNet® Website

PaymentNet Login

Pass Phrase
Forgot vour Pass Phrase ?
Remembar my 1D

2. Enter the following information:

Organization ID DHS0001

User ID Enter your user ID.
Your user ID is assigned by your agency.

Pass Phrase Enter your case-sensitive temporary pass phrase.
Your initial pass phrase is assigned by your agency. If you cannot remember
your pass phrase, reset it by clicking the Forgot your Pass Phrase? link.

3. Click the Go button.
The PaymentNet Welcome screen displays.

Welcome

JPMorgan
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1 | Getting Started

For security purposes, your user ID must be registered to each device you use to log
in to PaymentNet. This improves security by ensuring that only you are accessing
your account.
If you log in from an unregistered device, the following occurs:

A registration code is sent to the email address in your PaymentNet profile.

PaymentNet displays the Register Your Device screen which guides you through a
quick process to verify your identity and register the device to your user ID.

Figure 1: Register Your Device Screen

Register Your Device Return to Login Page

A REGISTRATION CODE HAS BEEN SENT TO C...R@JPMCHASE.COM

Why have I reached this page? We tske your security sericusly. You are sttempting to log on to PaymentNet via a new or
unrecognized computer. Please follow the process below to help us verify your identity and
keep your information safe.

What Do I Need To Do?
A registration code has been emailed to the email address on your PaymentNet profile. Once you receive the registration
code, enter the information in the bosx below to register this computer.

For cardhalder assistance, if you did not racsive the registration code or you need to updats your amail address, please call
the number on the back of your card. All other users, please contact your local A/OPC. Request s new registration code.

* Do you wish to register this computar for future use?  (yas iy

o
= Enter registration code (case sensitive): H

= Required Fields

NOTE: If you are using & public computer, it is recommended that you do not register this computer for future use.
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Setting Your Security Questions

To register your device:

1. From the Register Your Device screen, enter the registration code that was
emailed to you.

If you do not have an email address entered in your PaymentNet profile, follow
the on-screen instructions.

2. If you need a new code sent to you, click the Request a new registration code
link.
3. Select one of these options:

Yes Select this option if you are using a private computer or other device.

No Select this option if you are using a public computer.

4. Click Submit.
The validation process completes and you will either be prompted to answer
security questions or the Welcome screen displays.

When you log in to PaymentNet for the first time, you are guided through a process
to set up your security questions.

If you forget your pass phrase, these security questions help confirm your identity
and allow you to reset your pass phrase.

This section explains how to set up your security questions when logging in for the
first time. After this initial setup, you can edit your security questions at any time
from the Security Questions tab on the My Profile screen.

J.PMorgan 11



1 | Getting Started

Figure 2: Security Questions Setup Screen

Security Questions Setup

Please answer st least three of the security questions below. Answers must be unique and should be easy to remember for future
pass phrase recovery. As a best practice, we recommend you answer all five security questions.

What is the name of the high school you attended? |

What is the name of the city where you were born? |

In what city or town was your first job? |

What was the model of your first car? | |
What is the name of your best friend from childhood? | |

To set your security questions:

1.

On the Security Questions Setup screen, answer at least three security
questions.

Responses are not case sensitive and must meet these requirements:

Each answer must be unique.
You can enter up to 25 characters, including spaces, for each response.

You can enter spaces; however, when you answer security questions in the
future, remember to include those spaces. Also, spaces may not be used as
the first or last character in a response.

You can enter numbers, special characters, and lowercase and uppercase
letters; responses are not case sensitive. Special characters can be any
character from a standard keyboard, with and without using the Shift key.

Do not use either of these specific combinations of special characters: An
ampersand and hash mark in this order, &#, and the less-than symbol (<)
followed by any character except a space and the greater-than symbol (>).
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Using Quick Links

2. Click Continue.
A message indicates if answers are confirmed.
If you need to make any changes, click the Edit button.

3. Click Submit.
The PaymentNet Welcome screen displays.

Welcome

Items Awaiting Your Action
fona jons

Links in the Items Awaiting Your Action panel on the Welcome screen take you
directly to a task, if applicable. For example, clicking the Transactions for review
link displays the Transaction List showing transactions that have not been reconciled.

Figure 3: Quick Links on the Welcome Screen

Welcome

Ttems Avesiting Your Action
Wlcome to Paymenthet ! ]

3 Hew filgs for Download

Transactions for raview

Tranzactions Rejeced

JPMorgan 13



ou can manage your user settings on the My Profile screen. For example, you
can change your pass phrase, change your email address, view your account
information, and set your statement delivery preferences.

This chapter explains the following sections:
Changing Your Pass Phrase
Verifying Your Email Address
Viewing Your Account Information
Setting Your Statement Delivery Preference

When you log in for the first time, you will be prompted to change your agency
assigned pass phrase. During future log ins, the site will require you to change your
pass phrase when it expires. Generally it is set to expire every 90 days. However, you
can change your pass phrase at any time by accessing My Profile.

When you manually update your pass phrase in My Profile, the next expiration date
will be reset. For example, if your pass phrase expires every 90 days and it is set to
expire on August 1, and you reset it on July 18, then 90 days from July 18 is its next
expiration date.
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Changing Your Pass Phrase

To change your pass phrase:

1.

Click the My Profile ([§l) icon.
PaymentNet displays the General Information tab on the My Profile screen.

My Profile

Name Technical Writer
La E-Mail Address
NOUAIS oo Clish (United States) . :
(Region) [rep business.communications @i
Date Format M/d/yyyy *Login Pass Phrase

Change Pass Phrase

Enable E-mail notification for:
Available Downloads Payments

[l payments

Transactions
[Dreports S
[Tl ransactions for Review

Order Management

Click the Change Pass Phrase link.
PaymentNet displays the pass phrase fields.

Complete the following fields:

Login Pass Phrase Enter your current login pass phrase.
New Pass Phrase Enter your new pass phrase.
Confirm New Pass Phrase Confirm your new pass phrase.

Click the Save button.
PaymentNet saves the pass phrase settings.

Your new pass phrase takes effect immediately.

JPMorgan



2 | User Settings

It is important to verify that your email address is correct. PaymentNet uses this
address to send you email notifications, such as alerts when transactions are ready
for your review. If your email address is not correct, you can update it.

To verify your email address:

1. Click the My Profile ([§]) icon.
PaymentNet displays the General Information tab on the My Profile screen.

My Profile

Name Technical Writer

E-Mail Address
Language T i United States) . - |
{Region) [rep-business.communicationza@s

*Login Pass Phrase

Date Format M/d/yyyy

Change Pass Phrase

Enable E-mail notification for:

Available Downloads Payments
[[lpayments
Transactions
[ Reports
[ Transactions for Raview

Order Management

2. Review the E-Mail Address field.
The E-Mail Address field should contain your official government email address.
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Viewing Your Account Information

3. If you need to update your address, do the following:

a. Complete the following fields:

E-Mail Address Enter your official government email address.

Email address must contain a single @, one or more periods, and any
standard characters with the exception of spaces or the following
special characters: \|/,;<>

Login Pass Phrase Enter your current login pass phrase.

b. Click the Save button.
PaymentNet saves your email address changes.

You can review your account information data such as credit limits, account status,
and hierarchy level, within PaymentNet.

To view your account information:

1. Click the My Profile ([§]) icon.
PaymentNet displays the General Information tab on the My Profile screen.

2. Click the Accounts tab.
PaymentNet displays a list of your accounts on the Accounts tab of the My
Profile screen.

My Profile

Name Technical Writer

Payment Account Number Default Status  Open Date Statement delivery Statement

@ |’*****’**”’4253 @ Acive 06/06/2013  Electronic - 3

3. Click the Account Number link to review account details.
PaymentNet displays the My Profile - Account Detail screen.

J.PMorgan 17



2 | User Settings

Depending how your organization configured statement delivery, you can select your
statement delivery preference.
To set your statement delivery preference:

1. Click the My Profile ([§]) icon.
PaymentNet displays the General Information tab on the My Profile screen.

2. Click the Accounts tab.
PaymentNet displays a list of your accounts on the Accounts tab of the My
Profile screen.

My Profile

Save

Default Status  Open Date Statement delivery Statement

@  Active 06/06/2013

3. Set your statement delivery preference by selecting an option in the Statement
delivery drop-down list.

Options depend on the Organization and Hierarchy level settings. The available
statement delivery options include:

= Electronic: You can access your statement of account within PaymentNet.

= Electronic With Reminder: Notifies you via email that the statement of
account is available for download.

= Mailed: A hard copy is mailed to you.

4. Click the Save button.
PaymentNet saves your statement delivery preference.
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his chapter explains how to perform an advanced transaction query. It also
explains how to save the query for future use.

This chapter explains the following sections:
Performing an Advanced Query

Saving a Query

Use the advanced query functionality to filter for specific transactions using criteria.
You can create an advanced query to quickly display only those transactions you
want. For example, you can create a query that will only display transactions within
the last 30 days by selecting Is Relative in the Operation field and setting Last Days
to 30 in the Value field. This allows you to look at those specific transactions and
mark them as Reviewed.

JPMorgan



3 | Queries

To perform an advanced query:

1. Select Transactions > Query.
PaymentNet displays the Advanced Query - Transactions screen.

Advanced Query - Transactions List

Rasat
* Required Fields
Quary [(New Quary) »

Fiald Operation value

Include Children

Field Order Sequence

2. Enter your Criteria.
For each row of Criteria needed, click the Add Criteria (+) icon. To delete a row
of criteria, click the Delete Criteria ([@]) icon.
Options for each of the criteria fields vary based on the report selected:

Field: Available fields are listed in alphabetical order. Select a field from
the drop-down.

Operation: Select an operation.

Value: Enter or select the value in the appropriate boxes. Dates should be
in the MM/DD/YYYY format.

To identify text fields and broaden query results, consider using the Contain
option in the Operation drop-down menu. For example: Type “Banana” instead
of one of these spellings: “Bananas,” “Banana’s,” “Bananas, Inc.” or “Banana
Store #2342.” The results will display all of these spellings in your query.

3. Click the Process button to run the query.
PaymentNet displays the query results on the Transaction List screen.

4. If you want to use this query for future use, see “Saving a Query” on page 21.
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Saving a Query

You can save a query for future use. This way, you can avoid the task of creating a
new query each time you want to find specific PaymentNet data. Once you save a
query, you can access the query from the Query drop-down list.

To save a query:

1. Create an advanced query.
For instructions, see “Performing an Advanced Query” on page 19.

2. Click the Save Query link on the Transaction List screen.
PaymentNet displays a text field next to the query drop-down list.

Transaction List New Query | Look far... O | — ] Advanced

== Il J[ J

(Hew Query)

Rejected  Rewiewed
T tionID Account State /Province Exported Drder ID Merchant ID Order dFreight
© 235212074 ] uT 4204

e —
3. Enter a unique name for the query.

4. Click the Save button.
PaymentNet saves the query and displays it in the query drop-down list.

JPMorgan 21



he sections in this chapter explain how to view a list of your transactions,
review a transaction, attach a receipt to a transaction, view a transaction
receipt, delete a transaction receipt, and dispute a transaction.

To effectively manage a New transaction status, you must review each transaction.
Review actions may include checking the accounting code allocation, adding
transaction notes, and uploading receipts. When your review is complete, mark the
transaction as Reviewed. Select the individual responsible for approving the
transaction and save the transaction. After the approving official approves the
transaction, the transaction status will be updated to Approved.

This chapter explains the following sections:
Viewing Your Transactions

Reviewing a Transaction

Attaching a Receipt to a Transaction
Viewing a Transaction Receipt
Deleting a Transaction Receipt
Disputing a Transaction
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Viewing Your Transactions

You can view a list of your transactions on the Transaction List screen.

To view your transactions:

1. Select Transactions > Manage.

PaymentNet displays the Transaction List screen. By default, transactions for
the last 30 days display.

T e Lk for. | — e P
Save || Create Export File || Wiew Statement || Mass Update

P T T N R TRl e Fanilt Quiery Save Query Delute Query

Appraved Reviewed

PostDats ApprovalStatus (| Iransactioni® Transaction Amount Exported TransactionOats @iledTofccount ] MG Secand Row Embossing
O es/zoizmes [ 1t 1.026.00 6142012 8734
O sne01zHes [ oz 299,82 /152012 7399
QO  e1%/201z Wew | gy 432,60 &r15/2012 s9es

Additional information on transactions may be available if icons (e.g., & @)
display on the Transaction List. Click the icon to view the line item detail. For
example, you can view purchase, airline, and lodging details.

2. Optionally, select a saved query from the drop-down to display only the
transactions you want to see.

For instructions on how to create and save a query, see “Performing an
Advanced Query” on page 19 and “Saving a Query” on page 21.

You can access transactions awaiting your review from either the quick links in Items
Awaiting Your Action on the Welcome screen, or from the Transaction Detail screen.
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4 | Transactions

To review a transaction:

1. Do one of the following:
= To access transactions using quick links:

a. From the Welcome screen, locate the Items Awaiting Your Action
panel.

Welcome

_ Ttems Avwaiting Your Action
Welcorne to Paymenthet ! ] 2 Mew filas for Povnload

Transactions for raview

Transactions Rejacted

b. Click the Transactions for review link.
PaymentNet displays the transactions that require your review on the
Transaction List screen.

®m To access transactions using the Transaction Detail screen:

a. Select Transactions > Manage.
PaymentNet displays the Transaction List screen.

2. Click the transaction you want to review.
PaymentNet displays the General Information tab on the Transaction Detail
screen.

Transaction Detail List

General Information [aconaliation |

Save || Add Lines |[ Dispute || Attach Receipt |

Settement Method Commercial Card $Hierarchy 10

Transaction Type Purchaze

Purchasa Mathod Unknown Status New

Account Number gy Approval ApprovaRajact
Transaction Date 6/12/2013 Kevlaned ]

Post Date §/12/2013
et s Approval 1

Merchant

COMPANY MAME, v

3. Compare the transaction details, such as amounts, with your receipts.
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Attaching a Receipt to a Transaction

4. Review the accounting code allocations and make any necessary changes.

To make a change to the indicated accounting code, select a value from the
drop-down options.

5. If needed, add information to the Transaction Notes field.

6. Once the transaction is validated, select the Reviewed checkbox.
You must review transactions for them to be approved.

7. Choose an approver from the Approval drop-down list or select Any.

Selecting Any sends the transaction to all approvers so any approver can
approve the transaction.

8. Click the Save button.
PaymentNet displays a confirmation message.

You can attach receipts, or other important supporting documentation, to a
transaction to facilitate the review and approval process.

To attach a receipt to a transaction:

1. Select Transactions > Manage.
PaymentNet displays the Transaction List screen.

2. Click the transaction to which you want to attach a receipt.
PaymentNet displays the General Information tab on the Transaction Detail
screen.

Transaction Detail Ligt

General Information

[Eaval[ memove Lines | [ Dispute i Attach Racaipt [

Settement Method Commercial Card i by ID [72111

Transaction Type Purchase

Status Mev

Approval
Transaction Date &/14/2012 S
Post Dabe &/18/2012 Feviewed

Purchase Method Unknown
Account Number *1ssiies

semyaza
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4 | Transactions

3. Click the Attach Receipt button.
PaymentNet displays the File Name field and Browse button.

Transaction Detail List

General Information [[REEELENT

[Eove] e inee | (o] | file Name B [Cancel

setement Method Cormmercial Card ]

Transaction Type

The Attach Receipt button does not display for transactions that already have a
receipt attached.

4. Click the Browse button.
PaymentNet displays the Choose File window.

5. Locate and select the receipt file you want to upload.

PaymentNet supports .gif, .jpg, .tif, .pdf file formats. You can upload one
receipt for each transaction; the receipt file can be up to 10 MB.

6. Click the Open button.
The Choose File window closes.

7. Click the Upload button.
PaymentNet displays a confirmation message and the receipt download link
displays in the Receipt section.

This topic explains the two ways you can view a receipt that is attached to a
transaction.

You can review receipts that have been attached to a transaction. When you
download a transaction receipt, the receipt displays in .pdf format.
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Viewing a Transaction Receipt

To view a transaction receipt:

1. Select Transactions > Manage.
PaymentNet displays the Transaction List screen.

Transaction List Naw Quary [Transaction 10 w|[ ][0 |advanced
[ [ (= ]

Last 30 days (systern) (v (SRR RaINaan) page PR of 2205 [ « » m
Account State/Province Exported TransactionID Order ID Merchant 10 OrderEstmatedFreight MEE Description Purchase
@A 13235943 2330 Unknown

(5] b 13235835 3457 Record shops

ofg] » 13235834 2940 Book Stores 105-4545479-

b

2. Do one of the following:
= To view a receipt from the Transaction List screen:

a. Click the paperclip (¢ ) icon for the receipt you want to view.
PaymentNet displays a File Download window that prompts you to
confirm if you want to open or save the receipt file.

= To view a receipt from the Transaction Detail screen:

a. Find the transaction with an attached receipt you want to view.

b. Click the transaction link.

PaymentNet displays the General Information tab on the Transaction
Detail screen.

Transaction Detail

Liss
P—r— L e
[save|[ Add Linas | [ Dispute |

Setlement Method Commerdal Card *erarchy 10 [E7E9Team

Transaction Type Purchase

Purchase Method In Parson Status New

Account Number T Approval Approve

Transaction Date 6/9/2012

Revieved
PostDate 6/11/2012
Mee Approval 1
Marchant
Raceipt
Parent Merchant:
Exported —
e Dovnload Adoba® Reader®
Accounting Codes
thartof Accounts ¥
_
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4 | Transactions

c. In the Receipts section, click the receipt file name.
PaymentNet displays a File Download window that prompts you to
confirm if you want to open or save the receipt file.

3. Click the Open button.

PaymentNet displays the receipt in .pdf format.

You can delete a receipt attached to a transaction. For example, you might
mistakenly attach the wrong receipt. In this instance, you can delete the receipt
associated with the transaction and then attach the correct receipt.

To delete a transaction receipt:

1.

Select Transactions > Manage.
PaymentNet displays the Transaction List screen.

Click the transaction with an attached receipt you want to delete.
PaymentNet displays the General Information tab on the Transaction Detail
screen.

Transaction Detail Ligt

PORSRSPPRPRN e Pt .. c.ccr |

#dd Lines || Disputa |

Settlement Method Commerdal Card *Hierarchy 1D

Transaction Typa Paymant
Purchase Method
Account Number  seee
Transaction Date
Post Date 11/1/2011 Download Mew

MCC 0000
Merchant PAYMENT TRANSACTION Ceunlead Adoba® Reader®t

Receipt

Dalete

In the Receipt section, click the Delete button.
PaymentNet displays a confirmation window.

Click the OK button to confirm that you want to delete the receipt.
PaymentNet deletes the receipt and the Attach Receipt button displays.
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Disputing a Transaction

It is a best practice to contact the merchant in an attempt to resolve any issues
before initiating a dispute through J.P. Morgan and PaymentNet.

The Transaction List screen indicates the dispute status with these color indicators:
A red square (m) signifies the dispute is in process. When the dispute is resolved, a
green square (m) displays.

On the Transaction Detail screen, the Dispute Status field indicates the status of a
dispute: Canceled, Disputed, or Resolved. To cancel a Disputed transaction, click the
Cancel Dispute button.

To dispute a transaction:

1. Select Transactions > Manage.
PaymentNet displays the Transaction List screen.

2. Click the transaction you want to dispute.
PaymentNet displays the Transaction Detail screen.

Transaction Detail List

Ganaral Tnformiation

—
save |[ Remove ines | pisputs || attach Recaipt
—

Settiement Method Commarcial Card *iararchy ID
pararchy

Transaction Type Purchase

3. Click the Dispute button.
PaymentNet displays the Transaction Dispute screen.

4. Select the reason for the dispute from the Dispute Reason drop-down list.
The screen refreshes and additional fields may display.

5. Enter any additional information required for the dispute.

6. Click the Submit button.
The dispute is submitted to the J.P. Morgan Dispute Department for processing
and the Transaction Dispute Confirmation screen displays.

7. Click the Return to Transaction Detail link to continue.
PaymentNet displays the Transaction Detail screen.
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30

he sections in this chapter explain how to view, download, and print your

statement directly from PaymentNet. In addition, for Individually Billed Account
holders who are responsible for making payments on their own account, this chapter
explains how to manage payments.

This chapter explains the following sections:
Viewing Your Statement

Downloading and Printing Your Statement
Managing Payments

You can view your account statement in PaymentNet on the Statement Detail screen.
This screen is accessed directly from the Transactions menu or through either the
Transaction List or My Profile screens.
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Viewing Your Statement

To view your statement:

1. Do one of the following:
= To access your statement from the Statement Detail screen:

a. Select Transactions > Statement.

PaymentNet displays the Statement Detail screen listing the current
billing cycle statement information.

= To access your statement from the Transaction List screen:

a. Select Transactions > Manage.
PaymentNet displays the Transaction List screen.

Transaction List O YT | — | PO

[Saua ] [ Craste ExportFia™| [ View statamant || Miass Updata—]

= action Amount PostDate MerchantD Purchase 1D Status perchant Gty Merchantstate/ rchant 7
® eviz0n T fnezes: errrz015 77T o e wa )

©  ererzo1z 8508858 672018 adaa 105 arv wa 000000000
O &re/2018 22222222 22,0 /7/2013 BBBE 148 BELLEVUE aA 555555555

|

b. Click the View Statement button.

PaymentNet displays the Statement Detail screen listing the current
billing cycle statement information.

= To access your statement from My Profile screen:

a. Click the My Profile ([§) icon.

PaymentNet displays the General Information tab on the My Profile
screen.

b. Click the Accounts tab.

PaymentNet displays a list of your accounts on the Accounts tab of the
My Profile screen.

My Profile

Name Technical Writer
Payment Account Number Default Status Open Date Statement delivery Statement
@  zzsaseesesas 4283 @ Active 06/06/2013  FElectronic - | B |
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c. In the Statement column, click the icon that corresponds to the
statement you want to view.
PaymentNet displays the Statement Detail screen listing the current
billing cycle statement information.

2. If you have more than one account, use the Account Number drop-down list to
view the statement for a different account.

Statement Detail

*Requirzd Fizlds

Downlosd Statement

Account Number ##i+:344£3156 w Account Name [BAZ 10012
credit Limit Bl $10,000.00

Statement Date  5/2/2014 »
ilable Credit Limit El $4,325.54

Payment Due Date Bl 3/20/2014
New Balance Hl $5,670.46 (Pay)

page [ ors w « » W

Post Tran Reference Description City State/Prov MCC A
© 5/1/2014 5/1/2014 00000000000000000003357 SHIPPING SERVICES 800-000-0000 GA
&) 9/1/2014 5/1/2014 00000000000000000009361 CAR RENTAL AGENCY BHOENTX Az

@ s/1/2014 5/1/2014 00000000000000000009359 OFFICE SUPPLY STORE WOODBURY  MN

9/1/2014 9/1/2014 00000000000000000009363 AIRLINE HOUSTON ™

9/1/2014 8/29/2014 00000000000000000009358 FUEL STATION GRAPEVINE ™

3. Optionally, select a different date from the Statement Date drop-down list to
view the statement for another billing cycle.
PaymentNet displays the statement that corresponds to the selected billing
date.

4. To download and printing a statement, see “Downloading and Printing Your
Statement” on page 32.

You can download and print a statement for your card account.

Statements are created in PDF format and are available for download as a
compressed, or zipped, file. Use decompression software, such as WinZip®, to open
the compressed statement file.
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Downloading and Printing Your Statement

To download and print your statement:

1.

2.

5.

Navigate to the Statement Detail screen.
For instructions, see “Viewing Your Statement” on page 30.

Click the Download Statement button.
PaymentNet displays the Password and Confirm Password fields.

Complete the Password and Confirm Password fields.

This password is used to open the compressed statement file after it is
downloaded. The password is unique to this compressed file and can be
different than your PaymentNet login pass phrase.

Click the OK button.
PaymentNet displays the Available Downloads screen.

Available Downloads

Delste Seiected

Dovnload Adsbe® Readers NOTE: Report names that contain the word unmasked may contain sensitive data and will require a password to view the output.
Al -
Name categary Created Status
[] [03022014 Statement for 3156 Pages & to 13 10232014175250.2i0] STARStatement 10/23/2014 5:52:50 PM [uccasstul]
] Cardholder Brofile.xls Report 10/2/2014 12:18:48 PM Succassful
[F] Cardholder erofile xis Report 5/25/2014 10:31:59 AM Successful
'

Click the statement file Name link.
The file status must be Successful before the name link is active.
PaymentNet displays the File Download window.

File Download ()

Do you want to open or save this file?

Mame: ..nt_for 3156_Pages_1_to_13_10232014175250.zip
Type: WinZip File, 17.1KB

£

From: gsa-uat2-Ibjpmchase.net

Open ] [ Save ] [ Cancel

i " 1 While files from the Intemet can be useful, some files can potentially
d, harm your computer. if you da not tust the source, do not open or
b save this file. What's the risk?
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6. Click the Open button.
Your compression software displays a password field.

7. Enter the statement file password and follow the prompts to open the file.
Your statement opens in your default PDF viewer.

8. Using your PDF viewer, print or save your statement.

To simplify the payment process, set up your bank account in PaymentNet to make
payments online. Once completed, you can make a one-time payment or schedule a
recurring payment. If you need to cancel a payment, refer to the cancelling a
one-time payment or cancelling a recurring payment. This section also explains how
to view your payment history.

This section explains the following topics:
Setting Up Your Bank Information
Making a One-Time Payment
Cancelling a One-Time Payment
Scheduling a Recurring Payment
Cancelling a Recurring Payment
Viewing Your Payment History

Setting Up Your Bank Information

In order to create and manage online payments through PaymentNet, you must first
provide the bank account from which to withdraw funds.

To set up your bank information:

1. Click the My Profile ([§]) icon.
PaymentNet displays the General Information tab on the My Profile screen.

2. Click the Bank Information tab.
PaymentNet displays the Bank Information tab on the My Profile screen.
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Managing Payments

3. Click the Add Bank button.
PaymentNet displays the bank account information fields.

I

My Profile

=

Name Technical Writer

ABA RoutingNumber [ |

Bank Account Type | Checking
Bank Account Number

Description

/ Bank Account Name,
<o s mi.‘.'m

E=.
=

ABA Routing Number Bark Account Number

4. Complete the following fields:

ABA Routing Number Enter your ABA Routing Number.
This is a nine digit bank code that appears on the bottom of a
deposit slip or a check. The ABA Routing Number identifies your
financial institution.

Bank Account Type Select your bank account type from the drop-down list.
You can select Checking or Savings.

Bank Account Number Enter your bank account number.
Your bank account number is your complete account number that
appears at the bottom of a deposit slip or a check, next to the ABA
Routing Number. Do not include the check number when entering
your bank account number.

Description Enter a description of the account.
You can enter between 4-50 characters.

5. Click the Save button.
A confirmation message verifies the bank information is saved.
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Making a One-Time Payment

To make a one-time payment, you need to have your bank account information set
up in PaymentNet. For instructions, see “Setting Up Your Bank Information” on
page 34.

After submitting your payment, it is in a pending status. You can edit or cancel a
pending payment until 4 p.m. CST on the day for which the payment is scheduled.
Once a pending payment is submitted for processing, the payment status is complete
and cannot be edited or canceled.

To make a one-time payment:

1. Select Payments > Create.
PaymentNet displays the Payment Detail screen.

Payment Detail

I

Account Number *5% &% sssass, 4717 ¥ Payment Type One-Time

Account Name Writer , Technical

New Balance Bl $2,054.20 Payment Options
New Balance + Recent Activity As
of 10/24/2014 ©
Payment Due Date Bl 11/24/2014

Past Due Balance E £0.00

£12,054.20 @ Hew Balance

(©) New Balance + Recent Activity
© other
Payment Amount $2,054.20

Payment Date |10/24/2014

Bank Description Persona | Checking = Reference Number
ABA Routing Number 228536382
Account Number ==*==5785
Accoun t Type Checking
Bank Name First Bank

2. From the Account Number drop-down list, select the account for which you
would like to schedule a recurring payment.

If there is only one account associated with your User ID, the account number
displays automatically.

3. Select the bank account you want to use to make this payment by selecting the
corresponding bank description from the Bank Description drop-down list.
PaymentNet completes the bank fields based on the selected bank.
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4. Select one of the following payment options:

New Balance Select this option if you want to pay the most recent
statement balance. The amount to be paid displays in the
Payment Amount field. This option is not available if the
amount is a credit amount. The Payment Amount
automatically displays the New Balance amount.

New Balance + Recent Activity Select this option if you want to pay the most recent
statement balance plus any additional account charges or
credits incurred after the close of the last cycle. This option
accounts for debits and credits to the card account. The
payment amount automatically displays with the New Balance
+ Recent Activity. This option is unavailable if the amount is a
credit amount.

Other Select this option if you want to pay a custom amount. If you
select this option, you must enter an amount in the Payment
Amount field. You cannot enter a negative number or leave
this field blank.

5. Enter the Payment Date in the MM/DD/YYYY format.

6. Click the Submit button.
A confirmation message verifies the payment information.

7. Click the OK button.
PaymentNet processes the payment and displays a confirmation message.

Cancelling a One-Time Payment

You can cancel a scheduled one-time payment that has not been processed. You can
cancel a pending payment until 4 p.m. CST on the day for which the payment is
scheduled. Once a pending payment is submitted for processing, the payment status
is complete and cannot be canceled.

To cancel a one-time payment:

1. Select Payments > Manage.
PaymentNet displays the Payment List screen.

2. In the Number column, click the name of the account for which you want to
cancel a one-time payment.
PaymentNet displays the Payment Detail screen.
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Click the Delete button.
PaymentNet displays a confirmation message.

Click the OK button.
PaymentNet cancels the scheduled one-time payment and displays the Payment
List screen.

Scheduling a Recurring Payment

You can automatically pay your individual card account balance in full each month,
on the due date, by scheduling a recurring payment.

After submitting your payment, it is in a pending status. You can edit or cancel a
pending payment until 4 p.m. CST on the day for which the payment is scheduled.
Once a pending payment is submitted for processing, the payment status is complete
and cannot be edited or canceled. If the date of the scheduled payment falls on a
weekend or holiday, PaymentNet automatically adjusts the payment to occur the
next business day.

To schedule a recurring payment:

1.

Select Payments > Manage.
PaymentNet displays the Payments List screen.

Click the Recurring tab.
The Recurring tab on the Payment List screen displays any recurring payments
set up for the account.

Click the Schedule New Recurring button.
PaymentNet displays the Payment Recurring Detail screen.

From the Account Number drop-down list, select the account for which you
would like to schedule a recurring payment.

If there is only one account associated with your User ID, the account number
displays automatically.

Select the bank account you want to use to make this payment by selecting the
corresponding bank description from the Bank Description drop-down list.
PaymentNet completes the bank fields based on the selected bank.

Click the Save button.
PaymentNet displays a prompt to verify payments will be made on an ongoing
basis.

38 PaymentNet DHS Cardholder Quick Reference Guide for Travel Program



Managing Payments

7. Click the OK button.
PaymentNet processes the recurring payment settings and displays the payment
on the Recurring tab of the Payment Detail screen.

Cancelling a Recurring Payment

Cardholders can cancel their scheduled recurring payment. For a canceled recurring
payment to take immediate effect, cardholders must cancel a recurring payment 48
hours (two days) after the scheduled date, not the date the payment was submitted.

If you have set up a recurring payment and you need to delete the bank account
associated to that recurring payment. Follow this process: First, delete the existing
recurring payment. Then, add your new bank account and save it. Finally, set up a
new recurring payment, associating it with your new bank account.

To cancel a recurring payment:

1. Select Payments > Manage.
PaymentNet displays the Payment List screen.

2. Click the Recurring tab.
The Recurring tab on the Payment List screen displays any recurring payments
set up for the account.

3. Click the recurring payment you want to cancel.
PaymentNet displays the Payment Recurring Detail screen.

4. Click the Delete button.
A confirmation message verifies that the pending payments associated with the
recurring payment may not be impacted by cancelling the recurring payment.

5. Click the OK button.
PaymentNet cancels the recurring payment and displays the Recurring tab on
the Payment List screen.

Please be aware that the next scheduled payment using recurring payments may

still be processed. If this occurs and you need to reverse the payment, please
contact J.P. Morgan Customer Service.
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Viewing Your Payment History

You can view your payment history on the History tab of the Payment List screen.

To view your payment history:

1. Select Payments > Manage.
PaymentNet displays the History tab on the Payment List screen.

2. Click a payment to view more information.
PaymentNet displays the Payment Detail screen.
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he sections in this chapter explain how to create a report and schedule it to run
automatically.
Refer to the report samples in the PaymentNet Online Help system for examples of
the reports you can generate and a list of the fields in each report. To access the
report samples in online help, click Contents then select Report > Reporting
Reference > Report Samples.

This chapter explains the following sections:

Creating a Report
Scheduling a Report to Run Automatically

All PaymentNet reports can be customized based on the report criteria.

To create a report:

1. Select Reports > Create.
PaymentNet displays the Report List screen.

JPMorgan
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2. Click the report name you want to create.
PaymentNet displays the Report Detail screen.

Report Detall Lt

[Sava ]| |[ Process Repert || Raset |

*mama [Panding Ravaw Aoreve Reper - Samele | Report Format| w0 Eecal

Comprass Owtpat?

BB
3]

Cirdar By |
Field Oeder Sequence

chadule tn ltun Automstsally

* Raguirad Fialds

3. From the Report Format drop-down list, select one of the following options:

Adobe PDF
Text

MS Excel
XML

4. Enter your Criteria.
For each row of Criteria needed, click the Add Criteria (+) icon. To delete a row
of criteria, click the Delete Criteria ([@]) icon.

Options for each of the criteria fields vary based on the report selected:

Field: Available fields are listed in alphabetical order. Select a field from
the drop-down.

Operation: Select an operation.

Value: Enter or select the value in the appropriate boxes. Dates should be
in the MM/DD/YYYY format.
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5. To run multiple queries that are separate but related in one search, as opposed
to performing multiple queries one at a time, select the Add or Or operator
from the additional row.

The And operator joins the search criteria and provides more targeted results.
The Or operator separates the search criteria from the preceding fields and
broadens the search results.

6. Optionally, select the Schedule to Run Automatically checkbox to process the
report Frequency by Weekly, Monthly, Daily or by Cycle, and related frequency
options.

See “Scheduling a Report to Run Automatically” on page 43 for steps on setting
the frequency.

7. Click the Process Report button to create and submit it to run.
PaymentNet displays the Available Downloads screen.

8. When the status is Successful, click the report name to open the completed
report.

To open the report at a later time, select Reports > Download. The report will
display on the Available Download screen.

For security purposes, some reports require you to enter a password to open and
view the report. The password used when setting up the report will be required
to open the report. This password does not need to be the same as your
PaymentNet login pass phrase.

The Schedule to Run Automatically option is a checkbox on the Report Detail screen.
For best results when scheduling a report to run, ensure to include a date range
using the Is Relative Operation in the Criteria section.

To schedule a report to run automatically:

1. Select the report from Reports > Create.
PaymentNet displays the Report Detail screen.

2. Select the Schedule to Run Automatically checkbox.
The Frequency and Day fields display.
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3. Set to process the report Weekly, Monthly, Daily or by Cycle, and then specify
the related option for the frequency.

4. Enter a unique report name in the Name field.
5. Click the Save button to save the schedule for the report.

The report displays in the Report List and will run automatically according to
your settings.
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