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Learning Objective(s): DEMONSTRATE emergency response procedures for a

Why You Need to
Know This

Topics Covered

telephonic bomb threat.

Even though most bomb threats end up being pranks or hoaxes, it is
important that you treat all threats with the utmost seriousness. Every
bomb threat you receive should be reported to officials immediately so
that a proper and timely response or investigation can be initiated.
Anyone can find themselves in a situation where they are dealing with
a bomb or related terrorist threat. By being prepared and knowing how
to respond, you can ensure that all necessary precautions are taken
and, in doing so, could save lives.

This lesson will provide you with the information you will need to
know if you ever have to respond to a bomb threat.

This section will cover the following topics:

Bomb Threats
Bomb Threat Plan
Telephonic Bomb Threat General Action
Bomb condition
o Bomb condition |
o Bomb condition Il
o Bomb condition Il

At the end of this lesson you will be required to participate in a
learning activity. You are encouraged to first review the learning
activity and the sign off requirements located in the “You and Your
Supervisor” section of this lesson. Reviewing this information before
you begin the lesson will allow you to take proper notes and focus on
key learning points.




Bomb Threats

Bomb Threat Plan

Telephonic Bomb
Threat General
Action
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Terrorists use fear as a tool to try to elevate their own power. One tool
used is the threat of massive damage by bombings or other similar
severe means. While many terrorist bombings are not forewarned,
others have been preceded by warnings and threats.

Terrorists are not the only persons who make bomb threats. Angry or
confused individuals exhibiting emotional instability or twisted
agendas, immature persons who get enjoyment out of inconveniencing
others by creating a scene, and others may make bomb or similar
threats. Every bomb threat must be taken seriously.

A telephone or written bomb threat may or may not state the location
of the bomb or attack, specify the time for detonation/ignition, or
contain an ultimatum related to the detonation/ignition or concealment
of the bomb.

Regardless if the bomb threat or attack is considered a hoax, until you
are sure that it is, you must proceed as though it were real. Immediate
action needs to be taken to prevent personal injury. Your unit should
have a standard procedure for handling bomb threats. The most
effective measure to prevent a bomber from gaining access to your
facility or building is to maintain a good visitor control policy.

Since most bomb threats are called in on the telephone, actions to take
to respond to a telephonic bomb threat are presented here.

All personnel, especially those receiving the call or email, should be
instructed in what to do if a bomb threat call is received. Actions to be
taken are listed below:

Respond calmly

Complete the bomb threat checklist (include date and time)

Keep the caller on the line as long as possible

Ask him/her to repeat the message and try to keep a word for

word record of the conversation

e If they do not provide the time or location of the bomb or
attack, then ask for the information

e Listen for speech and background noise, and listen closely to

the voice and inflection, try to determine caller’s state of mind

Try to get significant information

Do NOT hang up, even if the caller does

Notify chain of command or unit OOD immediately

Initiate and request a tracer




Respond Calmly

Fill Out Bomb
Threat Checklist

Record Date and
Time

Listen for Speech
and Background
Noise
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Respond calmly to a bomb threat call. If possible, get more than one
person to listen to the call. Having a covert signaling system in place
is a good policy.

Keep the caller on the line as long as possible. Ask the caller to
repeat the message. Note every word spoken by the caller and if
possible record the call.

Remember to remain calm. A calm response could result in obtaining
additional information, especially if the caller wishes to avoid injuries
or deaths. Rarely has a bomb threat caller failed to allow ample time
for evacuation. Generally, if the caller wanted to kill people, the call
would not have been made. Terrorist organizations generally set off an
explosion and then claim responsibility in the aftermath.

Fill out the bomb threat checklist asking significant questions. Most
callers of bona fide bomb threats will provide the information.
Attempt to keep the caller talking and elicit further information if
possible. Ask for name, address, and other identifiers claiming it will
help to validate the threat.

A sample bomb threat checklist is on the following page. Copies of
this form should be near every telephone.

Note: your unit’s checklist may be slightly different, ensure you locate
and can easily fill out the bomb threat checklist, During a bomb threat
is not the time to learn what’s on the form.

Record the date and precise time the threat is received. This
information is needed to complete the Telephonic Bomb Threat
Report and for law enforcement purposes. Also, try to keep a record
of the conversation as you are listening by writing down what the
caller is telling you, at least the main points.

Listen closely to the voice and speech. Note gender (male or female),
quality (calm, excited), accents, speech impediments, etc.

Try to distinguish background noises, such as motors running, music
playing, etc., that might provide a clue as to the caller’s identity and
location.
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TELEPHONIC BOMB THREAT REPORT

EXACT WORDING OF THREAT:

: WHEN IS THE BOMB GOING TO EXPLODE"

WHERE IS IT RIGHT NOW?

WHAT DOES IT LOOK LIKE?
WHAT KIND IS IT?
WHAT WILL MAKE IT EXPLODE?

WHAT ORGANIZATION DO YOU REPRESENT?
WHERE ARE YOU CALLING FROM?
._ WAS IT PLANTED'? cae

BREATHING

—__ANGRY —_LOUD __SLURRED __ RASPY —__CRACKLING VOICE
__EXCITED __LAUGHTER __ WHISPER  __ DEEP ~__DISGUISED
—_SLOW __CRYING  __ NASAL —_RAGGED  __ACCENT

RAPID NORMAL STUTTER FAMILIAR CLEARING THROAT
_ FLUENT ___INCOHERENT RATIONAL
__ PRECISE ___ARTICULATE __ IRRATIONAL

BROKEN REPEATING READING STATEN[ENT
P RPN Ve T T AT T

—— -—ﬁst_ — e

__NORTHERN ______EUROPEAN __ORIENTAL _ OTHER:___
~ TRAFFIC —_ CHILDREN —_CLEAR OTHER(LIST)
~ MACHINERY ~_ANIMALS ~_STATIC
—__OFFICE —_MUSIC ~ LOCAL

LA SYS ' MOTOR _ LONG DISTANCE !

IMMEDIATELY REPORT CALL TO:

RECIPIENT OF CALL:

DATE: TIME: AT PHONE MUMBER:

DON’T HANG UP




Try to Get
Significant
Information

DO NOT HANG UP

Notify Chain of
Command or OOD
Immediately

Request a tracer

Bomb Threat 3.G.04

Try to get the caller to answer these questions, if they don’t provide
the information voluntarily:

Where was the explosive device placed?

What time is it set to explode?

What does the explosive look like?

How will the device be set off (by timing mechanism,
oxidizing agent, heat)?

5. Why was the bomb placed in this particular building or place?

NS

Point out to the caller that by giving details, he or she is verifying the
validity of the warning. Inform the caller that the building is occupied
and that many innocent people could be killed or seriously injured.

DO NOT HANG UP the phone when the call is completed. Either
place the phone on hold if this option is available, or simply leave it
off the hook. Make note if the call has been made from an internal
phone.

After the caller has answered the critical questions, or refused to do so,
notify your chain of command or the Officer of the Day (OOD)
immediately. If known, provide the following information:

e Location of the suspected device

e Time of detonation

e Any other information that may aid search teams in locating the
device, if possible get the OOD a copy of the bomb threat checklist
and any notes made

Using another telephone line, call the phone company. Advise them
that a bomb threat has just been received, provide them with phone
number where the call was received and request a “tracer” be placed
on the line. Many people have been caught this way. Once the trace is
completed, you may hang up the phone.




Specific Action

Bomb Condition |

Bomb Condition 1

Telephone threat...
NO location, NO time

Bomb Condition Il

Bomb Condition I1

Telephone threat...
EXACT location, NO time
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Specific action to be taken depends upon the information obtained
from the caller.

None of the appropriate actions presented will place untrained
personnel in jeopardy, real or perceived, at any time during a bomb
threat. The three bomb conditions are:

e Bomb Condition |
e Bomb Condition Il
e Bomb Condition III.

When a telephone threat is called in but information on the location or
the time could not be obtained, the following actions need to be taken:

1. Immediately inform crew of the situation.

2. Muster the crew and assemble search teams. Conduct a rapid
search of the unit spaces, looking for any unusual objects in out-of-
the-way places.

3. Alert the nearest bomb or Explosives Ordnance Disposal (EOD)
team of the bomb threat.

4. Should a bomb or explosive device be found, make NO effort to
move or disarm the device. The CO is to request assistance from
the nearest EOD team.

5. If no bomb is found, perform a detailed search of ALL spaces.

When a telephone threat is called and information on the EXACT
location is received but NO time is given, the following actions need
to be taken:

1. Immediately inform all crew members of the situation.

2. Muster the crew and assemble search teams. Send an investigator
to the indicated area to conduct a thorough search for the bomb.
All other personnel should remain at muster.

3. Should a bomb or explosive device be found, make NO effort to
move or disarm the device. The CO is to request assistance from
the nearest EOD team.

4. 1f no bomb is found, conduct a thorough search of the group.
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Bomb Condition Il When a telephone threat is called in and information on the EXACT
location and the EXACT time is received, the following actions need
to be taken:

Bomb Condition 11
1. Proceed as in BOMB CONDITION Il except...

» Evacuate the area immediately
» Conduct a thorough search.

Telephone threat...

EXACT location, EXACT time 2. If no bomb/device is found, the area is to remain empty until the
CO makes the determination to reoccupy the space (generally one
hour after the expected detonation).

3. If abomb/device is found, make NO effort to move or disarm the
device. The CO is to request assistance from the nearest EOD

team.
Bomb Reporting As soon as possible after the call, the person receiving the bomb threat
Requirements needs to fill out the unit’s Bomb Threat Report as completely as

possible and submit it to the authority designated by the unit.

Learning Activity To successfully fulfill this requirement you must complete the
scenario found at the end of this lesson, answer the questions, and then
discuss your answers with your supervisor.

For You and Your In order to meet the sign-off requirement for this lesson YOU must
Supervisor perform the following:

1. Prior to meeting with your supervisor, review the contents of
this lesson and complete the bomb threat scenario at the end of
this lesson.

2. Present and discuss your answers for the scenario with your
supervisor for sign-off.

Before signing off on this requirement your SUPERVISOR must:

1. Make sure the member correctly answers the scenario
questions found on the end of this lesson.

2. Provide the member with corrective feedback and answer any
questions they may have related to this topic.

3. Sign off the check-off sheet on the Record of Enlisted
Professional Military Education (E-PME) Performance
Requirements.




References

Bomb Threat
Scenario
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The references used to develop this lesson can be found at CG
Directives (CG-612), www.uscg.mil/directives:

e Physical Security and Force Protection Program,
COMDTINST M5530.1(series)

e Shore Facility Emergency Action Plans, COMDTINST
5100.49(series)

Use the following information to complete the Telephone Bomb
Threat Report and answer the questions.

Scenario: While serving as a watch stander at your unit, you receive a
phone call at 2200. After providing the standard greeting the caller
states in a slow, soft voice “I put a bomb in your building and it’s
going to blow you all to hell.” The caller has a heavy middle eastern
accent, and in the background you can hear the sound of machinery.
You also notice there seems to be a lot of static on the line.

Question 1: What is your initial reaction and what should you do
based on the information in this scenario?

Question 2: Assuming the caller remains online, what questions
should you ask?

Question 3: What Bomb condition is depicted in this scenario?




