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RWKS/ 1. TH' S PACADM N PROVI DES | NFORMATI ON ON | DENTI TY THEFT,
METHODS OF PREVENTI ON AND RECOMMENDATI ONS FOR RECOVERY. DI SSEM NATE
W DELY TO PACFLT SERVI CEMEMBERS AND FAM LI ES.

2. RECENT | NCI DENTS, | NCLUDI NG UNAUTHORI ZED ACCESS TO M LLI ONS OF
CREDI T CARD NUMBERS EARLI ER THI' S MONTH, HI GHLI GAT THE NEED TO
PROTECT YOURSELF AND YOUR DEPENDENTS FROM | DENTI TY THEFT. | DENTITY
THEFT OCCURS VWHEN ONE PERSON USES ANOTHER' S | DENTI FI CATI ON, SUCH AS
NAME, ADDRESS, DRI VER S LI CENSE NUMBER, SOCI AL SECURI TY NUMBER,
MOTHER S MAI DEN NAME, AND BI RTH DATE TO OBTAI N CREDI T, BANKI NG

( CHECKI NG ACCOUNTS, BANK DEBI T CARDS, ETC.) OR OTHER SERVI CES.

| DENTI TY THEFT CAN RESULT FROM LOST OR STOLEN WALLET OR PURSE;
THEFT OF CREDI T CARD NUMBER BY A COMPUTER HACKER | NTO A CORPORATE
DATABASE; OR THEFT OF CREDI T CARD APPLI CATI ONS, STATEMENTS, OR
CHECKS FROM TRASH OR MAI L. IDENTITY TH EVES W LL USE | DENTI FI CATI ON
| NFORMATI ON TO OBTAI N NEW CREDI T CARDS, OPEN CHECKI NG ACCOUNTS, GET
A BOGUS DRIVER S LI CENSE OR SOCI AL SECURI TY CARD, MAKE LONG DI STANCE
CALLS, AND MORE. PERSONAL | NFORMATI ON THAT NEEDS PROTECTI ON

I NCLUDES SSN, BI RTH DATE, DRI VER S LI CENSE NUMBER, ATM OR DEBI T CARD
PI'N NUMBER, BANK ACCOUNT OR CREDI T CARD NUMBER, AND LONG DI STANCE
PI'N NUMBER.

3. PREVENTING I DENTI TY THEFT. THE MOST | MPORTANT STEP TO PREVENT

I DENTI TY THEFT | S TO PROTECT PERSONAL | NFORMATI ON. MAKE THE
FOLLOW NG PRACTI CES ROUTI NE:

A. MEMORI ZE PASSWORDS AND PI'N NUMBERS. DO NOT CARRY THESE NUMBERS
N YOUR WALLET OR PURSE.

B. KEEP PHOTOCOPI ES OF DRI VER S LI CENSE, CREDI T CARDS, SCClI AL
SECURI TY AND | NSURANCE CARDS AND OTHER CONTENTS OF YOUR WALLET OR
PURSE, PLUS CREDI T ACCOUNT, TAX RECORDS, CANCELLED CHECKS AND OTHER
PERSONAL FI NANCI AL | NFORVATI ON I N A SECURE PLACE IN YOUR HOMVE. YOU
WLL NEED THI S | NFORMATION I F YOUR I DENTITY IS COWROM SED. SHRED
ALL SUCH RECORDS BEFORE THROW NG THEM AWAY.

C. IF YOUR DRIVER S LI CENSE, M LI TARY | DENTI FI CATI ON CARD, PASSPORT,
OR ANY OTHER FORM OF | DENTI FI CATION IS LOST OR STOLEN, | MVEDI ATELY
REPORT THE LOSS TO THE | SSU NG AUTHORI TY.

D. DO NOT G VE YOUR SOCI AL SECURI TY, BANK ACCOUNT OR CREDI T CARD
NUMBERS TO ANY UNSOLI Cl TED CALLERS.

E. RELEASE YOUR SOCI AL SECURI TY NUMBER ONLY WHEN ABSOLUTELY
NECESSARY OR WHEN REQUI RED BY LAW DO NOT HAVE YOUR SSN, DRI VER S
LI CENSE, OR PHONE NUMBER PRE- PRI NTED ON YOUR BLANK CHECKS.

F. REDUCE THE NUMBER OF CREDI T CARDS YOU ACTI VELY USE, AND CANCEL
ANY ACCOUNTS YOU HAVE NOT USED FOR OVER SI X MONTHS. ANY OPEN
ACCOUNT APPEARS ON YOUR CREDI T REPORT, AND CAN BE USED BY AN

| DENTI TY THI EF.

G USE CREDI T CARDS THAT HAVE YOUR PHOTO ON THEM THI S MAKES I T
MORE DI FFI CULT FOR AN | MPOSTER TO USE STOLEN CARDS AT A STORE.

H | F YOU RECElI VE AN OFFER FOR A PRE- APPROVED CREDI T CARD OR LOAN
BUT ARE NOT | NTERESTED, SHRED THE APPLI CATI ON FORM BEFORE THROW NG
AVAY. | DENTITY THI EVES HAVE BEEN KNOWN TO GO THROUGH TRASH LOOKI NG



FOR USEFUL FI NANCI AL | NFORMATI ON.

. ALWAYS REMOVE CREDI T CARD RECEI PTS AND ATM SLI PS AFTER A
TRANSACTI ON.

J. CHECK YOUR BANK ACCOUNT AND CREDI T BI LLI NG STATEMENTS CAREFULLY
EACH MONTH FOR UNAUTHORI ZED ACTI VI TY.

K. VWHEN CREATI NG A PASSWORD FOR AN ATM CARD, LONG DI STANCE ACCOUNT,
CREDI T CARD OR OTHER FORM OF CREDI T, DO NOT USE COMVON NUMBERS SUCH
AS YOUR BI RTH DATE OR THE LAST FOUR DIG TS OF YOUR SSN. AVO D USI NG
YOUR MOTHER S MAI DEN NAME OR YOUR BI RTHPLACE, WHI CH MAY APPEAR I N
PUBLI C RECORDS.

4. | NDI CATI ONS/ WARNI NGS OF | DENTI TY THEFT. THE FOLLOW NG ARE

I NDI CATORS THAT YOU MAY HAVE BEEN THE VI CTIM OF | DENTITY THEFT:

A. YOU RECEI VE BILLS FROM A CREDI T ACCOUNT YOU DI D NOT OPEN, OR SEE
UNAUTHORI ZED CHARGES ON YOUR CREDI T, LONG DI STANCE, OR BANK
ACCOUNTS.

B. YOU ARE CONTACTED BY A COLLECTI ON AGENCY REGARDI NG A DEBT YOU DI D
NOT | NCUR.

C. BANK AND CREDI T BI LLI NG STATEMENTS DO NOT ARRI VE ON SCHEDULE.

D. YOU ARE TURNED DOWN FOR A CREDI T CARD, LOAN, MORTGAGE OR OTHER
FORM OF CREDI T DUE TO UNAUTHORI ZED DEBTS ON YOUR CREDI T REPORT.

5. WAYS TO RECOVER FROM | DENTI TY THEFT. AS SOON AS POSSI BLE, FILE
A THEFT REPORT WTH THE POLI CE. MANY BANKS AND CREDI T AGENCI ES
REQUI RE SUCH A REPORT BEFORE THEY W LL ACKNOALEDGE THAT A THEFT HAS
OCCURRED.

A. I F YOU DI SCOVER THAT YOU ARE A VICTIM CF IDENTITY THEFT, GO TO
WAW CONSUMER. GOV/ M LI TARY/ AND CLI CK ON THE APPROPRI ATE SERVI CE SEAL
AT THE TOP OF THE PAGE TO FILE A COWPLAI NT W TH THE FEDERAL TRADE
COW SSI ON'S | DENTI TY THEFT DATA CLEARI NGHOUSE. YOUR COVPLAI NT W LL
BE AVAI LABLE TO LAW ENFORCEMENT AGENCI ES | NVESTI GATI NG | DENTI TY
THEFT.

B. CONTACT THE THREE PRI MARY CREDI T REPORTI NG BUREAUS TO HAVE A
FRAUD ALERT PLACED ON YOUR REPORT. | NFORVATI ON REGARDI NG HOW TO
CONTACT THE CREDI T REPORTI NG BUREAUS CAN BE OBTAI NED BY GO NG TO
WAW FTC. GOV/ BCP/ CONLI NE/ PUBS/ ALERTS/ | DENALRT. HTM  SEND A BRI EF

VI CTI M STATEMENT TO EACH OF THE CREDI T BUREAUS TO | NCLUDE I N YOUR
FILE. [IN THE STATEMENT, EXPLAIN TO THE BEST OF YOUR KNOW.EDGE HOW
THE | DENTI TY THEFT OCCURRED.

C. IF YOUR WALLET OR PURSE | S STOLEN, | MMVEDI ATELY CANCEL YOUR OLD
CREDI T CARDS AND GET REPLACEMENTS.

D. PUT A "STOP PAYMENT" ON ALL LOST OR STOLEN CHECKS. BE AWARE,
HOAEVER, THAT MANY BANKS REQUI RE YOUR SI GNATURE OR A SI GNED

AFFI DAVIT TO BEG N A STOP PAYMENT ORDER, AND A FEE MAY BE | MPOSED.

| F NECESSARY, ASK YOUR BANK TO OPEN A NEW ACCOUNT W TH A NEW NUMBER
E. IF YOUR ATM OR DEBIT CARD IS LOST OR STOLEN, CONTACT THE | SSUER
TO CANCEL THE CARD. |F YOU GET A NEW ATM OR DEBIT CARD, DO NOT USE
YOUR OLD PASSWORD.

F. |F SOMEONE ELSE HAS OPENED CREDI T CARD ACCOUNTS IN YOUR NAME

W THOUT AUTHORI ZATI ON, CONTACT THE CREDI TORS | MVEDI ATELY BY PHONE
AND I'N WRI TING. CANCEL THE ACCOUNTS.

G NOTIFY THE POST COFFICE | F YOU BELI EVE SOVEONE HAS FI LED A CHANGE
OF ADDRESS FORM I N YOUR NAME, OR HAS USED THE MAIL TO COW T CREDI T
OR BANK FRAUD I'N YOUR NAME.

H | F YOUR LONG DI STANCE CALLING CARD IS STOCLEN, OR I F YOU FI ND
UNAUTHORI ZED CHARGES ON YOUR BILL, REPORT IT TO THE SECURI TY OR
FRAUD DEPARTMENT AT YOUR LONG DI STANCE CARRIER. ASK TO HAVE THE OLD
ACCOUNT CLOSED AND A NEW ACCOUNT NUMBER | SSUED TO YOU. ALSO ASK THE
COVPANY TO REQUI RE A SECRET PASSWORD BEFORE MAKI NG CHANGES TO YOUR



ACCOUNT.

. CONTACT YOUR LOCAL STAFF JUDGE ADVOCATE OR NAVAL LEGAL SERVI CE
OFFI CE FOR ASSI STANCE.

6. FOR ADDI TI ONAL | NFORMATI ON, VISIT THE FOLLOWN NG WEBSTI ES:

WAW USDQJ . GOV/ CRI M NAL/ FRAUD/ | DTHEFT. HTML WA FTC. GOV/ BCP/

CONLI NE/ PUBS/ ALERTS/ | DENALRT. HTM WAW CONSUMER. GOV/ M LI TARY.

7. RADM J. W GREENERT, USN, SENDS.//
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