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CG ISC PORTSVA INST 3072.1D

26 September 2001

INTEGRATED SUPPORT COMMAND PORTSMOUTH INSTRUCTION 3072.lD

Subj:
KEY AND LOCK CONTROL PROCEDURES

Ref:
(a)  Physical Security Program, COMDTINST M5530.1B

1.
PURPOSE. To establish procedures for the duplication, replacement, coding, and issuing of locks and keys on the Integrated Support Command (ISC).

2.
ACTION. ISC Division Chiefs and Commanding Officers of tenant commands shall ensure the provisions of this instruction are complied with.

3.
DIRECTIVES AFFECTED. Integrated Support Command Portsmouth Instruction 3072.1C is hereby canceled.

4.
DISCUSSION. All buildings at the ISC will be secured under the “Best Lock” system, and accessed with keys made by the ISC Facilities Engineering Division.  Tenant commands will have the ISC replace or duplicate keys, but will maintain their own key control.  Each ISC Division shall have a designated key custodian.  Proper key control and accountability are important phases of all security programs.  Without these controls, locks provide little deterrent to unauthorized entry into any space or facility.  Key custodians have a special responsibility for enforcing a stringent key control because of the high cost of re-keying or physical theft or possible unauthorized access into sensitive areas.

5.
RESPONSIBILITIES.  To provide adequate security and accountability of keys, only a minimum number will be issued.  ISC and tenant commands will ensure only the minimum number of keys necessary to operate effectively are requested.  Spare keys shall not be requested, stored, or issued.

a. Security Officer:

· Shall oversee the key and lock control system.

· Provide for inspections of systems implemented and advise the command on key control issues.

b. Assistant Security Officer:

· Serve as the designated ISC Key Control Officer.

· Approve the duplication, issuance, and replacement of all keys.

· Maintain an effective lock system for all buildings, and a master set of keys to all buildings and spaces.

· Ensure key control, accountability and maintain custody records of all keys issued.

c. Facilities Engineering Division:

· Manufacture, code, repair, replace, and install all locks and cores as approved by the Key Control Officer.

· Manufacture keys as per approved work orders.  Establish a maintenance program for all locks and cores.

d. ISC Division Chiefs:

· Designate key custodians within their division in writing (enclosure (1)).

· Approve work orders requesting keys via the Key Control Officer.

e. Tenant Commands:

Responsible for the issuance and security of all keys and lock control systems for their command.

f. Exchange Manager:

· Control all keys for the Coast Guard Exchange onboard ISC.

· Authorize the manufacture of Exchange keys.  A master Exchange key will be maintained by the Security Office.

g. Key Custodians:

· Maintain proper security and accountability of all keys in their possession.

· Issue keys only to personnel as required, and ensure keys are returned to the Key Control Officer when no longer required.

h. Individual personnel:

· Maintain proper security of all keys in their possession.

· Report lost misplaced or stolen keys immediately to your designated key custodian.  Enclosure (2) shall be used to report lost/stolen keys.

i. Mailbox keys:

· Keys to mailboxes are issued by the Mail Services Center (MSC) key custodian.

· The MSC key custodian will maintain a list of designated MSC orderlies and issue those personnel keys as required.  

6.
REQUESTS.

a. Only Division Chiefs and Commanding Officers of tenant commands may approve requests for new or replacement keys.  All requests shall be submitted on a work order, via the Key Control Officer, to the Facilities Engineering Division.

b. Tenant command designated key control officers shall sign off on work requests for new or replacement keys.

c. Changes to locks/cores shall be requested by a work order, via the Key Control Officer, to the Facilities Engineering Division.

7.
KEY ACCOUNTABILITY.

a. In the event of lost, misplaced or stolen keys, all locks that could be operated by that key should be replaced or re-keyed immediately.

b. All keys will be stamped and issued by serial number, and documented on key repository index.  Key custodians will ensure each key issued is signed for and documented on key control register.  Key custodians will ensure repository index and key control register are updated as necessary.  Examples of key repository index and key control register are contained in enclosures (3) & (4).

c. The Key Control Officer will direct semi-annual physical inventories of all keys.  Inventories shall be completed within 10 working days and returned to the Key Control Officer.

d. ISC Portsmouth will have a designated Key Custodian for each of the following offices:

(1) Personnel Services Division 

(2) Comptroller Division 

(3) Facilities Engineering Division

(4) Industrial Division 

(5) Health Services Division 

(6) Morale Welfare & Recreation 

(7) Guardian Federal Credit Union

e. The following tenant commands will provide appropriate copies of keys for emergency use by security:

(1) Engineering System Support Unit

(2) Engineering System Support Detachment

(3) Command & Control Engineering Center

(4) Naval Engineering Support Unit

(5) Atlantic Area Ordnance Support Facility

f. The Contracting Officer’s Technical Representative (COTR) for the command cleaning and food service contracts will provide Security a list of contract personnel authorized for receipt of keys.  These keys will be issued from, and returned to, the Security Office daily.




//S//




R. D. GIBSON

Encl:  (1)  Sample of Key Custodian Letter

          (2)  Lost/Stolen Key Report

          (3)  Key Repository Index

          (4)  Key Control Register
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1 Sep 2001

From:
Commanding Officer, Coast Guard Integrated Support Command Portsmouth

	To:
YN3,
	YN1 Key Person, USCG


Subj:
DESIGNATION AS KEY CUSTODIAN

Ref:
(a)
Physical Security Program, COMDTINST M5530.1B


(b)
Key and Lock Control Procedures, CG ISC PORTSVA INST 3072.1D

1.  You are hereby designated as a Key Custodian for this division/command.

2.   In the performance of these duties you shall be familiar with, and be guided by, references (a) and (b) and such other directives as may be issued by competent authority.  Specifically, you shall:


a. Notify the Key Control Officer immediately when a key is reported lost, stolen or misplaced.


b.  Never keep excessive keys.


c.  Maintain both a Key Control Register and a Key Index for your area of responsibility.


d.  All keys shall be physically inventoried by serial numbers at least every six months and forward a record of the inventory to the Key Control Officer.

3.  This designation shall remain in effect until cancelled by me or you are transferred from this command.


R. D. GIBSON

Copy:
ISC Admin Office


ISC Security Office


                                          Memorandum

	
Subject:
LOST OR STOLEN KEY REPORT

From:
Chief, ______________________ Division


To:
ISC Security Officer
	Date:

Reply to
Attn. of:
	3072




1.
This is to report that  _____________________________________________________________ lost key number ______________________________________ under the following circumstances:


___________________________________________________________________________________________


___________________________________________________________________________________________


___________________________________________________________________________________________


___________________________________________________________________________________________

2.
Request a replacement key be issued to me. If the lost/stolen key is recovered, I will turn it into Security immediately.

_______________________________

Division Chief

SECURITY OFFICER ENDORSEMENT

From:
ISC Security Officer

To:
Assistant Security Officer

1.
Above request is approved/disapproved for reissue.

2.
Remarks:  ________________________________________________________________


_______________________________________________________________________




____________________________

Security Officer
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