BIU.S. COAST GUARD

Telecommunication & Information
Systems Command

CAC Reader End-User Set-Up Guide

Overview
This document will explain how to set-up your Common Access Card (CAC) to work within the
Coast Guard’s Standard Image.

CAC’s will be used by the Coast Guard and DOD entities to ensure secure access to web pages,
verify user credentials for message drafting and release, and possibly eventually sign-on access
to your workstation. CAC Cards are replacing old style Military ID cards as the primary means
of personnel identification. When the CAC Card is issued it comes with 3 Certificates. An
Identification Certificate, an Encryption Certificate and a Signature Certificate are loaded on
your CAC Card. These Certificates must be known to your system and properly set up to be
used.

Before you can proceed you will need a personal CAC Card and a Standard Coast Guard CAC
Card Reader attached to your workstation (either a stand-alone reader or an integrated keyboard
reader). Your ESU or supporting IT Staff will also need to install some software on your
workstation to enable the CAC Card Reader hardware to be recognized by your computer. Once
this is accomplished you may proceed with this document. The procedures in this document do
not require administrative privileges.
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Section 1 - Registering Your Certificates

In order for the system to recognize your CAC Card and correctly access you certificates you
must do the following.

1. . Double-click on the ActivCard icon. (Lower right hand corner of your Desktop next to the
clock).

NOTE: If you do-not see the icon pointed out in #2 above, your system may have minimized
or hidden it to present amare User friendly visual experience. Look to the left side of the
system tray box for a set for double arrows (<<). Clicking on that will reveal all
icons/services running on your system. If the icon is still not present you should contact your
ESU/Admin support. It is likely the proper software has not been loaded on your system.

3. After Double-Clicking on the icon, the following window will appear, enter the PIN that you
selected when you received your CAC.

x

File Tools Help

Smart Card Contert |

My Card
ﬁ PIN

ActivCard Gold - Enter PIN

@4 Enter PIM code: Ixxxxmi—
it
ITI Cancel |
&)

| Frpart., Expnft,.. ddL, [Helete | Properties |

Close |
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NOTE: BE VERY CAREFUL WHEN ENTERING YOUR PIN!! Ifyou enter an
incorrect PIN 3 times, your CAC will lock you out and you will have return to the facility
that issued you your CAC or another Verification Officer (VO) in order to regain

access to your CAC.

After correctly entering you PIN, you will see the following ActiveCard Gold Utilities
window. From the menu at the top, click on Tools then Register Certificates....

%, ActivCard Gold Utilities »

File Help

Change PIN...
nlock Gardi .
—  Reset Card..,

I Demographic Datal

x|

| Ly

Dpﬁnns.\f.

2] Networ Login
&-Z7 Digital Certfficates

|rpart:., Ewpnrt,..

fdd. Delete |

Properties |

Close

When you see the following information screen, read it and then click Yes.

9 This operation will allow you to use from this machine the certificates already stored in the card. This will not export
\_f{) your private key from the card to the PC but just public information induding the digital certificates.
This operation needs to be done in the following cases:
-You download a certificate from another machine.
-You downloaded the certificate in an application other than the one you plan to use it in {download in Metscape
browser and use in Microsoft Internet Explorer for example).

Even if the operation is not needed, it will ensure access to all the certificates downloaded in the card.

Do you wish to continue?

Y% I MNa
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NOTE: This will place a shortcut in your Personal Certificate Store which points to the
certificates embedded on your CAC card. If you do not complete this step, no programs in
windows will know how to get to your certificates.

6. After the Certificates have been loaded, you will see the window below confirming that they
have been installed. Click OK.

". ActivCard Gold Utilities 3 x|
File Tools Help

Smart Card Contert | Admin SEnrerl Demographic Data I

£y My Card
" FIM
L2 Quick Fill

L2 Metwork Loain

1 J Certificate has been installed.

|part., Expnft,.. add, [Telete | Properties |

Close |
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You will then see the window below. You have completed installing your Certificates. Click
Close.

%, ActivCard Gold Utilities N x|

File Tools Help

Smart Card Content |.Hn:|mir1 Ser'lrerl Demographic Data I

My Card

----- {L3 Quick Fill

L.{Z] Metwork Login

{:I Diigital Cerificates

| mpart... Ewpnrt.. Bddr, [Telete | Properties |
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Section 2 - Enabling Client authentication Within Internet Explorer

In order to gain access to PKI protected web sites, client authentication must be enabled within
Internet Explorer (IE). Enabling this feature allows you to use your CAC to authenticate and gain
access to a PKI enabled web site. If this feature remains disabled, you will be unable to gain
access to PKI protected sites.

1. First we will verify your Certificates are registered. Start Microsoft Internet Explorer

2. From the menu along the top, Click Tools then Internet Options.

=10i x|

File Edit View Favorites Help | aw

-

\ N i |4 Mai and News
YEack ~ 3 » (% <
I»._-\/j =t »._)J \J L Synchronize...
Address I@j http:fcgweb. tiscol Windows Update j Go | Links **

Show Related Links N i i =
Wednesday, Sep 10, 2:26pm  Create Mobile Favorite...

Search Add to Favorites

*IL* URGENT UPDATES
TISCOM Feedback Survey
Tell us what you think about TISCOM.
We welcome all your comments and suggestions
TISCOM Support Page.
Hot Links

CG-Wide Local Configuration Control Board Knowledgebase

Directions - History - Organization Chart
Picnic Grounds - Useful Links

TISCOM Weekly Reports - TISCOM Reader File

For general guestions or comments regarding this site
Section 508 Coordinator - Customer Accessibility
For comments and inguiries about accessibility for persons with disabilities

Last updated: 05 Sep 2003

S E |

Enables you to change settings.
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3. After clicking on Internet Options, you will see the window below. Click on th
Tab at the top of the window, and then click the Certificates button in the ntiddle of the
window.

21

General I SEcw"rl'rI Privacy Cortert | Conpections I Programs I Advanced I

Internet Options

—Content Advisor

Ratings help you cortrol the Intemet content that can be
m viewed an this computer.

~ Cedificates

% |Ise cerificates to positively identify yourself, cerification
@l authorties, and publishers.

Olear SSLState | Centficgtes.. |  Publishers... |

— Persanal information

v, AutoComplete stores previous entries AutoComplete. . |
and suggests matches for vou.
Microsoft Profile Assistant stores your iy Profile... |
personal information.

ok | cancd | oo |
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4. Ifyou properly completed the Section 1 - Registering your Certificates procedure, then
you will see your three certificates as on this screen below.

NOTE: If you do not see all 3 Certificates on this screen you will need to revisit a
DEERS/RAPIDS issuance office and have your CAC updated. Inform the Yeoman at the
office that your CAC has been incorrectly issued and needs to be updated with all three PKI
Certificates. They will know how to proceed. (It usually means an E-Mail address was not
registered in the original application.)

Intended purpose;

Personal |Dther People I Intermediate Certification Authorities I Trusted Root Certificatior_4 I *I

Issued To | Issued By | Expiratio... | Friendly Mame |
MTERS.F{ICHAF{D.L. . DOD CLASS 3CA-3 f&,1/2006 <Mone =
MTERS.RICHARD.L. .. DOD CLASS 3EMAIL ... &/1/2006 <Mone =
MTERS.RICHARD.L. .. DOD CLASS 3EMAIL ... &/1/2006 <MNone>=

Import. .. Exportiy Remove Advanced...

Certificate intended purposes

Close

_%_l
Niew |
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5. Click the Advanced Button.

Certificates

Intended purpose:

2l

Personal IDmer People I Intermediate Certification Authorities I Trusted Root Certificatior I "I

Issued To | Issued By

| Expiratio... | Friendly Mame |

EdMYERS.RICHARD.L... DOD CLASS 3 CA-3

EIMYERS.RICHARD.L,.. DOD CLASS 3 EMAL ...
EMYERS.RICHARD.L,.. DOD CLASS 3 EMAIL ...

&/1/2005
&/1/2005
&/1/2005

=<Mone
=<Mone >
=Mone>

Import... Expart... Remave

Advanced...

Certificate intended purposes

= |

Close
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6. The Advanced Options window will appear. Check the box next to
Client Authentication.

Advanced Options el B J
-
— Cerfificate purpose
ot Certification 4 I "I
Selert one or more purposes to be listed under Advanced
dly Mame |
e

[ g5erver Authentication

E@C"E“t Authentication
Code Signing

[ secure Email

Time Stamping
1l Mirrasaft Trust |ist Sianina ;I

ﬂ he
e

—Export format

Select the default drag and drop export format when dragging a
certificate to a file folder,

Export format:  |DER Encoded Binary ¥.509 (*.cer) j Advanced. .. |

I Include &l cerbificates inthe cerbfication path

e

Close

.
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8. Click OK. This will take you back to the Certificates window.

2 -

— Certificate purpose
ot Certificatior 4 | "I

Select one or more purposes to be listed under Advanced
P :
o i dly Mame |

Certificate purposes: ..
[k server Authentication ﬂ =
Client Authentication e =
Code Signing

[ secure Email

Time Stamping

¥ Microsaft Trust |ist Sianina ;I

—Export format

Select the default drag and drop export format when dragging a
certificate to a file folder,

Export format:  |DER Encoded Binary ¥.509 (*.cer) j Advanced... |

[T Include &l cerbificates in the certification path

5 Yiew

Close

.
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9. Click Close. You will be back at the Internet Options window.

Certificates N

2l

Intended purpose: I::.ﬁ.ll:b

=

Personal IDthE_-r People I Intermediate Certification Authorities I Trusted Root Certificatior I "I

Issued To | 1ssued By

| Expiratio... | Friendly Mame |

EdMYERS.RICHARD.L... DOD CLASS 3 CA-3

[EMYERS.RICHARD.L... DOD CLASS 3EMAL ...
EIMYERS.RICHARD.L... DOD CLASS 3EMAL ...

&/1/2005
&/1/2005
&/1/2005

=<Mone
=<Mone >
=Mone>

Import... Expart... Remave

Advanced...

Certificate intended purposes

=

1l
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10. Click OK. You have enabled Client Authentication in Internet Explorer.

2l

General I Sec:.u‘itrl Privacy Content IConnections I Programs I Advanced I

—Content Advisar

Ratings help you control the Intemet content that can be
viewed on this computer.

Enable. .. | Settings... |

~ Certificates

% |Ise cerificates to positively identify yourself, cerdification
@l authorties, and publishers.

uearSSLState| Certicates.. |  Publishers... |

— Personal information

n,  AutoComplete stores previous entries AutoComplete..
and sugagests matches for you.

e
| g

Microsoft Profile Assistant stores your by Profile...
personal information.

%J{ | cancel | spb |
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Section 3 - Enabling Digital Signatures within Qutlook

Digital Signatures within Outlook should not be configured at this time. We will issue this
procedure at a future date.

This completes the set-up of your Certificates (Section 1) and Configuration of Internet Explorer
for Secure Web Page Access (Section 2).

--- End of Document ---
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