Enclosure (3) to COMDTINST 5300

U.S. COAST GUARD SELF-CERTIFICATION 
SECURITY AUDIT CHECKLIST FOR 
HOME TELEWORK
Name: 


______________________________________________ 
Organization/Office: 
______________________________________________ 
Home Telework Location: 
______________________________________________ 

Telephone: 


______________________________________________ 

This checklist assesses the overall ability to protect U.S. Coast Guard data and information processed, stored, or transmitted or received at the home work site. Each participant shall read, complete, sign, and date the security audit checklist.

Address of home work site location:
________________________________________________________________________________________________________________________________________________

PHYSICAL SECURITY 

1. Do all doors and windows have adequate locking devices?

Yes (

No (
2. Is there a lockable file cabinet or container available to store hard-or electronic copies of documents that must be maintained?

Yes (

No (
HARDWARE SECURITY 

1. Is the computer hardware positioned so unauthorized persons cannot see the screen? Yes (

No (
2. Are there adequate environmental controls to protect the hardware from extreme temperatures and humidity?

Yes (

No (
3. Does the computer have either a keyboard or power supply locking device?

Yes (

No (
DATA SECURITY 

1. Are the computer and removable media (e.g., external drives, CD-ROMs, etc.) adequately protected from unauthorized access (e.g., friends, relatives, roommates, etc.)?
Yes (

No (
2. When remotely accessing other systems, is your user password encrypted?

Yes (

No (
3. Can others gain access to the computer from other systems (e.g., via Internet, dial-up, etc.)?

Yes (

No (
USER SECURITY 

1. Have you received adequate Information Assurance (IA) awareness training?

Yes (

No (
2. Have you signed an AIS user responsibility acknowledgment form (CG-5500A)?

Yes (

No (
3. Do you possess an adequate working knowledge of how your computer transmits and receives data?

Yes (

No (
4. Do you possess an adequate working knowledge of what data needs to be protected when you transmit or receive?

Yes ( 

No (
5. Do you possess an adequate working knowledge on properly storing and handling storage media (e.g., external drives, CD-ROMs, etc.)?

Yes (

No (
6. Are you familiar with computer virus detection and eradication procedures?

Yes (

No (
SYSTEM INFORMATION

1. Computer make and model:

____________________________________________________

2. Operating system:

____________________________________________________

3. If remote access will be used to access U.S. Coast Guard systems:

· What is the modem speed?  _______________

· Is the modem internal or external?  ___________

· What communications software is installed?  __________

4. If you have Internet access, with what company is the account?
____________________________________________________

Employee Signature__________________________ Date_________________

Please attach a copy of this checklist to your Telework Agreement and retain a copy for your records, and provide a copy to your Information System Security Assistant (ISSA).
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