PCI Compliance Calendar (sample)


	REQUIREMENT #
	STEP #
	PERIOD
	DESCRIPTION
	REVIEW SCHEDULE

	8.5.6
	4
	As Needed
	Determine the type of access your vendor uses to support your system.   Review the type of access and the time period you established for your vendor.  This is a reactive task.  Track each occurrence when your vendor(s) needs to access your system. 
	

	11.1
	1
	Monthly
	Review the reports from your firewall to verify unauthorized access has been halted or obtain documentation from the vendor that your ports are being monitored.
	

	1.3
	2
	Quarterly
	Use auditing and monitoring tools to verify that:

· deny all inbound and outbound traffic that is not allowed

· all router configuration files are secure and synchronized
	

	1.3
	3
	Quarterly
	Verify that perimeter firewalls between all wireless networks are configured correctly
	

	11.1
	3
	Quarterly
	Use a wireless analyzer to make sure you verify the validity of each wireless network that appears on the analyzer.
	

	12.1
	1
	Quarterly
	Verify all daily operations are being performed.  This is accomplished by sampling days and verifying the tracking mechanism has recorded successful completion of all tasks for the sampled days. 
	

	1.3
	4
	Semi-annually (Sample all users until  completed)
	Verify that the firewall software on personal computers is installed and active for a sample of users.  Rotate the sample so that all user mobile computers are reviewed every six months.
	

	9.6
	3
	Annually
	Update PCI Template 1302 – Cardholder Data Inventory Log to record the type of documents and media you are keeping safe.

	

	12.1
	3
	Annually
	Make sure you review PCI Policy 1000 on an annual basis or when your business environment changes. Record your annual review on PCI Template 1002 – Information Security Policy Review.
	

	12.8
	2
	Annually
	Use PCI Template 1001 – Contract Review – PCI Security Policy to document your review of service provider contracts. Make sure your contract states these companies or individuals are responsible for protecting your customers' cardholder data.
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