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III. Agreement
A._Standard Terms for all Agencles Using TECH:

1. TECS is the repository for data from many separate
agency sources. This data includes sensitive law
enforcement information from Fedaral lawv enforcemant
agencies. Each agency supplying data is considered to
ba thas owner of that data and is :uz:nnibh for its

L content and validity. In accepting this

responsibility, the Cocast Guard agress to comply with .
the TECS Data Standards, Customs Service Directive

Number 4320-03 issued July 20, 1990, and, for the

transmission of data to TECS, the IBIS Data Exchange

Procsduras, datad October 3, 1951, and its addendum

dated March 25, 1993. .

2. A "TECS user agency” is defined as an agency that has bsen
granted access to TECS, TECS user agency "personnel” are
defined as duly authorized eaployess of, or assigned to, a
TECS user aqotw{. "TECS users” ars defined as TECS user : g
&l th :

;g::ny parsonn at have besen granted individual access to

S I~ 3. The Customs Sarvice is responsibla for ensuring the

3 integrity of the agency records after they are supplied to
TECS and for maintaining safaguards to pravant any’
unauthorized disclosure of the data. Disclosurs of the data
will ba consistent with tha Privacy Act, 5 U.S.C. 552a and
other applicable law. Tha Coast Guard agress that their
access to TECS does not make TECS a Coast Guard “system of
recordse® for Privacy Act purposes and agrees to rely on the
Custons Service, as ths systam manager for TECS, to publish
all notifications concerning the TECS system of rscords
regquired by the Privacy Act. The Customs Service agrees to
publish and maintain all Federal Register notification for
S . the TECS system of rscords pursuant to the Privacy Act.
A ' Further, tha Coast Guard agreses not to place records
f S ! accassed through TECS into a separate system of records,

unless spescifically authorized in section III.B. of this
MOU.

4. The Coamt Guard agraes to comply with the appropriate A &
administrative security provisions related to the usa
and dissemination of the information in TECS and to
consider all information in TECS as “Unclassified, For
official Use Only."

{October2000 .~ " paged of 9

FOR OFFICIAL USE ONLY



01/22/02 TUE 08:32 FAX 202 267 4359 USCG/COMDT/G-0CC

Enclosure 11

INTERCONNECTION SECURITY AGREEMENT .~ b

T . P _

L@:tob,er‘zooo | o i s Page?: of 9

FOR OF



01/22/02 TUE 08:33 FAX 202 287 4359 USCG/COMDT/G-0CC

Enclosure It
INTERCONNEC

TION SECURITY AGREEMENT . |

. »

-4 -

/7N 7. Unless sxespted by the Commissioner, U.5. Customs
Service, all TECS users must have a completed
background investigation of one of the following types.
Access to TECS functions and data will bs iimited

depending on the type of background investigation that
has been complsted, ‘as described below.

Type 1: NCIC, TECS and Credit Checks. Users with this
typs of background investigation will be limited
to basic TECS functions including sign-on, main
manu, E-Mail, "Daily News,* and entry/query of .
subject records. These users may only access
records owned by the user’s AYgONRCY .

Type 23 National Agency Check with Inquiries (NACI),
conducted in accordance with the criteria in the
Federal Personnel Manual (FPM) Section 736-13, and
NCIC, TECS and cradit checks. Users with this
type of background investigation may have access
to any of tha functions authorized for the user’s
agency with the excaeption of: supervisory
approval functions, ternal affairs functions,
- and System Control Officer (SCO) functions.
USAers may also accass level 1 data from other
agencies, but are denied access to higher lavel
o~ data from other agencies. :

- Typs 3: Full-field background investigation which has bean
conducted in accordance with the criterisa in the
Federal Personnel Manual (FPM) Section 736-13.
Users with this type of background investigation
may bs given access to any of the functions and
data authorized for use by the Coast Guard (as
defined in section IIX. B.). .

Coast Guard Exemption - The Customs Service agrees to the
following spacial background invastigation procedures for
Coast Guard military personnal:

Type 2: A National Agency Check (NAC) with a full-field
investigation on any dercgatory information
developed in accordance with the Coast Guard
Parsonnel Security Program Manual (COMDTPINST
M5520.12), plus NCIC, TECS and credit checks.

Type 3: A single-scope background investigation will be
: conducted in accordance with the Coast Guard
Personnel Security Program Manual (COMDTINST
H5520.12) and National Security Dirasctiva 63.

e The Coast Guard is responsible for ensuring that no Coast
/ Guard employee will ba granted access to TECS without cne of
these typas of completed background investigations. Twice
yearly, the Customs Service vﬁl supply the Coast Guard
National SCO with a computer listing of all Coast Guard TECS
users and their type of background investigation. The
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Subjeact Query and Update: Thaese functions allow TECS
users to create, modify, and/or delete records on
person, business, vehicle, vassel, and aircraft
subjects, and to retrieve and display subject records
based on the entry of query paramaters. The nmodify and
delete functions will only be available for records
owned by the Coast Guard.

"Intell Alert™ Query and Update: The Coast Guard TECS
users will have access to functions allowing thea to
create, modify, delete, and disseminate records
providing .thiuqonco related to inspection
activities. These are called “Intell Alerts." Coast
Guard TECS users will also be able to guery, retrieve,
and display these records. The modify and delats
functions will only bes available for records owned by
the Coast Guard.

Record Linking:; This function retrieves and displays
records that are related to records found during a
subject or Intell Alert qusry.

Management Information Reports: These functions allow
r:c&: users to request formatted reports for display or
"! wn-

NCIC/NLETS: These functions allow gueries to the FBI’s
NCIC and the criminal history and motor vehicle
registration files of 48 states through the NLETS.

Printing: This function allows TECS users to print
records or groups of records retrieved through query

functions or reports cbtained through the management
information function.

Primary Query History: This function provides on-line
i::ty and diupny! or off-line reports, of historical

ormation on pr queries performed at airports
and land borders.

System Support: This function includes "help,” an
on-line user guide, elactronic mail, access to edit
tables, and a variety of other genaral functions.
Coast Guard TECS users will have access to all systes
support functions except those limited to Customs
Service systems managemsnt staff and Internal Affairs

staff, SCO functions will ba limited to the designated
National 8CO and local SCO’s.
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The Coast Guard agrses to share information at access Level 1
with the TECS community through the onelins entry of records,
as appropriate, into the TECS databasas.

All data provided to TECS by the Coast Guard, whether entarad
on-line or transferred from Coast Guard databases, will be
stored as Coast Guard-owned records in the TECS databass. only
Coast Guard users will be allowed to medify or delete the
records owned by tha Cocast Guard. .

IV. Texrm of Agreemant

This MOU will be effective from the date of signature. Excapt
as provided below, it may be terminated by either party upon 30
days advance written notice to the other. This agresment, or
any addenda to this agresment, or the termination of this
agreenmsnt, will not affect any other agraament or addenda
sntered into between the Customs Service and other parties, or
entered into between agencies that have access to TECS unless
provided by the specific terms of these agresmants and addenda.
If this agreemsnt between the Customs Service and the Coast
Guard is terminated and the Coast Guard is signatory to other
agresnants between the Customs Service and other entities,
thoss agreaments will remain unaffected by the termination of
this agresment. !

The Customs Service rassrves the right to suspend inmediately

. furnishing data to the Coast Guard when either sscurity or

dissemination requirements are viclated. The Customs Service
may reinstate the Coast Guard to recipient status upon racaipt
and consideration of satisfactory assurances that such :
circumstances giving rise to the violation hava besn corrected.
If resolution cannot ba reachsd within 60 days of suspension,
this may be considered basis for termination of the agreaemant
in accordance with this section.

V. Revisions, Amendments, and Nodifications

Revisions, amendments, and modifications to this ‘agresenent. or

its addenda may be made upon the written approval of the Custons
Service and the Coast Guard and shall become effactive upon tha date
of written approval by both.
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