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igned into law by President George Bush on 101 through 106. Timely and effective implementation of these
November 22, 2002, the Mariume Transportation  regulations has become a primary focus of the Coast Guard

Security Act (MTSA) has been called one of the Owerall responsibility for this implementation belongs to the
most sweeping changes in the history of United Coast Guards two operational commanders — the Atlantic and
States port security. The United States Coast Guard  Pacific Arca Commanders. Their challenge is to ensure effective,
created regulatory requirements in support of the law  consistent application of these regulations to protect the US.
in Title 33 of the Code of Federal Regulations Parts  Marine Transportation System (MTS) while ensuring that the
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Opposite: As countless containers ore looded onto the USNS Mesdoaco in Savannch, Ga., Petty Officer Znd dass Jimmy Moore stands guard on the bow of the 95000t vesse! while Const

Goard boats patrol the waters below. Above lefi: Perty OFficer 2nd Class Caroll Batino, o boarding officer from Coast Goard Activities New York, scales the side of a oil toaker anthored in
Hew York Horbor before performing a security inspection. Above right: Homeland Secerity Secretory Tom Ridge speaks on the Maritime Transportation Secerity Act ot 1he Pori of Wilmington,
Del., in October 2003. “With 95 percent of cur notion’s international cargo carried by ship,” Ridge said in a July 2003 press release on the MTSA, “port security Is critical to ensvring our

sotion’s homeland and economic secority.”

impact to commerce is balanced. The impact on the service's
overall authority, workload, and interaction with other federal,
state, and local government and business stakeholders will be
even greater than that felt by the service when the Oil Pollution
Act of 1990 was enacted following the Exxon Valdez oil spill

The world is looking at ports, waterways, and the coastal
approaches with the same security scrutiny that has been direct-
ed at aviation. There has been an increased interest from all cor-
ners, the media, the public, and the stakeholders. The question
has been asked in newspapers, magazines, and even television
editorials and columns: How secure are the ports of the United
States? This anticle will look at the major components of the
MTSA regulations and the role played by the Coast Guard Area
Commanders.

The goal of MTSA is actually quite simple — prevent a
Transportation Security Incident (TS1). A TSI is defined as an
incident that results in significant:

* Loss of life,

* Environmental damage,

B ‘]'I'Jn\p('n'tnmm system disruption, or
* LEconomic disruption to a particular arca

Homeland Security Secretary Tom Ridge capured the impor-
tance of the MTSA in a statement enclosed in a July 1, 2003,
Department of Homeland Security press release. “With 95 per-
cent of our nation’s international cargo carried by <hip, port secu-
rity is critical to ensuring our nation’s homeland and economic
security.” The secretary continued, “The port security measures
we are putting in place, both here, at home, and abroad, are
about expanding our capabilities — strengthening a vitally impor-
tant system with additional layers ol defense” He concluded,
This effort 15 part of a broad international effort 1o increase glob-
al shipping security and one of many steps we are taking to bet-
ter protect our ports and the ships traveling in our waters”,

The stakes involved with the implementation of the MTSA
are very high. Comsider the following daunting “numbers and
statistics” reported in a June 3, 2003, Congressional
Subcommiutee Background Report. “Annually the MTS handles
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more than 2 billion tons of freight, 3 billion tons ol oil, more
than 134 million lerry passengers, and more than 7 million
cruise ship passengers. Approximately 7,500 foreign ships,
manned h}.' 200,000 foreign sailors, enter LLS. ports every year
to oftload approximately 6 million truck-size cargo containers
onte ULS. docks.”; Clearly the MTS is the lifeline of the nation
with over 90 percent of all cargo Howing through 50 domestic

ports. [t is the goal of the MTSA 10 prevent the MTS from
becoming the soft underbelly exposing this nation to serious
economic damage by terrorists who have already demonstrated
a penchant for attacking maritime targets

The Coast Guard's two Area Commanders, located respective-
ly in Portsmouth, Virginia and Alameda, California, play a pivotal
role in making the MTSA a reality. It is their task to convert the
policy, in the form of the regulations created by Coast Guard
Headquarters, into action by their respective district dommanders
and Captains of the Port. Further, COTPs wha have been desig-
nated as Federal Maritime Security Coordinator{s) by the MTSA
The Area Commanders must ensure that their commanders and
units have the necessary resources and guidance to implement and
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Left: Petty officers 2nd chass Keurtnay Grinstecd, Judy Berlongn, ond Jeseph McCoy conduat
u daily inspection of the pier a7 the Port of Miomi where the cruise ships moor. Inspections
at our natien’s ports inceased dramaticolly after the September 11 terrorist attacks. Above:
Cargo safety teom members Chiel Petty Officer Rober) Gleichuuf and Petty Officer Znd Cluss
James Benton walk dewn the loading romp of the USNS 2ob Hope olter inspedting storage
plans ond procedures for military (orge dring eutlood operations et Blovnt Island Terminel
in Jucksonville, Flo., in February 2003.

entorce the regulations while maintaining a sutficient level of per-
formance in their other missions.  Most important of all, Area
Commanders must ensure a fair and consistent implementation ol
the regulations over the nation’s ports, ULS. Territorial Seas, the
Creat Lakes, and all inland navigable waters, to prevent attacks
while maintaining the free How of maritime commerce at all of the
nation’s ports

The foundation for the performance-based MTSA regula-
tions relies upon twao principal tenets: ) primary responsibility
for salety and security of a vessel or facility rests with the owner
and/or operator, and 2) maritime security is an “all hands” effort
systematically requiring the combined strengths of a host ol fed-
eral, state, local, and private-sector entities. The regulations are
divided into tive major parts: General Maritime Security, Arca
Maritime Security, Vessel Security, Facility Security, and Outer
Continental Shelf Facilities Security. Each Part begins with the
requirement tor a vulnerability assessment conducted by the
owner or operator as a basis for the required security plans. All
security  plans required by the MTSA regulavons must be
approved and implemented by July 1, 2004. Fulfillment of the
MTSA requirements will also bring the United States into com-
pliance with the new International Ship and Port Facility
Security (ISPS) Code adopted by the International Maritime
Organization. In addition to compliance with ISPS, the MTSA
has a few additional requirements for some passenger vessel,
cruise ships, and vessels carrying Certain Dangerous Cargoes

Part 103, Area Martime Security, focuses on the security
requirements for an entire port area, including all commercial
and public structures on or adjacent to navigable waters. The
COTP/PFMSC working in close coordination with local govern-
ment and industry leaders is responsible for developing an Area
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Maritime Security Plan (AMSI') that mitgates the vulnerabili-
ties identified during the port vulnerability assessment process
and to the extent practicable, be adequate w deter a TSL The
AMSP s a comprehensive coordination plan that details how
the various federal, state, and local security forces in the area
will combine their activities to enhance maritime security,
reduce maritime  security threats, and respond o a
Transportation Security Incident. To help in developing the
Area Maritime Security Plan, the COTPFMSC uses an Area
Maritime Security Committee (AMSC) whose members repre-
sent federal, state, and lecal, government agencies, and maritime
industry stakeholders as an advisory committee. The AMSC alsa
provides a critical conduit for passing security threat inlorma-
tion to the port stakeholders
The cognizant Coast Guard Area Commander must approve all
Area Maritime Security Plans, Approval by the Area Commanders
is key 10 ensuring consistency. Once approved, these plans must be
exercised annually to ensure the efiectiveness ol the plan and the
readiness of security orees to carry out the plan. Both Coast Guard
Area Commanders have been deeply involved in the development
of these plans, coordinating the assignment of personnel and funds
to support the eftort, providing overarching guidance on plan con-
tent, and sharing best practices and lessons learned between dis-
trict and COTP representatives
Part 104, Vessel Security, establishes the requirements for
vessels identified in the regulations to develop and implement
vessel security plans based upon their individual vulnerability
assessments.  Part 105, Facility Security and Part 106 Outer
Continental Shell Facilities, establishes similar requirements for
identilying waterfront facilities with a TSI potential. [n all cases,
owners/operators had to submit their vulnerability assessments
and security plans to the Coast Guard for approval by Dec. 31,
2003. The plans must address kev arcas including
* Access control — know who 1s coming on to vour lacility or
vessel and prevent those that are not authorized from
coming aboard
* Restricted area controls
» Cargo handling.
* Security of ship stores
* Complete security monitoring program — for example,
closed circuit TV coverage of a facility

The plans must provide scalable measures to be applied at dif-
ferent maritime security (MARSEC) threat levels. Once securi-
ty plans are approved, lacility and vessel operators must conduct
drills and exercise their plan regularly. As of early May 2004,
over 12,000 vessels and port lacilities have submitted a security
plan as required by the MTSA regulations

The Coast Guard has aggressively enforced the requirement
for submission of the vessel and facility security plans through
extensive outrcach and guidance provided to the owners and
operators and where warranted, have 1ssued notices of violations
with $10,000 penalties for failure to submit a required vulnerabil-
ity assessment report. Additionally, $25,000 civil penalties have
being assessed for failure to submit security plans. Non-compli-
ant vessel and facility operators should take note that the MTSA
regulations provide for a suspension of operations until an
approved security plan is in place it an approved security plan has
not been fully implemented as of July 1, 2004, and thereafter

Another area addressed by the MTSA and our regulations s
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Vice Adm. Jomes Hull, Atlontic Area commonder, speaks to the aew of Coost Guard Cutter
Baroaof in their messdeck during his wisit to the Coost Guard Patrol Forces Southwest Asia
in July 2003,

the carriage requirement for an Automatic Identification System
{AIS). AIS technology will rely upon global navigational posi-
tioning systems, navigation sensors, and digital VHF radio com-
munication equipment.  Operating according to standardized
digital communication protocols this system will permit the
autonomous and continuous voiceless exchange of navigation
information between vessels and US Coast Guard Vessel
Tratlic System (VTS) Centers. VTS monitoring centers
enhance situational awareness of vessels and the maritime
domain awareness of the VTS monitoring stations. The require-
ment applies to both LLS. and foreign Hlagged vessels
YWho is covered by the new AlS requirements?  Vessels on
international voyages that are
+ Sell-propelled, commercial vessels of 65 feet or more in
length, other than fishing vessels and small passenger
vessels (those certiticated 1o carry 150 or fewer passengers),
* Tankers
= Passenger vessels that are over 150 grass tons
* Vessels, other than passenger vessels and tankers, over 300
gross tons

Additionally, vessels within a Coast Guard Vessel Traffic
System (VTS) area that are

» Sell-propelled, commercial vessels ot 65 feet
or more in length, other than fishing vessels and small
passenger vessels (those certilicated to carry 150 or fewer
passengers]

+ Towing vessels of 26 feet or more in length and more than
600 horsepower

* Passenger vessels, regardless of gross tonnage, certificated
to carry more than 150 passengers for hire

Based on U.S. Coast Guard (2003) calculations, the estimat-

ed cost for the installment of AIS over an 8-year system lile is
approximately $9.330 per vessel, with average maintenance
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costs of $250 per year., We recognize this
cost is not insignificant and in cratting the
AlS regulations, we tried ta be responsive
to the maritime salety and security needs
of the nation, honor our international
(SOLAS) and Congressional (MTSA)
commitments while striving not to impose
an undue burden on the public. To case
the cost burden on industry, the Coast
Guard amended the AIS requirement in
the final rule exempting a large number of
previously atfected “small entities” such as,
domestic hishing vessels and small passen-
ger vessels certiticated to carry less than
151 passengers. The Coast Guard will be
soliciting additional public comment
regarding the AlS costs and possible other
alternatives, We are also addressing this
issue by working diligently with the inter-
national bodies responsible for AlS equip-
ment standards toward development of a
low-cost AlS (under $1,000). These
efforts are proceeding smartly and we
anticipate these variants (called AIS Class
B devices) to reach the marketplace before
2006; unfortunately well after the 31
December 2004 deadline imposed by the
MTSA for all commercial vessels over 65
feet in length to have AIS. Regretfully,
tragic events such as the LEE [l and ZIM
Mexace Il collision on  the
Mississippi River and that of the FV
STARBOUND and MT VIRGO in 2001
only highlight the need and urgency for
nation-wide AlIS carriage. This is an
important component Lo watch as future
rules and policy are developed.

In addition to the law itself, the Coast
Guard has developed several Navigation
and Vessel Inspection Circulars (NVICs)
that provide detailed guidance about com-
pliance and enforcement of the MTSA
NVICs are important non-directive tools
that enable facility and vessels owners to
better understand compliance require-
ments of the MTSA regulations.

NVICs, such as the ones issued involv-
ing MTSA, are used internally by the
Coast Guard 1o ensure that inspections
and other regulatory actions conducted by
our field personnel are adequate, com-
plete, and consistent. Likewise, the marine
industry and the general public use NVICs
as a means of determining how the Coast
Guard will be entorcing certain regula-
tions or conducting various marine salety
and security programs. NVICs are issued
by the Coast Guard Assistant
Commandant tor Marine Safety, Security
and Environmental Protection and address

lower
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a variety of subjects, thus they are impor-
tant documents regarding the MTSA reg-
ulations..

The MTSA establishes a comprehen-
sive blueprint for increasing the security
of our ports to ensure the continuous tHow
of goads, critical to our national econom-
ic health, aleng maritime routes in and out
of the United States. The Coast Guard is
focused on an etfective and timely imple-
mentation of the MTSA regulations and 1s
taking a very staunch enforcement stance
As< the Coast Guards operational com-
manders, the two Arca Commanders have
the pivotal role in achieving the service’s
implementation goals by ensuring subor-
dinate commands are adequately
resourced and guided to ensure a bal-
anced, fair result. Successtul implementa-
tion requires the cooperation ol a host of
federal-, state-, local-, and private-sector
stakeholders coordinated at the local level
by Coast Guard Federal Maritime Security
Coordinators.  With the contribution of
these stakeholders, the MTSAs impact
will be signilicant for years to come, pro-
viding an important unitied approach to
the United States” ongoing effort to secure
maritime access to our homeland.

About the authors. Chris Doane is the Chuef of
Resporse and Port Security at Coast Guard
Atlantic Area Joe DiRenze Il is Atlantic Area’s
Anti-Terrorism Coordinator Both are retired Coast
Guard officers and write frequently on port securi-
ty and maritmee terrorism fofics
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