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INTERNATIONAL PORT SECURITY PROGRAM

I would like to thank <Whom ever you are speaking to> for inviting the US Coast Guard to speak here today about the sharing and promotion of technical ideas and security best practices.  We believe that the answer to increased security worldwide needs to start on a regional level, with all regional partners assisting each other.

I would also like to thank <Specific name of host> who has organized a very good forum for the exchange of ideas. <Give brief praise about country and area you are in, finish with a personal touch about something you saw and liked>

I am also here to discuss technical cooperation and options for technical assistance, as well as to let you know from the US Coast Guard first hand what we will be doing when we visit your country.
Background:
While the International Maritime Organization (IMO) was working to develop the International Ship & Port Facility Security Code (ISPS) Code, the US was drafting the Maritime Transportation Security Act.  MTSA required that the Secretary of the Department of Homeland Security assess the effectiveness of anti-terrorism measures in the ports that service US vessels, foreign flagged vessels that call on the US, and ports that handle cargo bound for the US.  The Secretary will assess anti-terrorism measures maintained in foreign ports, including cargo screening, access control, and security management program.

The US Coast Guard was delegated this responsibility.  After much deliberation, the US Coast Guard has decided that compliance with the ISPS code could be one means for determining if a country has implemented effective anti-terrorism measures.  It is very important to note that when the US Coast Guard visits a country, the particular country’s implementation philosophy will be looked at.  It is not the Coast Guard’s intention to impose US interpretation of the ISPS code.

International Problem Requiring an International Solution:
The United States has been working very hard to build a consensus and to reach out to our international trading partners to improve the level of maritime security found throughout the world.  We have developed an Internet site (which we will reference later in the presentation) that shows the guidance of the United States and several other countries including Canada, Singapore and Australia.  Each country does not claim a copyright on this material and we hope that as nations develop and refine their internal guidance for the implementation of the ISPS code, they will look to this site and review the information posted.  Any individual can freely use what ever they find best fits the situation within their country.  Our philosophy is that by seeing guidance that is already developed another nation can quicken the rate at which they develop or change their own policies.

Recently we have engaged in outreach efforts within our own region and with other regional hubs of commerce across the world. In discussions with our trading partners we have seen what we like to describe as the hub and spoke “wheel” effect.  The hub is the regional transshipment port and the spokes are the feeder ports along the way.  Each piece of the wheel has realized that an incident located any place on the wheel will effect the efficiency and ability to facilitate commerce at every other location.  In short, we are stakeholders in the effort to secure the global maritime transportation system, realizing what effects one port effects all ports in the system.

The Coast Guard believes that the answer to increased security worldwide needs to start on a regional level…with all regional partners assisting each other.  In our effort to reach out to other nations, we have developed an approach to assisting others.  We do not have the resources to assist all 130 trading partners on an individual basis.  However, we are also working very closely with our trading partners to identify sources of assistance in the form of guidance and technical assistance. 
Compliance with International Standards
Our program will be using the accepted international regulation, the ISPS Code, as a baseline indicator for assessing the effectiveness of anti-terrorism measures in place in a port.  The ISPS Code is generally performance based and compliance may be achieved in a variety of ways.  There is also the ILO Code of Practice for Port Security to help fill gaps in the overall review of measures in place in a country.
The U.S. has been participating with other countries through ISO to develop a standardized method (i.e., “publicly available specification”) for conducting port facility security assessments and subsequent development of port facility security plans.  The hope is that this effort will lead to a standardized approach and will make it easier for those involved in maritime security to achieve and maintain ISPS compliance by having a clear approach/methodology to follow.  

International Port Security Program
The United States does not claim to have the answers to all the problems, in fact we believe that by discussing security with our trading partners we can find best practices to improve the way we implement the ISPS code within our own country.   We would also like to discuss the decision making process that nations went through in developing their own policies and offer insight into how the U.S. addressed some of the issues we struggled with.

In our effort to reach out to other nations and regions, the Coast Guard has initiated the International Port Security Program.  Our primary goal is to engage in bilateral or multilateral discussions with trading nations to share and align maritime security practices.  We will take a multi-phased approach using:  primary information exchange, in country information exchange, port facility surveys, and continuous dialogue.  
The primary information exchange will consist of a review of the ISPS Code implementation guidance that country has developed for its own port facilities and ships.  This will enable our team to better understand the decision making process used to implement the code.  The ISPS code uses a performance-based philosophy, however, we understand that a country may decide to take a prescriptive approach on certain requirements such as dictating fence heights, Closed Circuit TV coverage or a designated access control system.  During this phase of the process we will also be interested in learning about the assessment and plan review process used by a nation.  We would investigate how Recognized Security Organizations were chosen and what authorities they were given.  

Port Facility Surveys will involve: the deployment of an U.S. based team comprised of DHS representatives, visits to port facilities in host countries, observation of implemented security practices, utilization of international standards for security assessments and plans, and communication of findings and observations.  It is important for us to reiterate that during these visits we will be looking at the implementation of the port states ISPS guidance within the country and in NO WAY expecting the US implementation philosophy to be used. 

During previous discussions with our trading partners we realized that many nations felt we would be looking at a port facility in a similar manner as the Transportation Security Agency (TSA) (formerly FAA) looks at an airport.  This is not the case. We do not intend to check every lock or access control station, but only get an idea of the process used and the scope of how successful the ISPS implementation has been.  

It is envisioned that a “visit team” would first meet with “designated authority” or government agency responsible for port facility security (this might be the ministry of transport or a maritime agency).  Next, the “visit team” would proceed to a port that engages in trade with the United States.  During this visit to the port, the team would review the ISPS Code implementation and effectiveness of related anti-terrorism measures.  

It is also our hope that we will be able to coordinate with all US Government maritime agencies to limit the number of intrusions on a port.  For example, we will coordinate with U.S. Customs and Border Protection to ensure that areas already covered by Container Security Initiative (CSI) are not duplicated during the visit.

Any issues that we find, problems or best practices will be fully discussed and a plan of action developed.  We do not expect to find 100% compliance all the time.  We know and understand that things can break and systems can become inoperable, the goal of our implementation review is not to see 100% compliance but more important to see how cases of non-compliance are handled. The integrity of the system and its effectiveness are really what we are very interested in seeing.

Our efforts to carry on a continual dialog with our trading partners have resulted in the Coast Guard assigning Liaison Officers outside the U.S.  Our current plan is to have ten liaisons assigned to Rotterdam to cover Europe, Africa and the Middle East… three liaisons to Singapore and three to Tokyo to cover Asia.  Two liaisons will go to San Francisco, CA and the remaining three will be in Norfolk, VA, were they will handle Central and South America.  We currently have a regional coordinator located in Rotterdam, and one heading to Tokyo arriving in May 2004.  
Regional Port Security Program Coordinators

Asia-Pacific Region, CDR Jung Lawrence

Phone:  011-81-425-52-2511 Ext. 58405

E-Mail:  JLawrence@D14.USCG.MIL or feact@d14.uscq.mil  

Europe/Africa/Mid-East Region, LCDR Brian Gilda

Phone: +31 10 442 4458

E-Mail:  FPSLO@acteur.uscg.mil
South/Central Region, securityinfoexchange@comdt.uscg.mil
Please use these resources whenever you have questions about our program or international port security in general.  We feel by placing these liaison officers in overseas locations we can better serve our trading partners. 

We would again like to remind everyone that this program will only look at the port states implementation philosophy and NOT the US interpretation of the ISPS code.  We in no way intend to insinuate that we expect a port facility to do more than the government under whose jurisdiction they fall requires.  We will exchange best security practices and learn the country’s implementation of international maritime security standards from a port state and flag state perspective.
Countries to be Visited
Countries that are called on by U.S. vessels have a last port of departure for any vessel coming to the U.S or originate/transship cargo coming to the US.

Countries by region:

Europe: 31          Asia: 23

Africa: 32            Americas: 32

Mid-East: 13

We are developing a system to determine the order in which we will visit countries.  Visit order is prioritized based on several factors.  The main factors that are input into this system include but are not limited to: cargo volume, cargo value, the number of vessels arriving in the US from a country, the amount of cargo originating from a country, amount of transshipped cargo and several other factors.

It is our intent to notify a country at least 90 days prior to our intended arrival, sending them a letter and package explaining our program and what will hopefully be accomplished during the visit.

A large part of our program is to extend to our trading partners the opportunity to come to the United States and review our ISPS Code implementation.  As part of our reciprocity program we will review the development of the US implementation regulations, an overview of the vessel and port facility plan review process and visits to port facilities that export cargo to the nation visiting.
Areas of Interest During Visits
During our visit we would like to become knowledgeable of the following:  
· Security organization of the Port Facility

· Physical security measures in place

· Procedural security measures in place

· Security in ship/port facility interface operations 

· Training and Exercises

It is important to see first hand some examples of how these issues are addressed and how any breakdowns/problems in the system are handled/resolved.
Follow-up Actions
Countries that have not implemented the international security standards may face:

· Ninety-day period to take corrective actions to implement security measures through dialogue w/CG Regional Coordinators. 

· Port security training information through international organizations or U.S. federal agencies.

· Additional control/security measures for ships calling on ports in that particular country when arriving in U.S.
In cases where problematic ISPS deficiencies are found a ten-step sliding scale will be implemented. The lowest level of action would be a letter from the US Coast Guard to the Agency responsible for ISPS compliance within the country. The most severe form of action would be the denial of entry of a vessel coming from a port found to be in non-compliance with the code.  This action would be a last resort when no other acceptable action can be found to attain compliance with the code.

U. S. Family of Security Plans
The United States has taken a “Family of Plans” approach to ISPS implementation.  Listed below is a website dedicated to providing up-to-date information about the Coast Guard International Port Security Program.  These references are publicly available and we encourage anyone that wants to use them as either a reference or as guidance to do so.

· USCG Navigation Vessel Inspection Circulars (NVICs) 
Facility Security Plans (NVIC 03-03)

Vessel Security Plans (NVIC 04-03)

OCS Facility Plans (NVIC 05-03)

Port Security Plans (NVIC 9-02, Change 1)

· Coast Guard “International Port Security Program Information Site”

http://www.uscg.mil/hq/g-m/mp/ipsp.shtml
· MTSA-ISPS Help Desk operates from 0800-2000 EST
Toll free # 877-687-2243 or 877-MTSA-AID

202-366-9991

Email: uscgregs@comdt.uscg.mil
On this site you will find a Frequently Asked Questions and Best Practices section containing content gathered during our information exchanges with our trading partners.  It is our belief that by sharing these best practices others will be better informed and may be able to improve their own implementation process by seeing a different solution to a problem they have been working on.  If you have developed guidance for your own implementation of the ISPS code please contact us and we will post it on the site for others to use.

Summary
We will focus on countries rather than individual ports and visit ports to determine compliance with international standards based on the host country’s interpretation.  Vessels arriving from ports not in compliance with ISPS Code will be subject to increased security control measures.

Our program is focused on the country’s implementation of the ISPS code.  We will look at the guidance developed by the nation and given to the ports for implementation.  The level of compliance of the country will greatly depend on the system used to implement the code and how well non-compliance is addressed by the nation.  If substantial problems are discovered in the philosophy used to implement the code, the possibility exists that increased port state control may be needed to address these issues.

Knowing full well that an attack on part of the system will have an expanded effect on the entire system, it is our intent to work closely with our trading partners.  All exchanges of information will assist in strengthening the anti-terrorism measures in place in the United States and among our trading partners.  We believe that by working together, the overall security of the global maritime transportation system can be raised to a level that will deter the actions of those who desire to cause it harm.  
For further information contact:
LCDR Joseph LoSciuto

U. S. Coast Guard Headquarters

Port Security Directorate

Chief, International Port Security Program

(202) 267-6166

Jlosciuto@comdt.uscg.mil or securityinfoexchange@comdt.uscg.mil
If at any time you need to speak with the program coordinator, please use the contact information listed here.  The lower email will be sent to an account that is checked daily and forwarded immediately on to Mr. LoSciuto.  We hope this presentation has clearly explained the goals of our program and clarified any misconceptions about our program.













