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Facility Security Plan Review 
Common Discrepancies 

The following check list is provided to assist owners and operators with completion of a Facility Security Plan (FSP) in accordance with 33 CFR, Subchapter (H), Part 105.

General Lack of Detail

· Re-statement of regulation 33 CFR does not constitute a legitimate FSP.  Procedures, policies, and descriptions must be facility specific.
· There are only a few instances where restatement of the CFR is acceptable.
· A Facility Plan (FSP) must provide sufficient detail and organization to function as a reference document to be used by present and future security personnel to facilitate implementation of all aspects of the plan.

· FSP must contain sufficient detail to facilitate USCG review and verification of implemented procedures.
Acceptable use of CFR verbiage

· Facility Security Officer and/or Owner Responsibilities

· Records and Documentation
· Audits and Amendments
Non-Commitment Verbiage

· FSP description of measures must not contain non-commitment verbiage such as:  “should,” “may,” “as appropriate,” and “as deemed necessary by the FSO.”

FSO 24 Hour Contact

· FSO contact information must explicitly state that “24 hour FSO contact is provided through this number(s).”

Training

· FSP must provide details as to who conducts training, a schedule of training, and how knowledge from training is evaluated.

· Applies to both personnel with and personnel without security duties.
Drills and Exercises

· FSP must describe drills and exercises that are to be run at the facility.  Simply naming drills and exercises is insufficient.

Security Systems and Equipment

· FSP must include a listing of security systems and equipment (including communication systems and equipment) and a schedule for inspection, testing, calibration, and maintenance in accordance with manufacturers’ recommendations.

· Plan may contain the equipment schedule of testing (e.g. monthly for …, quarterly for …,) and a statement that the equipment will be calibrated, maintained, and tested in accordance w/manufacturer’s recommendations.  Manufacturer’s recommendations and testing records will be examined during on site verification exam.
· FSP must address temporary procedures to account for malfunctioning or inoperative security equipment.

Facility Security Assessment (FSA) Checklist

· FSPs with an FSA checklist must also contain an FSA report addressing all items outlined in 33 CFR 105.305 (d).

FSP, FSA, and CG-6025 Coordination

· A Facility Security Plan cannot reference the Facility Security Assessment for plan procedures because it is not a required element of the plan and therefore considered a supporting document.

· FSP can reference the FSA Report.
· The FSA must drive the development of the FSP and CG-6025.  Those details describing the facility vulnerabilities must be reflected in the CG-6025, and mitigations identified in the FSP must be reflected in the CG-6025.

Non-Applicable Regulation Sections

· When specific regulatory requirements (i.e. vessel stores and bunkers procedures) do not apply to a facility or its operations, the FSP must briefly state why regulatory requirements for this type of facility are not included in the plan.

Restricted Areas:

· When specific locations discussed in the 33 CFR 105.260(b) are not designated restricted areas, a brief explanation should be in the assessment report or FSP explaining why not.
· When an entire facility is designated as a “Restricted Area,” the National Facility Security Plan Review Center (NFSPRC) will expect to find ALL appropriate restricted area access control measures, restricted area designations, and restricted area monitoring requirements, applicable to the outermost access perimeter of the facility.

Access Control, Screening

· FSP access control plan must address conveyance of crew, clergy, contractor/repair workers, and vendors to and from a vessel at the facility.  Plans may not say that access is denied except when at MARSEC 3.

· Screening rates must be in accordance with the current applicable MARSEC directive.

MARSEC Level 2 and 3 Security Measures

· Additional security measures to be applied for increased MARSEC levels must be quantified.

· Increasing

· Intensifying

· Limiting
Incorporation by reference 

· Incorporation by reference of a document that is not held by the plan submitter is not acceptable.  However, if the procedure contained in a document held by the plan submitter, such as evacuation procedures in an operations manual, reference to it is acceptable.  That document will be verified at stage 3.

Additional Information that would be helpful but not required

A description of the facility, including the number of employees, facility physical dimensions, a brief description of the type of operations and types of cargo handled (especially CDC’s), and types of vessels calling at the facility would substantially assist in the review process.

