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ITIVE

 Best Practices Generic examples


1.
Chiefs Association

Description

The Chiefs Association (CA) is a mutual aid group that coordinates emergency response efforts throughout the port community. The CA is an organization of public and industrial emergency response organizations that pool resources. There are 37 public agencies and 47 industry members in the CA.

Discussion 

The CA was established to assist in the coordination efforts of the port stakeholders. The CA mandates certain response and emergency equipment must be available at member facilities to ensure full membership. All members agree to provide support (e.g., fire, hazardous materials, and security) to other members in the event of a port emergency. The CA is an integral part of the region’s Emergency Management Coordination effort and provides communications notification and dispatch through the Fire Department’s dispatch center. Almost all of the stakeholders from the Port are members or associate members. During an emergency response, the CA utilizes a clear and concise chain of command by which all members are required to abide.

Conclusion

The CA provides improved and coordinated capabilities to respond to emergencies in the area by pooling resources of port and industry stakeholders.

2. Port LNG Vessel

Description

The liquefied natural gas (LNG) carrier is fitted with an automatic tracking system that transmits the vessel’s identification (ID) number and position every four hours. The vessel is also equipped with an emergency transmitter to silently notify authorities that the Master no longer has command and control of the vessel.

Discussion

Under normal operating condition, the vessel’s ID and position, identified by the global positioning system (GPS), are automatically transmitted every four hours.

Activating the transmit button sets off a stand-alone integrated GPS satellite transmitter that sends out the vessel’s ID, a code indicating the Master no longer controls the ship, and the real-time GPS position to an undisclosed monitoring location. Only the Master and the licensed Deck Officers know of the button’s existence.

The transmission system is named the “Purple Finder Tracking System.”

Conclusion 

A system that can covertly transmit a duress message is an ideal method of continuously monitoring a vessel’s security. Coupling the routine transmission of positions with the ability to transmit a secret silent alarm of anomalous conditions on board the vessel is a recommended best practice.

3
Port Industrial Park

Description

The Industrial Park is a multi-unit chemical industrial park that handles many hazardous materials including ammonia, benzene, and acetone. Following the guidelines of the American Chemical Council Responsible Care Program, the Facility has developed security procedures that enhance the security of the facility.

Discussion

The Facility established is a Tier 1 facility under the American Chemical Council Responsible Care program. Under this program, the facility has made significant security advances and investments in personnel and vehicle access control since September 11, 2001 and has significant plans for additional security improvements including internal fence barriers, sensors, and very capable low-light camera systems.

Facility security and the dock master receive a daily list of all scheduled deliveries and shipments (e.g., by rail, truck, barge, and ship). Unscheduled shipments are not allowed onto the facility and cannot tie up to the pier. 

Shipments of all products under seal are verified against shipping records. Shipments are immediately refused if seals show evidence of tampering or mismatched numbers. 

Facility reduces inventories of hazardous materials during security alerts to lessen the consequences if a terrorist event takes place. 

Facility has procedures to move all hazardous material cargoes in trucks or railcars to specific areas during periods of heightened security to ensure better observation and control over the materials.

Facility has chlorine delivered via railcar from one access point and stored in a marshalling area when not actually used. (At many other facilities, the assessment team observed railcars containing chlorine and other hazardous materials parked on easily accessible siding outside the facility perimeter and sometimes even in relatively populated and residential areas.) The Railroad notifies Facility when a delivery is inbound. Facility personnel go to the access gate, open it, take control of the railcars, and move them into the required area for use. If the chlorine is not needed immediately, it is moved to a marshalling area on the northwest side of the facility.

Facility has instituted procedures for protecting information relating to inventories (incoming and outgoing) of hazardous materials. All facility personnel receive training regarding the protection of proprietary information. Interviews with staff and plant personnel verified that any inquiry from an outside source is immediately referred to facility management or security. 

Conclusion

Facility maintains positive control of hazardous materials. Examples include:

· Management and security coordinate all incoming shipments.

· Deliveries of hazardous materials during security alerts are canceled. 

· Chlorine is delivered via railcar from one access point and stored in a marshalling area when not actually used. 

· Procedures have been instituted for protecting information relating to inventories (incoming and outgoing) of hazardous materials. 

Security personnel inspect and verify the seals on all incoming cargo and products. 

4
LNG Terminal Perimeter

Description

The facility has a clearly defined perimeter fence and intrusion detection system that extends around the entire facility, including the waterfront.

Discussion

The facility uses the following perimeter measures around 125 acres of the facility:

1. A perimeter chain-link fence (eight-foot-high, three-strand barbed with outriggers)

2. A vibration sensor attached to the fence

3. Microwave sensors behind the fence line to detect movement

4. Grates over any pipe penetrations

5. Extending the fence over pipe racks from the unloading dock

6. Ten pan-and-tilt cameras located throughout the facility. One camera is being added to the roof of the Central Control Building.

7. A backup generator and an uninterruptible power supply dedicated to security systems (three-second activation) that is tested weekly 

8. Perimeter lighting.

Conclusion

The perimeter security at the facility is an outstanding example of what can be done with sufficient resources to protect the perimeter of a facility.

5
Industrial Safety Training Council

Description

Refinery and chemical plant managers and the Industrial Safety Training Council (ISTC) established a common source for employee and contractor background checks. The ISTC is a safety training certification authority recognized by most local chemical and refinery operators.

Discussion

Refinery and chemical plant managers joined with the ISTC to establish a common contractor background check mechanism. The ISTC is the coordinating organization for the background checks, but does not actually conduct them. 

Plant employees or contractors must have a government-issued picture identification to start the process. Employers then send hardcopy signed authorizations from the individuals to be checked to the ISTC, and load the personal information onto a secure web site. The information is processed by an ISTC contractor, with the ISTC serving as an intermediary. A hardcopy of the return information is sent to the individual, and the organization that requested the check retrieves an electronic copy from the secure web site. Background investigation includes social security number verification, local county records, federal criminal felony convictions, and driver’s license verification. 

Conclusion

Standardizing background checks across multiple facilities reduces the effort required on the part of companies providing contract services to those facilities. It also raises the bar for employers to ensure consistent and adequate background checks are conducted before the individual enters a facility.

6
Reverse 9-1-1 Notification System

Description

The County Emergency Coordination Office has recently contracted to install a reverse 9-1-1 notification system to notify port stakeholders and the public of an emergency.

Discussion

When fully operational, the system will allow for up to 12,000 persons to be notified via telephone. The system uses recordings that give instructions to recipients on the current situation and procedures to be followed.

The system will also allow for specific grouping of individuals and organizations to be formed and will act as a paging system. The system will produce progress reports as necessary to track its results.  Until the system is operational, the county relies on notification from the local media and the Emergency Alert System, which is tied to the National Weather Service system.

Conclusion

The assessment team believes a system that actively communicates to the public in times of emergencies is a best practice.

7 Manufacturing Facility Physical Security

Description 

The manufacturing facility has improved perimeter security in certain critical areas of the plant by weaving high-strength aircraft cable through its chain-link fencing. The use of cable to harden the facility’s fencing is an expedient and effective alternative to improving the plant’s perimeter security in a situation where concrete barriers are impractical. 

Additionally, to reduce the vulnerability to the introduction of biological warfare agents through the company’s mail system, which could potentially shut the plant down (letters containing anthrax spores recently caused the closure of a office buildings and postal facilities in Washington, DC; New Jersey, and Florida), has moved initial mail handling and screening to a facility separate from their manufacturing plant. 

Discussion 

The facility has instituted two security improvements to safeguard its facility against attack. First, the fencing around the storage tank area of the facility—which contains chemicals susceptible to explosion by ramming—has been reinforced with aircraft cable and a cable anchoring system. 

Secondly, the company screens its mail at a separate, dedicated facility before it is taken to the manufacturing facility. The screening facility was established to protect the business from a possible production shutdown in the event of a mail-borne biological agent attack. 

Conclusion 

These physical security measures are examples of improvements a company can institute to effectively reduce their vulnerability to attack. Both security measures were implemented to reduce the risk that an attack could interrupt the plant’s operations.  Rather than reacting to a catastrophic event with new security devices and policies, officials have been proactive in protecting their assets and business operations, as well as the overall safety of the surrounding community. 

8 Bridge Safety / Security Procedures 

Description 

The cities have implemented a process to stop traffic well back from the hinge points where the bridge opens and station a uniformed police officer on each end of the bridge during the passage of a tanker vessel in the harbor. The presence of the police officers ensures that pedestrians cannot approach a point on the bridge where they could throw an incendiary device on a passing vessel. 

Discussion 

The double-leaf bascule bridge is an important thoroughfare connecting two cities. Both cities, including their respective police agencies, are actively engaged in protecting and securing the bridge. When a petroleum tanker is scheduled to pass under the bridge, the police departments are notified of the planned transit and each department staffs their respective sides of the bridge with additional patrol officers.  The officers block access to the bridge deck and ensure that traffic and pedestrians are kept well away from the passing tanker.

Conclusion 

This best practice demonstrates how agencies in different cities combine their resources to protect a valuable port asset. These cities are working together to the benefit of commerce, security, and safety at the port. Their relationship is a prime example of how port stakeholders can take the initiative to protect assets within the port against terrorist attacks. 

9 Neighbor’s Guide— Pipe Line

Description 

A Pipe Line Corporation has published a brochure entitled “Neighbor’s Guide.” This brochure, which has been disseminated to communities and citizens living along the pipeline’s route, provides guidance about how to report unusual noises, smells, or suspicious activities. 

Discussion 

The “Neighbor’s Guide” is an instructional and informational brochure geared toward the community. It begins by providing an historical perspective on the Pipe Line’s history in the region. Following that is a discussion about pipeline safety and recommendations on how to be aware of potential pipeline operating problems (leaks and unusual smells.) A section about home safety and the construction of new homes over existing pipelines is also included. The brochure ends with a summary of the importance of good neighbors and the value of citizens’ input and observations to help protect the environment through which the pipeline passes. Local and toll free numbers are also provided to report suspicious activities or problems observed with the pipeline.

Conclusion 

The “Neighbor’s Guide” as a best practice because it displays the value of interactions between companies and their communities.  The Pipe Line Company has taken the initiative to work with the community by first providing guidance on its business operations and what affect it may have on residents of the region.  The company is asking for the public’s help through reporting any unusual incidents or problems. This type of cooperation is vital to protect and secure our nation against terrorist attacks. 

10 Pilots Association 

Description 

The Pilots Association has developed a security code system with the US Coast Guard to discreetly advise of any hostile incident on board a transiting vessel. While in transit with a vessel, a predetermined code has been established that the pilot will include in his routine security message. The code signifies that there is a hostile situation on board the vessel. Both the US Coast Guard and the pilot boat monitor the security calls. 

Discussion 

The security code system used by the Pilots Association and the US Coast Guard is an excellent example of Maritime Domain Awareness and port cooperation. The pilots and vessel operators are often unfamiliar with one another unless the vessel frequently travels to the Port and there is no current method in place to identify the pilots boarding the vessels. However, the security code system is a safety measure geared toward protecting the pilot, vessel, and overall port security. Because both the pilots and the US Coast Guard monitor the security message, quick action can be taken if necessary during an emergency situation. This is an initial positive step in communicating incidents that require some form of response from the US Coast Guard. 

Elements of this plan need to be expanded. There currently is no means to verify and authenticate the identity of the pilot about to board the vessel. Pilot vessels are potential vectors from which a terrorist attack might be launched. 

Conclusion 

The discreet emergency code between the Pilots Association and the US Coast Guard was nominated as a best practice because it is a valuable tool for vessels requiring a state pilot to enter the harbor. This code could be expanded as part of a broader verification and authentication process within the port that provides a two-way validation between the pilot and the vessel. The use of a code word could also be expanded to large vessels that do not regularly use the pilot services.

11
SATURN— Statewide Anti-Terrorism Unified Response Network 

Description

The Statewide Anti-Terrorism Unified Response Network (SATURN) is a collaboration of federal, state, and local professionals in the State working towards the creation of a unified network for emergency response to acts of terrorism. Prior to the September 11, 2001, terrorist attacks, the response network to terrorism included a relationship between the state government (State Police) and the local Public Safety Departments. With the creation of SATURN, the response network is now comprised of three teams:  the red, white, and blue teams, who coordinate their efforts among each other and with the US government. 

Specifically, the red team comprises fire departments and emergency medical services. The white team is made up of emergency management agencies such as hospitals and public health agents. Police departments including sheriffs and departments of correction, parole officers, campus police, and housing police make up the blue team. 

A SATURN database coordinates the efforts of each team in the state. At the time of this assessment, the database was not fully operational and was still in the prototype stages. It is expected to be implemented in the near future pending additional testing procedures. 

The SATURN database serves as an intelligence-sharing center for all SATURN members who will be able to access the site via the Internet through a secured location. The database gives instant alerts to all team members simultaneously if the need arises. Additionally, team members can exchange information with each other over the database.   

The SATURN website functions as a clearinghouse for all pertinent SATURN information and allows team members access to the database. Updated training information is also located on the website.

Conclusion

SATURN as a best practice because it is an example of how statewide collaboration can be used to deter terrorist acts or respond to crisis situations. Many states rely on legacy systems that inhibit information sharing on a daily basis. This system will allow federal and local law enforcement officers, emergency responders, and emergency management agencies to communicate via a secured Internet location if a crisis should arise. Consequently, each team member can access the website daily for updated information sharing purposes states to use. 

12
Regional Terminal Fire Company
Description

This initiative represents a coalition of private sector businesses that have combined their resources to form a private, not-for-profit response organization for emergency situations at their members’ facilities. The Regional Terminal Fire Company (RTFC) operates without the boundary restrictions faced by governmental emergency response organizations and provides rapid response regardless of the city or county where the emergency is taking place. This fire company provides a unique approach to industry-specialized firefighting resources in that it focuses on combating incidents unique to particular facilities, such as oil refineries or petrochemical plants. The RTFC maintains state-of-the-art equipment that would be cost-prohibitive for the individual facilities.

The RTFC conducts exercises with the coalition member companies in the region. The firefighters are highly skilled and equipped to handle almost all emergencies that may affect the port community. RTFC’s Crisis Management Dispatch is co-located with the city  9-1-1 center and is staffed with dispatchers 24 hours a day, seven days a week. Three refineries and a petrochemical plant have RTFC fire stations located on site. 

Discussion
A recommended best practice can solve an existing problem or proactively demonstrate ways to contribute to the commerce, security, and safety to ensure the region’s businesses have access to safe, secure, and modern transportation facilities necessary to compete successfully in a global marketplace. The RTFC is clearly focused on the safety aspect of this concept as it accomplishes the following: 

· Provides immediate emergency response to fires, explosions, hazardous material leaks, and other emergency situations

· Conducts emergency response exercises with the employees of member companies to continuously evaluate and improve response activities

· Delivers an emergency response service that crosses geographic boundaries and is tailored to the needs of the member businesses

· Periodically reviews members’ internal response plans.

13
Harbormaster Coordinates Vessel Traffic and Information

Description

Within the auspices of the Port is a Harbormaster’s Office that operates 24 hours a day, seven days a week. Over time it has grown to be the nexus of port communication, coordinating pilots, vessel movement, tugs, line handlers, barge movement, and berth availability in the port area. The US Coast Guard relies on the Harbormaster’s Office for vessel information. 

The Harbormaster’s Office is located in the Port main offices.

Discussion

The Harbormaster’s Office is continuously staffed with two experienced traffic managers that keep track of waterborne activity. The semi-governmental port authority has adopted a culture of being responsible to the maritime community’s need for information, and providing that information. The approach taken is proactive in ways such as notifying tug services, line handlers, ship agents, and refinery terminals of early or late vessel movements. 

The Harbormaster’s Office is equipped with remotely controlled daylight color video surveillance cameras located atop grain elevators. These cameras provide a nearly complete view of the Inner Harbor, and their resolution is good enough that the traffic managers are occasionally asked to use it to locate Pilot Association vehicles for incoming pilots. However, the Harbormaster’s Office lacks remote radar surveillance of the ship channels and video surveillance of the regions east of the Harbor.

The office is equipped with backup power generation and is staffed at all times and in all weather conditions.

14
Hazardous Material Escort Service

Description

The refinery uses hydrogen fluoride in its alkylation unit to produce alkylate petroleum products. Hydrogen fluoride is an extremely toxic gas—exposure to even minute quantities can result in respiratory damage. To safeguard the tanker truck delivery shipments of hydrogen fluoride, the facility arranges to have leading and trailing armed escorts assigned to each tanker truck. The escort begins at the County line and ends at the refining facility.

Discussion

Local law enforcement provides the armed escort service for hydrogen fluoride trucks from the County line. Unfortunately, jurisdictional limits do not permit extending the escort service to the origin. Scheduling information for hazardous material deliveries is not protected, making the shipment an easier target to track. Department of Transportation regulations require that tanker trucks transporting hydrogen fluoride be clearly marked, making it easy for anyone in the general public to know what is being transported.

Conclusion 

Armed escorts of hydrogen fluoride are unusual, and we commend the Refinery and local law enforcement for improving port safety by initiating them (even if only for a limited scope). Given the hazardous properties of hydrogen fluoride and the frequency with which it is transported by road we recommend the escort practice be adopted nationally. The safety of hydrogen fluoride escorts may be further enhanced by limiting information about truck routes and schedules to only those with a need to know this information.

15
Merchants Exchange 

Description 

The Merchants Exchange is a marine information exchange serving the vessels, facilities, and service systems within the port area. The Merchants Exchange has over 100 members. These members include, but are not limited to, steamship operators, admiralty attorneys, customs brokers, tug and barge companies, freight forwarders, stevedores, ship repair services, and port authorities.  The Merchants Exchange is an integral part of the maritime industry that provides the maritime and harbor communities with valuable information and services. The heart of the exchange is the 24-hour communication center. This center can provide agents, pilots, and state and federal agencies with current information about vessels, the rivers, and other port activities.  In addition to the services provided to the marine industry, the Merchants Exchange is approved by the National Vessel Movement Center to accept the required Notice of Arrival reports from the exchange’s member vessels. The Merchants Exchange formats the reports so that the local US Coast Guard Captain of the Port can import the vessel data into his database and analyze it.

Discussion

The Merchants Exchange is one of only seven marine exchanges within the United States. Maritime domain awareness in the Port is greatly enhanced by the Merchants Exchange. At no cost to the US Coast Guard, or any other agency of the US government, anti-terrorism agencies have near-real time vessel intelligence. No committee or intelligence-gathering mechanism can provide the same quality of information without establishing and operating a vessel traffic management (and monitoring) system.

16 Small Passenger Vessel Security Plan

Description 

A small passenger dinner cruise excursion vessel, operates from downtown and caters to walk-on customers. Passengers are not prescreened before boarding. Because of the potential terrorist risk associated with serving the public, the owners/operators of the vessel has developed a security plan that mitigates, as much as possible, the threat of a terrorist take-over of the vessel. The security plan follows the format recommended by the Passenger Vessel Association and includes the following attributes:

· A procedure for conducting bomb searches

· Access control procedures for boarding passengers, including baggage searches and photographs of every passenger

· Underway control procedures for sensitive space restrictions, including the navigational bridge and engine room

· An emergency communications system, including distress codes

· Counterterrorism measures to be implemented if terrorists seize the vessel 

· Requirements for scheduled security drills and exercises.

Discussion 

The operators of the vessel have taken the basic Passenger Vessel Association security plan and significantly enhanced it with well thought-out procedures.

The bomb search procedure utilizes commonly used processes. To motivate vessel personnel to learn the procedure, bomb search drills are conducted routinely and the “bomb” contains a monetary reward for the crewmember that finds it. 

Normal physical security procedures are employed to keep thieves and vandals away from the vessel when moored. The gangway has gates at both ends that are locked. The gangway is well lighted. All passengers boarding the vessel are photographed. The digital images are maintained for months afterwards.

The vessel has emergency communication stations placed at critical locations, such as the entrance to the engine compartment, adjacent to the gangway, and in the dining deck. Each crewmember knows verbal hijack codes to inform the rest of the crew of a terrorist attack. Upon hearing the hijack code, the officer in charge of the navigation watch has orders to steer the vessel toward a predetermined grounding site along the riverbank and trip the fuel shutoff to the diesel engines. The engines quickly consume the remaining fuel in the fuel lines and air lock the engines. Once this has happened, restarting the engines requires the services of a mechanic.

Grounding the vessel allows the passengers to make an emergency exit in shallow water. Air locking the engines prevents the terrorists from using the vessel for their own purposes, especially turning it into a weapon against other passenger vessels.

Conclusion 

The management and crew of the vessel have created a thoughtful and resourceful security plan. It is rehearsed routinely. The plan maximizes security within the financial and physical capabilities of the vessel and crew, not only for the vessel and its passengers, but for the surrounding maritime community as well.
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