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1.0 Meeting Objective

1.
Discuss security threats from the view of the offshore operators, what has been done to date to mitigate them, what is being planned to mitigate them, mutual aid assistance, and what we can do as an industry to improve security of our operations.  What is expected of the contractors to assist in security of both personnel and materials.

2.
Discuss security threats from the view of the Contractors and Service Providers (helicopters, boats, major contractors, etc.), what has been done to date to mitigate them, what is being planned to mitigate them, mutual aid assistance, and what we can do as an industry to improve security of our operations.  What is expected of the Operators for consistency and completeness at assembly and kick off points.

3.
Discuss security issue from the view of the Federal Agencies, what has been done to date to mitigate them, what is being planned to mitigate them, and how can industry/companies interact with the agencies to share information or to be alerted of potential problems.

4.
Discuss contacts within the agencies and identify responsible agencies should events occur.  Review capabilities associated with potential events and expectations of operators and contractors should it be necessary to contact federal agencies on security matters. 

2.0
Meeting Organization

The meeting was set up primarily as an informal information exchange with four(4) panels being used to sound out current activities and to establish contact points with the industry and the agencies at the meeting.  The panels were as follows:

1. Operators-Exxon-Mobil, Chevron, Newfield and Shell

2. Contractors-Halliburton, Chouest, PHI, Schlumberger

3. Other Stake Holders-LOOP, Pipeline Transporters

4. Agency Panel-USCG, MMS, FAA, USAF, US Navy, DOE, FBI

Open floor discussions were held between each panels presentations and notes, action items, and ideas were captured during the course of the meeting.


3.0
Operating Environment Changes

Conditions under which operations at land based supply and transportation ports have been taking place have changed since the September 11, 2001 incident.  Procedures and processes have been altered in light of the threats and a very wide range of actions have been initiated by operators, contractors, vendors and service providers who work in our industry.  It is in the mist of all these changes that operators seek to find uniform and consistent processes to safe guard personnel and assets.

Opening comments by Peter Velez with Shell, attached as Attachment #3  identified the scope of the industry’s GOM operations and its potential impact on the US Energy capability as well as its potential economic impact should supplies from the GOM be disrupted.  Utilizing a “Panel Format” the meeting attendees discussed common concerns and developed information on programs already implemented, desired attributes of proposed programs and potential means of achieving uniformity in efforts.

A key point is that the additional security will come at a price in terms of cost and cycle time.  The example used by the USCG was that ships coming into port are spending time at anchorage as the USCG is taking more time to review and clear ships for the port.  Increased security at ports, storage bases, manufacturing plants and other marine terminals involve more security personnel and gate closures for limiting access into facilities.

4.0 Programs Identified as Being Implemented

Several programs and increased levels of effort have occurred since the September 11th incident.  Listed below are several of those as identified in the meeting held on October 10th :
· Raised awareness of transportation issues associated with personnel and cargo.

· Increased level of security coverage at bases, heliports and docks.

· Screening of all traffic into bases and areas adjacent to bases along with verification of actual cargo.

· Increased communication of potential threats and emphasis on awareness among personnel.

· Requirements for pre-flight manifest of passengers and verification by field of need for personnel or cargo at dock or base.

· Post flight “prepping” of aircraft and marine vessels to mitigate effects if vessel or aircraft are stolen.

· Internal operator and contractor security evaluation and action plans to cover gaps and install safe guards.

· Increased pipeline over-flights by crew change and maintenance aircraft and supply vessels.

· Development off contact lists and circulation of information to internal resources in operator and contractor organizations.

· Updated action plans, re-issued instructions and notification lists for personnel in contact with the public.

· Contractor issuance of “pass port” type identification in some instances.

· Increased security and awareness in cargo receiving and handling, “secure” storage before flights or marine transport.  Verification by field of needs prior to shipment.

· Gates installed at boat landings for several operators to help limit access to marine facilities in remote locations.  Installation of gates for unmanned facilities to make boarding of upper levels more difficult and discourage boarding.

· Increased level of “Port Security Efforts” by USCG.

· Creation of a Waterways Security Directorate and Homeland Defense by USCG to be proactive in this developing area of need.

· High level of readiness with USCG and call up of reserves to bolster capabilities and coverage.

· USAF now working all internal and approaching flights.  Resources are highly taxed and are limited in effectiveness if they have to scramble for false alarms or aircraft not following protocol and guidelines.

· MMS with a fleet of contracted aircraft and 60 inspectors familiar with activities and hardware.

5.0
Programs Identified as Potential for Being Implemented

Potential Actions that were discussed or identified at the meeting included:

· Consistent requirements in terms of :

· ID Checks(Standards, Recommended Practices, lost and theft of documents, confidentiality of information.

· Baggage checks(Levels and Details, Training)

· Cargo Receipt and Checking(Uniform Systems)

· Security Coverage(Spatial and Time)

· Levels of Security-ID of Threat Levels

· Mutual Assistance & Sharing of Information

· Notification, alarm and Communications

· Consolidation of Operations to stream and reduce total number of trips and exposure of personnel and hardware.

· Operating company network for emergency resources sharing/notification and mutual assistance.(OOC)

· Marine Contractor network for emergency resources sharing/notification and mutual assistance.(OMSA)

· Helicopter Operating company network for emergency resources sharing/notification and mutual assistance.(HSAC)

· Restriction of aircraft and marine vessels near high value marine locations.

· Controlled access to all marine facilities by non industry vessels and from commercial and or sport vessels.  Advanced notification by regulatory and DOD prior to boarding.

· Agency coordination and communication.  Lead agency(USCG) to act as clearing house for issues and potential action(Are numbers and contacts correct, up to date?)

· Surveillance of large highly populated and key energy producers.

· Response capability for threatened locations, marine craft and personnel.

· Review of lessons learned in other operating areas(North Sea) and sharing of best practices.

· External threat evaluation criteria and notification guidelines-Who to call, what is the trigger?

· Platform modifications to limit surface boarding.  Repelling guidelines/training for manned facilities personnel to deal with un-welcomed guests.

· Security patrols in and near bases and increased near shore patrols of pipeline crossings and key pumping(compressor) stations.

· Notification of military/training exercises in general areas to preclude false calls and evacuations.

· Potential uniform use of a smart card ID system with suitable scanners at shore and offshore bases to help in keeping with personnel movement and facility occupancy.

· Potential for installation and operation of platform based radar and communication hardware to supplement military needs.

· Vessel transponder identification systems to accommodate quick review of “friend” or “foe”.  Assists in detecting and locating vessels late, lost or “detained”.

· Establish and publish guidelines for threat resistance.  Identification of vessel and facilities resources such as fire fighting, high pressure steam and etc. that might be used to facilitate resistance to un-welcomed guests.

· Night time security at remote marine locations.  Hardware and training need(night vision goggles, TV surveillance and infrared capable systems).

· Training and briefing for marine crews on standby and field marine vessels.

· Contract, non-agency, security vessels that operate on OCS to supplement USCG capability.  Training of personnel, outfitting of vessels and arming of personnel for thin skin targets.

· Fencing in of more areas of bases and docks associated with Oil and Gas operations.

· More intense and through background checks for issuance of ID’s and more standard ID requirements.

· Communication systems are key elements and are tied to “backbone” systems.  These systems should be identified an protected.

· Portable barriers and self contained power systems for docks should be identified and located for potential use.(use hurricanes resources)

· Increased use of video surveillance at shore and marine locations on both manned and un-manned facilities.

· Network to share critical hardware for pipelines, compressor sand pumping capability.

· Pipeline hotline to call one number to report issues on crossings, pumping or compressor stations and un-manned transportation hubs.

· Safety zone violation follow-up by USCG or FBI.

· Establishment of a GOM “Port Safety Committee”(USCG, MMS, DOE, OMSA, OOC, IADC)

· DOD needs to be provided up to date detailed maps on facilities and pipelines that are key resources.

· Need to perform “risk and value analysis” on industry infrastructure to include production and transportation and refining.  Include key marine terminals and roadway access and communication links.

· MMS has capability to help in threat assessment and is caretaker of records on facility and pipeline locations.  Need input from industry and contractor security and risk personnel.

· Evaluate “forced use” of fairways by large marine vessels to see if this area has some potential to reduce excursion of vessels among platform facilities.

· A 24 hours telephone number and contact point for government to get in touch with industry to pass on notices and etc.(MSRC might assist in this area).

6.0 Action Items Identified

Item #


What



Who


1

Complete Attendee Listing

Benita Dale


2

Scan Business Card Sheets
Benita Dale


3.

Convert Scanned Cards to PDF
Benita Dale


4.

Consolidate Notes


Allen Verret


5.

Develop Action Item Listing
Allen Verret


6.

Develop Meeting Notes

Allen Verret


7.

Consolidate Presentations

Benita Dale


8.

Develop Transmittal Letter

Allen Verret


9.

Forward meeting Package

Allen Verret


10.

Identify Key OOC Contacts
OOC EC




and S/C that will handle


11.

Identify Key Agency Contacts
OOC S/C


12.

Work w/ USCG on GOM Port
OOC S/C


13.

Define ID Issues


???


14.

Define Security Levels &

???




Assimilate


15.

Provide Detailed Mapping 

MMS




Information and Risk 




Assessment Information to




DOD


16.

Contact Fisheries Industry

Vince Cottone




Establish Points of Contact

17. Utilize HSAC to interface w/
Jim Zernell

FAA on GOM Ops.


18.

Quantify/Identify Threat Levels
????




Alert Status Definitions

19,

Lessons Learned-UK North
????



Sea

20.

Uniform “Check Lists” to 

????



Address Threats

21.

Communication Protocol &

???



Security

22.

Mutual Assistance Information
OOC S/C

23.

Guidelines on Guaging Offshore
????



Threats

24.

Engaging the Military Capability
OOC EC



Who Do You Call?

25.

Defining Criminal vs. Terrorist
???



Activity

26.

Define Short Term & Long 

OOC S/C



Issues & Goals




7.0
Next Steps
8.0
Next Meeting
