
HEALTH SERVICES QUALITY IMPROVEMENT IMPLEMENTATION GUIDE QIIG: 47
SUBJECT: ELECTRONIC HEALTH RECORD (EHR) ROLE BASED SECURITY POLICY AND PROCEDURES
PURPOSE: This QIIG establishes enterprise-wide policy for use of, and access to, the Medical Information Systems (MIS) that constitute the Coast Guard’s EHR.  The systems are: Composite Health Care System (CHCS), Provider Graphic User Interface (PGUI), and Armed Forces Healthcare Longitudinal Application (AHLTA).
DISCUSSION:  This guide standardizes EHR policy and ensures that CG Military Treatment Facilities (MTF’s) meet rigorous Department of Homeland Security and CG security requirements for role-based security. The Health, Safety, Worklife (HSWL) Directorate (CG-11), Maintenance and Logistics Commands(k) (MLC (k))/HSWL Support Activity (SUPACT), HSWL Field Offices, unit Commanding Officers, and all health care personnel are responsible for ensuring successful implementation of the Coast Guard EHR. 

ACTION: The MLC (k)/HSWL SUPACT, Senior Health Services Officers, Chiefs of Health Services, Clinic Administrators (CA), and all other health care personnel involved in MTF operations shall familiarize themselves with this QIIG and follow its guidance in conjunction with other CG policies and instructions that pertain to MIS, especially COMDTINST M6000.1 (series).  The necessary training to meet the requirements of this QIIG will be provided through the Training Coordinator (TC) and coordinated with each individual clinic.  It is expected that the clinic MIS users earn their certifications within thirty (30) days from the day the training was provided.
HEALTH SERVICES QUALITY IMPROVEMENT IMPLEMENTATION GUIDE 

I. Overview. 

A.
Electronic Health Record
1. This QIIG establishes policy and procedures related to role based security for the Coast Guard EHR under the purview of the Chief of Health Services, CG-112.

2. This QIIG also establishes the requirement for completion of training with minimum passing scores for EHR applications and modules.
3. Questions regarding this QIIG should be addressed to the Health Systems Management Division (CG-1123).

B.
Program Responsibilities
1.
All Coast Guard health care facilities (clinics and ashore and afloat sickbays) shall comply with the EHR operating guidelines as set forth in this QIIG.  

2.
The clinic Chiefs of Health Services, Senior Health Services Officers, and HSWL Field Offices shall ensure that all healthcare providers and support staff (including uniformed and civilian Medical, Dental, and Pharmacy Officers; Physical Therapists; Psychologists; Clinic Administrators; Health Services Technicians (HS); and Medical and Dental contractors) are familiar with, and adhere to, the contents of this QIIG.
3.  CA’s are responsible for ensuring that all EHR users are appropriately certified for the modules they use. 
4.  Clinic staff utilizing EHR is responsible for reviewing the directives in this QIIG at least annually. 

5.  Use of the EHR is not optional.

II.  Electronic Health Record

A.
Background.
1.  The CG EHR is a continuum of systems comprised of CHCS, PGUI, and AHLTA.  CHCS and PGUI are currently located at the Operations Support Center (OSC) in Martinsburg, WV.
2. The DoD has used CHCS for the last 20 years to create and manage appointments, manage medical orders, and review medical results.
3. Coast Guard Health Services adopted CHCS approximately 5 years ago.  Providers now use PGUI to document patient encounters.
4. The DoD has already migrated to AHLTA, a user interface formerly known as CHCS2.  CG is in the process of migrating to AHLTA.
5.  AHLTA will eventually integrate several legacy systems into a seamless clinical information system.  It will support force readiness, provide clinical data that enables health care providers to deliver quality managed care, and capitalize on technological advances to make a computer-based EHR at the Clinical Data Repository (CDR).  AHLTA will be the primary automated information system supporting the health care business area.

           B.  Definitions
1.   Modules - Particular functional features of the CHCS system.
2.   Security Access Keys - Permissions granted to individuals to access    CHCS modules, and PGUI.
           C.  Modules

1.   PHR:  The Pharmacy module allows input and processing of medication orders and prescriptions.  It is also used to record formulary files, bulk and clinic issues.

2.  MCP:  The Managed Care Program module performs patient enrollment, manages appointment referrals and provider searches, and creates and books appointments for enrolled and non-enrolled patients.

3.  ORE:  The Order Entry module allows providers to enter orders that are immediately transmitted to other health care workers for implementation.  Providers can create, modify, sign, or counter-sign orders.  Additionally, order information for individual patients can be retrieved for review. 

4.   LAB: The Laboratory module allows health care providers to enter lab test orders, access test status and results, receive notification of problems running a test, and track patient test history.

5.  RAD: The Radiology module allows users to enter or modify radiological orders, view order status, and review the radiological impression.

6.  ADM: The Ambulatory Data module tracks provider workload statistics, patient disposition, and patient diagnosis and procedure history.

7.  SSM: The Scheduling Supervisor Menu allows Patient Appointment and Scheduling (PAS) supervisors and master scheduling section staff to manage the PAS subsystem.  The functional capabilities contained within this control menu include the options for generating and maintaining clinic, division, and facility profiles, and templates and schedules used in tracking appointment slots.

8.  CLIN:  The Clinical System is the master menu from which all nursing and QA functions may be selected.

9.  ADM Supervisor: Contains the ADM menus that give files and table access to supervisors to configure user access and reporting capabilities.

III. EHR SECURITY AND TRAINING
   
A.  Overview:  Security access keys are granted upon completion of training and submission of an account creation form (Attachment located at QIIG 47 http://www.uscg.mil/hq/cg1/cg112/cg1122/QIIG.asp). This form must be signed by the Clinic Administrator or designee.  CG-1123 provides several training options and instructional services.  

B.  Security Access Keys

1.  Access Keys are valid for three (3) years, after which time a refresher course and assessment must be completed for the requested modules.

2. The following items detail the policy basics and requirements for obtaining access keys.  
a.  All users must complete the CGDN access requirements prior to requesting MIS access. 
b.  The MIS help desk has sole responsibility for granting and managing access keys.  This responsibility includes discontinuing and reinstating access, if circumstances require.  The only exception to this policy is urgently needed temporary access discussed in paragraph III.B.2.c., below. In this case, access keys will be issued by the respective MLC (k)/HSWL SUPACT Data Base Administrator (DBA).  Access keys shall not be granted in the absence of a written request along with the Account Creation Form.
c..  All new MIS USERS must complete training and achieve an 80% passing score on the training assessment for each module or application before being granted access keys to that module or application. 
d.  Current MIS users requesting NEW MODULES must also complete the training and achieve an 80% passing score on the training assessment for each module before being granted access keys to those modules.
e.  Temporary Access Keys will be granted for 30 days to new MIS/new module users to allow time to complete the training and assessment requirements.  Temporary Access Keys will be deactivated on the 31st day if the user fails to complete the mandatory training and assessment requirements for the respective modules. Temporary access will be granted only once.  Exceptions to this policy can only be made by submitting a request, including adequate explanation for the need for exception, to MLC(k)/HSWL SUPACT.
f.  Medical Officers who have already demonstrated proficiency using PGUI will be given initial certification for that application.  These certifications will expire in three (3) years at which time they will have to complete the refresher training and assessment. 
g.  Other current MIS users, in order to retain access to the modules, have the option of skipping the training.  They must still achieve a passing score on the challenge assessment (see paragraph III.C.3 below). Regardless of which option the user selects, the assessment must be passed by the end of thirty days or the access keys will be revoked.  If this occurs, the user must follow the requirements for a new user.
h.  Access Keys granted to appropriately certified MIS users will be deactivated if the MIS user does not logon for 90 consecutive days.  A user may request reactivation for these modules for up to an additional 90 days without being required to complete the training and assessment requirements.  After a total of 180 days, the MIS user will be treated like a New MIS user with the option of taking the challenge tests for the individual modules.  
i.  Access Keys will be deactivated when the MIS user no longer requires access for the performance of their duties.
C.  Training & Certification Options
1.  Virtual Classroom Training (VCT)

a.  VCT is an instructor led suite of courses covering a wide range of PGUI and CHCS applications and modules, utilizing the data exchange servers and a point to point telephone connection.

b.  VCT can be scheduled by calling the MIS TC at 301-218-2426.


c.  VCT classes currently offered:

1.  System Administrator (SA)

2.  Templates Management

3.  PGUI

a. Home Page Training

b. Auto Cite Training

c. S/O Training

d. A/P Training

e.  Disposition Training

 f.  Templates Training

4.  Front Desk Clerk Functions Training

5.  Schedules and Modifying Schedules

6.  MCP Booking

7.  Registration

8.  Lab Inter-Operability

9.  Pharmacy

10.  Site requested classes

2.  Assessments

a. User will be offered the opportunity to take the Assessment test at the end of each training module.  If the user is not able to pass the assessment after his/her second attempt, a remediation process will be established between the user and the instructor.

3. Challenge Assessments

a.  In order to comply with this policy, it is noted that many users may have established competency in a particular module and not possess the documentation, “proof of completion” or possess documentation from outside training.

b.  For those cases, challenge assessments have been developed and will be available upon request.

c.  The individual desiring to challenge a module, should contact the TC and request the appropriate challenge test based on past EHR use and proficiency.  The user will get one attempt at the challenge test to pass.  If the user fails the challenge test, s/he will be referred to the respective training module.
d.  Upon successful completion of the challenge assessment, the TC will notify the DBA.  The member’s training record will reflect his/her certification, and an Access Key will be granted.
4.   Documented MIS procedure training from “HSA” and “C” schools and DoD certification classes, excluding MHS Learn, will be accepted.

5.  Offsite training classes will be offered periodically.

D.  Training Coordinator 

1.
CG-1123 provides a MIS TC who coordinates, tracks, and manages all course materials and schedules.  The TC also ensures that each trainee completes a course assessment.  The TC can be reached at 301-218-2426.
2.  The TC maintains MIS training records such as: class rosters, attendance records, and evaluations and monitors unit SA training.  The TC is also responsible for organizing the training information so that all levels of users may understand it.

3.  The TC provides spreadsheets and databases for the collection and tracking of training information to the CG-1123, MLC’s, HSWL SUPACT and  Field Offices as directed.

4.  The TC provides spreadsheets and databases for the collection and tracking, and verification of training and certification information.  In the future, these databases will be accessible at any time via a CG web address yet to be determined.  Until the web address is determined, certifications can be verified by calling the TC. 
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