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1. [bookmark: _bookmark0]Emailing Personally Identifiable Information (PII) or Sensitive Personally Identifiable Information (SPII) Inside CG Network

Encryption is required for emails containing PII or SPII sent to another USCG.MIL email address; PII and SPII be encrypted using public key infrastructure (PKI) certificates (from CAC) via Microsoft Outlook.

A digital signature is required when emailing PII or SPII. Step 1: Digitally sign email








Step 2: Encrypt email




Note: See section 3 on how to exchange digital signatures in Microsoft Outlook. This will allow encrypted emails to be sent to a recipient with a USCG.MIL email address.

To automatically digitally sign all messages:

1. choose the “Tools” menu on the top of the Outlook Mail view
2. choose “Trust Center”
3. choose “E-mail Security”
4. check the “Add digital signature to outgoing messages” box
5. choose “OK” at the bottom



		

2. [bookmark: _bookmark1]Emailing PII or SPII w/ Attachment Outside CG Network

Emailing PII or SPII to a recipient with a non-USCG.MIL email address requires the email to be digitally signed and the sensitive information be saved in a password protected file (e.g. Microsoft Word , Acrobat Adobe or WINZIP) and sent to the recipient as an email attachment.

Step 1: Digitally sign email



Step 2: Attach password protected file.



Step 3: Send digitally signed email with password protected attachment.

Step 4: Contact recipient by phone, in person, or via a separate email (w/ a different subject) to with the password to the encrypted file.

Note: See sections 4, 5, and/or 6 on how to encrypt attachments.

Note: Passwords shall be a minimum of 8 characters and contain a combination of upper and lowercase alphabetic characters, numeric, and special characters. See section 7 for an example of a strong password.

3. [bookmark: _bookmark2]How to Exchange Digital Signatures in Outlook (Conducting a Digital Handshake)

To encrypt an email message, a copy of the recipient’s public encryption key is needed, as well as a copy of the sender’s public encryption key. The public key of the sender is sent when an email message is digitally signed.

Step 1: Compose a new email message


Step 2: Digitally sign the email message and send

Step 3: The recipient must now reply to the email or create a new email with their digital ID attached

Step 4: Within a received digitally signed email, right-click the person’s name in the From field in the message.

 (
Doe,
 
John
 
Smith,
 
Fred
Test
 
John.Doe@USCG.MIL
)
Step 5: In the drop-down menu, click Add to Outlook Contacts

 (
Doe,
 
John- Available
John.Doe@us
Doe, 
Joh
Smith, 
F
Call
 Doe,
 John
)


Note: Once digitally signed emails are exchanged the capability to encrypt is available. This ability will last as long as the outlook profile. If the roaming profile is recreated the key exchange must be re-completed.

4. [bookmark: _bookmark3]How to Encrypt in Word, PowerPoint, Excel, Publisher or Access (Office 2007)
Step 1: In any Office Application, in the upper left corner, click the Office Button [image: ] Step 2: In the pop up window, highlight Prepare and click Encrypt Document



Step 3: In the Encrypt Document dialog box, enter a password in the Password text box.

a. Passwords shall be a minimum of 8 characters and contain a combination of upper and lowercase alphabetic characters, numeric, and special characters.




Note: Keep in mind that if the password is lost or forgotten, the document cannot be recovered.

5. [bookmark: _bookmark4]How to Password Protect an Adobe .pdf File (Acrobat Standard 8.0)

Step 1: In an Adobe Acrobat, click Secure



Step 2: In the Secure pop up window, click Password Encrypt


Step 3: Check Require a password to open the document box Step 4: Type in a password in the Document Open Password box
a. Passwords shall be a minimum of 8 characters and contain combination of upper and lowercase alphabetic characters, numeric, and special characters.


[image: ]

Step 5: Click OK

Step 6: Retype password Step 7: Click OK
Note: The file will not be encrypted nor password protected unless the document is saved prior to closing.

Step 8: Click File Step 9: Click Save


6. [bookmark: _bookmark5]How to Encrypt files in a compressed archive (WinZip 15.5)
**This process shall be followed when emailing sensitive information to a non USCG.MIL email account**

Step 1: Save the file you want to email to your hard drive Step 2: Open the Windows Explorer and locate the file Step 3: Right click on the file
Step 4: Select “WinZip”

Step 5: Select “Zip and Email Plus…”

Step 6: In the pop up, select “Encrypt Zip file”

[image: ]

Step 7: In the next pop up, Enter Password.

a. Passwords shall be a minimum of 8 characters and contain a combination of upper and lowercase alphabetic characters, numeric, and special characters.

b. Ensure “256-Bit AES (stronger)” in selected.

[image: ]

Step 8: Click “OK”

Step 9: A new e-mail will open with the encrypted WinZip file attached.

 (
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Step 10: The password to the encrypted file shall be sent to the recipient via phone or another email. If by another email the subject line shall be different than the original email.


7. [bookmark: _bookmark6]Strong Passwords

· Passwords should be eight or more characters in length

· Should contain: upper- and lower-case letters, numbers and symbols. Password examples:
Strong Password: Z2fj&vc95 Weak Password: Giants1981

· To check the strength of a password use: Microsoft’s Safety and Security Center 



8. [bookmark: _bookmark7]Frequently Asked Questions

[bookmark: _bookmark8]What is the difference between using a digital signature, password protection, and encryption?
Using a Digital Signature: Also know as a Digital ID and Digital Certificate, is used to authenticate digital information — such as documents, e-mail messages, and macros — by using computer cryptography. Digital signatures help to establish the following assurances:

Authenticity	The digital signature helps to assure that the signer is who he or she claims to be.
Integrity	The digital signature helps to assure that the content has not been changed or tampered with since it was digitally signed.
Non-repudiation	The digital signature helps to prove to all parties the origin of the signed content. "Repudiation" refers to the act of a signer's denying any association with the signed content.

Encrypting an Email: Encrypting an e-mail message protects the privacy of the message by converting it from readable plaintext into scrambled ciphertext. Only the recipient who has the private key that matches the public key used to encrypt the message can decipher the message for reading. Any recipient without the corresponding private key would see only garbled text.

Password Protecting a Document: An access control measure. Using password protection helps restrict unauthorized access into a document.

[bookmark: _bookmark9]Is digitally signing a message the same as adding a signature to the end of a message?
Digitally signing a message is not the same as including a signature in outgoing messages. Anyone can copy an e-mail signature, which is essentially a customizable closing salutation. By contrast, a digitally signed message can come only from the owner of the digital ID used to sign it. This provides verification of the sender's authenticity, thereby helping prevent message tampering.

[bookmark: _bookmark10]What security measures can I take with non-USCG.MIL addresses?
1) Limit access to only the intended recipients by password protecting the attached document with a strong password.

2) Encrypt the data of the document to prevent raw data being intercepted during electronic transit. ALWAYS USE A STRONG PASSWORD.

3) Digitally sign the email.

4) Communicate the password to the recipient by using another means of communication (i.e. phone call, in-person, fax, or another email w/ a different subject line).


[bookmark: _bookmark11]Who can view digitally signed emails?
Anyone can open and view a digitally signed email. The recipient does not need to have a digital signature of their own, in order to view a sent digitally signed email. A digital signature only verifies the identity of the sender and offers no guarantees that unauthorized persons will view the email.


[bookmark: _bookmark12]Who can view encrypted emails?
Only the persons who have been added to the To: (cc: & Bcc:) block of a composed email. In order to have the ability to encrypt an email, there must have previously been exchange of digital signatures.

[bookmark: _bookmark13]Is there a way to view my  email at home, besides sending the email to a commercial IP address?

Yes. By using CAC enabled Outlook Web Access (OWA), a USCG service member can view their email through a web connection using the Internet Explorer browser, a DoD Common Access Card (CAC) and a standard internet connection. It does not require to VPN/RAS into the Coast Guard Data Network (CGDN) before logging onto OWA.
For more information on how to set up Outlook Web Access, please go to: https://cgportal.uscg.mil/delivery/Satellite/TISCOM/REMOTEACCESS Look under the heading “CAC Enabled Outlook WEB Access”

[bookmark: _bookmark14]Can I send an email with sensitive information to a distribution group?

Although not prohibited, caution should be taken prior to sending. The sender shall ensure every recipient in the distribution group has a need to know. In addition, the sender is responsible for protection of the sensitive information (i.e. ensuring it’s encrypted).
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image6.jpeg
From:
Tor

e
Subject:
Signed By:

m——————

Kine,

test
dAVIDL.

Byrd, David - Available
Free until 815 AM

Office: CGHQ-6400

Call Byrd, David »
Send Mail

Addto Instant Messaging Contacts.
Reply with Instant Message

Reply All with Instant Message

Tag for Presence Alerts

Additional Actions »
Addto Outlook Contacts

Look up Outlook Contact.

Outlook Properties

Copy





image7.jpeg




image8.png
Prepare the document for distribution

Propeties

View and edit document properties, such
a5 Title, Author, and Keywords,

Inspect Document

Check the document for hidden metadata
or personal nformation.

Enaypt Document
Increase the security of the document by
adding encryption.

‘Add a Digital Signature

Ensure the integrity of the document by
adding an invisible digital signature.
Mark as Einal

Let readers know the document s final and
make it read-ony.

Run Compatibilty Checker

Check for features not supported by earlier
versians of Word,

Wword Options | [ X xtword





image9.png
Encrypt Document.

Encrypt the contents o this il
Passuord:

(Caution: I youlose or forget the password, i cannot be
recovered. Itis advisable to keep 3 st of passwords and
their corresponding document names n a safe place.
(Remetber that passwords are case-senstive.)

Cancel





image10.jpeg
s Forms Tools

] crstepor - ;JCombmeF\?es gjzxpm {8l secure = A sign ﬁm.ew&cﬂmmem
oBbbies Bk ee w H@i~





image11.jpeg
File Edit View Document Comments Forms Tools Advanced Window Help

0t~ ) ot~ G o (USRS Som P vt om
o EaRDiew o G et e

28 2Password Encrypt.

Manage Security Policies.
Show Security Propertics...
Remove Security.

Use Adobe Online Services...

Create Security Envelope.

Getting Started with PDF Security




image12.jpeg
Ll Edit View Document Comments
5 0pen

Organizer
2 Creste POE
£ Combine Fles.
8 save

Save .
 Save as Certfied Document.
&1 Bport

Attach to Email

Revert

Close

Properties

Print Setup.
piint,

& | X

History

Forms  Tools  Ad
ct+0

ctlss.
Shift+Ctrl+S.

CtrlsW

CtreD.

ShiftCtrl+P.
ctri+p.





image13.jpeg
f——— =
Compuoie. EECEESIT-]

[ —

P

[ —

P R ———

M

[Ermis
[rr— -«
PO

[ T ————

e e emrs [





image14.png
WinZip - Zip and E-Mail Plus.

% Zp e name.

® Use the name Draft OPSEC Bunder ALCOAST 20120810.2
Use this name:

Compression ype:
© Zp: Legacy compression (maximum compatbilty)
Zpx Best method (smalest sze)

Encopt Zp e





image15.png
You shouid be aware of the advantages and dsadvantages of the various
encrypton methods before using tis feature. Please cick “About Encryption”
for more nformaton, particuiarly If tis s the fist tme you are using
encrypton.

PASSWORD POLICY: Password must be atleast 8 characters long.

Re-enter password (for confirmation):
Dgh@458)
[CHide the password

Encrypton method
) 7 2.0 compatible (weakfportable)





image1.jpeg




image2.jpeg




