1. WILL NUCLEAR POWER PLANTS, CHEMICAL OR OIL STORAGE FACILITIES, AND OIL DRILLING PLATFORMS ON OR NEAR THE WATER BE INCLUDED IN THE VULNERABILITY ASSESSMENTS? 

         
 
2. HOW CAN A FACILITY HAVE AN APPROVED FACILITY SECURITY PLAN COMPLETED BY JULY 2004 (AS REQUIRED BY THE MTSA) IF THE FEDERAL GOVERNMENT HAS NOT COMPLETED THE VULNERABILITY ASSESSMENT FOR THAT FACILITY?  

3. IS THE COAST GUARD GOING TO SHUT DOWN FACILITIES THAT DO NOT HAVE A PLAN APPROVED BEFORE THE STATUTORY DEADLINE OF JULY 1, 2004?      
4. IS THE COAST GUARD GOING TO REQUIRE APPROVAL OF THEIR PLAN EVEN IF THE FACILITY DOES NOT HAVE A MARINE TERMINAL – BUT IS SIMPLY LOCATED ALONG THE NAVIGABLE WATERS OF THE UNITED STATES?           

5. HOW DOES A FACILITY OR VESSELS INCIDENT RESPONSE PLAN FIT WITH THE REQUIRED SECURITY PLAN?      

6. 

HYPERLINK  \l "f"

WHAT IS THE COAST GUARD CONTRIBUTION TO PORT ASSESSMENTS OR FACILITY ASSESSMENTS?   
 

7. What are the requirements for a Facility Security Officer?        
8. Who could be designated as the Company Security Officer?
9. What certification letters would be required for facilities?
10. Will Coast Guard be creating a form for the Declarations of Security (DOS)?                                                                                 
11. What types of drills and exercises will I be required to conduct?  How frequently will I be required to conduct drills and exercises?
12. What details will drills and exercises need to include? 

13. What documentation will I be required to record and maintain to comply with ISPS or MTSA?
14. Will Coast Guard provide training for the required designated security officers?                                                   
15. Can facility owners designate the Company Security Officer (CSO) or Facility Security Officer (FSO) duties as a portion or percentage of an existing employee’s responsibilities?                                                                                   

16. How long must a facility, vessel, or port keep their records?

17. CAN A FACILITY UTILIZE CANINES AS PART OF THEIR PHYSICAL SECURITY?
18. DOES THE COAST GUARD RECOMMEND CERTAIN BRANDS OF ELECTRONIC SYSTEMS FOR INTRUSION, SCREENING, OR SURVEILLANCE DEVICES?
WILL NUCLEAR POWER PLANTS, CHEMICAL OR OIL STORAGE FACILITIES, AND OIL DRILLING PLATFORMS ON OR NEAR THE WATER BE INCLUDED IN THE VULNERABILITY ASSESSMENTS?            (TOP)
Each Coast Guard Captain of the Port used the Port Security Risk Assessment Tool (PSRAT) to complete an initial vulnerability assessment of his or her respective area of responsibility including nuclear power plants, chemical or oil storage facilities, and oil drilling platforms.  Through this risk-based decision-making process, the Coast Guard has determined which types of vessels and facilities are at high risk of being involved in a transportation security incident.  

The facilities chosen for assessment program have been based primarily on the results of the PSRAT, with additional input from the cognizant COTP. The Department will continue to apply a risk-based approach in future assessments to account for all high-risk facilities.  

HOW CAN A FACILITY HAVE AN APPROVED FACILITY SECURITY PLAN COMPLETED BY JULY 2004 (AS REQUIRED BY THE MTSA) IF THE FEDERAL GOVERNMENT HAS NOT COMPLETED THE VULNERABILITY ASSESSMENT FOR THAT FACILITY?                                                 (TOP)
The Administration has stated that the end of FY 2004 will complete port vulnerability assessments for the top 55 ports.  

The MTSA requires the Secretary to conduct detailed assessments to support the writing of individual facility security plans; however, the statute further permits the Secretary to “accept an alternative assessment conducted by or on behalf of an owner or operator of the facility or vessel.”  The Coast Guard intends to include in the Interim Final Rule (IFR) requirements for owners or operators to conduct “detailed assessments” of facilities and vessels, which can be involved in a transportation security incident.  These self-assessments will be conducted against the security standards contained in pending port security regulations and in Navigation and Vessel Inspection Circulars (NVIC) 4-02 and 11-02.  The self-assessments will identify vulnerabilities or gaps in security and will be utilized to develop the facility and vessel security plans.  

The CG sponsored Port Security Assessments (PSAs) are critical to the development of the Area Security Plans for the various COTP’s areas of responsibility, including the top 55 US militarily and economically strategic ports.

IS THE COAST GUARD GOING TO SHUT DOWN FACILITIES THAT DO NOT HAVE A PLAN APPROVED BEFORE THE STATUTORY DEADLINE OF JULY 1, 2004?                                                                                                         (TOP)
The Coast Guard will vigorously enforce the provisions of the Maritime Transportation Security Act of 2002 and the regulations that are promulgated pursuant to it.  The range of enforcement measures will vary based on the extent of the noncompliance, and will include requiring facilities to cease operations if the violations warrant it.  

IS THE COAST GUARD GOING TO REQUIRE APPROVAL OF THEIR PLAN EVEN IF THE FACILITY DOES NOT HAVE A MARINE TERMINAL – BUT IS SIMPLY LOCATED ALONG THE NAVIGABLE WATERS OF THE UNITED STATES?                                                                                                            (TOP)
The Coast Guard is currently working with the Transportation Security Administration and the Environmental Protection Agency to identify security concerns and possible requirements for non-marine facilities adjacent to the waterfront. This issue will continue to be discussed.

HOW DOES A FACILITY OR VESSELS INCIDENT RESPONSE PLAN FIT WITH THE REQUIRED SECURITY PLAN?                                              (TOP)
 
For each MARSEC Level, the facility or vessel must be able to respond to security threats or breaches of security and maintain critical facility and vessel operations.

The rulemaking requires each vessel owner or operator to develop an effective security plan that incorporates detailed preparation, prevention, and response activities at each MARSEC Level.  The facility or vessel may have existing plans and procedures, such as vessel response plans that may be used or referenced as part of a security plan. 

WHAT IS THE COAST GUARD CONTRIBUTION TO PORT ASSESSMENTS OR FACILITY ASSESSMENTS?                                                                  (TOP)
The Coast Guard will facilitate port security assessments through the Port Security Committee to ensure that information being used to determine risk is accurate.  

The Coast Guard has developed and is constantly improving a Port Security Risk Assessment Tool to assist port security committees.

Depending on resource constraints, the Coast Guard may also detail personnel with expertise in security assessments to provide additional assistance to port security committees.

What are the requirements for a Facility Security Officer?

The FSO must have general knowledge, through training or job experience, which includes but is not limited to:                                                                      (TOP)
Security organization of the facility;

General vessel and facility operations and conditions;

Vessel and facility security measures, 

Emergency preparedness, response, and contingency planning;

Security equipment and systems, and their operational limitations; and

Methods of conducting audits, inspections, control and monitoring;

Relevant international laws and codes, and recommendations;

Relevant government legislation and regulations;
Responsibilities and functions of local, State, and Federal law enforcement 

Risk assessment methodology;

Methods of facility security surveys and inspections; 

Instruction techniques for security training and education, 

Handling sensitive security information and related communications;

Current security threats and patterns;

· The FSO may be an additional duty provided the person is fully capable to perform the duties and responsibilities required of the Facility Security Officer.
· A person designated as the FSO may act as the FSO for one or more facilities, depending on the number or types of facilities a company operates.  

Who could be designated as the Company Security Officer?
Neither the ISPS nor the CG limits who may be designated a CSO.                     (TOP)
· The Company Security Officer may be a collateral duty of a person within a Company, provided they are able to perform the duties and responsibilities required of the Company Security Officer.

· The Company Security Officer will have the primary responsibility for ensuring the physical security and safety of the vessels and/or facilities.  


What certification letters would be required for facilities?                                                                                               (TOP)
Facilities will be required to have a copy of the approved facility security plan (FSP) and approval letter.  


Will Coast Guard be creating a form for the Declarations of Security (DOS)?                                                                                 (TOP)
Yes.  In fact, the ISPS Code, NVIC 10-02 and NVIC 11-02 provide a sample form for a Declarations of Security (DoS).  


This will ensure consistency and that those critical shared security concerns between facilities and vessels, and between vessels, are properly addressed.
What types of drills and exercises will I be required to conduct?  How frequently will I be required to conduct drills and exercises?                                                                       (TOP)
The ISPS code requires facilities to perform security drills and exercises annually.

We envision drills will be conducted every three months with exercises every 12 months to ensure the adequacy of the Security Plans. 
Exercises are comprehensive training events that involve many of the functional elements of the security plan. A facility exercise will count as fulfilling the quarterly drill requirement.  

Drills are more frequent but less comprehensive than exercises and are used to maintain a high level of security readiness. Communications and notification procedures should be included in every drill or exercise.


What details will drills and exercises need to include? (TOP)
The objective of drills and exercises is to ensure that personnel are proficient in all assigned security duties at all security levels. To identify any security related deficiencies, which need to be addressed.  Communications and notification procedures should be included in the Facility Security Plan. 

What documentation will I be required to record and maintain to comply with ISPS or MTSA?                               (TOP)       

Generally, vessels and facilities will need to retain records of security incidents and threats, reviews, audits, training, drills and exercises. 

· Requires records be maintained for at least two years.

· The ISPS Code and our NVICs have specific requirements that can be found in the public docket.  USCG 2002-14069

ISPS Parts A & B section 10; ISPS Part B, section 16.6; NVIC 10-02 enclosure 1, Section 12; and NVIC 11-02 enclosure 1, section 1.10.
ISPS record keeping requirements for facilities:  

The PFSP should make provision for the retention of records of security incidents and threats, reviews, audits, training, drills and exercises as evidence of compliance with those requirements. 
NVIC 11-02: Records of the following activities addressed in the Security Plan should be kept for at least two years:

· Training, drills, and exercises;

· Reports of transportation security incidents;

· Report of breaches of security;

· Changes in MARSEC levels;

· Maintenance, calibration, and testing of security equipment;

· Communications relating to the direct security of the facility such as specific threats to the facility; and

· Periodic review of the security assessment.

Will Coast Guard provide training for the required designated security officers?                                                   (TOP)
The CG will provide training for CG personnel that will be assuming security oversight, enforcement and patrol positions.  

· The CG will not provide training to industry.  
· Section 109 of MTSA allows the Secretary to provide training opportunities to Federal, State, local, and private law enforcement or maritime security personnel.  

Can facility owners designate the Company Security Officer (CSO) or Facility Security Officer (FSO) duties as a portion or percentage of an existing employee’s responsibilities?                                                                                   (TOP)
Yes, the Coast Guard assumes that for certain “small” companies or facilities that the CSO’s or FSO’s duties would take a portion of an employee’s time.  
How long must a facility keep their records?

(TOP)
The specified records in the rulemaking will be maintained for at least two years.

The ISPS Code and our NVICs have specific requirements that can be found in the public docket.  USCG 2002-14069

CAN A FACILITY UTILIZE CANINES AS PART OF THEIR PHYSICAL SECURITY?                                                                                          (TOP)
Canines can represent a considerable benefit to facility and vessel security, and can be especially efficient in the warehouse or when there are isolated or remote locations to be protected. There are disadvantages in using security dogs. The decision to utilize canines rests on the facility and vessel owner/operator.
DOES THE COAST GUARD RECOMMEND CERTAIN BRANDS OF ELECTRONIC SYSTEMS FOR INTRUSION, SCREENING, OR SURVEILLANCE DEVICES?                                                            (TOP)
The Coast Guard currently does not recommend any brand or system. 

