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________________________________________________________________________________________________________ 





So, you’ve just purchased a laptop that can use Wi-Fi (wireless Internet).  You always carry your new laptop and annoy your friends by constantly checking whether you’re in a “hot spot” so you can get free Internet access.  Time and again you get a weak Wi-Fi signal, wander around as though you know where the signal comes from (you don’t), and usually lose the signal or find that it was really just a private wireless network that you can’t use.  In a desperate act to preserve his own sanity, one of your friends begs you to read the article in “THE LEGAL BRIEF” (this one) that told you about a Web site that lists many of the nation’s free “hot spots:”  www.wififreespot.com.





Relieved, you find the local coffee shop where there’s a hotspot.  Every day during lunch, you pick up some food, drive to the coffee shop, and sit in the parking lot to check your e-mail.  Weeks later, you arrive home from duty and see a sheriff waiting at your door.  Confused, you approach him and ask what’s going on.  He notifies you that criminal charges have been filed against you for unauthorized computer use at the local coffee shop.  Wi-Fi … Oh-My!





That’s basically what happened to Sam Peterson from Sparta, Michigan who was prosecuted by the Kent County Prosecutor in May 2007 and sentenced by the court to perform 40 hours of community service and required to pay a $400 fine …all for sitting in his vehicle outside a local coffee shop each day to check his e-mail for free.   Wi-Fi users have become accustomed to free Internet access at places like Panera Bread® and public libraries.  However, many businesses such as Starbucks®, McDonalds®, and various hotels only offer Wi-Fi access to paying customers through their doors.  (The locations on www.wififreespot.com do not seem to have such a policy, but to be sure you should verify that with each location you plan to visit.)





Many state legislatures have made criminal the unauthorized use of  Wi-Fi networks.  Among our Great Lakes, for instance, every state except Wisconsin has criminalized the unauthorized use of “computer networks” (which includes Wi-Fi).  While Wisconsin does include “computer networks” in some of its laws, it does not (yet) expressly prohibit the unauthorized access of such networks.  But, this may be an “obvious mistake” that a court would overlook in interpreting the statute.  So, you should treat Wisconsin as though unauthorized computer access is prohibited. 





Regardless of the state in which you access hotspots, the law is developing (i.e., unclear) regarding whether your access is unauthorized.  Generally, unlawful access to a Wireless Access Point (WAP) requires that the access:  (1) be unauthorized, and (2) cause damages (usually in excess of a specified amount provided for by the statute).





	First, you may think that accessing a hotspot is authorized; and you may be right.  It depends.  Obviously, if the business owner plainly tells you that you can access the business’s WAP, then your access is authorized.  So, too, is your access authorized if you have an appropriate contract with the establishment (say you buy a coffee from a shop that posts a sign saying, “All paying customers may use our Wi-Fi free of charge.”  However, without such express authorizations, many courts have found that uninvited  access is not authorized (especially if it causes the business to violate its own contract with its Internet service provider).  So, to play it safe, you should verify (say with a store manager) that you have authorization to use the retailer’s WAP before you do so.





	Second, what kind of damage could unauthorized access cause?  Stealing oxygen molecules?  It is true (thankfully) that you probably are not a criminal if you have accessed a WAP without authorization once or twice.  Indeed, it would be difficult to cause enough damage to exceed the statutory minimums in each state just by a single unauthorized access.  But, it can happen, and did with Mr. Peterson from Sparta, MI as noted above.  Judges, generally, make sentencing decisions by looking at the number of instances of unauthorized access, the length of time of each use that the offender used the network, and the types of materials being downloaded.  By reviewing these factors, a judge may increase the amount of damages due to diminished WAP capacity (i.e., high network traffic), which causes slowdown for those persons actually authorized to use the network.    So, if you repeatedly access a WAP without authorization, you may have caused enough damage to have violated a state’s statute.  Actually, if you take up lots of bandwidth by downloading movies and music on someone else’s WAP, you may violate the statute by just one or two unauthorized accesses.





	So, before you mooch off your next door neighbor or a coffee shop’s Wi-Fi network, make sure that you are allowed to.  Or else you, too, may end up like Mr. Peterson.  Although the consequences may not be as light, considering some states may consider the offense a felony where jail time can be several years and fines up to $10,000 are possible.
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