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As summer approaches and you are moved to muse about things legal (probably not, but please play along), consider how certain laws seem to push in opposite directions.  This is sometimes referred to as a legal paradox.  For example, one law impels the Coast Guard to protect privacy by wrapping systems of records in shrouds of secrecy, while another pushes us towards revealing the contents of those records when national security or on-going investigations are not at risk.   Are we talking about a classroom hypothetical here?  Nope.  We are talking about the tension between two very important and contentious laws:  the Privacy Act (PA) and the Freedom of Information Act (FOIA).  This newsletter highlights reasons why it is important to follow PA and FOIA rules.   It also provides something even more important – where to go for answers.  Last but not least, it can help you avoid personal liability for violation of these laws.


The Privacy Act places limits on collection, disclosure and use of personal info maintained in a system of records – like personnel files or medical records.  A record is any item, collection or grouping of info about an individual that contains a name or other personal identifier (like an SSN).  A group of personal records that allows for retrieval by name or a personal identifier (SSN) is called a “system of records.”  Each system must be “authorized” for use and typically is linked to a unit mission (like law enforcement) or administrative function (like payroll).   Maintaining an “unauthorized” system can be a FEDERAL OFFENSE and a violation of COMDTINST M5260.3.  Unauthorized release of info from a particular record also can be a FEDERAL OFFENSE and a violation of COMDTINST M5260.3.  How can you be sure if your system of records is authorized or if release is authorized?  Contact your unit FOIA/PA Coordinator.  Not sure who that is?  Contact your Sector Logistics Office or D9 legal.





The Freedom of Information Act provides that the public has the right of access to federal agency records or info, unless one of nine exemptions applies.  The law carries a presumption of disclosure; the burden is on the Coast Guard to substantiate why info may not be released.  A FOIA request starts a legal clock ticking.  As a general rule, the agency must respond to a requestor within 20 working days from receipt of the request.   What’s the teaching point?  Simple -  if you or someone in your unit gets a FOIA request - don’t sit on it! GET IT TO THE FOIA/PA Coordinator immediately! Not sure who that is?  Contact your Sector Logistics Office or D9 legal.  





Why be concerned?  Lots of reasons.  First, willful violation of the Privacy Act is a FEDERAL OFFENSE, as in a criminal misdemeanor, as in YOU MAY BE PERSONALLY LIABLE!  Few cases have been prosecuted, but why play with fire?  Two senior officials at the Department of Defense (DoD) got burned when they released personal info about Linda Tripp – of Monica Lewinski fame.  The result?  With the help of a big law firm, Ms. Tripp received $595,000 from Uncle Sam and lots of other concessions.  It also led to DoJ and DoD IG investigations of the officials.  Did it hurt the officials’ careers?  Let me suggest an answer in the form of a question – what do you think it would do to YOUR career?  





Another reason for concern – both FOIA and PA provide for enforcement in federal court.  Has the Coast Guard ever been sued for alleged violations of FOIA or PA?  Yep.  Is a lawsuit always avoidable?  Nope.  But from a legal perspective, it is extremely important that we follow proper procedures and proper timelines in processing FOIA or PA requests.  What’s the big deal?  Let me suggest an answer in the form of a question - do YOU want to be personally named in a federal lawsuit as having violated a Commandant Instruction leaving you and/or the Coast Guard open to legal liability?  





A third reason - Congress is VERY INTERESTED and looking VERY CLOSELY at all of DHS record collection and record keeping practices.  “Balderdash! Prove it!”, you say?  Well, the agency is mandated to provide an annual report to Congress for review.  And, if that’s not enough, check out this GAO report from March 2007 entitled Homeland Security – Continuing Attention to Privacy Concerns is Needed as Programs are Developed.  Want more?  How about: Privacy: Key Challenges Facing Federal Agencies.  Still unconvinced?  Try:  FOIA – Processing Trends Show Importance of Improvement Plans.    These reports are found at � HYPERLINK "http://www.gao.gov/" ��http://www.gao.gov/�.  Each focuses on issues directly related to Coast Guard info management.  Each shows strong Congressional interest in our PA and FOIA programs.  





Perhaps the most important reason for concern is that COMDTINST M5260.3 says we should be concerned, and establishes mandatory procedures for handling PA and FOIA requests.   Under D9INST 5260.1A, all D9 units must designate a FOIA/PA Coordinator.  Which leads to the heart of this newsletter.   Any time you receive a FOIA or PA request, get it to your local Coordinator ASAP.  In turn, each Coordinator should be familiar with the D9INST and COMDTINST, and seek help from D9 legal whenever questions arise.  Don’t know the name of your FOIA/PA Coordinator?  Check with Sector Logistics.  
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