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Introduction:

The Maritime Transportation Security Act (MTSA) of 2002 requires the owners or operators of vessels to develop a Security Plan based on a vessel security assessment.  The plan must implement security measures specific to the vessels’ operations, and comply with Maritime Security Levels.

You are highly encouraged to take advantage of this document as it details the requirements of the MTSA as well as provide a Vessel Security Plan (VSP) outline for your vessel to follow.

Who is required to develop a Security Plan?

Within the COTP Memphis’s Zone:

1. Passenger vessel’s subject to 46 CFR subchapters H or K.

Subchapter H:  Passenger vessels greater than 100 gross tons.

Subchapter K:  Small Passenger vessels carrying more than 150 passengers or with overnight accommodations for more than 49 passengers.

2. Barge subject to 46 CFR subchapters D or O.

Subchapter D:  Tank Barge

Subchapter O:  Certain Bulk Dangerous Cargoes

3. Towing vessels greater than 8 meters in registered length that is engaged in towing a subchapter D or O barge.

Who is not required to develop a Security Plan?

1. Uninspected vessels other than towing vessels

2. Passenger vessels inspected under 46 CFR Subchapter T

Subchapter T:  Small passenger vessel less than 100 gross tons that carry 150 or fewer passengers.

3. Military Vessels

Compliance dates:

The Vessel Security Plan (VSP) must be submitted to the Commanding Officer, Marine Safety Center (MSC) no later than December 29, 2003 for review and approval.  Send plan to:

Commanding Officer

Marine Safety Center (MSC)

400 Seventh Street, SW.

Nassif Building, Room 6302

Washington, DC 20590-0001

Once the MSC finds that the plan meets the security requirements, the submitter will receive an approval letter that may contain conditions of the approval.

Each vessel must fully utilize the approved Security Plan no later than June 30, 2004.

Compliance documentation:

On July 1, 2004, the approved Vessel Security Plan and the letter of approval from the MSC dated within the last 5 years must be available to the Coast Guard upon request.

If the plan is submitted but not yet approved by the MSC, you will receive a letter stating that the Coast Guard is currently reviewing the Vessel Security Plan and that the vessel may continue to operate so long as the vessel remains in compliance with the submitted plan.  This letter must be available to the Coast Guard upon request.

Non-Compliance and Waivers:

When a vessel is not in compliance with the Vessel Security Plan requirements, the vessel owner or operator must notify the COTP Memphis and request a waiver to continue operations.

Any vessel owner or operator may apply for a waiver of any requirement that they consider unnecessary in light of the nature or operating conditions of the vessel.  A request for a waiver must be submitted in writing with justification to:

Commandant (G-MP)

2100 Second Street, S.W.

Washington, DC 20593

Waivers may be granted with or without conditions only if the waiver will not reduce the overall security of the vessel, its passengers, crew, or cargo.

Equivalents:

Equivalents are intended to allow vessel owners or operators to provide an alternative provision or arrangement that provides the same level of security as a specific requirement.  Request for equivalents must be submitted in writing with justification to the same office listed above for waiver requests.

Alternative Security Program:

Owners or operators of vessels may request to use an Alternative Security Program.  This program must: (1) Be appropriate to that class of vessel, and  (2) Meet the intent of the requirements listed in 33 CFR Part 104 in its entirety.

Requests for an Alternative Security Program must be submitted in writing with justification to the same office listed above for waiver requests.

Vessel Security Assessment (VSA):

The VSA is a written document that is based on (1) the collection of background information, (2) the completion of an on-scene survey and (3) an analysis of that information.

Those involved in the VSA must be able to draw upon expert assistance in Security Related issues.  Third parties may be used in any aspect of the VSA if they have the appropriate skills and the Vessel Security Officer (VSO) reviews and accepts their work.

(1) Collection of Background Information

The vessel owner or operator must ensure that the following background information, if applicable, is provided to the person who will conduct the VSA.

· General layout of the vessel.

· Existing security measures and procedures.

· The location of each active and inactive access point to the vessel and its function.

· The number of vessel personnel and any existing security duties assigned.

· The location of restricted areas.

· The emergency and stand-by equipment available to maintain essential services.

· Location of maintenance equipment, cargo spaces, and baggage storage areas.

· Location of escape and evacuation routes and assembly stations.

· Existing security and safety equipment for protection of personnel and visitors.

· Response procedures for fire or other emergency conditions.

· Procedures for monitoring vessel and vessel personnel, vendors, etc…

· Existing personnel training requirements and practices of the vessel.

· Existing contracts with private security companies providing waterside or vessel security services.

· Procedures for controlling keys and other access prevention systems.

· Response capability to security incidents.

(2) On-Scene Survey

The on-scene survey is your vessels internal method to examine and evaluate existing vessel protective measures, procedures, and operations in order to verify or collect the required information for the VSP.

(3) Analysis and Recommendations

The vessel owner or operator must ensure that the VSO analyzes the vessel background information and the on-scene survey.  The VSO should then determine the vessels vulnerabilities and provide recommendations to establish and prioritize the security measures that will be included in the VSP.

Vessel Assessment Report:

A written Vessel Assessment Report is required to be included in section (17) of the Vessel Security Plan (VSP).

The report must contain the following:

· Summary of how the on-scene survey was conducted.

· A description of existing security measures, including inspection, control and monitoring equipment, personnel, etc…

· A description of security measures that could be used to address each vulnerability.

· A list of the key vessel operations that are important to protect.

· A list of identified weaknesses, including human factors, in the infrastructure, policies, and procedures of the vessel.

· A description of the following elements within the vessel:

· Physical security

· Structural integrity

· Personnel protection systems

· Procedural policies

· Radio and telecommunication systems and computer systems and networks

· Other areas that may, if damaged or used illicitly, pose a risk to the vessel

See 33 CFR Part 104.305 for vessel security assessment (VSA) requirements

Vessel Security Plan (VSP) Outline

The vessel owner or operator must ensure that their VSP consists of the individual sections listed in this outline.  If your VSP does not follow the order as it appears here, the presented VSP must contain an index identifying the location of each of the following sections:

OUTLINE

(1) Security administration and organization of the vessel

a.
Define the security organizational structure.

b. Designate, in writing, by name or by title, the Company Security Officer (CSO) and the Vessel Security Officer (VSO) and identify how the officers can be contacted at any time.

c. Designate, in writing, by name or by title, other personnel responsible for security.  List duties, responsibilities, and contact information.

See 33 CFR Part 104.210 – 104.220 for CSO/VSO qualifications and duties.

(2) Personnel Training

a. Describe the facilities training program.

b. List the training sessions and frequency.

c. Describe the documentation procedures for each security training session, including the date of each session, duration of session, a description of the training, and a list of attendees.

See 33 CFR Part 105.205 – 105.215 for training requirements.

(3) Drills and Exercises

a. List the frequency of drills (at least 1 every 3 months)

b. Describe how the drills test individual elements of the VSP, including response to security threats and incidents.

c. List the frequency of exercises (at least 1 every 12 months, with no more than 18 months between exercises).

d. Describe how the exercises test individual elements of the VSP, including response to security threats and incidents.

e. Describe the types of exercises for your vessel. Example:  Full scale or live, tabletop simulation, seminar, or a combination of each.

See 33 CFR Part 104.230 for drill and exercise requirements.

(4) Records and Documentation

a. Describe the safekeeping procedures to protect documentation against unauthorized deletion (if kept electronically), destruction or amendment.

b. Describe the record keeping procedures for training, drills and exercises, incidents and breaches of security, changes in MARSEC levels, maintenance of security equipment, security threats, declaration of Security (DoS), annual audit of the VSP.

c. Describe the procedures for protecting records from unauthorized access or disclosure.

See 33 CFR 104.235 for record keeping requirements and detailed procedures for (4)b.

(5) Response to change in MARSEC Level

a. Describe how the vessel will comply with additional security measures associated with the MARSEC level within 12 hours of notification and report compliance to the COTP.

b. In MARSEC Level III additional requirements may be directed.  Describe the procedures to provide waterborne security patrols, use armed security personnel to control access, screen the vessel for the presence of dangerous substances and devices underwater or other threats.

See 33 CFR 104.240 for MARSEC Level coordination and implementation.

(6) Procedures for interfacing with facilities and other vessels

Describe the procedures to interface with facilities and other vessels at all MARSEC Levels.

See 33 CFR 104.250 for interfacing procedures.

(7) Declaration of Security (DoS)

Describe the procedures for requesting a DoS and for handling DoS requests from a facility or other vessel.  See enclosure (1) for an example DoS.

See 33 CFR 104.255 for DoS requirements.

(8) Communications

a. Describe how the VSO effectively notifies vessel personnel of changes in security conditions.

b. Describe the procedures to effectively communicate between facility security personnel, other vessels, COTP and National and Local authorities with security responsibilities.

See 33 CFR 104.245 for communications requirements.

(9) Security Systems and Equipment Maintenance

a. Describe the facilities security system.

b. Describe the testing schedule.  Should be in accordance with the manufacturers recommendations.

c. Describe the procedures for identifying and responding to security system and equipment failures or malfunctions.

See 33 CFR 104.260 for security and equipment maintenance requirements.

(10) Security Measures for Access Control

For each MARSEC Level:

a. Describe the procedures to deter the unauthorized introduction of dangerous substances and devices.  Include each location allowing means of access. (Access ladders, gangways, ramps, mooring lines, doors, cranes and hoisting gear)

b. Describe the procedures to secure dangerous substances and devices that are authorized by the owner or operator to be on vessel.

c. Describe the identification system to allow access to the vessel and for individuals to remain without challenge.

d. Describe the temporary identification system to allow access to visitors.

e. Describe the procedures to frequently update/renew identification.

f. Describe the locations where people and personal effect screenings are to be conducted.

g. Describe any disciplinary measures to discourage abuse.

See 33 CFR Part 104.265 for security measures for access control requirements and a detailed listing of MARSEC I, II, III Security Measure Requirements.

(11) Security Measures for Restricted Areas

For each MARSEC Level:

a. Describe the designated restricted areas of the vessel.

b. Describe the marking system to indicate that access to the area is restricted and that unauthorized presence within the area constitutes a breach of security.

c. Describe the established security measures to identify authorized personnel within a restricted area.

See 33 CFR Part 104.270 for security measures for restricted areas and a detailed listing of MARSEC I, II, III Security Measure Requirements.

(12) Security Measures for Handling Cargo

For each MARSEC Level:

a. Describe the security measures in place for the following:

· Deter tampering with cargo.

· Prevent unauthorized cargo from being accepted.

· Identification of approved cargo.

· Handling cargo at all access points.

· Identification of cargo in restricted areas.

· Handling Un-confirmed cargo and restricting entry.

· Verification that cargo is released to specified carrier in cargo documentation.

b. Describe vessels system to update and maintain a continuous inventory, including the location of all dangerous goods or hazardous substance from initial receipt to final delivery.

c. Describe system to inspect cargo entering the vessel for dangerous substances and devices.  Example: Visual examination, Physical examination, Detection devices, Canines, etc…

See 33 CFR Part 104.275 for security measures for handling cargo and a detailed listing of MARSEC I, II, III Security Measures Requirements.

(13) Security measures for delivery of vessel stores and bunkers

For each MARSEC Level:

a. Describe the Security Measures in place for the following:

· Checking vessel stores for package integrity.

· Prevent vessel stores from being accepted without inspection.

· Deter tampering.

b.
For vessels that routinely use a facility, describe established standing arrangements between the vessel, its suppliers, and the facility regarding notification and the timing of deliveries and documentation.

See 33 CFR Part 104.280 for security measures for delivery of vessel stores and bunkers and a detailed listing of MARSEC I, II, III Security Measure Requirements.

(14) Security Measures for Monitoring

Fore each MARSEC Level:

Describe procedures to continuously monitor the vessel through a combination of lighting, security guards, waterborne patrols, and automatic intrusion-detection devices.  Detail the following areas:

· Vessel and its approaches on both land and water

· Restricted areas within the vessel

· Area surrounding the vessel

See 33 CFR Part 104.285 for security measures for monitoring and a detailed listing of MARSEC I, II, III Security Measure Requirements.

(15) Security Incident Procedures

a. Describe how the VSO and any other security personnel will be able to respond to security threats or breaches of security and safely continue critical vessel and vessel-to-facility operations.

b. Describe evacuation procedures for the vessel.

c. Describe the notification procedures in the event of a security threat or breach in security.  Example: Notify the National Response Center and the COTP.  See reporting requirements in 33 CFR Part 101.305.

d. Describe the briefing or training given to all vessel personnel on possible threats, the need for vigilance, soliciting their assistance in reporting suspicious persons, objects, or activities.

e. Describe procedures to secure non-critical operations in order to focus response on critical operations in the even of a security threat or breach in security.

See 33 CFR Part 104.290 for security incident procedures.

(16) Audits and Security Plan Amendments

Attach letters of completed Audits and Amendments to this section.


Amendments:

· If the MSC determines that an amendment is necessary, the vessel will have 60 days to complete the amendment and submit for approval.

· If the vessel proposes an amendment at any time, the amendment request must be submitted at least 30 days prior to implementation.

Audits:

· The VSO must ensure audits are performed annually.  Attach a letter to this section of the VSP certifying that the VSP meets the applicable requirements of 33 CFR Part 104.

· If the results of an audit require an amendment to the VSA or the VSP, the amendment request must be submitted no later than 30 days after the audit.  Include a letter certifying that the amended VSP meets the applicable requirements of 33 CFR Part 104.

See 33 CFR Part  104.415 for amendment and audit requirements.

(17) Vessel Security Assessment (VSA) Report

Attach the completed Vessel Security Assessment (VSA) Report to this section.
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