
Facility Security Audit Checklist

For General and Detailed Guidelines

This assessment form is a tool to assist in verifying the implementation of security plans for facilities.  Certain measures may not apply to every plan.  The completed assessment should be protected from unauthorized access or disclosure.

	Name of Facility:  JAXPORT Cruise Terminal
	Address: 

	City: Jacksonville
	State: FL

	Type of Facility:  Cruise Terminal

	Date: 12SEP03
Performed by:  Charles N. White,  Facility Security Officer


	No.
	Facility Security Plan
	Yes
	No 
	N/A

	1.
	Does the Facility have a current Facility Security Plan (FSP)? 
	X
	
	

	
	Plan dated 12 September 2003
	Last Updated/Reviewed  New Plan
	
	
	X

	2.
	Does the FSP designate a Facility Security Officer, and describe the duties and responsibilities of this officer? 
	X
	
	

	3.
	Does the FSP provide for measures and equipment necessary to prevent weapons or other dangerous devices from being introduced to the facility or vessels moored thereto?
	X
	
	

	4.
	Does the FSP establish measures for the prevention of unauthorized access to the facility and vessels moored thereto?
	X
	
	

	5.
	Does the FSP provide for the evaluation of all persons responsible for any aspects of security before they are employed?
	X
	
	

	6.
	Does the FSP describe exactly the security measures and procedures actually in force at the facility?
	X
	
	

	7.
	Does the FSP include procedures for obtaining assistance and support of law enforcement, fire, Hazmat, and explosive ordnance disposal units from Federal, State, or local agencies?
	X
	
	

	8.
	Does the FSP include procedures to be taken in the event of:
	
	
	

	
	1.  A bomb/terrorist threat?
	X
	
	

	
	2.  An actual explosion or detonation?
	X
	
	

	
	3.  A fire at the facility or on a vessel moored to the facility?
	X
	
	

	
	4.  Natural Disasters?
	X
	
	

	
	5.  A hostage situation?
	X
	
	

	
	6.  Civil Disturbance/Labor Dispute?
	X
	
	

	
	7.  Hurricanes?
	X
	
	

	
	8.  Emergence Evacuation Procedures?
	X
	
	

	9.
	Does the FSP have sketch of facility with all access points, working areas, storage areas, and cargo storage areas labeled?
	X
	
	

	10.
	Does the FSP contain procedures to contact employees to Report/Not-To-Report to work?
	X
	
	

	11.
	Does the FSP have a mechanism for accounting for all personnel on the facility, including their names?
	
	
	X

	12.
	Does the FSP have specific measure to be taken in times of heightened risk?
	X
	
	


Notes: 
	No.
	Organization and Performance of Facility Security Duties
	Yes
	No 
	N/A

	1.
	Is the present security force strength and composition commensurate with the degree of security protection described in the Facility Security Plan (FSP)?
	X
	
	

	2.
	Is a background check performed prior to hire and at least every five years thereafter for every employee who has a role in the FSP or who has access to restricted areas?
	X
	
	

	3.
	Are all security posts, fixed and mobile, provided with security force orders?
	X
	
	

	4.
	Are security forces orders reviewed by the Security Officer for currency at least month?
	X
	
	

	5.
	Are all security personnel required to wear uniforms that are complete, distinct, and authoritative?
	X
	
	

	6.
	Do security personnel make regular patrols including building, perimeter, and wharf checks?
	X
	
	

	7.
	Do security patrols include all exterior access points and principal interior access points to the facility?
	X
	
	

	8.
	Does the facility or local community maintain an organized and equipped Crisis Response Forces?
	X
	
	

	9.
	Have procedures been prearranged for additional security forces to be brought in during emergency or crisis situations?
	X
	
	

	10.
	Has liaison been established with Port Security Committees, Local, State, and Federal Law Enforcement Agencies whereby early warning of thereat situation will be provided?
	X
	
	

	11.
	* * Do security force personnel record or report their presence at key points in the facility by means of portable watch clocks, general watch clock stations, or telephones?
	
	
	X

	12.
	Are guard assignments, times and patrol routes varied at frequent intervals to avoid establishing routines?
	X
	
	

	13.
	If national, state, or local standards or certification regimes are in place, does the facility security force meet or exceed those requirements?
	X
	
	

	14.
	Are individual training records maintained for security force personnel?
	X
	
	

	15.
	Do all security force personnel, who are required to carry firearms, receive training?
	X
	
	

	16.
	Does the security force have sufficient, adequately equipped vehicles to maintain patrols, respond to alarms and emergencies and maintain supervision?
	X
	
	

	17.
	Are security force vehicles equipped with signs conspicuously identifying the vehicle as a security police vehicle, emergency exterior overhead lights, and an electronic siren?
	X
	
	

	18.
	Are all security force vehicles equipped with a spotlight?
	X
	
	

	19.
	Are only law enforcement personnel and other approved individuals allowed to carry firearms?
	X
	
	

	20.
	Are duties other that those related to security performed by security personnel?
	
	X
	

	21.
	Does the facility provided for security force inspection of the security barrier, including clear zones, at least once per month?
	X
	
	

	22.
	Are records of these inspections maintained and easily accessible?
	
	
	X

	23.
	Are Intrusion Detection System (IDS) signals monitored at one central point, and can a security force response be initiated from that point?
	X
	
	

	24.
	Are all perimeter barrier portals guarded or secured, and locked when they are not in use?
	X
	
	

	25.
	Are security measures in effect to protect electrical power supplies and transmission facilities?
	X
	
	

	26.
	Are security measures in effect to protect communication centers/equipment?
	X
	
	

	27.
	Are deficiencies noted and are remedial actions promptly effected?
	X
	
	

	28.
	If a body of water forms any part of the barrier, are additional security measures provided?
	X
	
	

	29.
	Are repairs to lights and replacement of inoperative lamps affected immediately or in a reasonable time?
	X
	
	

	30.
	Does the facility have an effective after hours or weekend restricted area security check by the security force?
	X
	
	

	31.
	Does the facility security force use a duress code for emergency situations?
	X
	
	


* * Recommend for CDC Facilities
Notes: 
	No.
	Access to Facility
	Yes
	No 
	N/A

	1.
	Does fencing adequately prevent unauthorized access to the facility and meet recognized industry standards for fencing as recommended by the American Society for Industrial Security (ASIS), Chain Link Fence Manufactures Institute (CLFMI), American Society of Testing Materials (ASTM), or other recognized industry standards?
	X
	
	

	2.
	Is masonry or brick walls inspected every three months to determine the effectiveness and to assess any repairs due to erosion and wear?
	
	
	X

	3.
	If building walls, floors and roofs from a part of the barrier, are they complemented by another means of intrusion detection such as Closed Circuit Television (CCTV) or motion detection sensors?
	X
	
	

	4.
	Do all perimeter fences and walls have an unobstructed zone of at least 10 feet on each side?
	X
	
	

	5.
	Are the gates and/or other entrances in perimeter barriers kept to the minimum number required for safe and efficient operations?
	X
	
	

	6.
	Do all gates provide protection equivalent to that provided by the barrier of which they are part?
	X
	
	

	7.
	Is a pass or badge identification system used to identify all personnel?
	X
	
	

	8.
	Are all permanently employed personnel required to display a picture ID badge or card al all times when working within restricted areas?
	X
	
	

	9.
	Does the identification medium in use provide the desired degree of security? 
	X
	
	

	10.
	Are personnel who have not been issued a permanent pass or badge, treated as “visitors”, and issued a visitors badge or pass?
	X
	
	

	11.
	Do guards at access points compare badges to bearers upon entry?
	X
	
	

	12.
	Is supervision of the personnel identification and control system adequate in all areas?
	X
	
	

	13.
	Are badges and serial numbers recorded and controlled by rigid accountability procedures?
	X
	
	

	14.
	Are lost badges replaced with badges bearing different serial numbers?
	X
	
	

	15.
	Have procedures been established that provide for issuance of temporary badges for individuals who have forgotten their permanent badges?
	X
	
	

	16.
	Are badges of such design and appearance as to enable guards, and other personnel to recognize quickly and positively the authorizations and limitations applicable to the bearer?
	X
	
	

	17.
	Are procedures in existence to ensure the return of identification badges upon termination of employment of assignment?
	X
	
	

	18.
	* * Have effective visitor escort procedures been established when necessary?
	X
	
	

	19.
	* * Are procedures in place to escort vessel crewmembers cleared to enter the U.S. to be escorted to and from facility entrances?
	
	
	X

	20.
	Are truck drivers, vendors, and other visitors not permitted in the general offices of any terminal other than as required to conduct their business, and only authorized personnel are permitted in warehouses?
	X
	
	

	21.
	Are permanent records of visits maintained and easily accessible?
	X
	
	

	22.
	Are random administrative inspections made of vehicles entering the facility?
	X
	
	

	23.
	* * Does the facility have a Traffic Control Program?
	
	
	X

	24.
	* * Is access to parking areas supervised and restricted by a permit system for privately owned vehicles and contractor vehicles?
	
	
	X

	25.
	* * Are parking permit records maintained that include matching personnel with permit number and motor vehicle identification?
	
	
	X

	26.
	Are all vehicles required to be parked in designated parking areas?  Are employees, vendors, and visitors going to/from the parking area required to pass through an area under the supervision of security personnel?
	X
	
	

	27.
	Is parking for employees, dockworkers, and visitors at least 50 feet away from the dock/wharf/pier, and outside of fenced operational, cargo handling, and designated storage area?
	X
	
	

	28.
	* * Are all temporary parking permits issued to vendors and visitors for parking in designated areas?
	X
	
	

	29.
	* * Does Security Personnel conduct random checks of parking permits?
	X
	
	

	30.
	Are openings such as culverts tunnels and manholes for sewers and utility access, and sidewalk elevators which permit access to the facility, properly secured?
	X
	
	


* * Recommend for CDC Facilities
Notes: 

	No.
	Restricted areas within the Facility
	Yes
	No 
	N/A

	1.
	Have areas of the facility been designated in writing by the facility operator as restricted areas as necessary?
	X
	
	

	2.
	Are the basic security measures for restricted areas in effect?
	X
	
	

	3.
	Are all restricted areas access points appropriately posted?
	X
	
	

	4.
	Do all restricted areas have a clearly marked perimeter barrier?
	X
	
	

	5.
	Do all restricted areas have personnel identification and control system with all entrances/exits guarded, controlled, or secured with alarms?
	X
	
	

	6.
	Are only those personnel whose duties required access to information or equipment allowed within restricted areas?
	X
	
	

	7.
	Are persons whose duties do not required access required to remain under constant escort while in restricted areas?
	X
	
	

	8.
	Do all restricted areas have personnel identification and control system?
	X
	
	

	9.
	* * Is security provided at access points of restricted areas?
	X
	
	

	10.
	* * Does security personnel perform routine patrols of restricted areas?
	X
	
	

	11.
	* * Are procedures in place for personnel dedicated to guard or patrol restricted areas at MARSEC Level 2?
	X
	
	

	12.
	* * Are procedures in place to limit access of restricted areas to security and essential personnel?
	X
	
	

	13.
	* * Are procedures in place to continuously guarded restricted areas at MARSEC Level 3?
	X
	
	


* * Recommend for CDC Facilities
Notes: 
	No.
	Handling of Cargo
	Yes
	No 
	N/A

	1.
	Are there procedures in place for the screening of vehicles entering the facility?
	X
	
	

	2.
	Are there procedures in place for the movement and storage of cargo?
	X
	
	

	3.
	Are there procedures in place for inventory control?
	
	
	X

	4.
	Are there procedures in place to prevent tampering with cargo?
	X
	
	

	5.
	Are there restricted areas designated to perform the inspection of cargo?
	X
	
	

	6.
	Is cargo stored in open areas, and palletized or stacked cargo in warehouse facilities, properly stacked and place within, away from, and parallel to non-perimeter fences and walls, to ensure unimpeded views for security personnel?
	
	
	X

	7.
	Are Electronic Data Interface (EDI) information and delivery orders for cargo and containers checked for accuracy and verified before acceptance?
	X
	
	

	8.
	Are accesses to areas where documentation is processed limited solely to authorized personnel, and shipping documents safeguarded from theft?  Is cargo documentation closely guarded to avoid documentation fraud?
	
	
	X

	9.
	Are certain dangerous cargoes adequately described on the documentation, and the weights and piece counts indicated?
	
	
	X

	10.
	Does the facility operator physically or electronically maintain, and continuously update, an accurate list of all cargoes, and a location chart, of all cargo/containers on the facility?
	
	
	X

	11.
	Are delivery and receiving operations segregated?
	
	
	X

	12.
	Are security measures in effect to protect arms, ammunition and dangerous cargos?
	
	
	X

	13.
	Do drivers entering the facility show identification and obtain gate passes to control and identify those authorized to pick up or deliver cargo?
	X
	
	

	14.
	* * Is cargo only released to the carrier specified in the delivery to another carrier is presented and verified?
	
	
	X

	15.
	Do personnel processing delivery orders verify the identity of the trucker and trucking company before releasing the shipment?
	
	
	X

	16.
	Are delivery documents closely scrutinized?  Are seal numbers on containers verified against documents, and seals checked for integrity before arrival, departure, or transfer?
	X
	
	

	17.
	Is cargo moved directly from railcars or vessels to storage facilities and directly from storage facilities to railcars and vessels?
	
	
	X

	18.
	Are the master flow and drain valves, and other valves that would permit direct outward flow of a bulk liquid storage tanks contents to the surface securely locked in the closed position when in a non-operating or non-standby status?
	
	
	X

	19.
	Are the starter controls on all bulk liquid transfer pumps clocked in the “off” position, or located at a sit accessible only to authorized personnel?
	
	
	X

	20.
	Are the loading/unloading connections of pipelines, loading arms, or transfer hoses securely capped or blank-fanged when not in service or in standby service?
	
	
	X

	21.
	Are security personnel kept aware of the location of certain dangerous cargos, and are measures taken to implement a higher standard of security for these cargos?
	
	
	X


* * Recommend for CDC Facilities
Notes: 

	No.
	Delivery of Ship’s Stores
	Yes
	No 
	N/A

	1.
	Do drivers entering the facility show identification and obtain gate passes to control and identify those authorized to deliver ship’s stores?
	X
	
	

	2.
	Are procedures in place to visual and/or physically inspect ship’s stores?
	X
	
	

	3.
	Are there procedures in place to prevent tampering with ship’s stores? 
	X
	
	

	4.
	Are inspections of delivery vehicles performed prior to entry into the facility?
	X
	
	

	5.
	Are restricted areas designated to perform inspections of ship’s stores?
	X
	
	

	6.
	Are escorts provided for delivery vehicles within the facility?
	X
	
	

	7.
	Are ship’s stores scheduled in advance of delivery and coordinated between the facility security officer and the vessel?
	X
	
	

	8.
	Are unscheduled deliveries of ship’s stores prevented from being accepted?
	X
	
	

	9.
	Are ship’s stores screened using scanning/detection equipment, mechanical devices, or canines?
	X
	
	


Notes: 
	No.
	Handling of Unaccompanied Baggage
	Yes
	No 
	N/A

	1.
	Is unaccompanied baggage identified, screened prior to entering the facility or before transferring between facility and ship?
	X
	
	

	2.
	Is unaccompanied baggage or personal effects, import cargos, export cargos, and domestic cargoes segregated from other cargo in a secured area?
	X
	
	

	3.
	Are procedures in place to restrict, suspend, or refuse to handle unaccompanied baggage?
	X
	
	


Notes: 
	No.
	Monitoring the security of the facility
	Yes
	No 
	N/A

	1.
	Does illumination of facility meet an acceptable industry standard, such ass the Illuminating Engineering Society of North America (IESNA), or other another recognized industry standards?
	X
	
	

	2.
	Is the perimeter of the installation illuminated? (Continuous or standby lighting is acceptable)
	X
	
	

	3.
	Is the perimeter of all restricted areas illuminated?  (Continuous or standby lighting is acceptable)
	X
	
	

	4.
	Are all vehicle entrances illuminated?
	X
	
	

	5.
	Are all pedestrian entrances illuminated? (Continuous lighting is required for all open pedestrian entrance.  Standby lighting is acceptable for pedestrian entrances that are locked or otherwise not accessible until security personnel authorize entry.
	X
	
	

	6.
	Are all docks, piers, wharfs and other working areas illuminated in a manner not to interfere with navigation?  (Continuous lighting is required when there is any activity in these areas as a safety precaution.  However, during times of inactivity, standby lighting is acceptable.)
	X
	
	

	7.
	Are all water approaches to dock, pier, wharfs illuminated?  (Continuous lighting is required when there is any activity in these areas.  However, during times of inactivity, standby lighting is acceptable.)
	X
	
	

	8.
	Are all open yards illuminated?  (Continuous or standby lighting is acceptable.)
	
	
	X

	9.
	Are parking lots illuminated?
	X
	
	

	10.
	Are all parking lot illuminated to a manner to prevent shadows and areas of poor illumination between vehicles, and is the illumination even throughout the lot?
	X
	
	

	11.
	Is perimeter protective lighting arranged so that security force patrol personnel remain in comparative darkness?
	
	
	X

	12.
	Does the facility have an emergency backup power source for its protective lighting system?
	X
	
	

	13.
	Are there provisions for standby or emergency protective lighting?
	
	X
	

	14.
	Is lighting provided from sunset to sunrise and during periods of low visibility?
	X
	
	

	15.
	* * Are procedures in place to search waterfront areas for explosives or other dangerous devices prior to a vessel arrival at facilities or waterfronts that have been unmanned or unmonitored?
	X
	
	

	16.
	Are all sensor equipment, doors, drawers and removable panels secured with key locks or screws and equipped with tamper proof switches?
	X
	
	

	17.
	Is there an alternate or independent power source available for use on the system in the event of power failure?
	
	X
	

	18.
	Does the facility employ any Intrusion Detection Systems (IDS)?
	X
	
	

	19.
	Is the IDS inspected and/or tested at least monthly?
	X
	
	

	20.
	Does the facility security force have its own communications system with direct communications between a security control/communications center and each security unit?
	
	X
	

	21.
	Is there an alternate means of communication available to the security force?
	X
	
	

	22.
	* * Is there a secondary power supply line(s) separated from the primary power line(s) that provide the ability to rapidly switch to the secondary power line(s) during power failures?
	
	X
	

	23.
	Is there an alternate or independent power source for security and communications systems?
	
	
	X

	24.
	Does the security communications center have adequate physical security?
	
	
	X

	25.
	Is the communication system capable of transmitting instructions to all security forces simultaneously in a rapid timely manner?
	X
	
	

	26.
	Is all communications equipment properly maintained?
	X
	
	


* * Recommend for CDC Facilities
Notes: 
Enclosure (14 )








