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MEMORANDUM

	From:
	A. L. Thompson Jr., CAPT

CGD SEVEN (m)
	Reply to
Attn of:
	(mr-4)

Eric Mosher

305-415-6874

	To:
	Distribution

	Subj:
	GUIDANCE FOR PREPAREDNESS AND RESPONSE TO BIOLOGICAL, CHEMICAL, RADIOLOGICAL, AND OTHER ACTS OF TERRORISM


Ref:
(a) 
Federal Response Plan (FRP) dated April 1999


(b) 
National Oil and Hazardous Substance Pollution Contingency Plan (NCP), 40 CFR 300


(c) 
COMDT COGARD Washington DC 171300Z Apr 00/ALCOAST 177/00, G-O/M, Interim Guidance Regarding Coast Guard Response to Weapons of Mass Destruction (WMD) Incidents

(d) Presidential Decision Directive (PDD) – 39/U.S. Policy on Counter-Terrorism, June 1995

(e) COMDT COGARD Washington DC 041520Z Dec 01/ALCOAST 555/01, G-O/M, FOSC Response to Incidents Involving Anthrax or Other Disease-Causing Agents

(f) U.S. Government Interagency Domestic Terrorism Concept of Operations Plan (CONPLAN) dated January 2001

1. 
The deliberate uses of biological and chemical agents and other forms of Weapons of Mass Destruction (WMD) have been highlighted by recent terrorist events occurring within the United States and overseas.  This is evident by reports of substantial biological weapons development programs and arsenals in foreign countries, attempts to acquire or possess biological agents by militants, and high-profile terrorist attacks.  The U.S. local, state, and federal infrastructure is poised to detect and manage the probable overt or covert terrorist WMD incident with the realization that it is important to work together.  In partnership with representatives from local, state, and other federal agencies and professional associations, the Coast Guard must have a planning, preparedness, and response posture developed to address the deliberate dissemination of biological or chemical agents and other forms of WMD acts in our effort to support the Consequence Management phase of the federal activities.  This guide provides the Coast Guard user a standard and consistent tact to assist you with your port preparedness planning, detection and surveillance, and emergency response efforts.  Success hinges on strengthening the relationships between medical, health, and environmental professionals and on building new partnerships with emergency management, the military, and law enforcement professionals.  Coast Guard response actions should adhere to the guidance contained within references (a) through (f). 

2. 
Most WMD events will become evident to the Coast Guard by third party reports, observations, and notifications.  However, with increased patrols and other port activity, the likelihood of Coast Guard personnel discovering a WMD incident or situation becomes greater.  Personnel should be vigilant and aware of the detection possibilities.  
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3.
Coast Guard Policy.  In accordance with current Coast Guard policy stated both in reference (c) and (e):

For all Coast Guard units except the National Strike Force (NSF) if at any time Coast Guard responders suspect or determine that an emergency incident is a WMD incident, they are to suspend or immediately transition out of any active Coast Guard field response and ensure that the National Response Center (NRC) and the appropriate District and Area Operations Centers are immediately notified.  The NRC operates the domestic preparedness Chemical/Biological Hotline and is responsible for notifying the Federal Bureau of Investigation (FBI) and the Federal Emergency Management Agency (FEMA) of WMD incidents.  Pending a "Safe to Respond" determination, all active Coast Guard field response will be terminated immediately and all Coast Guard resources will withdraw to a safe distance from the incident.  

For Coast Guard responders, the Federal On-Scene Coordinator (FOSC) will assess and determine, using other federal, state and local expertise as needed, areas that are "Safe to Respond.”  To facilitate response efforts, the "Safe to Respond" determination may be applied to specific geographic areas.  The intention is to use site characterization methods and terminology, i.e., hot zone, cold zone, etc., similar to those used in a hazmat response.  

Active field operations (i.e., SAR, vessel casualty and pollution response, casualty investigation, vessel escort and control, on-scene Safety/Security Zone enforcement, etc.), in emergency response to a WMD incident, may be undertaken only after such time that the FOSC has determined that it is "Safe to Respond" - meaning that there is no risk of exposure to WMD agents for Coast Guard responders and such operations can be conducted safely under normal Coast Guard standard operating procedures. 

A basic rule for any WMD event involving chemical, biological, radiological, or conventional means, is to not touch the suspected source, isolate, put distance between people and the source, and begin notifications.
4.
In the event of a suspected or confirmed terrorist attack, the Coast Guard will coordinate with other federal agencies in accordance with reference (d).  PDD-39 designates the FBI as the lead agency for the crisis management portion of the response and charges FEMA with ensuring that the federal response management (consequence management) is adequate to respond to the consequences of terrorism.  Essentially, Crisis Management focuses on cause and Consequence Management focuses on effects.  In accordance with reference (a), there is specific tasking to the federal agencies supporting technical operations.  The Department of Defense, Department of Energy, Department of Health and Human Services, and the Environmental Protection Agency (EPA) all have roles and responsibilities.  In the coastal zone, the Coast Guard’s involvement is aligned with the direction given to the EPA.   As directed 
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in PDD-39, the EPA/Coast Guard will activate technical operations capabilities to support the federal response to an act of WMD terrorism.  EPA/Coast Guard may coordinate with individual agencies identified in reference (b) to use the structure, relationships, and capabilities of the National Response System as described in the NCP to support response operations.    
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The existing authorities and capabilities as the FOSC enables the EPA/Coast Guard to bring all the resources of the National Response System to support consequence management efforts under the FRP, specifically Emergency Support Function (ESF) #10 – Hazardous Materials.  For coastal incidents, the Coast Guard is the Regional Incident Chair for ESF #10, if there is no inland impact or issues.  The ESF #10 Chair coordinates all federal support to state and local agencies regarding mitigation of the hazmat threat (which may include WMD).  For inland incidents, and for incidents affecting both coastal and inland regions, the Coast Guard provides support to the EPA Chair under ESF #10.   Although the Coast Guard would be responding under the FEMA response structure, in the field, the response relationships and organization remains consistent with planning, preparedness, and response guidance and doctrine that currently exists for oil discharges and hazardous substance releases.  The intent of FEMA and the FRP is to fully utilize the existing response authorities and mechanisms currently in place and to use the FEMA response structure to facilitate federal inter-agency support, resource access, and funding.  In the case of ESF #10, the Coast Guard FOSCs will use the National Response System (NRS), NCP, and Incident Command principles to affect the response.


6. 
Regardless of whether a WMD event results in a federal disaster declaration, all WMD response begins locally with local, county, and state government agencies in areas where they have jurisdiction.  The federal relationship for WMD response is the same as it is for hazardous substance releases.  The federal agencies fill response gaps either by providing resources, decision-making, or funding support.  For the Coast Guard there may be instances, like there are for oil discharges and hazardous substance releases, where a WMD event occurs solely within federal jurisdiction (offshore and beyond state jurisdiction).  In these instances, the FRP does not apply and the initial response will be by federal agencies using existing authorities.  Absent the activation of FEMA and the FRP under a disaster declaration, the expectation is that the FOSC will take the lead for consequence management to respond to and mitigate the impacts of a WMD incident to human health and welfare and the environment under the authorities designated within the NCP.

7.
Enclosure (1) provides a consistent and standard approach towards addressing WMD consequence management response for the Coast Guard.  The enclosure is fairly lengthy but is organized by issue to make it easier to use as a guide and reference for other planning efforts.  There is a lot of background information and WMD agent/substance data.  The inclusion of this information should make it possible for the streamlining of your local response plans.  Local plans should be focused entirely on local response strategies, tactics, resources, and response structure without restating much of the background information.   We are also developing a standard ACP annex template that will address WMD consequence management response to human health and welfare and environmental issues within the coastal zone (see Enclosure 2).   This WMD annex will compliment current hazmat response planning within your ACP.  Presently, Area Committee stakeholders and participants comprise the best group to address these issues.  During the development of your ACP WMD Annex, consider the following issues 
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and positions to maintain a standardize response posture between each port.
 



a.
In the event of a suspected WMD incident, the Seventh Coast Guard District will coordinate with other federal agencies in accordance with Presidential Decision Directive (PDD) 39.  PDD-39 designates the Federal Bureau of Investigation (FBI) as the lead agency for the crisis management portion of a WMD response operation.  We will rely on the FBI, or their designee, to make the credible threat determination in accordance with PDD-39.  If the FBI determines there is no credible threat, we will accept that determination and not respond unilaterally in our consequence management role.  When this type of determination has been made, the Coast Guard will only serve in a support role in the crisis management phase of a response.


b. The Seventh Coast Guard will respond to WMD incidents in accordance with our latest policy guidance on WMD response operations in reference (c), Guidance Regarding Coast Guard Response to Weapons of Mass Destruction, April 17, 2000:

(1) We will rely on a “bottom up” response organization of local, state and federal emergency responders.

(2) The FBI will make the final credible threat determination.

(3) FEMA will serve as the lead federal agency for the consequence management portion of a response and the Coast Guard will support FEMA and hazardous material response under the FRP/ESF #10.  If a national disaster is not declared and FEMA is not activated, the Coast Guard in the coastal zone will take the consequence management lead for environmental and health/safety issues in accordance with reference (b).

(4) If at any time Coast Guard responders suspect or determine that an emergency incident is a WMD incident, they are to suspend or immediately transition out of any active field response and ensure that the National Response Center, the Seventh District Command Center, and the Atlantic Area Command Center are immediately notified.

(5) For Coast Guard responders, the Federal On-Scene Coordinator (FOSC) will assess and determine, using federal, state and local expertise, areas that are “safe to respond.”

(6) Pending a “safe to respond” determination, all active duty Coast Guard resources will withdraw to a safe distance from the incident.

(7) Active field operations (i.e. SAR, vessel casualty and pollution response, casualty investigation, vessel escort and control, on-scene security/safety zone enforcement, etc.) may be undertaken only after the FOSC has made a “safe to respond” determination – meaning that there is no risk of exposure to WMD agents for Coast Guard responders and that operations can be conducted safely under normal Coast Guard Standard Operating Procedures.

c. To facilitate the transfer of agency lead to U.S. Environmental Protection Agency (EPA) for the non-emergency phase of a land-based WMD event, in accordance with existing policy in 
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reference (e), the Seventh Coast Guard District FOSCs will transfer WMD lead federal agency environmental response consequence management responsibilities to the EPA as soon as practicable during the emergency phase for land-based WMD events in the coastal zone if EPA has the ability to take the case based on their existing operations tempo.  The Coast Guard will retain WMD environmental response management responsibilities for vessels in the coastal zone.


d. Seventh District Captains of the Port (COTP) will serve as the Coast Guard Incident Commander during the consequence management phase of an operation.  When no “safe to respond” determination exists, Coast Guard units will:

(1) Carry out command and control and incident command post duties associated with the National Contingency Plan or Federal Response Plan (ESF#10).

(2) Employ Coast Guard authorities to establish, publicize and remotely enforce safety and security zones in close coordination with other local, state and federal authorities.

(3) Provide response support, outside the affected area, as required or requested by other local, state and federal authorities.

(4) Pre-stage field response assets to facilitate an immediate response once the area is determined “safe to respond.”
 

e. The Seventh Coast Guard District will not serve as the lead consequence management federal agency during radiological incidents.  In accordance with the Federal Radiological Emergency Response Plan, depending on the radiological source, the Nuclear Regulatory Commission, Department of Defense, Department of Energy, Environmental Protection Agency or the National Aeronautics and Space Administration will serve as the lead federal agency.

f. Additionally, for a conventional destructive device WMD event, the Seventh Coast Guard District will not serve as the lead consequence management federal agency.  This response will be conducted and led by local/state bomb squads, federal explosive ordinance detachments, and other law enforcement agencies (i.e., FBI, ATF, etc.) at the federal level. 

g. For biological and chemical WMD response operations on board vessels, the Coast Guard Incident Commander will rely on the Department of Health and Human Services, and other governmental health organizations, for decontamination and vessel quarantine determinations.  Coast Guard personnel, with the exception of the NSF, will not enter biologically or chemically contaminated areas determined not “safe to respond” by local, state, or federal health officials.

h. For all WMD events, private property owners may be faced with long-term contamination issues.  To remain consistent with the intent of reference (e), which indicates that Coast Guard resources should continue to primarily focus their efforts on emergency response actions, it may become necessary to require private property owners to resolve non-emergency WMD contamination issues.  To properly support each FOSC, the District will engage Atlantic Area and Commandant to resolve decisions requiring a property owner/operator to conduct non-emergent decontamination actions.  This decision-making process should align with the process outlined in Enclosure (1) Appendix 11.
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i. Seventh Coast Guard District assets will avoid transporting samples and/or contaminated personnel and equipment.  In our resource-constrained environment, we cannot afford to lose aircraft or vessel availability.  The Coast Guard Incident Commander should seek to obtain private response contractor support or other agency assets.

j. The Seventh District will fund response operations utilizing our existing Emergency Support Function  #10 Guidance.  For WMD response operations, we will first seek to fund the response under the Federal Response Plan.  In the absence of a declared emergency, we will fund response operations with CERCLA funds to address public health/welfare and environmental issues caused by unknown substances or applicable CERCLA defined hazardous substances or pollutant/contaminants.

k. To enhance response capabilities, do not hesitate to use outside resources, including the National Strike Force, Incident Management Assist Team, Civil Support Teams, and other government agency or private sector entities to support your command during response operations.  

 
8.
At the District level, we are creating Appendix 29 – “Terrorism/Weapons of Mass Destruction” as part of our 9700 OPLAN that will capture the District’s Regional Incident Command (RIC) response posture and strategy.  This appendix will reflect the communications and information procedures between field units and the District Incident Management Team (IMT) to ensure consistent strategy between multiple responding ports, identify funding streams, delineate standard reporting requirements, address resource needs, and reflect the District’s regional interaction with other crisis and consequence management agencies.

9.
This policy letter will be revised and updated to reflect lessons learned and other adjustments needed to improve the guidance as it is implemented within the District.  If you have any questions, please contact Mr. Eric Mosher on my staff at the above telephone number.



                                                                                                      #

Enclosures:   (1) Seventh Coast Guard District Guidance for Preparedness and Response to Biological, 
         Chemical, Radiological, and Other Acts of Terrorism, dated July 8, 2002

                     (2) Coastal Zone Area Contingency Plan (ACP) WMD Annex Template
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Doug Lair, EPA Region 4, Atlanta, GA


Bruce Sprague, EPA Region 2, Edison, NJ
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FBI:  Lead federal agency for Crisis Management





Other federal agencies use existing authorities to support FBI and FEMA
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