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Guidance for Preparedness and Response to Biological, Chemical, Radiological, and Other Acts of Terrorism
Executive Summary

The deliberate use of biological and chemical agents and other forms of Weapons of Mass Destruction (WMD) have been highlighted by recent terrorist events occurring within the United States and overseas.  This is evident by reports of substantial biological weapons development programs and arsenals in foreign countries, attempts to acquire or possess biological agents by militants, and high-profile terrorist attacks.  The U.S. local, state, and federal infrastructure is poised to detect and manage the probable overt or covert terrorist WMD incident with the realization that it is important to work together.  In partnership with representatives from local, state, and other federal agencies and professional associations, the Coast Guard must have a planning, preparedness, and response posture developed to address the deliberate dissemination of biological or chemical agents and other forms of WMD acts in our effort to support the Consequence Management phase of the federal activities.  This guide provides the Coast Guard user a standard and consistent tact to assist you with your port preparedness planning, detection and surveillance, and emergency response efforts. Success hinges on strengthening the relationships between medical, health, and environmental professionals and on building new partnerships with emergency management, the military, and law enforcement professionals.

General

Background

In 1996, with the increase in terrorist activity against American targets both here and abroad, Congress passed the Defense Against Weapons of Mass Destruction (WMD) Act.  This legislation, better known as the Nunn-Lugar-Domenici (NLD) legislation, is designed to enhance the capabilities of our nation to effectively respond and manage the consequences of potential terrorist acts involving the use of WMD.  Congress designated the Department of Defense to lead the Domestic Preparedness Program to provide basic training, exercises, and other assistance to first responders and senior officials across the nation.

At the same time, the Antiterrorism and Effective Death Penalty Act, that also passed in 1996, called for the development and delivery of training for fire and emergency medical personnel for the response to WMD.

In October 1998, the Department of Justice, through the FBI, became the lead federal agency tasked to coordinate all domestic preparedness matters through the National Domestic Preparedness Office (NDPO) in partnership with other federal, state, and local agencies that have relevant authority, jurisdiction or expertise in this area.

Presidential Decision Directive (PDD) – 39/U.S. Policy on Counter-terrorism was issued in June 1995.  The unclassified abstract from that document provides the following measures to combat terrorism:

· Reduce Vulnerabilities;

· Deter; and

· Respond.

Responding to terrorism involves instruments that provide crisis and consequence management.  “Crisis Management” refers to measures to identify, acquire, and plan the use of resources needed to anticipate, prevent, and/or resolve a threat or act of terrorism.  Crisis Management is predominantly a law enforcement response.  Consequence Management refers to measures to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of terrorism.  Consequence Management is generally a multifunction response coordinated by emergency management
.

PDD-39 assigned the lead agency role for consequence management to the Federal Emergency Management Agency (FEMA).  While the FBI retains the lead during the crisis management phase, FEMA takes the lead to resolve the WMD hazard during the consequence management phase with the support of all Federal Response Plan (FRP) signatories, which includes the Coast Guard.  It is FEMA policy to use FRP structures to coordinate all Federal Assistance to State and local governments for consequence management.

In accordance with the FRP, there is specific tasking to the federal agencies supporting technical operations.  The Department of Defense, Department of Energy, Department of Health and Human Services, and the Environmental Protection Agency (EPA) all have roles and responsibilities.  The Coast Guard’s involvement is aligned with the direction given to the EPA.  

As directed in PDD-39, the EPA will activate technical operations capabilities to support the Federal response to an act of WMD terrorism.  EPA may coordinate with individual agencies identified in the National Oil and Hazardous Substances Pollution Contingency Plan (NCP) to use the structure, relationships, and capabilities of the National Response System as described in the NCP to support response operations.  If the NCP is implemented:


· The Hazardous Materials On-Scene Coordinator under the NCP will coordinate, through the Emergency Support Function 10 (ESF-10) – Hazardous Materials Chair, the NCP response with the FEMA official, who is responsible under PDD-39 for on-scene coordination of all Federal support to State and local governments.


· The NCP response may include threat assessment, consultation, agent identification, hazard detection and reduction, environmental monitoring, decontamination, and long-term restoration (environmental cleanup) 
. 
To adequately support the above response scheme, the ESF-10, Hazardous Materials Annex to the FRP was rewritten in April 1999 to further delineate the Coast Guard’s role within the coastal environment.  

The ESF-10 revision states that the EPA will serve as the National Chair and lead agency for each activation of ESF-10, with close coordination with the Coast Guard in geographic locations under Coast Guard jurisdiction.  EPA will be the ESF-10 Regional Incident Chair in preparedness and for ESF-10 activations in response to a disaster or emergency affecting areas under EPA jurisdiction.  The Coast Guard will be the ESF-10 Regional Incident Chair for a disaster or emergency affecting only the areas under Coast Guard jurisdiction
. 
As the Regional Incident Chair, the Coast Guard may be responsible for the following:

· Alert ESF members;

· Deploy ESF representatives to the Emergency Response Team –Advanced Element (ERT-A) and to the Emergency Response Team (ERT);

· Coordinate and communicate with the national ESF;

· Establish communication with the Regional Operations Center (ROC) and/or State Emergency Operations Center (EOC);

· Establish Communications with backup Districts;

· Assess the situation;

· Coordinate closely with the On-Scene Coordinators and Regional Response Team (RRT);

· Receive damage information;

· Identify support requirements and establish response priorities;

· Validate priorities and identify resources required;

· Manage resources both inside and outside the region;

· Coordinate on-scene response operations;

· Because of the potential for response to numerous simultaneous events, coordinate the best use and sharing of resources between regions/areas;

· Maintain close coordination with the Disaster Field Office (DFO) and provide written situation reports to the ESF-10 National Chair; and

· For terrorism incidents, provide support as required during crisis management and consequence management while continuing to carry out ESF-10 response actions. 

Historically we have seen the FRP activated to support and augment a State’s response to natural disasters (e.g., hurricanes, floods, etc.).  In these instances the affects of the disaster are usually widespread and have involved inland as well as coastal areas.  Unlike most natural disasters (except tornadoes and earthquakes), a terrorist generated WMD incident in most cases would develop quickly with little time to prepare and mobilize.  Additionally, a WMD incident has the greater capability of being very localized within a specific area or region.  A WMD incident may occur solely within the coastal region where the Coast Guard could find itself as the Regional Incident Chair of ESF-10 and the lead agency responsible for enacting the provisions of the NCP to support the consequence management phase of the federal response.  

As stated within the FRP, there is also the expectation that the initial response to a WMD incident, where an overt threat is not known, would be addressed unknowingly by responders as an industrial or private sector spill or release.  This could also place the Coast Guard as the initial federal responder and, in some coastal regions, the only federal government responder.  

In both of the above instances, the Coast Guard may be looked upon as the initial federal lead to mitigate a WMD incident in areas where we have jurisdiction.  As we have experienced since September 11, 2001, most localized potential WMD incidents will not result in a disaster declaration leading to an activation of the FRP or Stafford Act.  As the federal On-Scene Coordinator (OSC), the EPA or Coast Guard then becomes the lead federal agency for “Consequence Management” in accordance with the NCP. 

America’s unrivaled military superiority means that potential enemies – whether nations or terrorist groups – that choose to attack us will be more likely to resort to terror instead of conventional military assault.  Moreover, easier access to sophisticated technology means that the destructive power available to terrorists is greater than ever.  Adversaries may thus be tempted to use unconventional tools, such as WMD, to target our cities and disrupt the operations of our government.  The President is determined that in the coming century, we will be capable of deterring and preventing such terrorist attacks.  The President is convinced that we must also have the ability to limit the damage and manage the consequences should such an attack occur
. 

Port Security threats now and in the future will be transnational in nature, these include symmetric or unconventional attacks, which may be state or non-state sponsored, smuggling of narcotics or undocumented aliens, smuggling of chemical, biological and radiological devices as well as WMD. The trend is for trade to double over the next decade. With the increase in waterborne trade, detection of illegal contraband within containers aboard ship and at facilities is becoming increasingly difficult to nearly impossible
.

The Coast Guard interim guidance in ALCOAST 177/00 provides policy on the use of its people, resources, personal protective gear requirements, and force protection during a response to WMD where assets may be exposed to chemical, biological agents, radiological substances, or explosives.  Although the substances and origin of WMD events may be different, our response posture should be the same as for any hazardous substance response.  Whether the Coast Guard responds as part of ESF #10 upon a disaster declaration and activation of the FRP or in the absence of a disaster declaration as the federal OSC in accordance with the NCP, the Coast Guard’s response posture remains unchanged.  We will coordinate and use the multitude of available expertise for federal, state, local, and private sector entities in accordance with Unified Command (UC) and Incident Command System (ICS) principles and doctrine.  Common sense may rule the day in some circumstances, however many of the WMD hazards will not be immediately known during an initial response.  Coast Guard personnel receiving incident notification should be trained in detecting the signs of a potential WMD event.  COTP plans with our federal, state, and local health officials/hazmat teams and National Response System (NRS) Special Forces should address sampling and analysis protocols and Personal Protective Equipment (PPE)/decontamination requirements.  
Ref (a) indicates that all CG responders should suspend active field response & withdraw all resources to a safe distance until FOSC determines “SAFE TO RESPOND” meaning there is no risk of exposure to WMD agents for CG responders & such operations can be safely conducted under normal CG standard operating procedures.

WMD guidance supercedes Hazardous Substance Response Policy when it is suspected or determined that the release is a result of a WMD incident.  WMD incidents present an increased risk due to the intention to cause harm, the nature of the agents, and the increased number of responding entities and the impact to those responders.

Introduction

An act of biological, chemical, radiological, explosion, or other forms of terrorism might range from dissemination of aerosolized anthrax spores to food product contamination, and predicting when and how such an attack might occur is not possible. However, the possibility of terrorism should not be ignored, especially in light of events during the past 10 years (e.g., World Trade Center and Pentagon attacks, recent anthrax incidents in Washington, D.C., New York City, and Florida, the sarin gas attack in the Tokyo subway, and the discovery of military bioweapons programs in Iraq and the former Soviet Union).  Preparing to address this threat is a formidable challenge, but the consequences of being unprepared could be devastating.

The Consequence Management infrastructure must be prepared to prevent illness, injury, and environmental damage that would result from terrorism, especially a covert terrorist attack. As with emerging infectious diseases, early detection and control of biological, chemical, or radiological attacks depends on a strong and flexible pollutant/contaminant response system at the local, state, and federal levels.  In addition, first responders and primary health-care providers throughout the United States must be vigilant because they will probably be the first to observe and report unusual illnesses or injuries.

U.S. Vulnerability to Biological, Chemical, and Radiological Terrorism

Terrorist incidents in the United States and elsewhere involving bacterial pathogens, nerve gas, and a lethal plant toxin (i.e., ricin), have demonstrated that the United States is vulnerable to biological and chemical threats as well as explosives. Recipes for preparing “homemade” agents are readily available, and reports of arsenals of military bioweapons raise the possibility that terrorists might have access to highly dangerous agents, which have been engineered for mass dissemination as small-particle aerosols. Such agents as the variola virus, the causative agent of smallpox, are highly contagious and often fatal. Responding to large-scale outbreaks caused by these agents will require the rapid mobilization of emergency responders.

The initial detection of a covert biological, chemical, radiological, or other WMD attack will probably occur at the local level, disease surveillance systems at state and local health agencies must be capable of detecting unusual patterns of disease or injury, including those caused by unusual or unknown threat agents and because the initial response to a covert biological or chemical attack will probably be made at the local level, state and local health agencies must have expertise and resources for responding to reports of clusters of rare, unusual, or unexplained illnesses.

The main objective of the federal government during the consequence portion of a WMD response where there is joint jurisdiction is to fill gaps in the local response structure.  Within the coastal or offshore areas outside state waters where the U.S. has jurisdiction, the federal government can expect to mount the initial response and would have the overall responsibility for detection.  The U.S. Department of State (DOS) would normally be the lead agency outside of U.S. waters.

Potential Probability Versus Impact

Terrorist weapons can include nuclear devices, radiological material, and chemical and biological agents.  The conventional wisdom is that a nuclear weapon will be very difficult for a terrorist group to acquire; however, radioactive material, chemical agents, and biological agents are relatively easy to obtain, and thus pose a greater threat.  The availability and the impact of chemical and biological threat materials are high, with potentially devastating consequences.  

Why Would Terrorists Use WMD?


a.

a. Available and relatively easy to manufacture:  WMD agents can be prepared by individuals with college level scientific backgrounds.  Libraries and the internet contain references with recipes for making these materials.  WMD materials can be found in many facilities, such as research laboratories, medical facilities, and industry, or on the black market.  WMD materials, information, and technology has become more widely available, especially from the internet and former Soviet Union.


b. Large amounts are not needed in an enclosed space:  WMD agents are extremely toxic.  If they are released into an enclosed space, their lethal effects are magnified.  For comparison purposes, a fragmentation hand grenade has an effective casualty radius of 15 meters.  The same quantity of chemical agent (1.7 pounds), disseminated in a practical manner, could fill a 600 foot long subway platform with a concentration that would injure, kill, or render ineffective every person who remained on the platform for two minutes.


c. Difficult to recognize:  WMD agents are also an ideal terrorist weapons because they are difficult to detect with current technology.  For chemical terrorist incidents, it may initially be difficult to determine the exact source of the hazard.  Some biological agents have incubation periods of days or even weeks, resulting in no immediate outward signs of an incident.  Early symptoms are flu-like, further complicating recognition of a biological terrorist incident.  Likewise, a radiological incident is not likely to produce immediate symptoms of radiological
 exposure, unless a large dose is received. Even if an explosive dissemination device was used in a radiological or biological incident, there is likely to be no immediate indication of any hazard beyond conventional explosive effects.

d. Easily spread over large areas:  The wind can help disseminate agent clouds throughout large areas by natural convection or air currents.  Ventilation systems in buildings or other facilities could actually become part of the dissemination system, carrying the agent far from its initial source.  The terrorist does not have to be in close proximity to the target, unlike the USS Cole incident where the terrorists had to be near the ship.


e. Strong psychological impact:  The use of WMD agents can cause lasting disruption and have a major psychological impact on your installation/base/port, its infrastructure, and the surrounding community.  The psychological impact will extend far beyond its actual effect, as many people have an extreme fear of WMD agents.  Psychological casualties will divert precious medical resources away from actual exposed victims.  In the Tokyo subway incident, 80% of the 5,500 casualties were psychological.


f. Overwhelms resources:  A WMD event could easily overwhelm your existing resources.  The sheer number of real and psychological casualties could overwhelm the capabilities of your response organizations.  A conventional HAZMAT incident might typically require the decontamination of only a handful of technicians and/or casualties.  Conversely, a WMD incident could require extensive decontamination, triage, treatment, and transport of hundreds, or even thousands, of people.

Overt Versus Covert Terrorist Attacks

In the past, most planning for emergency response to terrorism has been concerned with overt attacks (e.g., bombings). Chemical terrorism acts are likely to be overt because the effects of chemical agents absorbed through inhalation or by absorption through the skin or mucous membranes are usually immediate and obvious. Such attacks elicit immediate response from police, fire, and EMS personnel. In contrast, attacks with biological agents are more likely to be covert. They present different challenges and require an additional dimension of emergency planning that involves the public health infrastructure. Covert dissemination of a biological agent in a public place will not have an immediate impact because of the delay between exposure and onset of illness (i.e., the incubation period). Consequently, the first casualties of a covert attack probably will be identified by physicians or other primary health-care providers. For example, in the event of a covert release of the contagious variola virus, patients will appear in doctors’ offices, clinics, and emergency rooms during the first or second week, complaining of fever, back pain, headache, nausea, and other symptoms of what initially might appear to be an ordinary viral infection. As the disease progresses, these persons will develop the papular rash characteristic of early-stage smallpox, a rash that physicians might not recognize immediately. By the time the rash becomes pustular and patients begin to die, the terrorists would be far away and the disease disseminated through the population by person-to-person contact. Only a short window of opportunity will exist between the time the first cases are identified and a second wave of the population becomes ill. During that brief period, public health officials will need to determine that an attack has occurred, identify the organism, and prevent more casualties through prevention strategies (e.g., mass vaccination or prophylactic treatment). As person-to-person contact continues, successive waves of transmission could carry infection to other worldwide localities. These issues might also be relevant for other person-to-person transmissible etiologic agents (e.g., plague or certain viral hemorrhagic fevers).

Certain chemical agents can also be delivered covertly through contaminated food or water. In 1999, the vulnerability of the food supply was illustrated in Belgium, when chickens were unintentionally exposed to dioxin-contaminated fat used to make animal feed. Because the contamination was not discovered for months, the dioxin, a cancer-causing chemical that does not cause immediate symptoms in humans, was probably present in chicken meat and eggs sold in Europe during early 1999. This incident underscores the need for prompt diagnoses of unusual or suspicious health problems in animals as well as humans, a lesson that was also demonstrated by the recent outbreak of mosquito borne West Nile virus in birds and humans in New York City in 1999. The dioxin episode also demonstrates how a covert act of foodborne biological or chemical terrorism could affect commerce and human or animal health.

A Hazmat Incident Versus a WMD Terrorism Incident
Let us look at how a HAZMAT incident differs from a WMD terrorism incident and explore the challenges and consequences presented by those differences.

a. Deliberate attack:  HAZMAT incidents are generally accidents.  A WMD terrorism incident is intentional.


b. Supertoxic material:

1. Sarin (GB) is close to 200 times more toxic than chlorine.


2. Sarin is approximately 60 times more toxic than methylisocyanate.  This is the chemical leaked in the HAZMAT incident in Bhopal, India, that caused 200,000 casualties; 10,000 were severely affected and 3,300 died.


3. Biological agents have the potential to kill millions.  Some of the biological agents are contagious, and therefore infect not only the people initially exposed, but can travel great distances through the infected people and infect people away from the initial release site.


4. Small amounts of radiological material can contaminate large areas for years.


5. Small quantities of WMD agents have the capability to produce large numbers of casualties (symptomatic and psychological).

c.
Early hazard identification:


1. Early identification of hazardous material is relatively easy: Department of Transportation (DOT) placards, shipping papers, workers, or the location of the incident can all provide information on the identification of the material involved in the incident.


2. WMD agents will be difficult to identify (except by signs and symptoms, which will give you a clue) because none of the identifiers associated with an HMI will normally be present.


3. Compounding the situation is the fact that while the signs and symptoms of most chemical releases will be evident immediately, those from a radiological release may be slightly delayed depending on the dose received, and those from most biological releases may be significantly delayed. 


d.
Mass casualties/many fatalities:

1. In the vast majority of cases, a hazardous material incident does not result in mass casualties or fatalities.  In the Tokyo incident, there were 5,500 casualties; all but 1,200 were psychological.



2. A WMD terrorism incident has the potential to create mass casualties and many fatalities, particularly a biological attack.


3. A WMD terrorism incident will create large numbers of psychological effects on casualties, thus magnifying the mass casualties situation.


e.
Mass decontamination:

1. A HAZMAT incident requires the decontamination of only a few people.


2. A WMD terrorism incident will require the decontamination of numerous individuals, perhaps hundreds or even thousands.


3. Mass decontamination will require assigning some of the emergency responders to perform this very important task.

f.
Unusual risk to emergency responders and civilians:

1. WMD materials are extremely toxic; most are heavier than air and may be persistent.


2. 

Because WMD materials are extremely toxic, the downwind hazard could be greater risk than in a hazmat incident, especially to the surrounding community.

g.  Crime scene/evidence preservation:

1. A HAZMAT incident may be labeled an environmental crime scene.


2. An act of WMD terrorism is a federal crime; therefore, the site of the incident mandates a crime scene designation and evidence preservation.  These are key elements for apprehension and prosecution of the perpetrator(s).

h.  Major interaction and coordination with local, state, and federal agencies:

1. This may be required in a HAZMAT incident, but most definitely will be required during a WMD terrorism incident due to the complexity of the situation and the number of response agencies (local, state, federal) that will be involved.


2. A WMD terrorism incident will require the Incident Commander to effectively use an Incident Command System and to assign areas of responsibility to other responding personnel.  


3. In a WMD terrorism incident, the Incident Commander will be faced with managing and coordinating multiple agencies - some requested, some not. 


4. In a WMD terrorism incident, one liaison officer and several assistants may be needed to serve on the Incident Commander’s staff to assist in the management and coordination of all the responding agencies. 


5. The staging area(s) manager(s) will have to control a much larger number of resources than during a HAZMAT incident.

i.
Scene communications overload:

1. Communications overload will be the most significant challenge during and after a WMD terrorism incident. 


2. The Incident Commander must deal with communications overload immediately or he/she will soon become overwhelmed.


3. While cellular phones may be useful during the early moments, cell sites could quickly become jammed by the media and others.  

j.  
Chaos:

1. There will be more chaos and hysteria in a WMD terrorism incident than in a HAZMAT incident.


2. Fire companies and HAZMAT units alone will be unable to maintain scene safety and security at a WMD terrorism incident.


3. The importance of the law enforcement managing scene control in a WMD terrorism incident cannot be overemphasized. 

k. 
Resources overwhelmed:  

1. In a HAZMAT incident, intervention can be handled methodically and deliberately by the HAZMAT team.


2. The number of victims involved in a WMD terrorism incident would physically overwhelm a HAZMAT team.


3. Due to the magnitude of a WMD terrorism incident, resources will be immediately overwhelmed.  Resources can include fire companies, HAZMAT teams, emergency medical services (EMS) responders, explosive ordnance units (EOD), law enforcement units, hospitals, protective equipment, decontamination equipment, an adequate water supply, pharmaceuticals, cover for victims after decontamination, and transportation for victims.


4. A WMD terrorism incident will demand immediate intervention on the part of the first responders if lives are to be saved.

l.
Secondary devices:


1. Emergency responders need to be aware of the threat of secondary devices.


2. Always assume in a terrorism incident that a secondary device might be present when responding to an incident scene.


3.  The threat of secondary devices presents unique tactical considerations.

m.  Pre-incident indicators:


1. Before a terrorism incident, the law enforcement community, especially the Federal Bureau of Investigation (FBI), may have some indications and intelligence information about the possibility of a terrorism act. 


2. Someone may call the authorities to alert that a terrorism act is about to occur.


3. There is also a possibility that a pre-incident call could be a hoax, or even a diversion, to tie up resources.
 
n.

Coast Guard personnel have personal protective equipment readily available: Depending on their mission, Coast Guard personnel are trained to have their personal protective equipment (PPE) close at hand.  However, it may not provide the proper protection that is required for a WMD incident.


o. Detectors deployed for warning/identification (ID):  Depending on their mission, Coast Guard personnel are trained to employ the use of safe oxygen level determination equipment (e.g., toxi clips).  


p. Release  indoors:  To increase the potential for injury, most terrorists will release CBRN materials indoors, causing a higher concentration and avoiding the effects of weather that may degrade and dissipate the agent. 


q. Major psychological impact:  A WMD incident will have a major psychological impact due to the shock of the incident and the fear that is aroused from the use of chemical, biological, and radiological agents or materials.


r. Element of surprise:  Our ports are not normally expecting an attack.  Therefore, the element of surprise is in the terrorist’s favor.  Ports are easily accessible by the general public.  Unfortunately, this freedom to move about them makes us easy targets for potential terrorists.  Information about us can be obtained from websites that map geographical locations, outline facility layout, and announce special events.  This offers a perfect roadmap for a terrorist planning to attack, and allows them to choose the target, time, and best method of delivery for the attack.

s. Large concentrations of people:  Because the terrorist can pick the time and location, they have the opportunity to target large concentrations of people.  Since special events may draw large numbers of people together, they create a perfect target.


t. Long-term health and restoration concerns:  In a terrorist attack, there will be long-term health concerns for emergency responders and the local population. During the restoration of a WMD terrorist incident, it may be necessary for the Environmental Protection Agency to declare the incident site “clean” as a result of remedial actions taken well after the emergency phase is over.

Limitations of WMD Materials

From a terrorist’s perspective, there are a number of limitations and disadvantages to using WMD agents:

a. Effective agent dissemination is difficult:  Chemical agents must be used in relatively large quantities, especially if released in an open area.  This requires quantities measured in pounds and gallons for a massive effect.  This requirement creates manufacturing and handling problems, and increases the risk of detection.


b. Delayed effects can detract from impact:  Terrorist activities occur primarily for the purpose of making public political or social statements.  The delayed effects of some agents, such as biological agents, can detract from the intended impact.  Determining whether an outbreak of disease or illness is the result of natural causes or terrorism is difficult and time consuming.  This uncertainty as to the cause, and the time delay in seeing any effect, can detract from the potency of the political statement or the credibility of the claim.  This may, however, be outweighed by the terror that is created; even a hoax instills considerable fear.


c. Counterproductive to terrorists’ support:  The use of chemical and biological (CB) agents may also be counterproductive.  To a certain degree, there is a balance between the magnitude of the terrorist act and the support or attention, which it generates.  Terrorism by the Irish Republican Army (IRA) brought attention to their complaints and allowed them to gain sympathy and support from a number of sources.  The use of weapons abhorred by the public may isolate a terrorist organization from its potential support.  So far, this has not deterred those who have already attempted to use CBRN materials.


d.

Potentially hazardous to the terrorist:  Production of WMD agents and devices is also inherently hazardous to the terrorist.  Production of chemical or biological agents, or use of radioactive material, is not without risk to the potential terrorist.  Radiation is difficult to shield, biological agents may infect the user, and chemical agents may kill or injure the producer.


e.
Development and use require skill:  Development of effective WMD agents requires numerous difficult steps.  Problems cited included lack of knowledge, difficulty in obtaining equipment and materials, safety, risk of detection, and difficulty in preservation and dissemination.  The information, equipment, and skills to accomplish these processes are available, but would require extensive coordination.

WMD Sources

 a.

a. Home production:  Home production is a likely source of chemical and biological agents.  This type of production can result in a low concentration, impure, inexpensive materials or fairly potent agents, depending on the processes used to produce and purify them.  In some cases, the process is as simple as an improperly preserved canned good (botulinum toxin) or very complex, such as a nerve agent.  For example, mixing bleach and ammonia produces chlorine.


b. Laboratory/commercial:  Some terrorists rely on a legitimate laboratory to produce the agent, and simply attempt to either buy it or steal it.  In May 1995, Larry Wayne Harris, a member of a neo-Nazi organization, was arrested for trying to obtain freeze-dried vials of yersinia pestis, the bacteria, which causes plague, from a Maryland biological laboratory.


c. Industrial facilities:  Stealing WMD materials, particularly chemical agents or precursors, from industries that use these materials may be easier for terrorists than making these materials themselves.  Frequently, industries ship or store these materials in relatively accessible areas.  Toxic industrial chemicals (TIC), such as chlorine used for water treatment, can be used by terrorists.  TICs are transported everyday on highways, waterways and railways.  An uncontrolled release of TICs from an industrial site is capable of posing a risk to life, health, safety, property, or the environment.  As an example, the world's worst industrial accident occurred on 3 December 1984, in Bhopal, India, when a cloud of methyl isocyanate gas (an extremely irritating chemical that can cause severe acute respiratory problems) escaped from a Union Carbide chemical plant, killing 2,500 people and injuring tens of thousands more.  The exact cause of the release was not firmly established, but it was believed to be a disgruntled employee.  The International Medical Commission on Bhopal estimated that as of 1994, upwards of 50,000 people remained partially or totally disabled due to their exposure of this chemical release.


d. Foreign military sources:  Terrorists may be able obtain WMD materials from military sources.  With the breakup of the Soviet Union, there are many establishments involved in WMD looking for a new market among the unscrupulous.  DOD estimates that as many as 25 nations may possess chemical agents and/or weapons, and an additional 12 may be seeking to develop them.  The Central Intelligence Agency (CIA) reports that at least 10 countries are believed to possess or be conducting research on biological agents.


e. Medical/university research facilities:  Medical and university research facilities are possible sources of small quantities of WMD materials, and these sources are often poorly protected from theft.


f. Nuclear facilities:  Government facilities store or use these materials in nuclear weapons facilities and nuclear power plants.

Potential Terrorist Targets

a.

a. Enclosed spaces:  WMD agents released indoors or into enclosed spaces will cause higher agent concentrations to linger, increasing the potential for injury to victims.  Unlike outdoors or in open areas, agents will not as rapidly dissipate to non-hazardous concentrations.  Indoors, there is also a lack of sunlight, which can kill many biological agents within hours.


b. Large crowds (high profile events):  Regardless of the location of release, large crowds ensure a greater chance of significant casualties, panic, and media attention.  High profile events ensure instant media coverage, bringing fame and recognition for the perpetrators of the incident.  These results of a successful attack at a widely publicized event, such as an international sporting event, could, in the minds of terrorists, counterbalance the difficulty of breaching the increased security at such locations.


c. Critical mission facilities and infrastructure:  Critical facilities and infrastructure in the government may also be the target of terrorism, as seen in the attacks against the Khobar Towers housing facility in Saudi Arabia and the Murrah Federal Building in Oklahoma City, or the planned attack against the Lincoln Tunnel in New York City.


d. Symbolic structures:  Symbolic structures, such as historical monuments or religious facilities (churches, synagogues, and mosques), near or even on your location could be the target of terrorism. 

e. Accessible facilities with significant hazard/damage potential (materials in transit):  The same industries that produce or use poisonous chemicals usually store large quantities nearby, making them a potential target for attack.  Security is often low, and the sites are usually easily accessed from main thoroughfares.  Bear in mind that terrorists will look for “avenues of least resistance” to deploy the WMD agents.


f. Transportation modes:  Also at risk are the vehicles used to transport potential WMD agents.  Placarded trains, trucks, vessels and barges carrying toxic industrial chemicals move regularly through populated areas.  A recent example in Texas involved a plot to bomb a poison gas storage tank.  The motive of the perpetrators was not political terrorism; the release was to be a diversionary tactic to allow them to rob an armored car.  Had they been successful, the results obviously could have been as deadly as a terrorist attack motivated by political ideology.

Focusing Preparedness Activities

Early detection of and response to biological or chemical terrorism are crucial. Without special preparation at the local and state levels, a large-scale attack with variola virus, aerosolized anthrax spores, a nerve gas, or a foodborne biological or chemical agent could overwhelm the local and perhaps national public health infrastructure.

Large numbers of patients, including both infected persons and the “worried well,” would seek medical attention, with a corresponding need for medical supplies, diagnostic tests, and hospital beds. Emergency responders, health-care workers, and public health officials could be at special risk, and everyday life would be disrupted as a result of widespread fear of contagion.

Terrorists might use combinations of these agents, attack in more than one location simultaneously, use new agents, or use organisms that are not on the critical list (e.g., common, drug-resistant, or genetically engineered pathogens). Potential biological and chemical agents are numerous, and the public health infrastructure must be equipped to quickly resolve crises that would arise from a biological or chemical attack. However, to best protect the public, the preparedness efforts must be focused on agents that might have the greatest impact on U.S. health and security, especially agents that are highly contagious or that can be engineered for widespread dissemination via small-particle aerosols. Preparing the nation to address these dangers is a major challenge to U.S. public health systems and health-care providers. Early detection requires increased biological and chemical terrorism awareness among front-line health-care providers because they are in the best position to report suspicious illnesses and injuries. Also, early detection will require improved communication systems between those providers and public health officials.

Detection and Surveillance

Recognizing a WMD Release.  
Responders may arrive at an incident such as a HAZMAT, fire or explosion long before it is known to be a WMD incident.  Responders and those taking notifications should be conscious for the following:

a. Symptoms of victims:  The first indication that you may have a WMD attack will be the observed symptoms of the agent in the victims.  Chemical agents have unique symptoms that differentiate them from other illnesses.  Keep in mind that most biological agents and many chemical agents do not cause patients to exhibit these symptoms until several hours after the initial exposure.  Radiological agents may not result in symptoms for days, or possibly years.


b. Mass casualties:  Another strong indication that this is not a natural occurrence is the massive number of casualties all having severe cases of the same disorder. 


c. Casualty pattern:  Casualties downwind of an area or limited to specific enclosed areas also indicate a wind-borne hazard.


d. Dissemination device:  Someone may find the actual dissemination device, if it did not explode, or may view the device functioning.  Any unusual spraying or low-order explosion surrounded by a cloud is a tell-tale sign of a WMD release.


e. Warning given or credit taken:  A warning of an impending attack or a proclamation of credit may indicate the attack included a WMD agent, even if there were no immediate symptoms observed.

f.

Other indicators:  These are other indicators of a WMD attack:
  

1. Animals fall victim to the same effects of the attack as humans, and small animals are more likely to die of untreated injuries near to the place they were exposed.  Small animals tend to react to chemical exposure more quickly than humans. 


2. The casualties who are close enough to become ill may have observed the attack as it occurred.  For example, people in the Tokyo subway who were exposed to the nerve gas reported that suddenly everything became dark.


3. You may see something that appears to be out of place in the immediate area.  Some agent residue may be left behind as an unusual smell or unexplained liquid spill.  An unexplained cloud or fog in an area or powdery residue on surfaces should raise suspicions.  Unmarked packages with leaking liquid should always be considered suspicious.  Unexplained liquids or clouds may pose a significant threat to responder and should not be approached by personnel without proper protective equipment.

Discovery and Notification

Discovery

Most WMD events will become evident to the Coast Guard by third party reports, observations, and notifications.  However, with increased patrols and other port activity, the likelihood of Coast Guard personnel discovering a WMD incident or situation becomes greater.  Personnel should be vigilant and aware of the detection possibilities stated above.  

Coast Guard Policy.  In accordance with current Coast Guard policy stated both in reference (a) and (e):

“For all Coast Guard units except the National Strike Force (NSF) if at any time Coast Guard responders suspect or determine that an emergency incident is a WMD incident, they are to suspend or immediately transition out of any active Coast Guard field response and ensure that the National Response Center (NRC) and the appropriate District and Area Operations Centers are immediately notified.  The NRC operates the domestic preparedness Chemical/Biological Hotline and is responsible for notifying the FBI and FEMA of WMD incidents.

Pending a "Safe to Respond" determination, all active Coast Guard field response will be terminated immediately and all Coast Guard resources will withdraw to a safe distance from the incident.  

For Coast Guard responders, the Federal On-Scene Coordinator (FOSC) will assess and determine, using other federal, state and local expertise as needed, areas that are "Safe to Respond".  To facilitate response efforts, the "Safe to Respond" determination may be applied to specific geographic areas.  The intention is to use site characterization methods and terminology, i.e., hot zone, cold zone, etc., similar to those used in a hazmat response.  

Active field operations (i.e., SAR, vessel casualty and pollution response, casualty investigation, vessel escort and control, on-scene Safety/Security Zone enforcement, etc.), in emergency response to a WMD incident, may be undertaken only after such time that the FOSC has determined that it is "Safe to Respond" - meaning that there is no risk of exposure to WMD agents for Coast Guard responders and such operations can be conducted safely under normal Coast Guard standard operating procedures.” 

WMD Basic Rule.  A basic rule for any WMD event involving chemicals, biological, radiological, or conventional means, is to not touch the suspected source, isolate, put distance between people and the source, and begin notifications.   In the event that contamination is suspected, the individual(s) that discovered the item should immediately follow the guidance recommended below:

· If a package or envelope appears suspicious, DO NOT OPEN IT.


· Do not shake or empty the contents of any suspicious package or envelope.


· Do not carry the package or envelope, show it to others or allow others to examine it.


· Put the package or envelope down on a stable surface; do not sniff, touch, taste, or look closely at it or at any contents, which may have spilled.


· Alert others in the area about the suspicious package or envelope.


· Leave the area, close any doors, and take actions to prevent others from entering the area.


· If possible, shut off the ventilation system.


· Wash hands with soap and water to prevent spreading potentially infectious material to face or skin.


· Seek additional instructions for exposed or potentially exposed persons.


· If possible, create a list of persons who were in the room or area when this suspicious letter or package was recognized and a list of persons who also may have handled this package or letter.  Give this list to both the local public health authorities and law enforcement officials. 

Discovery can be from two observations: epidemiological and/or physical evidence. The proactive approach uses the identification of suspicious packages and letters based on the information provided by the physical evidence. Besides an appearance of the item, the addresses used for the addressee and sender are also key details. See the USPS Alert for more details. The epidemiological observations are an after-the-fact backtracking of known exposures. These observations can be based on determining the location and time of potential exposures or the probability modeling of routes of exposure.

Notification

As soon as biological, chemical, radiological, conventional, or other WMD event is suspected, Federal departments and agencies should immediately notify:

· NRC Notification at 1-800-424-8802.  The National Response Center will notify the appropriate technical assistance from federal agencies, for example FBI, EPA, FEMA, the Coast Guard, the U.S. Army Soldier and Biological Chemical Command and CDC, as appropriate. The National Response Center should be notified when any new information is received.


· Crisis Management Notification.  911# and the FBI for law enforcement assistance.  The initial lead on all WMD events rests with the law enforcement (LE) agencies.  The call to 911 will activate the local and state LE resources.  The Federal Bureau of Investigation (FBI) is the lead federal law enforcement agency within U.S. jurisdiction for WMD events.  If the event is offshore beyond U.S. Territorial Seas, the Department of State (DOS) should also be notified.  The FBI and LE agencies will always make the “credible threat” determination.  If credible, all WMD incidents are treated as crimes.


· Consequence Management Notification.  The next series of calls should be to the emergency response agencies and organizations in accordance with local planning.  The primary response agencies are further identified in the response section of this document but may include the following depending on the scenario and provisions in local response plans including the Area Contingency Plans:


· Local/State hazmat and health departments;

· Local/State Emergency Management Agencies, 

· Local/State Environmental Agencies;

· Bomb squads or Department of Defense (DOD) Explosive Ordinance Detachments;

· Department of Health and Human Service’s (HHS), Center for Disease Control (CDC), or Agency for Toxic Substances and Disease Registry (ATSDR);

· National Institute of Occupational Safety and Health (NIOSH) and the Occupational Health and Safety Administration (OSHA);

· Environmental Protection Agency (EPA);

· General Services Administration (GSA);

· Nuclear Regulatory Commission (NRC) or Department of Energy (DOE);

· Federal Emergency Management Agency (FEMA);

· Department of Agriculture (USDA);

· National Guard Civil Support Teams;

· Coast Guard National Strike Force;

· Private Sector Cleanup Contractors;

· Trustee Agencies; 

· Laboratories/Transportable Laboratories; and/or

· Other stakeholders identified in Area Contingency Plans (ACP) or other local plans.

See Appendices 6-10 for generic checklists to assist with notification process.

Response

This section on “Response” focuses on the initial coordination and inter-agency relationships needed to mount an effective response when either the Federal Response Plan is activated or when the NCP is activated to support “Consequence Management” actions.  Scene control will begin during the response phase.

In the event of a suspected or confirmed terrorist attack, Coast Guard will coordinate with other federal agencies in accordance with Presidential Decision Directive (PDD) 39. PDD 39 designates the Federal Bureau of Investigation (FBI) as the lead agency for the crisis management portion of the response and charges the Federal Emergency Management Agency (FEMA) with ensuring that the federal response management (consequence management) is adequate to respond to the consequences of terrorism.  Essentially Crisis Management focuses on cause and Consequence Management focuses on effects. 

In accordance with the Federal Response Plan (FRP), there is specific tasking to the federal agencies supporting technical operations.  The Department of Defense, Department of Energy, Department of Health and Human Services, and the Environmental Protection Agency (EPA) all have roles and responsibilities.  In the coastal zone, the Coast Guard’s involvement is aligned with the direction given to the EPA.  

As directed in PDD-39, the EPA/CG will activate technical operations capabilities to support the Federal response to an act of WMD terrorism.  EPA/CG may coordinate with individual agencies identified in the National Oil and Hazardous Substances Pollution Contingency Plan (NCP) to use the structure, relationships, and capabilities of the National Response System as described in the NCP to support response operations.    

To explain the processes and relationships of response this section is designed to address the following issues:

· Explain the intended agency lead for WMD response for when a disaster has been declared and the FRP is activated and for those responses when there is no declaration and the NCP is the implemented response plan; 


· Technical assistance: This includes information on the roles and responsibilities of various agencies and legislative notification requirements.


· The roles of the various responders: This includes information on both the Crisis and Consequence portions of the response; 


· How to determine if an event is credible and the initial response actions needed to support early decision-making (i.e., sampling, health and safety issues, crime scene considerations, etc.); and


· Unified/Incident Command activities as we proceed into the recovery phase – initial considerations for clean-up, worker health and safety, pre-response medical screening, prophylaxis treatment of responders, personal protective equipment, clean-up techniques, and waste disposal and decontamination issues and considerations.


Incident Response When a WMD Disaster Declaration is Made Versus Not Made.

Federal Disaster Declaration for a WMD Event

For natural or technological disasters (including Weapons of Mass Destruction (WMD) and acts of terrorism), the President may issue a Disaster Declaration, which activates the Federal Response Plan and its corresponding response organization.  The Coast Guard uses existing authorities and resources to support the federal response to these incidents.

Federal Response Plan (FRP):  The FRP is the central plan for responding to nationally declared disasters.  The terrorism annex of the FRP serves as an implementation plan of Presidential Decision Directive-39 (PDD-39).  It reflects PDD-39’s direction to use existing authorities to respond to acts of terrorism.  In this regard, it is an umbrella plan designed to include and coordinate existing plans and authorities from other agencies.

Consequence Management & ESF 10.

FEMA defines consequence management as measures to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of terrorism.  The FRP outlines twelve Emergency Support Functions (ESF) that utilize the authority and capabilities of various federal agencies to aid in consequence management.  Each ESF is headed by a primary agency designated on the basis of its authorities, resources, and capability in that functional area.  Federal response assistance is provided using some or all ESFs as necessary.  The federal ESF representatives coordinate with their counterpart State agencies.  However, States may have more than twelve ESFs identified within their respective emergency plans.

The following graphic depicts the twelve ESFs as they are identified within the FRP. 
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The existing authorities and capabilities as the FOSC enables the Coast Guard to bring the entire resources of the National Response System to support consequence management efforts, specifically, ESF 10 – Hazardous Materials.  For coastal incidents, the Coast Guard is the Regional Incident Chair for ESF 10, if there is no inland impact or issues.  The ESF #10 Chair coordinates all federal support to state and local agencies regarding mitigation of the hazmat threat (which may include WMD).  For inland incidents, and for incidents affecting both coastal and inland regions, the Coast Guard provides support to the EPA Chair under ESF #10. 

Although the Coast Guard would be responding under the FEMA response structure, in the field, the response relationships and organization remains consistent with planning, preparedness, and response guidance and doctrine that currently exists for oil discharges and hazardous substance releases.  The intent of FEMA and the FRP is to fully utilize the existing response authorities and mechanisms currently in place and to use the FEMA response structure to facilitate federal inter-agency support, resource access, and funding.  In the case of ESF #10, the Coast Guard OSCs will use the NRS/NCP and Incident Command principles to affect the response.

The District and Regional Response Team will address the needs of the FEMA response structure and facilitate the administrative, communication, funding, and coordination support necessary to ensure that each OSC can mount an effective response without taking on additional burdens created by this process.  These issues will be addressed through the FEMA Emergency Response Team – Advance (ERT-A), the Emergency Response Team (ERT), or Disaster Field Office (DFO).   The DFO response structure for the Operations Section that would be supporting our efforts looks like the following.  In response to the issues we will be addressing through ESF #10, we will have to work closely with ESF #8 – Health and Medical Services Group and occasionally ESF #3 – Public Works and Engineering Group.

ERT Response Organization
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The following illustration delineates the response relationships created between crisis and consequence management phases of the response:




Regardless of whether a WMD event results in a federal disaster declaration, all WMD response begins locally with local, county, and state government agencies in areas where they have jurisdiction.  The federal relationship for WMD response is the same as it is for hazardous substance releases.  The federal agencies fill response gaps either by providing resources, decision-making, or funding support.  For the Coast Guard there may be instances, like there are for oil discharges and hazardous substance releases, where a WMD event occurs solely within federal jurisdiction (offshore and beyond state jurisdiction).  In these instances, the FRP does not apply and the initial response will be by federal agencies using existing authorities.

When FEMA activates to a request for assistance from a State, the following issues are addressed:

· Local government will identify requirements exceeding available local capability;


· State government will identify requirements exceeding available State capability;


· FEMA consulting with primary agencies will determine exact federal support needed and funding (State cost share may apply); and


· FRP primary agencies consulting with support agencies will validate missions, secure individual agency approval, and execute when tasked.


It is important to note that in a health and environmental response, the mission is normally identified by the lead response agencies and passed to FEMA for support under the FRP.  Based on input received by the lead federal agency FEMA will assign a Mission Assignment and the response is supported.

The general WMD Response Flowchart is as follows:

General WMD Response Event Flowchart for a

Declared Federal Disaster






































 Response to a WMD Event Without a Federal Disaster Declaration

Consequence Management Lead Agency.  As stated earlier, in accordance with PDD-39, the EPA/CG will activate technical operations capabilities to support the Federal response to an act of WMD terrorism.  EPA/CG may coordinate with individual agencies identified in the National Oil and Hazardous Substances Pollution Contingency Plan (NCP) to use the structure, relationships, and capabilities of the National Response System as described in the NCP to support response operations.   Absent the activation of FEMA and the FRP under a disaster declaration, the expectation is that the federal On-Scene Coordinator (OSC) will take the lead for consequence management to respond to and mitigate the impacts of a WMD incident to human health and welfare and the environment under the authorities designated within the NCP.

General WMD Response Event Flowchart for a

Response Without a Federal Disaster Being Declared





Incident Command System (ICS)/Unified Command (UC) Use for WMD Response.

The Coast Guard advocates the use of an Incident Command System (ICS)/Unified Command (UC) for responses to WMD events.  The ICS/UC provides a nationally accepted organizational structure for responding to all types of emergencies by enabling integrated communications and planning and by establishing a manageable span of control.  The ICS/UC divides an emergency response into five manageable functions: Command, Operations, Planning, Logistics, and Finance.  In responses involving responders from a single jurisdiction, the ICS establishes a format for comprehensive response management.  When an incident involves more than one agency or jurisdiction, however, the ICS framework of a single-jurisdiction incident command allows expansion to a multi-jurisdictional response.  The modular organization of the ICS allows responders to scale their efforts to the needs of the incident.  As a component of an ICS, the Unified Command provides the organizational management tool to coordinate the effective involvement of the various agencies.  It creates the link between the organizations responding to the incident. The ICS/UC brings together the "incident commanders" of all major organizations having legal authority involved in the response. The Unified Command for WMD response will typically consist of the FOSC, the state on-scene coordinator, local authorities, and the facility, property, or vessel affected by the event. 
The Coast Guard recognizes local government as a key emergency response vehicle to protect public health and the environment for most emergencies under the jurisdiction of the National Response System (NRS).  Frequently, the first responders to arrive at the scene of a WMD incident will be emergency response personnel from local fire, police departments, and health departments.  Further, these organizations possess specific authorities such as evacuation and shelter-in-place orders and arrest powers. They are familiar with the ICS and are likely to immediately establish an incident command. As federal, state, and private party responders arrive on-scene, they would participate in a response by developing a UC within the established ICS.

The FOSC is "primarily responsible for directing response efforts and coordinating all other efforts at the scene of a discharge" (40 CFR 300.105 (c) (3)). Where the facility manager is identified and participating in the response, the FOSC will typically "direct" the response by overseeing the facility manager's/vessel operator’s actions. Where the facility manager/vessel operator is unable or unwilling to accomplish the response, the NCP provides for the federal government to more directly manage response operations through the FOSC.  Because of the significance of a WMD incident the government and private response in most cases would simultaneous.

One of the greatest aspects of the ICS/UC is the flexibility for information to flow between the various functions of the management organization. Other entities that may have jurisdictional responsibilities in the incident are given an avenue to establish input into the decision-making process.

Information flows both horizontally and vertically, significantly enhancing the effectiveness of the response management structure. In addition, the ICS/UC allows the response organizations of each of the incident commanders to be incorporated into the overall response management structure.

The Unified Command is a larger accommodating structure that ensures that responsibilities are defined, efforts and resources are combined, and maximum efficiency is achieved within a cooperative environment. While the NCP mandates that the FOSC has ultimate authority to direct the response, an ICS led by a UC maintains a cooperative environment, promoting overall efficiency in the emergency response.

The four functional managers are responsible for the following tasks:

Operations: Directing tactical actions to meet incident objectives, administering staging areas, and identifying and utilizing resources.

Planning: Collecting, evaluating, and displaying incident information, preparing an action plan and health and safety plan, evaluating disposal options, planning for demobilization, and maintaining documentation.

Logistics: Providing adequate service and support to meet incident or event needs, including supplies, first aid, food, communications, ground support, transportation and vehicle maintenance.

Finance/Administration: Tracking incident costs, personnel and equipment records, claims, procurement contracts, and providing legal expertise.

Command Staff:  Depending on the magnitude and impact of the WMD event, the FOSC may appoint a person(s) who will be in charge of incident management, public affairs, media relations, Congressional liaison, legal advice, etc. This person(s) will report directly to the FOSC and will support, advise, and keep the other key functional managers informed.  In disasters where criminal activity is suspected, the Federal Bureau of Investigation may take the lead in investigation, public affairs, media relations, etc. If the disaster causes multiple deaths and health concerns, representatives from the Department of Health and Human Services will play a key role.
Federal On Scene Coordinator.

     As FOSC, the Coast Guard is the lead federal official for response and coordinates all federal, state and local efforts to mitigate the hazard, ensure public safety and protect the environment within the coastal zone.  The FOSC utilizes an Incident Command System (ICS) to coordinate multi-agency response efforts.  Under an ICS organization, the resources of all involved agencies are combined into a single, integrated response organization.  The command element of ICS structure (known as the Unified Command) includes not only the FOSC, but also other key federal, state and local agencies.  

The FOSC is the key federal link under the National Response System (NRS) to the local response community.  The NRS is a network of federal, state and local organizations used for preparing for and responding to oil spills and hazardous substance releases.  There is no difference in the use of the NRS to support consequence management initiatives and mitigate WMD events.  

The NRS is comprised of the following:

Organization Under the National Response System












Specific Agency Responsibilities.

Several departments and agencies play a key role in responding to WMD incidents. The descriptions below outline the basic roles and responsibilities of the primary agencies that may be involved.

EPA, USCG, DOE, and DOD as On-Scene Coordinators

Federal On-Scene Coordinator (OSC).  Under the National Oil and Hazardous Substances Contingency Plan (NCP), the Federal OSC can provide technical expertise in assessing the hazards posed to public health and the environment from a potential WMD incident. OSCs also have the authority to deploy federal resources to do monitoring, sampling, risk assessment, safety and health analysis, clean up, disposal, and other response requirements.

An OSC will generally not pursue the assessment of an incident that is not a credible threat. However, if a potential WMD event has occurred or the FBI/Lead LE agency has identified that there is a credible threat, a Federal OSC can respond to support or lead the extent of contamination study and remediation. 

Because of the potential number of incidents, other agencies may be asked to verify WMD releases and initiate remediation using GSA contracts or other acceptable contractors. In these cases, the Federal OSC would provide project oversight and technical assistance.

At private buildings/facilities, after assessing the owner’s capability, the Federal OSC will make efforts to have the building owner conduct the response action with OSC oversight and technical advice. At government buildings and properties, the Federal OSC will provide information on contractors who are available to assist other agencies conducting evaluations and assessments. Once a WMD substance has been confirmed the Federal OSC will assist the other agencies with oversight for that agency’s hired contractors.  For other than DOD and DOE, the EPA or USCG may determine that emergency conditions require and cleanup action.  Federal OSCs should be involved in consequence management actions once a WMD substance is confirmed as being released.  

Federal OSCs generally will not participate as first responders during terrorism crisis management activities such as agent identification.  The FBI has this crisis management responsibility. The Federal OSC can provide technical advice to the FBI and may be asked to assist during crisis management actions. 

EPA or the USCG leads consequence management for extent of contamination and cleanup activities once the WMD substance has been confirmed and law enforcement agents have confirmed that secondary devices are not present.

Centers for Disease Control and Prevention (CDC)

CDC’s responsibility, on behalf of the Department of Health and Human Services (HHS), is to provide national leadership in the public health and medical communities in a concerted effort to detect, diagnose, respond to, and prevent illnesses, including those that could occur as a result of biological or chemical contamination.

This task is an integral part of CDC’s overall mission to monitor and protect the health of the U.S. population. CDC is also responsible for identifying appropriate personal protective equipment requirements for emergency workers. Specific PPE requirements for sampling and remedial activities can be found at: 


http://www.bt.cdc.gov/DocumentsApp/Anthrax/Protective/Protective.asp.  

In addition, questions about the appropriate use of antibiotics and other health related issues should be addressed to CDC.

Agency for Toxic Substances and Disease Registry (ATSDR)
The Agency for Toxic Substances and Disease Registry (ATSDR) is also participating with CDC in this effort and will provide expertise in the area of industrial chemical terrorism.  In this document, the term CDC includes ATSDR when activities related to chemical terrorism are discussed. In addition, colleagues from local, state, and federal agencies; emergency medical services (EMS); professional societies; universities and medical centers; and private industry can provide suggestions and information.

Federal Emergency Management Agency (FEMA)

FEMA serves as the primary coordinating agency for disaster response and recovery activities. To carry out this role, FEMA executes a wide range of tasks, including processing governors’ requests for disaster assistance, coordinating federal operations under disaster declaration, and appointing a federal coordinating officer for each state where there has been a declared disaster. In a terrorist incident, FEMA has been designated as the lead agency for consequence management.  FEMA also supports law enforcement actions under the Presidential Decision Directive on Bio-Terrorism.  FEMA provides guidance and program advice during an incident and also provides hazardous materials training. 
Federal Bureau of Investigation (FBI)

The FBI has been given authority to investigate all WMD incidents under the authority vested in it by Presidential Decision Directive - 39. All responders should be aware that potential WMD sites will most likely be treated as crime scenes and will require investigation by the FBI. Therefore, prior to any decontamination/disinfection efforts, the FBI should be notified as mentioned above.

In addition, since the vast majority of suspected incidents turn out to be hoaxes or misperceptions, it is essential that law enforcement agencies be involved in assessing the credibility of any suspected incident.  If an incident is deemed credible, then assessment is typically done in stages, relying first on field screening by local response agencies. Keep in mind that field screening and other rapid assessment methods, while useful, may give false positive or negative results. Only confirmatory tests, conducted by a qualified laboratory will give certainty, and this may take several days.

General Services Administration (GSA)

GSA provides logistical and telecommunications support during an incident.  This support may include providing space, telephones, transportation, supplies, equipment, and procurement- related services.  GSA can be contacted to identify contractors that are qualified for sampling and decontamination/disinfection of WMD type substances. 

National Guard Civil Support Teams (CST)

A CST Fact Sheet can be located within Appendix 14.  This provides an outline and description of the teams and their capabilities.

Department of Labor (DOL)

DOL’s Occupational Safety and Health Administration (OSHA) has the responsibility and authority to ensure that response workers are protected and to determine if response sites are in compliance with safety and health standards. In this role, OSHA provides consultation and enforcement as appropriate and requires adequate training, controls, and personal protective equipment to ensure that responders are properly protected during a response.

Occupational Safety and Health Administration (OSHA)

OSHA’s responsibility is to ensure safe and healthful working conditions for working men and women. As such, OSHA is working with other federal agencies to increase knowledge of the hazards of anthrax in the workplace and to help identify methods to protect workers from those hazards. OSHA believes that it can best help employers and workers protect themselves by providing information and assistance that should help reduce employee exposure to and risk from WMD substances.  OSHA is also working with other Federal agencies and employers including CDC, the National Institute for Occupational Safety and Health (NIOSH), the FBI, and EPA to make sure that the guidance OSHA gives is the best and most current information available. For more information about OSHA’s role in WMD response, visit.

http://www.osha.gov/bioterrorism/anthrax/matrix/.

U.S. Department of Agriculture (USDA)

The USDA’s Agricultural Research Service can be contacted for information regarding its procedures for handling anthrax and anthrax samples.  Such procedures and protocols may be helpful since anthrax is routinely handled by their lab personnel and since CDC is using ARS labs to actually analyze their samples.  The USDA’s Forest Service, Agricultural Research Service, and other agencies have personnel, laboratory, and field capabilities to evaluate, monitor, and control situations where natural resources, including soil, water, wildlife, and vegetation, have been impacted by hazardous substances and other natural or manmade emergencies. Through the Forest Service, additional response equipment is also available.

Department of Commerce (DOC), National Oceanic and Atmospheric Administration (NOAA)

NOAA, through the Scientific Support Coordinators (SSC), provides scientific information and expertise to mitigate the impacts of oil and hazardous substance releases on natural resources in coastal areas.  NOAA’s expertise includes environmental chemistry, contaminant transport in air and water, weather forecasts, oceanographic conditions, and marine fisheries and mammals.  During WMD incidents Coast Guard OSCs should plan on using the NOAA SSC to coordinate the science and technical expertise within the Unified/Incident Command structure.  Although NOAA may not have direct technical expertise concerning some WMD agents or substances, their proven coordination and information management skills are institutionalized within response planning and strategic/tactical decision making for the Coast Guard OSCs serving this region.  

Department of Defense (DOD)

DOD provides a wide array of services from its many agencies and offices. In emergency situations, DOD may provide temporary restoration of essential public facilities and services.  For response to contaminant release incidents, DOD’s Supervisor of Salvage and Diving, the Army Corps of Engineers, the Weapons of Mass Destruction Civil Support Teams, and the Chemical Biological Rapid Response Teams have extensive expertise in containment, collection, and mitigation.

Department of State (DOS)

DOS helps coordinate international response efforts when discharges or releases cross international boundaries or involve foreign flag vessels. DOS also coordinates requests for NRS assistance from foreign governments.

Department of the Interior (DOI)

DOI, through its bureaus and offices and based on its extensive land and resource management responsibilities, provides scientific expertise to FOSCs to help protect sensitive natural, recreational, and cultural areas and resources and to facilitate environmental recovery. Expertise is also available in remote sensing; mapping (including GIS); surface and ground water contamination and contaminant transport; oil, gas, and mineral development; and oil spill response research and development.

Department of Justice (DOJ)

DOJ, in coordination with legal counsel of the federal agencies and departments involved, provides expert advice on legal questions arising during an incident. DOJ also represents the federal government in litigation relating to hazardous substance, oil, chemical, or biological releases. Through the Federal Bureau of Investigation, DOJ is the lead federal agency for crisis management during a terrorist incident.

Department of Energy (DOE)

DOE’s National Nuclear Security Administration is ready to respond to any type of nuclear/radiological accident or incident anywhere in the world, including monitoring, assessment, and working with local, state, and federal agencies and officials to resolve the situation. In the event of an energy crisis or natural disaster, DOE, in coordination with the energy industry, helps identify problems, assesses energy system damage, and assesses energy supply, demand, and requirements to restore the damaged energy systems.

Department of Health and Human Services (HHS)

HHS’s Centers for Disease Control and Prevention (CDC) and National Institute of Environmental Health Sciences provide worker health and safety training, while the Agency for Toxic Substances and Disease Registry (ATSDR) has established a surveillance system to evaluate the human health exposures to hazardous substances in emergencies. During an incident, CDC and ATSDR also advise the FOSC on human health threats and the prevention or mitigation of exposure to hazardous substances.
Department of Transportation (DOT)

DOT’s Research and Special Programs Administration (RSPA) administers national transportation safety programs for hazardous materials and oil by all modes of transportation and pipelines. RSPA provides technical assistance to the planning and response communities, including publication of the DOT Emergency Response Guidebook.

Nuclear Regulatory Commission 

The Nuclear Regulatory Commission regulates civilian nuclear facilities and nuclear materials. The Nuclear Regulatory Commission is the lead federal agency during radiological events involving licensees, and provides expertise during other radiological incidents.

Department of the Treasury

The Department of the Treasury provides assistance and expertise from the various bureaus and offices within Treasury. During an incident, Treasury’s Bureau of Alcohol, Tobacco, and Firearms may provide law enforcement support with experts in the field of fire and explosive investigations. During a cross-border incident, the U.S. Customs Service assists with the safe and swift movement of equipment and personnel across the U.S. border.

Environmental Protection Agency (EPA)

EPA coordinates preparedness and response for hazardous substance releases and oil discharges in the inland zone. EPA's Environmental Response Team is a group of highly trained scientists, engineers, and responders who provide training and technical skills in multimedia sampling and analysis, hazard assessment, and clean-up techniques.
Crisis Management and Law Enforcement Actions.

All WMD incidents connected with terrorism are considered federal crimes.  The law enforcement agencies have the initial lead in each response.  The FBI and local/state law enforcement must be notified.  Given available evidence, statements, scenario, and intelligence the FBI/LE agencies will make the determination on whether the incident is credible.  As a rule, if the FBI and supporting LE agencies indicate that the incident as stated in the initial notification process is not credible, the Coast Guard FOSC will stand-down from the response.  Because of the high number of potential reports, most of which are hoaxes, it is important that available resources are focused on real events.  The FBI and supporting LE agencies are the final authority on credibility determinations.  The FOSC should share all available and applicable information, in the Coast Guard’s possession, with the LE agencies to assist them in making these determinations.  Responding Coast Guard units should consider the following:

· Terrorist acts are federal crimes:  Because all terrorist acts are federal crimes, the FBI has jurisdiction in the investigation.  Although the FBI will work closely with local/host nation law enforcement, they will be the primary supporting agency for the Department of State for overseas incidents.


· Notify the FBI in accordance with your SOPs:  The FBI should be notified as soon as possible when a terrorist act has occurred.  In addition to getting the FBI involved in the criminal investigation aspects as early as possible, the FBI can also activate federal resources to assist in crisis and consequence management.
The FBI is responsible for the WMD terrorist incident investigation.  However, your responders and personnel may be the first on or near the scene in carrying out their port security or other Coast Guard missions.  Their actions and observations may be critical to apprehending the perpetrators.  Law enforcement, EOD personnel, emergency responders, and emergency medical treatment personnel should have awareness training in crime scene preservation, evidence collection procedures, and secondary device awareness.
Preserve Evidence.  There are two universal considerations for crime scenes, known as the “Primary Rule” and the “Secondary Rule.”

· Primary Rule:  Leave it alone, unless it is absolutely necessary for life safety.  Making initial mental notes on what the crime scene looks like (i.e., location, description, and number of items) will facilitate documentation of the incident at the earliest possible moment.  These notes can then later be used as evidence, especially in a situation where the crime scene was disrupted for safety considerations.    


· Secondary Rule:  Do your job using the fewest resources, with due consideration for safety.  The more people and equipment that enter the crime scene, the more likely it is that evidence will be disturbed or destroyed.  People and equipment coming in from outside the crime scene may track or bring in foreign substances to the crime scene and may track or carry out evidence.

Observe and Record.  
Collection and preservation of evidence are important since this is a federal crime scene.

· Responder actions and observations are very important.  Responder observations of what they see and where and when they see it could prove invaluable during the prosecution of a case.


· Everything is potential evidence.  Nothing can be ruled out as to its importance in the investigation and apprehension of the perpetrator.  Responders must be extremely sensitive not to destroy evidence in their initial entry of the crime scene.


· Communicate observations of the crime scene.   Responders should communicate their observations pertaining to the magnitude of the event, environmental conditions, and possible evidence found at the scene.

 

· Record Responder observations and actions as soon as possible.  In the midst of this chaotic scene, it is easy to become overwhelmed by the excitement of the event and the responder can forget to document what they’ve seen and done.  It is very important to document your observations and actions right away, as written documentation is more admissible than “mental notes.”   This documentation will most likely be used to prosecute the alleged perpetrator


· Victims can provide critical evidence.  If victims are able to tell the responder what they saw, heard, or smelled, this too can prove valuable and provide a form of evidence.

Crisis Management and Consequence Management Inter-Operability.  It is important that both the crisis and consequence management responders compliment each other during response.  Communications and sharing of tactical operations and strategies is vital to a coordinated response effort.  

Response Interaction to Address Causes and Effects









The FBI may create a Joint Operations Center (JOC) to support and manage crisis management resources.  Consequence management agencies and organizations would become participants within the JOC.  Proper liaison with the LE mission during the initial response is extremely important to ensure LE needs are known and health and environmental priorities are addressed.  The following is an example of a FBI Lead JOC:

Joint Operations Center (JOC) Example



Sampling.  Sampling information is available within Appendix 2.

Health and Safety Issues.  Please refer to appendices that address personal and victim protection, WMD site management, decontamination, and the specific WMD response guidelines.

WMD Site Management.  Site management is discussed within Appendix 3. 

Recovery

The recovery phase should address victim issues completely, responder safety, and the mitigation of the environmental issues either completely or to the point there are no longer any emergent issues and the site can be assessed for further remedial action and restoration.  As we proceed into the recovery phase we need to look at the following:

· Considerations for clean-up;

· Worker health and safety;

· Pre-response medical screening,

· Special needs for responders such as prophylaxis treatment;

· Personal protective equipment;

· Clean-up techniques;

· Waste disposal; and

· Decontamination. issues and considerations.


Human Health and Welfare

The common rule for all WMD incidents is to isolate the area affected, evacuate or separate the people not affected from the site, and consider quarantine in some instances.  These issues are discussed further in the WMD Site Management Appendix.  Removal from the threat and fresh air are two of the biggest advantages in minimizing additional injuries or impacts.

Focal Agency.  The Department of Health and Human Services (HHS) which includes the Public Health Service (PHS), CDC, and ATSDR will be instrumental and should take the lead in assisting the UC in making health related decisions.  These agencies will make quarantine decisions, sample analysis and interpretation, treatment, preventative exposure actions, and other health related tasks associated with consequence response activities.

Victim Recovery.  The primary focus of the initial response will be addressing the people issues.  The first actions will be to evacuate or separate the people not exposed or involved in the incident, isolate the impact area, and address the victim issues. 

The following are some general guidelines that might assist you in your decision-making as you interact with the health/medical, emergency management, hazmat teams, and other applicable agencies/organizations addressing these issues within the ICS/UC.

Recommended Protection Levels for Search / Rescue. 
Rescue/Search Guidelines for Chemical Agents:



If:

· You observe living victims with nerve agent exposure symptoms; and


· Victims have been exposed for 15 minutes or more based on initial incident calls and response time; and


· Mustard (HD) agent is not suspected; and


· The victims are directly accessible without having to transit antechambers, stairwells, or other adjacent rooms,



Then:  

· The IC may consider immediately starting the rescue mission.


· If no living victims are visible from outside the building, or no visible means of access are available, the IC must assume a high concentration of chemical agent is present.  In this incidence, the IC may consider a rapid reconnaissance by entering the building for no more than 3 minutes in order to search for living victims.



If, during the search:

· Responders identify that the criteria listed under the preliminary assessment exists they can proceed with rescue operations, if directed by the IC.


· No living victims are seen, then responders should leave the building immediately, seal and secure the building, and wait for HAZMAT responders in Level A to arrive.

Rescue/Search Guidelines for Biological Substances:  Because of the incubation period, recognizing a biological attack or incident will be more difficult and subtle than a chemical attack.  You are not likely to arrive on a scene and see people lying around and exhibiting symptoms.

· Calls to 911 and EMS responders:  The first real indications of a biological attack will probably come from 911 operators, EMS personnel, and the medical community, especially the emergency departments.  For example, if there are a series of calls to 911 for assistance to individuals with high fever, vomiting, and/or diarrhea, a trained 911 operator may realize he or she is getting a lot of calls with symptoms similar to those effected by a biological agent, and remember WMD Preparedness training. 


· Medical community response:  Awareness among the medical community will also aid in recognizing a WMD event.  If individuals begin showing up at medical facilities or emergency rooms, all exhibiting the same basic symptoms, an aware medical community might be able to expedite response and consequently minimize casualties and fatalities.

· Epidemiology:  The science of investigating the incidence, distribution, and control of diseases is called epidemiology. By tracking calls and patients, the medical and public health community may be able to determine the common links among all the ill people. In the West Nile virus incident in New York City beginning March 2000, active sampling in mosquito and bird populations greatly enhanced early detection systems. 
Methodology for addressing the rescue or treatment of potential victims should be provided by the health/medical organizations supporting the ICS/UC.

Rescue/Search Guidelines for Radiological Substances:  The threshold for any real consequences begins around 200,000 mrem.  Mild radiation sickness (i.e., nausea, vomiting, and diarrhea) may onset after receiving a whole body dose of approximately 200,000 mrem in a short amount of time (generally less than 24 hours).  The lethal dose, known as the LD50/60  is a single, acute, whole body exposure of around 450,000 mrem.  The LD50/60 is defined when 50 percent of all people present at an incident receive 450,000 mrem and die 60 days after receiving no medical treatment.
The dose rate is the length of time over which the dose is received. Dose rate exposures are categorized as follows:

· Acute:  A large dose occurring over a short period of time (< 24 hours).  Victims may begin to show symptoms within 24 hours, such as burns on the skin, vomiting, diarrhea, hair loss, unconsciousness, and convulsions.


· Chronic:  Small doses occurring over a long period of time (months or years).  Chronic exposures normally pose a smaller health risk, with symptoms such as tumors, birth defects, cancer, and blood chemistry changes.  These symptoms may be delayed for years.

Methodology for addressing the rescue or treatment of potential victims should be provided by the health/medical organizations supporting the ICS/UC.

Additional information on biological, chemical, radiological, and conventional WMD applicable to on-scene people issues can be found in the appendices to this document. 

Responder/Worker Safety and Health

Responder and worker safety and health are addressed within Appendix 1 that discusses responder, worker, and victim protection.

Containment
Evacuation, isolation, quarantine, and active containment of the WMD source all compliment each other.

Clean-up

Addressed in appendix

Decontamination

Addressed in appendix

Disposal

Addressed in appendix

Post-Response/Recovery Activities

After emergency response/recovery actions have been completed, there are several post-response and recovery activities that should be addressed.  This may included:

· Information on post-response medical follow-up and treatment for responders;

· Confirmatory clean-up sampling and analysis;

· Remedial actions; and 

· Re-occupancy considerations.

Emergency versus Non-Emergency Response Action.

Lead Agency Intentions.  As each situation is different, the FOSC must make the determination whether to initiate immediate removal action, and when (or if) to transition to an EPA lead.  These determinations are primarily based on the immediacy of the threat.  Within this District, it is recommended and encourage that CG FOSCs engage EPA especially when the source of a WMD event is on land in an urban, industrial, or rural setting.  Our intent is to place the proper agency in the lead for consequence management, absent FEMA, based on expertise and long term response actions.  This is important especially if we intend to eventually pass the non-emergent portion of the response to EPA.  Decisions and actions taken during the early stages of a response may impact later actions.  For continuity and consistency purposes, EPA may be better suited to take the initial response.  The Regional Response Team (RRT) may be engaged to assist in making these decisions. 

Policy.  In accordance with standard protocols for response to CERCLA substances, within the NCP, and ALCOAST 555/01, the Coast Guard FOSC provides the lead for incidents in the coastal zone that are from vessels or that require immediate removal action to mitigate an immediate and significant harm to human life or health, or the environment.   In the latter situation, once the Coast Guard FOSC determines that the emergency has been abated and there is no longer an immediate threat, the Coast Guard FOSC should transfer lead agency responsibility to the U.S. Environmental Protection Agency (EPA) for further non-emergency response action.  It is possible that EPA will not be able to take the lead for non-emergency response actions.  The Coast Guard will pursue mitigating non-emergent removal or decontamination actions by working with the property or vessel owner/operator or passing this responsibility to the owner/operator in total.  These decisions shall be made through the following protocol.   

Commandant Interaction.  To remain consistent with EPA actions and decisions, the decision to require an owner/operator, who is truly a third party victim of a WMD incident, to perform long-term non-emergent removal, clean-up, and decontamination actions of their land-based property or vessel shall be made at the national level.  If a CG FOSC anticipates that this sort of action is necessary or needed to properly mitigate a WMD event, he/she shall approach District (m) early in the response so the proper individuals in the chain of command can be briefed and the District can pursue the approval of such an action by the Commandant.

The following provides an example scenario:  In response to an anthrax incident at a site within the coastal zone, the Coast Guard FOSC ensures that the appropriate authorities (e.g., local and state public health, HHS, etc.) have been notified.  The FOSC coordinates the initial assessment with the FBI and other agencies; and, under a Unified Command, secures the location and conducts a site evaluation.  Samples taken confirm the incident as an actual anthrax case (Note: Conformation sample results may take 4 to 10 days to obtain). The FBI moves forward with a criminal investigation while the Unified Command proceeds toward mitigation of the hazard by developing sampling and long-term cleanup plans. The Coast Guard FOSC sees that the situation has been stabilized and no longer poses an immediate and substantial threat, and subsequently coordinates with the EPA to have them assume the lead agency role for consequence management for further response actions at the appropriate time.  The coordination with EPA may be different for a vessel scenario.  This is discussed further within Appendix 10.

Coast Guard and EPA Pre-Designated OSC Agreements.  Initial response actions should be performed in accordance with the most recent version of the “Memorandum of Understanding between U.S. Environmental Protection Agency – Region 4 and U.S. Coast Guard – Fifth, Seventh, and Eighth Districts” and “Geographic Area of Federal On-Scene Coordinator Responsibility for Puerto Rico and U.S. Virgin Islands”.  However, FOSCs should take note of the provisions within the MOU to properly support disaster response actions.  The MOU provides the following provision:

“During pollution responses to natural disasters or to other incidents when the Federal Response Plan (FRP) is activated, pollution impacts may affect many areas within the region.  In these instances, OSC boundary designations may not be strictly adhered to in an effort to best use available resources to respond to the myriad of pollution issues under the guide of the FRP and Emergency Support Function (ESF) #10.  However, under ESF #10, care shall be taken to place an OSC on an incident consistent with the parent agency’s expertise.”
This section is applicable to WMD incidents.  For example, if a WMD incident occurs within the coastal zone but impacts an area that has no maritime or marine transportation related issues, Coast Guard FOSCs should use the provisions of the MOU and the guidance in ALCOAST 555/01 to shift FOSC responsibilities to the EPA.  If needed, the Coast Guard may remain as a support agency to EPA to assist in the further mitigation of incident if the Coast Guard holds the needed expertise consistent with our training, missions, and current guidance.  This may be a necessity during response to an incident involving a vessel.  The Coast Guard FOSC should consider the agency leadership change as early as possible to ensure that early decision-making during the emergency response phase properly supports long-term remedial or restoration actions.  At a minimum, whether an agency change is anticipated or not, the Coast Guard FOSC should ensure that the EPA is invited as a supporting agency as part of the ICS/UC as early as possible.   There are many technical issues (i.e., air/water sampling, decon protocols, entry procedures, etc.) that the EPA can assist and oversee for the Unified Command. 

Remedial Site Evaluation.  Any remedial site evaluations or assessments should conducted by the EPA.  This may include contamination surveys, confirmatory clean-up sampling and analysis, re-occupancy considerations, and other means to evaluate the proper remedial or restoration actions.

Appendix 1

Responder/Worker and Victim Protection
Recommended Initial Protection Levels.
Policy on Personal Protection for Coast Guard Military and Civilian Employees.   The current Coast Guard policy specifically indicates that, with the exception of the National Strike Force, in the performance of Coast Guard missions and during response activities the personal protection level would involve normal/routine work equipment and in no cases to exceed response Level D (i.e., coveralls, steel-toed work boots, eye protection, ear protection, hardhat, work gloves, etc.).  Equipment to indicate personal threats are all passive in nature (i.e., O2/Combustible Gas meters, H2S sensors, dosimeters, etc.).   Respiratory equipment is not authorized with the exception of Emergency Escape Breathing Apparatus (EEBA), Air-purifying Respirators for the benzene program (only to address a benzene threat), and general-purpose particulate masks.  The use of radiac equipment and other active sensors are not to be used outside of their intended program focus (i.e., SIV program as stated in MSM Vol VIII, CG cutter CBR program, etc.).

Coast Guard worker safety is paramount to the organization.  Guidance specific to WMD is quite clear.  Coast Guard are not to enter or approach an area where there is a potential WMD threat.  Specifically ALCOAST 177/00 states the following:

“A.  For all CG units except the National Strike Force (NSF):

(1) The following specific guidance supercedes hazardous substance response policy, published for Marine Safety units and other Coast Guard units when it is suspected or has been determined that the release of hazardous substances was a result of a WMD incident.


(2) If at any time CG responders suspect or determine that an emergency incident is a WMD incident, they are to suspend or immediately transition out of any active CG field response and ensure that the National Response Center (NRC) and the appropriate District and Area Operations Centers are immediately notified.  The NRC operates the domestic preparedness Chemical/Biological Hotline and is responsible for notifying the FBI and FEMA of WMD incidents.  Subsequent CG activities to support primary responders will be carried out in accordance with the following paragraphs. 


(3) For CG responders, the Federal On-scene Coordinator (FOSC) will assess and determine, using other federal, state and local expertise as needed, areas that are "safe to respond".  To facilitate response efforts, the "safe to respond" determination may be applied to specific geographic areas.  The intention is to use site characterization methods and terminology, i.e., hot zone, cold zone, etc., similar to those used in a hazmat response.


(4) Pending a "safe to respond" determination, all active CG field response will be terminated immediately and all CG resources will withdraw to a safe distance from the incident.


(5) Active field operations (i.e., SAR, vessel casualty and pollution response, casualty investigation, vessel escort and control, on-scene safety/security zone enforcement, etc.), in emergency response to a WMD incident, may be undertaken only after such time that the FOSC has determined that it is "safe to respond" - meaning that there is no risk of exposure to WMD agents for CG responders and such operations can be conducted safely under normal CG standard operating procedures.”
Guidance for Responders Supporting the Unified Command.   
Responders should not be in the Hot or Warm Zone without the appropriate level of protection.  Responders should always enter a suspected contaminated area with the level of protection that will ensure their survival.  At the same time, they would not want to over-burden themselves with protective equipment that is nice to have, but may hinder their mission because of the heat stress or due to its weight or bulk.  Therefore, they will have to know with what kind of agent they are dealing in order to make knowledgeable decisions as to the level of protection required to ensure they do not become a victim, either as a result of the chemical agent or from exhaustion.

· Consequently, initial entry into the Hot Zone should be in Level A, with a possibility of downgrading to a lower level of protection after the agent is identified, the concentration of the agent is determined to be below IDLH, and/or the Incident Commander authorizes a lower level of protection based on risk assessment.


· A response team requires maximum respiratory protection when entering atmospheres containing unknown substances, or entering atmospheres containing known substances in unknown concentrations. If you are unsure of the agent employed, eliminate any risk by entering the area in Level A, as required by OSHA. 


· In addition, unless the responder is certain they are not dealing with a blister, nerve agent, or some other hazardous substance that may be absorbed (i.e., dirty bombs, haz waste, etc.), they need to protect their skin from chemical agent liquids and aerosols.


· Liquid chemical agent can be transferred to a responder in numerous ways, including:

(1)
Helping victims,

(2)
Helping other responders,

(4) 
Moving contaminated debris,

(5) 
Handling contaminated objects,

(6)
Walking through contaminants, and 

(7)
Over-spray from victim decontamination operations (e.g., while hosing down victims).

· Blister agents (e.g., mustard and Lewisite) are designed to injure body tissue, both internally and externally.  In sufficient concentration, mustard agent vapors will destroy exposed skin tissue.  Therefore, the hazard presented by blister agents is both dermal and respiratory, requiring maximum protection (Level A).  With an accurate determination of agent concentration in the atmosphere, a decision may be made to downgrade the protection to Level B if it is determined that no significant splash hazard exists.


· Nerve agents (e.g., Sarin, Soman, and VX) present both a respiratory and a dermal hazard.  In liquid form, nerve agent droplets will be absorbed into the skin.  In their vapor state, they will enter the body through the lungs and destroy the body’s ability to produce cholinesterase, the muscle-controlling enzyme.  Consequently, initial entry into an area suspected of nerve agent contamination should be in Level A to ensure full protection of both the respiratory tract and the skin.  With an accurate determination of agent concentration in the atmosphere, a decision may be made to downgrade the protection to Level B if it is determined that no significant splash hazard exists.


· Choking agents (e.g., phosgene and chlorine) enter the body through the lungs, and not through the skin.  Consequently 
· respiratory protection is the primary concern to protecting against these agents.  However, in high enough concentrations, choking agents may also present a skin hazard (skin burns caused by hydrolization of the agent to hydrochloric acid).  Therefore, initial entry in Level A is prudent.  Choking agents are reasonably non-persistent, so the level of protection may be downgraded to Level C as soon as the concentration in the affected area is determined to be below IDLH, assuming that the respirator to be used has been proven to protect against that particular agent.


· Blood agents (e.g., hydrogen cyanide and cyanogen chloride) also enter the body through the respiratory tract or through mucous membranes, not through the skin.  However, in high enough concentrations, blood agent could mix with skin moisture to form an acid, and thereby cause skin irritation.  In addition, situations where a significant amount of agent is in liquid form (such as a 5,000-gallon tanker truck or 30,000-gallon railroad tanker) may present a significant splash hazard.  Level A provides maximum protection for both the respiratory system and the skin.  Since blood agents are extremely volatile, they will dissipate quickly in the air, probably by the time measurements are taken to determine the concentration of the agent.  If the agent vapor concentration is below IDLH, the level of protection required may be downgraded to Level B or C, but like choking agents, only if the respirator to be used is known to protect against that particular agent and no splash hazard exists.

· Biological agents enter the body primarily through the respiratory tract, although they can also enter through broken skin, vector bites, ingestion, or through other body openings.  Respiratory protection is the key to protecting against these agents.  An air-purifying respirator (with a P-100 filter) provides respiratory protection against airborne biological agents.


· Radiologically contaminated materials also present a respiratory hazard as well as a skin contamination problem, since radioactive dust particles can be inhaled.  As with biological agents, an air-purifying respirator with filter provides respiratory protection against the inhalation of radioactive dust particles.



Note:   Accurate identification of WMD agents and their concentrations is not possible without sophisticated detection instruments.  These instruments may not be available until a HAZMAT team or other specialized response team arrives at the scene and begins monitoring.  The recommendation to downgrade PPE levels is usually made by the Incident Commander.  The Incident Commander makes the decision based on a risk assessment of the situation.  Operations Level responders supporting detection/monitoring activities, including downwind surveillance, may be able to provide important information to aid the Incident Commander’s decision.
Safe Distance/Avoid Contact.   Most initial responders, including Coast Guard members (exceptions would be firefighters, hazmat teams, NSF, etc.), are trained at the awareness level and most likely have little, or no, personal protective equipment.  Their best protection at this level is contamination avoidance.  Although “safe distances” will be set by the Incident Commander based on incident specific information and dynamics the following are some general guidelines:

· Move upwind:  Move upwind from the release.  


· Move upgrade:  Move upgrade from the release for chemical agents.  Most of the chemical agents are heavier than air and will move downgrade, especially in still air.  Also, any runoff from decontamination operations will flow downgrade.


· Avoid contact with contaminated people and things:  Without proper protective clothing, you should avoid contact with contaminated people and things.

Personal Protective Equipment (PPE) Response Level Definitions.

Level A:  This is the highest level of protection afforded by personal protective clothing.  It is a fully encapsulating suit with SCBA or a tethered air supply.  It provides maximum protection from liquids and vapors.  The drawbacks to this level are that it is very difficult to work in, limits communications, and is hot and heavy.  The greatest causes of injury to responders in Level A are slips, trips, and falls.  Level A protection must be worn when entering an environment where the type of agent and concentration are unknown.

Level B:  This level of protection is similar to Level A, but is not fully encapsulating.  It provides maximum respiratory protection, through SCBA or tethered air, and splash protection, but does not provide the level of vapor and skin protection provided by Level A.

Level C:  This level of protection consists of a respirator and a protective outer garment.  Although the outer garment provides some splash protection, it does not provide vapor protection.  Level C should be worn in the Warm Zone if vapor concentrations are below IDLH. 

Level D:  This level consists of normal work clothing and should only be worn in the Cold Zone.  It affords no protection from any of the possible WMD agents.

Use of Mission Oriented Protection Posture (MOPP) Gear and Other Overt Protective Equipment.  

At the current time, 
the best policy for all Coast Guard personnel and resources is to follow the “safe to respond” guidance found in ALCOAST 177/00.  The challenges faced when using MOPP gear and other DOD specific equipment is that our standard for responders within the U.S. is significantly more conservative under the OSHA standards.  

MOPP Gear and the WMD Threat Environment.

As noted by the Defense Threat Reduction Agency (DTRA)
, “Terrorists and other unconventional warfare (UW) forces can use such simple expedients as planting explosives on bulk HAZMAT storage containers in and around built-up port areas.  Sabotage operations that cause the uncontrolled release into the environment of toxic industrial chemicals, such as chlorine gas, that offer unconventional warfare forces a low-risk, high-payoff means of inflicting mass casualties and chaos.”  “…Chemical weapons and Toxic Industrial Chemicals/Materials TICs/TIMs will remain the most likely WMD threat for the foreseeable future.”
  

Mission Oriented Protection Posture (MOPP) gear provides [at best] Level C protection.  It has a good track record against classical CB agents, but is not as effective against TIC/TIMs.  The Edgewood Chemical Biological Center reports that from a list of 98 TICs, approximately 32% were “poorly” removed by NBC air purifying respirators.  Another 34% were only marginally removed.
   TICs are a “significant threat potential” as a WMD substance.

Inhalation poses the most serious threat to response personnel.
  According to DOD, “Over 90% of chemical and biological warfare casualties are caused by agent entering through the respiratory system or eyes…”
 Given MOPP gear’s poor respiratory performance against a variety of TICs, this brings the effectiveness of this particular PPE for a WMD environment into question.  According to NIOSH and CG standards,
 
 Level C protection cannot be used unless [at least] the following conditions are met:

· All contaminants on scene have been identified and their concentrations measured;

· Atmospheric contaminant concentrations do not exceed OSHA Immediate Danger to Life or Health (IDLH) levels; 

· Oxygen content of the atmosphere must be at least 19.5%; and

· Recurring air monitoring is carried out to confirm contamination concentrations.

It should be noted that, “information necessary to select Level C protection is rarely available during initial entries.”
  If conditions are “unknown,” one must assume a worst-case scenario and adopt a Level A protection posture.  Although these standards are intended for hot zone “entry” the danger in using MOPP even for emergency egress is a false sense of security in one’s level of protection against an unknown hazard.  

Unlike a battlefield scenario, in which DOD Chemical Officers complete a full threat assessment to determine appropriate MOPP levels (and contingencies) before forces enter the relatively well-defined battle-space, CG forces operate largely within a coastal zone populated by a wide variety of TIC/TIM hazards interconnected with multiple transportation modes.  We operate with far less control of the operating environment.   In addition, we cannot ignore the civilian sector as well as other federal, state, and local responders, who support our essential mission/operational requirements for issues such as evacuation and decontamination.

Practical Concerns for MOPP Gear and NBC Filters (respirators).

With respect to NBC filters, a complete respiratory protection program must be instituted which includes regular worker training, maintenance, inspection, cleaning, and evaluation of the respirator, use of the respirator in accordance with the manufacturer's instructions; fit testing; and environmental monitoring.
  According to COMDTINST M16465.30 (aligns with NIOSH standards), an effective respiratory protection program must include the following elements;


· All respirator users must be physically fit for respirator use and be included in the medical monitoring program.

· All respirator users must be trained in the proper use and limitations of respiratory protection equipment.

· Personnel shall be fit-tested for the respiratory protective equipment used.

· Personnel should be provided respiratory equipment that is applicable and suitable for the purpose intended.  Where practicable, respirators should be assigned to individuals for their exclusive use.

· Written procedures concerning the selection and use of respirators must be established.

· All respiratory protective equipment must be inspected and maintained in accordance with manufacturers recommendations and OSHA regulations.  Records of all inspections and maintenance shall be kept at the unit.

· Units shall designate an individual responsible for their respiratory protection program.

· Only NIOSH/MSHA-approved respiratory equipment shall be used.

· Any facial hair that comes between the face piece-to-face seal or interferes with respirator valve function is not allowed.

· Environmental monitoring must be performed to confirm the use of the appropriate respirator.

Emergency Escape Breathing Device (EEBD) Alternative.

The Emergency Escape Breathing Device may be a viable alternative to MOPP.  These devices address respiratory concerns by providing supplied oxygen for approximately 15 minutes.  They are lightweight, easy to use, and require minimal training.  They are currently used by the Marine Safety field as an “emergency escape” from oxygen deficient atmospheres.  They are accompanied by a disposable O2 “toxiclip” that attaches to one’s pocket or boot and sounds an alarm if oxygen levels dip to 19.5%.   They do not provide dermal protection and may not be the ultimate solution.  Commandant is currently investigating the feasibility of procuring and supporting this equipment.

Biological Self-Protection.  
Every patient with respiratory complaints (fever, cough, and shortness of breath) and open wounds are potentially infectious.  The following are some general guidelines:

· Standard precautions, airborne precautions, droplet precautions, and contact precautions may include wearing eye splash protection, splash gowns, P-100 (particulate air purifying respirator cartridge) respiratory protection, and gloves.  An SCBA or a protective mask with P-100 filters offers good respiratory protection.


· Intact skin and regular clothing provides good protection against most biological agents.  Gloves and liquid resistant clothing provide additional protection.  

Safety of Responders.  Responder safety is paramount.  
· PPE:  All personnel who come in contact, or have the potential to come in contact, with the exposed casualties must wear protective clothing and respiratory protection.

OSHA Level B chemical protective clothing can provide adequate protection for responders operating the decontamination stations in the warm zone.

If available, wear rubber gloves, but not latex (butyl or neoprene are acceptable).


· Minimize contact:  Minimize direct contact with the casualties and avoid any liquid contamination.


· Monitor self and buddy:  Ensure all responders are aware of the signs and symptoms of exposure.  Monitor yourself and your buddy for these, both during and after decontamination.


· Consider yourself contaminated:  From the moment you enter the decontamination area or come into contact with a casualty, consider yourself contaminated.

Actions to Protect Others.  
Site Security:  Within the limitations of their PPE, responders need to establish site security early.  Control ingress to and egress from the site.  Controlling the site will help to contain and avoid the spread of contamination.  Responders should be aware that the perpetrator(s) may still be in the area.  They may be one of the victims, or they may be observing the results of their actions.  Always be alert for secondary devices.

Communicate the hazard warning to others:  Include involvement of 911 dispatchers in the communications chain so that they can tell other responders about the hazards.  Inform dispatch of local wind direction, ingress routes, staging areas, and other information that can be passed to follow-on responding units.

Note:  Activities within the Port Safety and Security, Port Operations of the Marine Safety Office (MSO), include establishing security and safety zones and performing stand-by duties at various dangerous cargo transfers, (e.g., propane).  Groups and small boat stations may be tasked with enforcing these zones.
  Current Coast Guard guidance titled, “Interim Guidance Regarding Coast Guard Response to Weapons of Mass Destruction Incidents”, April 2000 instructs responders to notify the National Response Center (NRC) and the local Operations Center when a WMD incident is suspected or has been determined.

Actions for Handling Mass Casualties/Fatalities.
Observe Signs and Symptoms:  Until detection and identification equipment arrives on the scene, the only indication that initial responders will have of the hazard they are facing will be from the signs and symptoms displayed by the victims.  Do not make physical contact with the victims and/or fatalities as cross contamination may result.  Attempt to identify the magnitude of the incident by estimating the number of casualties and/or fatalities.

Direct Casualties to Safe Areas:  Direct the casualties upwind and upgrade from the incident site.  Without the proper PPE, responders will not be able to assist non-ambulatory victims.

Initiate Emergency Decontamination of Casualties:  Attempt to get the casualties to remove their clothing down to their underwear.  If available, spray water on the casualties to help remove contamination, however, remember to cover victims for environmental and modesty concerns.

Notify Chain of Command:  Report the signs and symptoms of the victims, location of casualty holding areas, and any other actions taken to the chain of command.

Appendix 2

Sampling

General.

This appendix contains some general guidelines and information on sampling.  Sampling is complex procedure at all stages of the response.  The intent of this appendix is to provide you some familiarization to the various options, equipment, techniques and considerations.  The Coast Guard (with the exception of the NSF) does not have the sampling expertise needed to oversee the various protocols, however the FOSC will be expected to coordinate the activity and react to the results as provided by the support agencies.

The National Response Team is developing “Response Guidance for Anthrax” which contains good information on sampling procedures for anthrax based on lessons learned from recent responses.  We expect other efforts to address additional WMD substances as time progresses.

To support your planning, preparedness, and response efforts, the following agencies are available to assist with sampling on-scene an active WMD incident.  However in the initial phases where a WMD substance has not been confirmed, the sampling and analysis options are limited to local/state resources, the NSF, National Guard Civil Support Teams, and private sector sources.

Active Sampling Assistance:

· Local/State Environmental or Health Agencies and Hazmat Teams;

· U.S. Environmental Protection Agency (EPA);

· Occupational Safety and Health Administration (OSHA);

· National Institute for Occupational Safety and Health (NIOSH);

· Centers for Disease Control (CDC);

· Coast Guard National Strike Force (NSF); 

· National Guard Civil Support Teams; 

· Department of Defense; and

· Private Sector Contractors.

Sampling Analysis/Laboratory Assistance:

· Local/State Environmental or Health Agencies;

· Centers for Disease Control (CDC); 

· U.S. Department of Agriculture (USDA) – Agricultural Research Service;

· Department of Defense; and

· Private Sector Labs.

Initial Investigative Sampling.

FBI/LE Request.  The FOSC may be approached by the Crisis Management agencies (FBI or local/State LE agencies) to assist in obtaining initial investigative samples to confirm their “credible threat” determination if local sampling resources are not identified or available.  For coastal zone or maritime incidents, the Coast Guard FOSC should anticipate these requests.  As stated above some resources are not available until a WMD substance or event has been confirmed.  Local/State and private sector resources are critical during this phase and should be identified in your planning.

Initial investigative sampling may be very important to the Consequence Management agencies as well.  Although the initial focus is law enforcement, there may be simultaneous health and safety issues to consider.  This is especially true if victims are symptomatic or there are other overt signs to indicate a WMD substance or agent may be present.

Coast Guard National Strike Force (NSF) and National Guard Civil Support Teams.  Other than local/state and private resources, the NSF and the National Guard CSTs have the capability to make a hot zone entry and glean samples from the site. They should be identified as a possible resource and procedures for activating both should be defined in your planning efforts.  Information on the National Guard CSTs is found in Appendix 12.

Use of Coast Guard Resources to Transport Samples.  The use of Coast Guard resources (i.e., vehicles, aircraft, cutter, boats, etc.) should not be used to transport samples regardless of their packaging.  Although through proper packaging and proper decontamination procedures the risk may be low for cross-contamination of people and equipment, the actual type of substance or agent in various samples are not confirmed or known.  This presents a risk to Coast Guard personnel, crews, and equipment that are vital to the NRS and SAR missions.  The Coast Guard cannot afford to have its people or equipment contaminated or sustain a suspicion of possible contamination for any length of time.  Suspected contamination poses the same problem as an actual exposure, since the medical preventative protocols or decontamination process is the same as for confirmed incidents.  There are other commercial or agency options that may have a lesser impact to the response infrastructure in the marine environment.

WMD Collection and Sampling Kits.

Under normal circumstances, the HAZMAT team will be collecting WMD samples for on-site analysis and for shipment to off-site labs for confirmation and evidentiary purposes.  Operations level personnel within the Unified Command may be supporting the HAZMAT team by temporarily storing or transporting these WMD material samples to the laboratory.

Since the substance is initially not known, 
WMD material samples are triple bagged and then sealed in a sturdy (crush-proof) container.  The samples may require additional markings, labeling, or completion of custody forms each time they are moved.

There is very low risk of the material escaping from the containers once sealed, and therefore only minimal PPE is required.  In most circumstances, the sealed containers can be handled using only rubber gloves and safety glasses, though having a respirator or emergency respirator/escape mask is an additional precaution worth considering.

Detection and Identification Suite (Chemical).
There is no single sampling system, that will detect all chemical agents.  A number of detection devices are required, each of which will serve a specific role during the response.  The chart below lists several systems arrayed from very simple items to very sophisticated laboratory instruments; however, it is not all inclusive.

Just as there is no single system, which will detect all hazmats, there is no single system that will detect all chemical agents.  Responders will need to use a number of items, each of which will serve a specific role during the response.  There are a number of systems, from the very simple papers (which work in seconds) to the very sophisticated.  In general, we can say that the more simple a system is to use, the less specific the result.  The more complex the system, the more information you will obtain.  Also, be aware that some devices only respond to liquids, while others respond to vapors.   There may also be some limitations of instruments because of the environment or condition of the site (i.e., low O2, cross contamination, etc.).  The key point is that the response team will need to use the information provided by several different systems. 

Chemical Detection and Identification Suites

	System


	Speed
	Training Needed
	Process

	M8 Paper


	Seconds
	Few minutes
	Detects presence of liquid V or G – nerve agents or blister agent, by type



	M9 Paper


	Seconds
	One minute
	Detects presence of liquid chemical agents



	CAM


	Seconds
	One Hour
	Detects presence of nerve or blister agent vapors, by type



	M256 Kit


	15 Minutes
	One hour or less
	Identifies specific types of agent vapors

(blood, nerve, blister)



	Colorimetric

Tubes


	2-3 min per tube
	30 minutes
	Detects, identifies, and may quantify agent vapors

	GC/MS


	Minutes-hours
	One-two weeks for trained technician
	Identifies specific chemical trained technician 

(liquid or vapor)



	APD 2000


	Seconds
	One hour
	Detects presence of GA, GB, GD, VX, HD, HN, Pepper Spray, and Mace simultaneously



	AP2C


	Seconds
	One hour
	Detects presence of GA, GB, GF, VX, and HD simultaneously



Detection And Identification Suite (Radiological).
Like chemical and biological detection instruments, no single radiation instrument can detect all forms of radiation.  These are some examples of instruments in use today.

Film badges:  These are used to provide a record of the ionizing radiation exposure for personnel working in a radiation area.  They are sent away for development and reading, and the results are returned to your agency.

Individual dosimeters:  These are direct reading instruments, which can be read on-scene to determine the radiation exposure of the wearer.

Geiger-Mueller instruments:  These are instruments that take a direct reading of the beta and gamma radiation dose rate.  Some may also differentiate beta radiation from gamma.  Remember, beta radiation is stopped by such things as clothing, plastic, thin metal (e.g., aluminum foil), and skin.

Alpha instruments:  These are direct reading instruments of alpha radiation.  Because of the very low penetrating power of alpha radiation, they are specially designed instruments generally operated by highly trained technicians.

Radiological Detection and Identification Suites

	System


	Speed
	Training Needed
	Process

	Film Badge


	Slow (requires processing)


	None
	Total ionizing radiation dose



	Individual Dosimeter


	Immediate
	Few minutes
	Total ionizing radiation dose



	Geiger – Mueller

Instrument


	Immediate
	30 minutes
	Ionizing radiation dose rate (beta/gamma)

	Alpha Instrument


	Immediate
	Hours - Days
	Alpha dose rate





Detection and Identification Suite (Biological).
The suite for biological agent detection is much smaller than the chemical identification suite.  There are only a limited number of items, which can be used to detect and identify biological agents in the field.

Because a biological agent incident may not be discovered until days after the actual event, the bulk of the biological agent identification work will likely take place in biological labs, hospitals, research centers, or the Center for Disease Control.

Biological Detection and Identification Suites

	System


	Speed
	Training Needed
	Process

	SMART Tickets


	20 Minutes
	Few minutes
	Identifies specific, selected biological agents



	Field Instruments


	10-30 Minutes
	1-2 hours
	Generic detection, determine presence of biological material (not specific)



	Biological Integrated

Detection System


	30-60 Minutes
	Weeks
	Sampling, detection instruments, and identification kits mounted on vehicle



	Clinical Laboratory


	Hours - Days
	3 Months - Years
	Identify specific biological agents





Additional Sampling Guidelines Specifically for Anthrax.  The National Response Team (NRT) is developing “Response Guidance for Anthrax”.  Please refer directly to this guide for specific information.  The following information are excerpts from that document.  This information is provided to give the reader an idea of what is in the guide and also to provide an example of a sampling protocol that would apply in a general sense to other biological substances. 

Sampling and Testing Protocols for Anthrax

Initial sampling usually will be conducted by local authorities and/or by the FBI. After local authorities and/or the FBI have completed environmental sampling for contamination, the Federal OSC can review the results and determine if any additional sampling is needed to identify the extent of the contamination.

Sampling may also be conducted to determine the efficacy of the cleanup procedure. The sampling methods employed may include bulk, surface, and air sampling strategies, which are described in full detail below. Priority should be given to the collection of surface samples in locations that are proximate to the suspected release source. Subsequent sample collection should be conducted using a strategy moving outward from the confirmed contamination source to characterize the dispersion beyond the immediate zone of release. This strategy is based on the belief that the aerodynamic properties of the spores combined with the properties of the carrying substrate will result in deposition in locations around the suspected release source. Additionally, spores may be spread by circulation of air, or by movement of people or the objects they carry.

Areas that are identified as non-contaminated should be isolated from contaminated areas to prevent possible cross contamination and additional spread of the spores. Areas identified as potentially contaminated should be sampled. Wipe samples will be processed to determine the presence or absence of anthrax spores. Current advice from anthrax experts suggest that analytical results that are too numerous to count will warrant decontamination of the area. CDC has not provided a minimal number of spores considered as minimal risk or no threat.

Pre-Screening: Anthrax Screening and Analysis for Sites Where There is No Known Contamination

Facilities that do not have any conclusive evidence or credible threats of anthrax contamination will not be tested by EPA.  Facility managers that would like to screen for potential anthrax contamination as a precaution may hire outside contractors to conduct these tests. GSA has released a list of private contractors that may conduct these tests.  All firms or individuals sampling for anthrax and/or any other biological agents (from here on called environmental contractors or responders) must follow the personal protective equipment (PPE) guidelines listed below.

The NRT strongly suggests that all employees in the facility being screened be notified of the time and locations that the testing will take place, as well as additional information on epidemiological effects and basic precautions against anthrax. See CDC’s website (www.cdc.gov) for various factsheets on anthrax response, which should be followed if screening results come back positive.

Prior to performing anthrax screening, a blood test should be performed to examine for anthrax antibodies and to establish an individual baseline for all personnel participating in site screening and sampling activities. All medical testing and treatment should be conducted under the supervision and direction of the contractor or agency’s medical provider and in coordination with the affected facility’s health and safety office. In the event of an emergency, it is permissible to proceed without a blood test. However, the test must be preformed immediately thereafter. The blood test should be repeated on a monthly basis to confirm the effectiveness of the PPE, unless an exposure is suspected and then testing should be conducted as soon after the potential exposure as possible.

The following training requirements, at the minimum, are necessary to perform anthrax screening:

· 24-hour HAZWOPER or equivalent,

· current HAZWOPER refresher certification,

· respirator fit test (current), and

· medical monitoring.

During pre-screening efforts, the following work areas should be established:

· Green zones - places where anthrax contamination is unlikely;

· Yellow zones - places where anthrax contamination is plausible; and

· Red zones - places where anthrax is confirmed or is strongly suspected.

Unless proven otherwise, all area that have tested positive for anthrax should be considered a “red zones” until further, more refined, test results come back.

Methods for Detecting and Identifying Anthrax Spores - Field Testing Techniques

There are several methods for detecting and identifying anthrax spores. Some can be performed in the field, or at an on-site laboratory, and others require shipping a sample to a fixed site laboratory. Commercial and DoD anthrax test tickets are available. Both rely on immunologic technology. Due to their inherent low sensitivity, CDC has recently suggested that they cannot be relied upon for most applications as false negatives can result. The commercial test tickets are based on polyclonal antibodies, and have the additional problem that other bacillus spores will cause a false positive. Test ticket sensitivity can be enhanced by use of strip readers that illuminate the sample, however these are still considered too low.

Similar immunological technology can be used with more powerful instruments to increase sensitivity to the level where it can be useful. For example a field flow cytometer can be used with fluorescent tagged antibodies to determine even very low levels of contamination. Flow technology is also tolerant of dirty environmental samples. Commercial polyclonal antibodies could be used with very low incidences of false negatives, but have the same problem as discussed above with false positives. Availability of tagged monoclonal antibodies (e.g. from the US Navy Critical Reagent Program) could make this an effective field identification technique. However, these systems cannot distinguish between living and killed cells.

Nevertheless, a field lab could be established at a site that would allow samples to be analyzed to support cleanup efforts. PCR (polymerase chain reaction) is a technique that amplifies DNA and compares sequences to known test probe standards for anthrax. PCR systems include Lightcyclers (Idaho Technology RAPID etc.) and TAQMAN (Cephaid). PCR is very sensitive and selective, but the systems do not work well with dirty environmental samples and the probes are very expensive. PCR actually works best as a final confirmation of positive with samples taken from plated colonies, which are relatively pure. For this reason, CDC currently is suggested that the exit criteria for sites be absence of living colonies from surface and air samples when plated. Although this takes 18-72 hours it provides the only practical means at present of determining if living spores are present.

Statistical Sampling Criteria - Suspected Release of a Biological Agent

A suspected release of a biological agent on a target (in this case, a building) can trigger a chain of events. First, an agent release is suspected (i.e., through advertised threats, other intelligence, or visual evidence) or is considered highly plausible (e.g., in cases where the building houses high-profile personnel or handles a large volume of mail). Second, if the suspicion is particularly strong, the entire building is secured by emergency response personnel, usually through evacuation and access control; otherwise, a determination is made as to whether an agent has in fact been released within the building under investigation, and the building is secured if the release is verified. Third, an assessment is made of the extent of contamination within the building. Fourth, the affected area or the entire building is decontaminated or otherwise rendered safe for resumption of human use. Fifth, the affected area is released from access control and occupancy is resumed.  In the course of the above chain of events, biological sampling may be necessary:

· To verify that an agent release has occurred;

· To identify the extent of the contamination and, in particular, to identify specific areas or surfaces requiring decontamination; and

· To assess the efficacy of decontamination efforts.

Sampling Objective. The sampling objective here is strictly qualitative, to answer the following specific question – has the building been contaminated or not?

Roles of Samples. In light of the sampling objective, three types of samples will suffice: 

· Air samples;


· Composite swab and vacuum samples; and 


· Vacuum samples of HVAC filters. 

Air samples are the most expedient means of detecting the presence of an agent (in terms of the amount of information returned per collected sample), provided that the agent has been airborne and remains airborne at the time of sampling. An important consideration in choosing a sampling location is that a filter in the HVAC system may remove a significant fraction of the agent, depending on the filter type and specifications. Consequently, it is not advisable to sample near supply registers. A preferred location is in the return-air duct, just prior to (or upstream of) the filter. Guidance on the number of air samples is provided below.

Vacuum samples of HVAC filters are viewed as corroborating evidence for the air samples. One particular advantage of this type of sample is that the filters may have captured agent that once was, but no longer is, airborne. A potential disadvantage is that the filter can only reflect the time history since its installation.  Many commercial buildings are served by more than one HVAC system. For an HVAC system that has no filter, or a filter that has been replaced recently (e.g., less than one week prior to the sampling occasion), an alternative is to take a composite swab sample of return registers for that system.

Refer to the NRT Guide for further information. 

Functional Levels of the Laboratory Response Network for Bioterrorism.  During initial investigative sampling and before a WMD event is confirmed, CDC will usually not screen/analyze samples.  The existing local/state or private sector laboratories should be used.  The following is the functional levels of the laboratory response network.  This information will help you ensure that you are using the right level lab for the work.  Although the FOSC may coordinate such activities the lead in making these lab choices either in the planning mode or during response should be the health agencies supporting the FOSC and the UC. 

Level A:   Early detection of intentional dissemination of biological agents — Level A laboratories will be public health and hospital laboratories with low-level biosafety facilities. Level A laboratories will use clinical data and standard microbiological tests to decide which specimens and isolates should be forwarded to higher level biocontainment laboratories. Level A laboratory staff will be trained in the safe collection, packaging, labeling, and shipping of samples that might contain dangerous pathogens.

Level B: Core capacity for agent isolation and presumptive-level testing of suspect specimens Level B laboratories will be state and local public health agency laboratories that can test for specific agents and forward organisms or specimens to higher level biocontainment laboratories. Level B laboratories will minimize false positives and protect Level C laboratories from overload.  Ultimately, Level B laboratories will maintain capacity to perform confirmatory testing and characterize drug susceptibility.

Level C: Advanced capacity for rapid identification — Level C laboratories, which could be located at state health agencies, academic research centers, or federal facilities, will perform advanced and specialized testing. Ultimately, Level C laboratories will have the capacity to perform toxicity testing and employ advanced diagnostic technologies (e.g., nucleic acid amplification and molecular fingerprinting). Level C laboratories will participate in the evaluation of new tests and reagents and determine which assays could be transferred to Level B laboratories.

Level D: Highest level containment and expertise in the diagnosis of rare and dangerous biological agents — Level D laboratories will be specialized federal laboratories with unique experience in diagnosis of rare diseases (e.g., smallpox and Ebola). Level D laboratories also will develop or evaluate new tests and methods and have the resources to maintain a strain bank of biological agents. Level D laboratories will maintain the highest biocontainment facilities and will be able to conduct all tests performed in Level A, B, and C laboratories, as well as additional confirmatory testing and characterization, as needed. They will also have the capacity to detect genetically engineered agents.

Oversight of Private Sector Contractors and Laboratories.   Because of the number of potential WMD events that may be responded to or investigated (if initially determined to be credible by the FBI/LE agencies), government resources will not always be available.  Commercial resources can be used.  Because the response to biological substances and certain WMD chemicals are not exactly similar to a hazmat response, FOSC/UC oversight is needed.  This oversight should be coordinated by the health and technical organizations supporting the UC.  The UC oversight program may involve any facet of the response (i.e., sampling, cleanup, decontamination, disposal, etc.).

Appendix 3

WMD Site Management

Determine Need For Additional Resources.
Size up the scene:  How bad is bad?  How large an area is affected by the 
incident?  What are the approximate numbers of injured and killed?  Any information you can provide the chain of command will assist them in making 
their decisions concerning the deployment of response assets.

Notify the proper authorities:  Keep the chain of command informed of what is 
happening at the incident site.  The more information they have, the better they 
can decide how to allocate the assets they control.

Request assets:  Using local SOPs, request additional assets to mitigate the effects of the WMD terrorism incident.  Asset requests will be filled starting at the local level and will progress through regional, state, and then federal as the assets at the lower levels are depleted.

Prevent Exposures.

Warn personnel of the danger.  Give specific verbal instructions to warn personnel of the danger.  

Protect yourself.  People entering the contaminated area shall wear appropriate personal protective equipment.  Coast Guard personnel shall follow the guidance outlined within ALCOAST 177/00.

Ensure responders operate from a safe distance.  Always move upwind of the release area.  A safe wind distance for a WMD release is 300 feet, but  be aware of weather conditions which may affect or shift the hazard area.

Execute emergency decontamination procedures.  If the appropriate agency, contractor, or organization arrives on-scene and has the proper PPE available, execute emergency decontamination of victims that have evacuated the immediate release area.  You may also operate a decontamination corridor to support decontamination of ambulatory victims, if you have the proper PPE available.  DO NOT decontaminate equipment.  Isolate contaminated equipment or leave it where it is for later disposition.

Isolate the area.  Cordon off the incident scene to prevent people from entering or leaving the area.

Coast Guard Response to a WMD Incident.

As stated earlier in this document, ALCOAST 177/00 states that when Coast Guard responders suspect or determine that a WMD incident exists, they are to immediately transition out of any active field response until the “safe to respond” indication is provided by the FOSC.  This policy is not optional and the only exception exists only for NSF personnel.

Coast Guard Responder Actions.  When no “safe to respond” determination exists, coast guard response units will:

· Carry out command and control and Incident Command Post duties associated with the National Contingency Plan (NCP) or the Federal Response Plan (FRP) under Emergency Support Function (ESF) #10;


· Establish, publicize, and remotely enforce safety/security zones in close coordination with other local, state, and federal authorities;


· Provide response support outside the affected area, as required or requested by other federal, state, or local authorities; and/or 


· If appropriate, pre-stage field response assets so as to facilitate an immediate response after such time as a “safe to respond” determination has been made.

Contain Release of WMD Materials.

Initiate defensive contamination control operations.  Initiate defensive contamination control operations in order to limit the spread of contamination.  This includes preventing potentially contaminated people from leaving the scene without being decontaminated, and beginning emergency decontamination.

Ensure safe site management activities have been instituted.  Secure the site to prevent additional people from entering the contaminated areas and to prevent media or bystanders from interfering with the responders.  Observe and monitor surroundings for weather changes or secondary devices, and be prepared to adjust site activities accordingly.  Be aware of ventilation exhaust ports from the incident site (e.g., from terminals, buildings, etc.).

Consider contaminated run-off from emergency decontamination.  Decontamination stations should be located uphill of the incident, if possible.  This will allow contaminated run-off to flow back into the already contaminated area.   In any instance, avoiding the downwind aerosol or vapor hazard, takes priority over run-off control when choosing the decontamination corridor location.  A side-hill location may be adequate in this case.

Defensive versus Offensive Operations.

Defensive Operations are those operations designed to protect personnel and property.  Examples include emergency decontamination, evacuations, and access control.

Offensive Operations are those operations, which mitigate the hazard.  Examples include neutralization of agents, removal of contaminants, sealing contaminated areas, collecting agent samples, and identification of agents.

WMD Incident Response Controls.

Isolation.  Control of the WMD incident site regardless of whether the medium is biological, chemical, radiological, or conventional, rests primarily with isolating the source and the expected impact area.  The following issues should be considered:

· Closure of ventilation.  The vent system in a building or on a vessel can spread the WMD medium to a larger area.  Vents and ducts should be closed isolating the affected space as soon as a WMD incident is discovered;


· Securing rooms, cargo holds, staterooms, buildings, vessels, etc.  Access to the suspected impact area as mentioned above should be secured;


· Tracking of potential victims.   Potential victims that may have come in contact with the WMD medium should be identified and initially isolated from those who have not been suspected of being impacted (note: some WMD substances are contagious and therefore long-term isolation may not be necessary).  Those potential victims should be notified as well as others in the areas who were not considered potential victims of the possible health and safety concerns as identified by the health officials supporting the UC.  Potential victims should be tracked, especially if they are released from the site while sample results are pending; and/or
  

· Health agency support.  Local and state health officials and federal resources from the Department of Health and Human Services /Public Health Service should be part of the UC and should address health issues for the FOSC.  These agencies need to be consulted when making health decisions involving either victims or workers.

Evacuation.  Evacuation of non-victims may become necessary during the response.  Care should be taken not to cross-contaminate people, areas, equipment, resources, etc.  At sea evacuations should be avoided.  The separation of crew or passengers from the source or affected area should be considered on board the vessel before the removal people from the vessel.  This is especially true if potential victims are not symptomatic and the vessel is seaworthy.  The potential for cross-contamination increases as people are removed from vessel to vessel.  If possible a transfer of people to a secure land based area if preferable.  This also decreases the chance of contaminating critical resources and equipment.  

Quarantine.  Health officials within the UC should support the FOSC in making quarantine decisions.  Areas offshore (i.e., anchorage, etc.) and in port should be identified within local planning efforts as suitable vessel quarantine areas.  Access and port operations should be considered in selecting sites since the potential exists that the vessel may be moored or anchored at the site for an extended period as the situation is mitigated or remedial/restoration activities are conducted.

Note that off-shore quarantine of a vessel may severely hamper your response actions.  Access to the vessel, crew, or passengers is critical to resolve the incident.   The port should be protected by a contagious situation or a continued threat involving the vessel or its occupants, however if a quarantine is warranted, health officials and other applicable support should be consulted to assist the FOSC in developing a plan outlining the criteria that would eventually lift the quarantine and allow safe port access to the vessel.

Appendix 4

Information Management and Communications 

Communication.  The UC should consider the following in bolstering their communications capabilities on-scene and among the port/community:

· Communicate the hazards:  Use the media to assist in communicating the hazards associated with the WMD terrorism incident to the public.

· Control access to scene(s):  In addition to controlling access by the media to the incident scene(s) so that they do not interfere with operations or become casualties themselves, the media can also pass to the public information on street/road closures and alternate routes around the incident area.

· Consider media as an asset:  Emergency responders should consider using 
the media to help communicate the hazards of entering this potentially dangerous crime scene, and help instill confidence that the incident is being managed in the most expedient and efficient manner.  
Information Management.  Because of the potential complexities of a WMD response and the relationship building and liaison skills needed to coordinate actions between crisis management and consequence management entities, the JOC and the ICS/UC, the victims and the responders, and the responders and the community, the FOSC and UC members should consider the following to ensure the proper internal and external information flow during the response.

· Information Management.  The most important elements of any emergency response are the protection of life, environment, and property.  These priorities lead to the establishment of objectives that drive the response. Information is the basis of every decision that is made during a response!   Everyone from the Incident Commander establishing the objectives to the field worker cleaning a beach will make decisions based on the information presented to them.  With that basic premise in mind, Information Management is arguably the most important supporting function of emergency spill response.  It is the most critical and necessary means to a successful end.  Time after time, post response and drill critiques have pointed to inadequate information flow, and communications as one of the most significant areas needing improvement during response.

Information management serves the information needs internal to the response organization as well as many information needs external to the actual emergency response operations.  Well planned and executed information management is where the battle is won during emergency spill response, directly impacting the actual cleanup and response effectiveness.  Successful information management is dependent on “getting the right piece of information in the right format to the right place at the right time”.  It is not too surprising that the complex task of managing the information needs during  response often falls short without adequate levels of training and planning 

· Internal Information Management. Internal information management is all of the situational, environmental, physical, status, planning, operational, logistical, and financial information needed by the Incident Command System (ICS) to make decisions and effect a successful response.  Successful internal information management requires an advanced level of skill to accomplish.  The majority of critical internal information management is the responsibility of the Situation Unit Leader (SUL) who maintains status boards and situational displays in the Command Center.  It is very important to understand, however, that the SUL will never be fully successful without the support of the entire ICS.  Each position within the organization has information management responsibilities, which must feed into the appropriate pathway during the response.














  


Important skills for information managers include obtaining critical information, disseminating it and avoiding information overflow.  Information managers must understand the need and have the ability to provide a synthesis of information and present it in a context that is relevant for the decisions at hand.
· External Information Management. Trustees and other stake holders must be informed in order to fulfill their management and decision making responsibilities.  The public, also an important stakeholder during spill response, needs to be informed and kept abreast of important developments.  The Unified Command must develop a pathway for getting their information into the Incident Command. 

When multiple public or private agencies and organizations come together to respond to an emergency or mange an event, efficient information flow is critical to effectively carrying out Information Officer/Joint Information Center (JIC) responsibilities and meeting the expectations of various publics.   A JIC is a centralized “communication hub” that serves to achieve that information flow.  Establishing a JIC, developing processes and procedures, and training staff on how to operate a JIC effectively allow response organizations to be more proactive in responding to the information needs of responders, the public, federal, state, and local governments, foreign governments, and industry.

Because of the critical nature of providing emergency information to disaster victims, time spent getting organized rather than responding at the time of an event can lead to confusion and a loss of public confidence.  Through a JIC, the different agencies involved in a response can work in a cohesive manner, enabling them to “speak with one voice”.

· Information Management Tools.  Information management tools are available to On-Scene Coordinators (OSC) to assist in meeting information management needs during response.  Some of these tools are designed to address internal information management needs, while others specifically target external information needs.  Often, certain tools can, to some degree, serve both internal and external needs.  OSCs are encouraged to become familiar with these tools and employ them in drills as well as actual responses in order to be better prepared to effectively and efficiently integrate them into the response when needed.  It is necessary to remember that the most important element in successful information management is trained and capable people.  The variety of ever growing computer-based technologies designed to assist with information management require the right people to use and mange them effectively.

· Situation Unit Leader.  The Situation Unit Leader (SUL) is responsible for the situation display, distribution center, staffing, providing information conduits to sections and field units. 

The Situation Unit is responsible for the collection and evaluation of information for the current and future status of the spill.  The unit is also tasked with preparing, posting, or disseminating resource and situation status information.  JIC personnel are focused on public (external) information, whereas the Situation Unit focuses on the operational status (internal) information needs.  The two are different; not all information is appropriate for release to the public, yet it needs to be available to other sections of the ICS.  The JIC needs to be one of the receivers of this internal status information, as well as the sole provider of external status products based on releasable internal information.  A strong, proactive, and dynamic Situation Unit needs to be implemented to be effective.  Charismatic personnel need to be assigned to this specific unit.  Too often, the best-trained people who understand the need for aggressive information management are sent to other tasks.  The Situation Unit needs to have aggressive and knowledgeable people to ensure information is gathered and evaluated effectively.  An operationally savvy person supporting the JIC can also enhance the accuracy of gathered and released information.  If the internal flow of information fails, the response will suffer.  Checklists for the information management team would include times of meetings, times for product updates, key personnel, and points of contact within the response.

· Joint Information Center (JIC).  The JIC is important external information management tool.  The JIC must be well coordinated with the Situation Unit Leader.  The physical location of the JIC should be conducive to effect this coordination.  The JIC structure is most useful when multiple agencies and organizations come together to respond to an emergency or manage an event and need to provide coordinated, timely, accurate information to the public and other stakeholders.   By maintaining a centralized communication facility, resources can be better managed and duplication of effort is minimized.  Finally, the use of a JIC allows for tracking and maintaining records and information more accurately therefore, improving the ability to conduct post-incident assessments that can be used to improve crisis communication and general response activities during future incidents.

· Incident Command System (ICS).  The response organization itself is an important information management tool.  Each member must understand the importance of information management and be prepared to support it.  Section Chiefs in particular need to understand the critical information need from various sections and insure it gets to the right place.  They must also know where to go to get specific types of information they will need.


· OSC2.  OSC2 developed and supported by the Coast Guard provides the response management system an internal spill management tool.  OSC2 is a software application designed for use by oil spill responders to manage the information traditionally contained on paper ICS Forms.  The OSC2 application use electronic ICS Forms as an interface to a central database that stores the spill application information making it instantly available to all members of the spill response team.


· NOAA Spill Web.  NOAA Spill Web is an external tool, but can serve some internal needs as well.  The system is normally an incident specific web site set up and maintained offsite, but fed by the Unified Command (UC).  Release authorization for any posted information can be accomplished through the JIC, DRAT, or designated by subject matter within the UC.

· Geographic Information Systems (GIS) and Other State or Responsible Party Contracted Information Management Tools.  Often there are GIS or similar mapping systems available that can support a variety of information management needs during  the response.  These may be supported by states, Coast Guard units, or outside contracted entities.  Other information management tools may be available to the UC through responsible parties or other outside contractors.  It is important that any of these tools be integrated into the ICS to coordinate with other information management tools to effectively and jointly meet the UC’s information needs.  Its is also important that the information developed, maintained, and supported by these tools be transferred to the UC prior to the operators departing the scene.  System compatibility issues need to be considered to avoid losing important information and documentation related to the response.
Appendix 5

Decontamination
General Information.  One of the first priorities after a WMD incident is agent decontamination and containment. The speed and organization of the response team, the establishment of control around the incident site, and the timely application of decontaminant will be the keys to success.  We will discuss how to accomplish such a response by focusing on the differences between HAZMAT incidents and incidents involving WMD agents.
Decontamination Deltas.  There are several differences, or deltas, between decontamination procedures for HAZMAT incidents and WMD incidents.  The following should be considered:

· Time is critical:  Minimizing the duration of time that casualties are in the hazardous environment is critical.  Since clothing and exposed skin may be contaminated with liquids, vapors, or even particles, it is important to remove these from the casualty so that exposure time is minimized and the possibility of further inhalation or ingestion is minimized.


· Higher toxicity:  Increased risk to the responders, victims, and onlookers may require increasing zone distances, frequent monitoring for symptoms, and higher levels of PPE.

· Large number of victims:  You may be required to control, decontaminate, triage, and track hundreds or thousands of people at the site.

· Scene control:  A WMD incident may involve a larger area, mass casualty situation with numerous responders who all want to help, and a huge media response seeking information on the incident.

· Resource intensive:  More personnel and material will be required than are normally available.  This drives the need to do more contingency planning before you are faced with the situation.

· Crime scene evidence preservation:  A HAZMAT incident site is generally not a federal crime scene.  In addition to decontaminating the area, evidence must be preserved for eventual use in investigating, apprehending, and prosecuting the perpetrator(s).
Decontamination Levels.  There are three levels of decontamination involved:  emergency, definitive, and technical.  These combine to cover the rapid decontamination of victims, secondary decontamination, and the deliberate decontamination of the responders and equipment.
· Emergency decontamination:  Emergency decontamination is employed to save the lives of potential victims primarily by first removing contaminated clothing, then removing the agent hazard from the skin by washing off or neutralizing the agent on the skin. Additional emergency decontamination set-ups may be required at supporting medical facilities away from the incident scene to take care of self-referrals who left the incident before responders gained control.


· Definitive decontamination:  A follow-on decontamination procedure is normally performed at medical facilities to ensure that all body surfaces are free of any residual contamination.


· Technical decontamination:  Technical decontamination is performed to remove or neutralize all contamination from emergency responders, their equipment, and contaminated facilities or areas in a deliberate fashion. 

· Responder decontamination:  Technician Level responders focus on both emergency mass casualty decontamination of victims and technical decontamination of personnel.  Although HAZMAT technicians may execute decontamination, it is more likely that they will supervise the Operations Level responders as they perform mass decontamination.

Emergency Self-Decontamination.  Immediately following exposure to WMD agents, responders should perform emergency self-decontamination.
· Wet or Blot:  For radiological and biological particulate contamination, wetting down exposed surfaces will help prevent the contamination from re-suspending in the air.  For chemical liquid contamination, carefully blot the agent off of exposed skin immediately.


· Strip:  Removing all the clothing is the best solution, but lacking liquid contamination, stripping down to underwear is a reasonable alternative.

· Flush:  Flush the affected area with large amounts of water.  While any water is better than no water, best results for agent removal should be high volume low-pressure.

· Cover:  Cover yourself for environmental concerns, such as sun exposure or hypothermia.
NOTE:  The purpose of emergency self-decontamination is to remove contaminated material from yourself after you have been exposed.  Bear in mind that due to the nature of biological and radiological materials, you may be unaware at the time of exposure that you have been contaminated.  Therefore, self-decontamination may not be necessary.   
Emergency Mass Casualty Decontamination (MCD) Principles.  
Consider the following principles when performing emergency decontamination of mass casualties:

· Setup. 

In Warm Zone, near Hot Zone:  Set up the decontamination lanes in the Warm Zone near the Hot Zone, orienting the exit point to extend away from the Hot Zone.  This will limit the traffic of victims into the hazard area and reduce their potential for additional exposure.

Upwind, upgrade:  Establish the shower point upwind and upgrade of the Hot Zone.  The water runoff and any vapors from contamination will tend to flow back into the Hot Zone.


· Water: 

Large volume, low pressure:  You should use copious amounts of water.  Physical removal is the primary method of decontamination, and the more water, the better.

Control runoff:  Consider the direction of the run-off to prevent cross contamination between lanes.

Safety of Life.  Saving lives through rapid decontamination is the priority.  Control the run-off to the extent feasible, and know where it is going and that it will not flow into clean areas or cause additional casualties.

Isolate and Confine.  If possible, and if time and resources allow, confine the run-off to an isolated area.  This is more critical for radiological materials, which are not neutralized by decontaminants.

Sewers.  Notify the sanitary waste station and other locations downstream if the run-off enters the sanitary, sewer, or storm drain systems.

Chemical Agents.  For chemical agents, some liquid agents will be hydrolyzed by the water and will not present a long-term hazard downstream.  Mustard and VX are notable exceptions, however, they will be very diluted by the large volumes of water.

Biological Agents.  For biological agents, downstream contamination will vary, depending on the agent and how it survives in treated water.  However, biological agents will not present a hazard in water unless the water is ingested or enters the body through cuts, abrasions, or other orifices.

Radiological Materials.  For radiological materials, there may be hot spots downstream which present a radiation hazard where the materials have collected as sediment and become concentrated.


· Shelter:

Adverse Weather.  A “cold shower” will chill the victims, even in warm weather.  Plans should be developed for providing shelter and cover after decontaminating victims.

Modesty.  The television telephoto lenses can capture embarrassing views of people from a considerable distance and lessen the willingness of the asymptomatic victims to cooperate.  A quick modesty cover can be erected at the undressing point and continue past the shower points.     
 


Emergency MCD Process.  
Emergency decontamination of WMD agents is a 4-step process.  

· Blot or wet:

Chemical Agents.  For chemical contamination, carefully blot the agent off exposed skin immediately.  Do not rub, as this will only increase the potential spread and penetration of the agent.  Clothes may be used to blot contamination from the skin once they have been carefully checked for contamination.

Biological Agents.  For contamination by biological agents or radioactive materials, wetting down the exposed surfaces first will help prevent the contaminant from re-suspending in the air.


· Strip:  Strip off all of the clothing down to the undergarments.  This will remove approximately 80% of the contamination.  Nylons or pantyhose should be removed, since they can hold a large amount of liquid or vapor close to the skin and cover a significant amount of skin.


· Flush:  Flush the affected area with large amounts of water.


· Cover:  Provide cover for decontaminated victims to prevent hypothermia, and for modesty.

Get blankets, towels, sheets, or tablecloths from local stores, hotels, hospitals, or other nearby facilities.

Disposable ponchos, coveralls, or cut up salvage covers can serve as cover for victims.

On-Scene Situation Organization and Planning.   WMD agents were designed to be more toxic than other hazardous materials, and as such, present some unique challenges:
· Zone adjustment, increased distances: The Hot and Warm Zone locations must be periodically reassessed to ensure liquid contamination is contained within the Hot Zone and that decontamination efforts are within the Warm Zone.  Run-off and changes in the wind may require alteration of zones or relocation of decontamination corridors.  The area should be large enough to handle several decontamination lanes.  These include segregated lanes and, as equipment is available, multiple lanes for each group of victims.


· Monitor warm zone, decontamination sites:  Monitor the site continuously for the presence of WMD agents, as even small amounts of agents can cause additional casualties.  If contamination is found to have spread, neutralize it or isolate the area.


· Integrate life saving and decontamination procedures:  Closely evaluate resources during size-up to integrate EMS and decontamination activities.  Some lifesaving procedures may have to be performed during decontamination or within the decontamination corridor, especially for the symptomatic and non-ambulatory victims.

Emergency Mass Casualty Management.  Isolate the victims and other potentially exposed people.
· Communicate directions:  Communicate the need for assistance and what these people must do.  The following suggestions are provided:

1.  Use a loudspeaker or other voice amplification system.

2.  Communicate authority with concern.

3.  Place signs in the decontamination corridors and areas.

4.  Use common radio band frequency, particularly between members of different 
      response organizations working in the same area or task.


· Move them away from hazard:  Keep casualties away from the hazard, but still controllable.


· Segregate:  Segregate ambulatory from non-ambulatory, symptomatic from asymptomatic, male from female.  Responders should consider the special needs of families, small children, handicapped, and elderly people.  To avoid spreading the contamination, victims refusing to cooperate should be isolated from the rest.


· Collect personal items: Victims’ personal belongings should be bagged and tagged. The use of clear plastic trash bags, with tags or some other means of identifying the bags and its contents is recommended. These contaminated items should be placed into drums.  A plan is also needed for the disposition of these belongings.  What, when, where, and how will possessions be returned to victims?  Monitoring of bagged personal items can identify contamination problems.  Agent vapors will collect in the bag and can be checked with a device such as the Chemical Agent Monitor or colorimetric tube.  Procedures must also be in place for the handling of weapons belonging to law enforcement personnel.


· Contaminated clothing may be evidence:  Some of these items may contain evidence, such as residual agent, which can be collected from contaminated clothing or personal items.

Emergency Mass Casualty Decontamination Triage.   In a WMD incident, the decontamination capability of response agencies will be quickly overwhelmed by the number of victims requiring decontamination.  A triage process must be applied to do the most good for the greatest number of people.
· Ambulatory casualties:  Ambulatory casualties are those victims who are able to understand directions, talk and walk unassisted, and are triaged as minimal (i.e. green tag, green ribbon, or priority 3), unless severe signs and symptoms are present.  These casualties should be directed to move upwind into an assembly area within the Warm Zone, where they can be prioritized for decontamination by on-site medical personnel.  Care must be taken to ensure that the victims do not traverse contaminated areas in the Hot Zone or transfer contamination to the decontamination area.

The highest priority for ambulatory decontamination are those casualties who were closest to the point of release and report they were exposed to an aerosol or mist, and have serious medical symptoms (e.g., shortness of breath and chest tightness).

The next priority goes to ambulatory casualties who were far away from the point of release who have no evidence of liquid disposition of agent and who are clinically symptomatic.

The next priority are victims suffering conventional injuries only, especially open wounds.

The next priority are those casualties who were far away from the point of release and they have no clinical symptoms


· Non-ambulatory casualties:  Non-ambulatory casualties are victims who are unconscious, unresponsive, or unable to move unassisted.  This may also include victims who are handicapped or elderly.

Those who are symptomatic should be decontaminated first, as they may need life-saving care during the decontamination process.

Non-ambulatory casualties have to be processed through a litter-based decontamination corridor, assisted by at least two responders per victim.

Emergency Mass Casualty Decontamination Procedures

.  Emergency mass casualty decontamination should be conducted immediately.  Do not wait for agent identification before beginning decontamination.  Special consideration will have to be taken during inclement weather to avoid causing additional casualties due to hypothermia.


· First units employed:  The first units on the scene will likely have limited capability and, in fact, may be quickly overwhelmed by the magnitude of the problem.  They may have 
· already deployed a pre-connected handline, charged the pump and line, and begun directing people through a makeshift corridor before you arrive.


· Elevated master stream:  You may be able to set up a large-scale shower with an elevated master stream, using low-pressure, high-volume water to rain down in a shower for each lane.


· Additional lanes:  As more apparatus arrive, direct them where to set up additional lanes or, based on space restrictions, to set up secondary decontamination corridors to support the decontamination effort.


· Ambulatory decontamination:

Clearly communicate to the victims what you want them to do.

Have them walk through the shower with their arms out, legs apart, and head back.  This helps to clean them off more quickly.

Wash from the top down.  Advise them not to swallow the water and avoid getting anything but the direct spray into their faces.  Also, request they do not wipe their faces with dirty hands.

· Non-ambulatory decontamination:

Cut off all clothing, including underwear, if they are contaminated.

Remove clothing from head to toe, front to back.  Keep the clothing away from the victim’s face during removal.

Remember to minimize contact with the victim or the contaminated clothing; this could transfer contamination to the next victim, as well as to yourself.

Keep litters and backboards off the ground with milk crates, sawhorses, or other expedient supports.  Avoid getting run-off into the victim’s face.

Decontaminants Of Choice (Personnel).  The availability of various surfactants, such as soap, can enhance the effectiveness of the decontamination process.

· Water:  Contamination can be removed using water, which is readily available for immediate use in most cases.  It removes agent by mechanical action, but causes no ill effects.  High volume, low pressure water showers are recommended for emergency mass casualty decontamination.


· Soap and water:  The use of soap will help lift the contaminant off the skin.  It takes time to mix the soap with the water, and there is extra cost associated with using the soap.  There is no ill effect from using both soap and water.


· Bleach and water:  Decontaminating with a bleach solution has shown benefit in reducing damage caused by some agents, as well as neutralizing chemical and biological agents in run-off.  However, the contact time of a bleach solution on casualties is usually not sufficient to neutralize the agent, while increasing the contact time may actually result in chemical burns from the bleach.  Using bleach solutions for emergency mass casualty decontamination is not always recommended.

Technical and Equipment Decontamination Considerations.   
As the need for a rapid response is critical, HAZMAT teams should be on the scene as early as possible to conduct reconnaissance, rescue remaining victims, and identify the agent.  For the HAZMAT teams to perform these missions, a technical decontamination capability must exist.

· Rapid, robust setup for responders:  Responders who will enter the Hot Zone must have decontamination set up before they can go in.  Some of the first responders who were on-scene prior to the agent identification and Hot Zone designation may have gone through emergency decontamination, or may be waiting for the technical decontamination.


· Separate decontamination corridors:  When setting up the technical decontamination corridor, establish it away from the emergency decontamination corridors.

Responders are likely to be contaminated and the victims will not have protective clothing.

Some victims awaiting emergency decontamination may become unruly or interfere with the process when they observe responders moving to the head of the line or receiving a different decontamination effort than they are.

With emergency decontamination, the emphasis is on speed and agent removal, since the victims have no protection from it.  Technical decontamination concentrates more on thoroughness and neutralization of the agent.


· Contaminated equipment and vehicles:  Emergency response vehicles and equipment may become contaminated.  If it entered the Hot Zone, assume that it is contaminated.

Isolate and hold potentially contaminated equipment for monitoring.

Immediately decontaminate only that which is absolutely necessary.  In the early phases, time and resources are critical, and wasting them on non-essential equipment is counterproductive.

Natural weathering may reduce the level of contamination, and monitoring may reveal that neither the individual nor the equipment were contaminated.


· Medical facilities:  Hospitals and other facilities used for support to the responders or victims may become contaminated.  Much of this can occur from cross-contamination resulting from emergency decontamination, transportation of victims, or self-evacuation of contaminated persons.  These facilities must eventually be closed, monitored, decontaminated, and thoroughly inspected before they can be reopened to the public.


Appendix 6

Response to Biological Agents

Background.

As we look at biological agents, you will see some similarities with what we discussed earlier with chemical agents, but you will also note some significant differences.  You need to understand some of the basic characteristics of these potential biological agents and how to protect yourself.

a.
Delayed effects:  The biggest difference is time.  Unlike chemical agents, 
most of which have an immediate effect, most biological agents have a delayed effect ranging from several hours to days, and in some cases, weeks.  In the event of a biological incident, there may be no casualties and nothing significant initially.  You or someone else may happen to witness the actual release or find some type of suspected dissemination device or you may receive intelligence from law enforcement that alerts you to the possibility of the attack.

c. Toxicity:  By weight, biological agents are generally more toxic than chemical agents.  For example, ricin, is 6 to 9 times more toxic than sarin, and botulinum, another toxin, is 15,000 to 30,000 times more toxic than sarin.


c. Human detection:  Biological agents are undetectable by the human senses.  We cannot see or smell them, nor should we attempt to touch or taste them.

Response Methodology.  For a bio-terrorism incident, the following general actions and relationships should be considered upon receiving the initial report.  

· Notifications.  The following notifications shall be made:

-  National Response Center (NRC)

-  Crisis Management Agencies 


· FBI and local/State Agencies

· Department of State if incident is occurring outside Territorial Seas


-  Consequence Management Agencies (Notify as needed)

· Local/State hazmat and health departments;

· Local/State Emergency Management Agencies;

· Local/State Environmental Agencies;

· Department of Health and Human Service’s (HHS), Center for Disease Control (CDC), or Agency for Toxic Substances and Disease Registry (ATSDR);

· National Institute of Occupational Safety and Health (NIOSH) and the Occupational Health and Safety Administration (OSHA);

· Environmental Protection Agency (EPA);

· National Guard Civil Support Teams;

· Coast Guard National Strike Force;

· Private Sector Cleanup Contractors;

· Trustee Agencies; and/or

· Other stakeholders identified in Area Contingency Plans (ACP) or other local plans.

· Removal/Recovery.  The information in this appendix and the other sections of this document will provide you information and guidance to address:

- Containment;
-  Cleanup;
-  Decontamination; and
-  Disposal.


· Post-Response/Remedial Activities.   As is the case with standard protocols for response to CERCLA substances under the NCP, the Coast Guard OSC actions will primarily be focused towards emergency response actions.  Once the situation is stable and the event progresses into the remedial or restoration phase,  and the Coast Guard OSC determines that the emergency has been abated and there is no longer an immediate threat, the Coast Guard OSC should transfer lead agency responsibility to the U.S. Environmental Protection Agency (EPA) for further non-emergency response action.   
Biological WMD Response Flowchart.  The following is the progression of general events surrounding a potential or actual bio-terrorism event.

Coast Guard On-Scene Coordinator (OSC) Response 

To a WMD Biological Incident 



Classes of Biological Agents.
Selected bacterial, viral, and toxin agents, their characteristics, and treatment are of particular concern when preparing for biological terrorism.

Bacteria and Viruses.  
Both bacteria and viruses are living organisms and, as such, require an environment in which to live and reproduce.

· They can enter the body through inhalation or ingestion, through a break in the skin, or through other body openings or orifices.  In a deliberate use, inhalation through the lungs is usually the targeted portal of entry.


· Once the organisms invade the body, they begin to grow and reproduce.  They can also produce toxins, which may poison the body.  Your body has built-in defense mechanisms, but if they are overwhelmed or not effective, then the specific symptoms associated with the particular organism or disease begin to appear.  Fever, vomiting, and diarrhea are frequently early symptoms.  Depending on the particular disease, the effects will continue to develop and can, in many cases, completely disrupt normal body functions and cause death.


· Some bacteria and viruses can cause epidemics by being transmitted from one infected individual to another.  This is true of only a few of the agents: pneumonic plague (bacteria), smallpox, and viral hemorrhagic fevers such as Ebola (viruses).

Toxins.  Toxins are poisonous substances produced as a by-product of pathogens or plants and even some animals.  Snake venom is a good example of a toxin.

· They are not living organisms, but in fact chemical compounds, often proteins or protein-like materials.


· They can enter the body the same manner as pathogens.


· They are not contagious.

Aerosol Particle Size.

The most effective delivery method for most biological agents is by the inhalation of an aerosol containing agent particles that are in the 1 to 5 micron size range. Particles in the 1 to 5 micron size range can be breathed into the deep part of the lung (alveoli) during normal respiration.  Larger particles either quickly fall out of the biological aerosol or they become trapped in the upper airway.  Smaller particles are breathed into the lung, but are expired out again without retention.

The first biological warfare agents were manufactured as wet slurries of highly concentrated bacterial and viral agents. These slurries were easy and relatively safe to manufacture but were difficult to disseminate in the correct particle size range and had to be refrigerated for storage.  The next significant advance in biological warfare was the development of biological agents in freeze-dried powder formulations.  These were technically difficult and dangerous to manufacture. 

Bacteria.
Anthrax and plague are two examples of diseases caused by bacteria:

a.
Anthrax:

1. Incubation period:  The incubation period is 1-6 days and the early symptoms are chills, fever, nausea, and swelling of lymph nodes. Treatment involves the use of antibiotics and vaccine, and treating the specific symptoms.  Once symptoms of the disease develop, treatment is supportive and often unsuccessful.


2. Contagious:  No.  Anthrax is a bacteria.  It occurs naturally in cattle, sheep, and other hoofed animals.  It is normally transmitted to man through cuts or abrasions in the arms and hands (cutaneous anthrax).  Anthrax can form spores which make the organism more resilient.  In spore form, it can be transmitted to man through the respiratory tract (inhalational anthrax), where it is a much greater threat (mortality can reach 80-90%).


3. Signs and symptoms:  The signs and symptoms of anthrax include coughing, fever, malaise, fatigue, and mild chest discomfort.


4. Protection:  The use of standard precautions is necessary for handling victims of this agent.


5. Treatment:  Antibiotics such ciprofloxacin, doxycycline,or penicillin for pulmonary and intestinal infections may be useful in the very early stages.  Intensive care may be necessary for advanced infections.  A Food and Drug Administration (FDA) licensed vaccine is available.  The vaccine schedule is 0.5 ml administered subcutaneously at 0, 2, 4 weeks, then 6, 12, 18 months for the primary series, followed by annual boosters.

b.
Plague: 

1. Incubation period:  The incubation period is 2-3 days and early symptoms are high fever, chills, headache, spitting up blood and shortness of breath.  Untreated pneumonic plague has a mortality rate of 90-100%.


2. Contagious:  Yes for pneumonic, no for bubonic.  Plague or “black death” is a bacteria normally transmitted to man from rats through the bites of infected fleas.  It can also be aerosolized and be transmitted to man through the respiratory tract, causing pneumonic plague.


3. Signs and symptoms:  The plague organism causes high fever, chills, headache, tender lymph nodes, cough with bloody sputum, and signs of overwhelming infection, including pneumonia.

4. Protection:  The use of standard and droplet precautions is necessary for this agent.


5. Treatment:  Treatment involves using antibiotics treating specific symptoms.  A licensed, killed vaccine is available.  Primary series of an initial dose followed by a second, smaller dose 1-3 months later, and a third dose 5-6 months after the second dose.  You should give 3 booster doses at 6 month intervals following dose 3 of the primary series, then every 1-2 years.  This vaccine is effective against bubonic plague, but probably not against aerosol exposure.

NOTE:  Precautions:

a. Standard Precautions:  Responders should be familiar with these practices from experience in dealing with HIV (+) individuals.  Standard precautions include washing hands with anti-microbial soap following exposure to patient and wearing gloves, a face shield, and cap/gown.  Contaminated equipment and linen should be properly processed, and environmental surfaces should be cleaned and disinfected.  Patients at risk for environmental contamination should be placed in a private or cohort location. 


b. Droplet Precautions:  In addition to standard precautions, masks and eye protection must be worn within three feet of the patient.  Transport of the patient should be limited, with suitable masking of the patient when transport is required.  Patients should be placed in a private or cohort location. 


c. Airborne Precautions:  Both standard and droplet precautions apply.  If possible, the patient should be placed in a negative pressure room, and high intensity air filter respiratory protection, such as P-100 filters, should be used.  A tight sealing mask must be used on the patient in the event of transport.


d. Contact Precautions:  The same precautions apply as for standard and droplet.  Additionally, patient care equipment should be dedicated to one patient only.

Viruses.

a.
Smallpox:  Smallpox is caused by the variola virus.  It occurs in at least two strains, one of which causes variola major and the other causes a milder disease, variola minor.  This virus poses a threat because of the aerosol infectivity of the virus, and the fact that people are no longer vaccinated against smallpox.


1. Incubation period: The incubation period is 7-17 days.


2. Contagious:   Yes.  Smallpox is a virus, and without vaccine protection, the aerosolized virus presents a respiratory threat.


3. Signs and symptoms:  A victim will begin to feel ill with fever, rigors, vomiting, headache, and backache. Two to three days later, lesions begin to appear.


4. Protection:  The uses of standard, droplet, airborne, and contact precautions are necessary for handling victims of this agent.


5. Treatment:  A very effective vaccination is available, but its supply is limited since smallpox is considered eradicated, and without this protection the aerosolized virus presents a respiratory threat.  The mortality rate can reach 30% in unvaccinated victims.  There is no effective chemotherapy, and treatment of clinical cases remains supportive.
  

b.
Viral hemorrhagic fevers:  Viral hemorrhagic fevers include Yellow Fever, Ebola, Marburg, Lassa Fever, Rift Valley Fever, and Dengue Fever.  Ebola has received a lot of attention in the press and recent movies.

1.

Incubation period: The incubation period for viral hemorrhagic fevers is 4-21 days.


2. Contagious:  Yes.  Some VHF are transmitted by person to person contact, some by contact with animals, and others by mosquito or other animal vectors.


3. Signs and symptoms:  Symptoms include elevated temperature, malaise, muscle pain, vomiting, and diarrhea, followed by blotches on the skin from subcutaneous bleeding.


4. Protection:  The uses of standard, droplet, airborne, and contact precautions are necessary for these viruses.

 5.

Treatment:  Treatment is symptomatic. At this time there is no approved anti-viral medication for Marburg or Ebola virus infection and an effective vaccine awaits development.  Ribovirin is an antiviral medication that has shown effectiveness in treating other VHF disorders such as Congo Crimean Hemorrhagic Fever and Hemorrhagic Fever with Renal Syndrome (HFRS).  Only Yellow Fever has an available effective vaccine.

Whereas chicken pox, causes a rash that begins on the trunk and spreads outwards, smallpox begins on the extremities and spreads inward.  Skin lesions appear, such as those shown in the picture above.  Following the period of pustular vesicles, the skin lesions dry to form scabs within the next 8 to 10 days.
Toxins.
There are numerous naturally-occurring toxins.  For our purposes, we will group them into two categories:

a. Neurotoxins:  Neurotoxins attack the nervous system.  They are fairly fast-acting and can act in a manner opposite to that of the nerve agents because they prevent nerve-to-muscle stimulation.


b. Cytotoxins:  Cytotoxins are cell poisons.  They are slower acting and can have a variety of symptoms, including vomiting, diarrhea, rashes, blisters, jaundice, bleeding, or general tissue deterioration.


There are numerous other modes of toxins.  The following are examples of toxins:


 a. 

Botulinum: 


1. Onset of symptoms:  Symptoms begin 24-72 hours after ingestion or inhalation of the toxin. 


2. Contagious:  No.  Botulinum is a neurotoxin.  Normally, botulinum toxin affects people who eat improperly canned food, and develop a disease called botulism.  In a terrorist incident, food could be deliberately contaminated with this toxin, and cause numerous cases of botulism.  The toxin can be aerosolized and presents an inhalation threat.


3. Signs and symptoms:  Generalized weakness, dizziness, dry mouth and throat, blurred vision and diplopia, dysarthria, dysphonia, and dysphagia are followed by symmetrical descending flaccid paralysis and the development of respiratory failure.  Symptoms may begin as early as 12 to 36 hours following ingestion or inhalation, but may require as long as several days in some cases. 


4.  Protection:  The use of standard precautions is necessary for this agent.


5. Treatment:  Reported cases of botulism prior to 1950 had a mortality of 60%.  With respiratory assistance, fatalities should be less than 5%.  Treatment includes antitoxin and supportive measures. 

b.  Ricin:


1. Onset of Symptoms:  Onset of symptoms of ricin after ingestion is 4-8 hours, and after inhalation is 12-24 hours.


2. Contagious:  No.  Ricin normally enters the body through ingestion.  It can be aerosolized, although with considerable difficulty.  It can also be induced through injection.


3. Signs and symptoms:  Symptoms after ingestion include nausea, vomiting, bloody diarrhea, abdominal cramps, and breathing difficulty.  Symptoms after inhalation include fever, chest tightness, difficulty breathing, and malaise.


4. Protection:  The use of standard precautions is necessary for this agent.  Ricin is 6-9 times more toxic than the nerve agent sarin.


5. Treatment:  The untreated mortality rate is high, with death normally occurring after 36-72 hours; however, victims can linger for 10-12 days before death, depending upon dose received.  Treatment includes respiratory therapy and other supportive measures.
Other Potential Biological Agents.
The Centers for Disease Control (CDC) and Prevention maintains an active watch of emerging infectious diseases and outbreaks throughout the world.  The CDC makes its numerous reports and findings on biological outbreaks, epidemics, and medical information available on its web sites (www.cdc.gov).  
Other biologically derived compounds, such as Q-Fever, Tularemia, Staphylococcal Enterotoxin B, and Venezuelan Equine Encephalitis, have been considered candidates for weaponization or terrorist use.  CDC has separated biological agents as follows: 

High Priority Biological Agents:



Critical Biological Agents:


Emerging Biological Agents:


Information Fact Sheets – Biological Agents

Anthrax
Description of Agent.  Anthrax is a highly lethal infection caused by infection with the gram-positive bacterium, bacillus anthracis.  In naturally-acquired cases, organisms usually gain entrance through skin wounds (causing a localized infection), but may be inhaled or ingested.  Intentional release by belligerents or terrorist groups would presumably involve the aerosol route, as the spore form of the bacillus is quite stable and possesses characteristics ideal for the generation of aerosols. 

Signs and Symptoms.  The incubation period for inhalational anthrax is 1 to 6 days.  Fever, malaise, fatigue, coughing, and mild chest discomfort are rapidly followed by severe respiratory distress with dyspnea, diaphoresis, stridor, and cyanosis.  Shock and death occur within 24 to 36 hours of the onset of severe symptoms.  In cases of cutaneous anthrax, a papule develops, then vesicates, finally developing into a black eschar surrounded by moderate to severe edema.  The lesions are usually painless.  Without treatment, the disease may progress to septicemia and death, with a case-fatality rate of 20 percent.  With treatment, fatalities are rare.  

Diagnosis.  Physical findings are typically non-specific in inhalational cases, with initial complaints of malaise, fever, headache, and possibly substernal chest pain.  A widened mediastinum is sometimes seen on x-ray late in the course of illness, and correlates with a pathologic finding of hemorrhagic mediastinitis, the “classic” presentation of inhalational anthrax.  The bacterium may be detected by gram stain of blood and by blood culture late in the course of illness.  

Treatment.  Although usually ineffective in inhalational cases once symptoms are present, antibiotic treatment with high-dose penicillin, ciprofloxacin, or doxycycline should nonetheless be administered.  Although typically sensitive T2:  HPBXLA to penicillin, resistant isolates are readily produced in the laboratory.  For this reason, in the case of an intentional release, and in the absence of antibiotic sensitivity data, treatment should be initiated with IV ciprofloxacin (400 mg q 8 to 12 hrs) or IV doxycycline (200 mg initially, followed by 100 mg q 12 hrs).  Supportive therapy may be necessary.  

Prophylaxis.  A licensed vaccine is available for use in those at risk of exposure.  Vaccination is undertaken at 0, 2, and 4 weeks (initial series), followed by booster doses at 6, 12, and 18 months; and then yearly.  Oral ciprofloxacin (500 mg po bid) or doxycycline (100 mg po bid) is useful in cases of known or imminent exposure.  Following confirmed exposure, all unimmunized individuals should receive three 0.5 ml SQ doses of vaccine over 30 days, while those vaccinated with < 3 doses prior to exposure should receive an immediate 0.5 ml booster.  Anyone vaccinated with the initial 3-dose series in the previous 6 months does not require boosters.  All exposed personnel should continue antibiotic therapy for 4 weeks.  If vaccine is unavailable, antibiotics may be continued beyond 4 weeks and should be withdrawn only under medical supervision.  

Decontamination and Isolation.  Drainage and secretion precautions should be practiced.  Anthrax is not known to be transmitted via the aerosol route from person to person.  Following invasive procedures or autopsy, instruments and surfaces should be thoroughly disinfected with a sporicidal agent (high-level disinfectants such as iodine or 0.5 percent sodium hypochlorite).  

Outbreak Control.  Although anthrax spores may survive in the environment for many years, secondary aerosolization of such spores (such as by pedestrian movement or vehicular traffic) generally presents no problem for humans.  The carcasses of animals dying in such an environment should be burned, and animals subsequently introduced into such an environment should be vaccinated.  Meat, hides, and carcasses of animals in affected areas should not be consumed or handled by untrained and/or unvaccinated personnel.  


Botulinum
Description of Agent.  Botulinum toxins are a group of seven related neurotoxins (types A to G) produced by the anaerobic bacterium, Clostridium botulinum.  They are typically formed in canned foods and subsequently ingested, although the spore form of the organism may occasionally gain access to the body through wounds or through the GI tract before germinating and producing toxin.  Intentional release by belligerents or terrorists would likely involve aerosolization of pre-formed toxin, which could then produce disease via the inhalational route.  Deliberate contamination of food supplies is also possible.  Botulinum toxins act by blocking acetylcholine release at the neuromuscular junction, and in the central and peripheral nervous systems.  In the face of large numbers of casualties and/or in the absence of prompt, intensive, and long-term medical management, botulism can be thought of as a lethal agent. 

Signs and Symptoms.  Ptosis, generalized weakness, dizziness, dry mouth and throat, blurred vision and diplopia, dysarthria, dysphonia, and dysphagia are followed by symmetrical descending flaccid paralysis and the development of respiratory failure.  Symptoms may begin as early as 12 to 36 hours following ingestion or inhalation, but may require as long as several days in some cases. 

Diagnosis.  The diagnosis of botulism is made clinically, since there are no specific laboratory findings, and a limited differential diagnosis.  Assays for toxin are not widely available.  Intentional release should be suspected if numerous collocated casualties present themselves with progressive descending bulbar, muscular, and respiratory weakness.  

Treatment.  Supportive care is the mainstay of therapy, and consists chiefly of intubation and ventilatory assistance for respiratory failure; tracheostomy may be required.  A licensed trivalent equine botulinum antitoxin (types A, B, and E) is available through the CDC and should be administered as soon as possible in order to bind toxin remaining in the circulation.  An investigational heptavalent despeciated product, also prepared in horses, is available through USAMRIID (Fort Detrick, MD 21702).  Skin testing should be performed before administration of equine antitoxins.  

Prophylaxis.  A pentavalent toxoid (types A, B, C, D, and E) is available through USAMRIID as an investigational product for those at high risk of exposure.  Doses (0.5 ml) are given SQ at 0, 2, and 12 weeks, with yearly boosters.

Decontamination and Isolation.  Decontamination of surfaces contaminated by toxin may be accomplished using soap and water, or 0.5-percent hypochlorite.  Spores are best killed by pressure cooking of foodstuffs to be canned.  Toxin is not dermally active (although spores may enter through skin wounds) and secondary aerosols from affected patients pose no risk of botulism transmission.  

Outbreak Control.  Intentionally-released aerosols of botulinum toxin probably pose little risk beyond the immediate period of release.  In the event that contamination of foodstuffs is suspected, pre-formed toxin may be destroyed by boiling for 10 minutes. 


Brucellosis
Description of Agents.  Human brucellosis is an infection caused by one of four species of Gram-negative coccobacilli of the genus brucella.  B. abortus is normally a pathogen of cattle, while B. melitensis, B. suis, and B. canis are pathogens of goats, pigs, and dogs, respectively.  Organisms are acquired by humans via the oral route through the ingestion of unpasteurized milk and cheese, via inhalation of aerosols generated on farms and in slaughterhouses, or via inoculation of skin lesions in persons with close animal contact.  Intentional exposure by belligerents would likely involve aerosolization but could involve contamination of foodstuffs.  

Signs and Symptoms.  The incubation period is quite variable, with symptoms often requiring months to appear; this marked variability would appear to temper somewhat the use of brucellae as weapons.  Symptoms of acute and subacute brucellosis are quite nonspecific and consist of irregular fever, headache, profound weakness and fatigue, chills and sweating, and generalized arthralgias and myalgias.  Depression and mental status changes are noteworthy.  Osteoarticular complications, particularly involving the axial skeleton (sacroiliitis and vertebral osteomyelitis) are common.  Fatalities are uncommon, even in the absence of therapy.  

Diagnosis.  Naturally occurring cases may often be suspected based on a history of close animal contact or consumption of implicated foodstuffs.  Brucellae may be isolated from standard blood cultures, but require a prolonged period of incubation; cultures should thus be maintained for 6 weeks if brucellosis is suspected.  Bone marrow cultures yield the diagnosis in a higher percentage of cases than do peripheral blood cultures.  A serum agglutination test is available and often helpful. 

Treatment.  Doxycycline (100 mg po bid) plus rifampin (600 to 900 mg po qd) administered for 6 weeks is the regimen of choice for uncomplicated brucellosis.  Doxycycline + streptomycin, TMP/SMX + gentamicin, and ofloxacin + rifampin are acceptable alternative regimens.  

Prophylaxis.  Avoidance of unpasteurized milk products and appropriate veterinary vaccination practices are sufficient to prevent most naturally occurring brucellosis.  Persons inadvertently exposed to veterinary vaccine strains of brucella have been successfully prophylaxed with doxycycline + rifampin for 10 days.  No human brucellosis vaccine is available in the western world.  

Decontamination and Isolation.  Drainage and secretion precautions should be practiced in patients who have open skin lesions; otherwise, no evidence of person-to-person transmission of brucellosis exists.  Animal remains should be handled utilizing universal precautions and disposed of properly.  Surfaces contaminated with brucella aerosols may be decontaminated by standard means (0.5 percent hypochlorite).  

Outbreak Control.  In the event of an intentional release of brucella organisms, it is possible that livestock will become infected.  Thus, animal products in such an environment should be pasteurized, boiled, or thoroughly cooked prior to consumption.  Proper treatment of water, by boiling or iodination, would also be important in an area subjected to intentional contamination with brucella aerosols.  

Cholera
Description of Agent.  Cholera is an infection caused by the bacterium vibrio cholerae, and acquired through the ingestion of contaminated water or food.  The disease manifests itself as a watery (secretory) diarrhea so profuse that supplies of IV fluids are often exhausted during epidemics.  Intentional use by belligerents or terrorist groups would presumably involve the contamination of food or water sources.  Cholera is incapacitating, but in the face of large numbers of casualties, and the breakdown in medical care often associated with war, a large number of deaths is possible.  

Signs and Symptoms.  The incubation period is 1 to 5 days; while a large number of infected persons remain asymptomatic, the “classic” form of cholera is noteworthy for its severity and sudden onset.  Vomiting, abdominal distention, and pain with little or no fever are followed rapidly by a profuse, watery diarrhea with a “rice-water” appearance.  Fluid losses may readily exceed 10 liters per day.  Without treatment, death may result from severe dehydration, hypovolemia, and shock.  

Diagnosis.  The diagnosis is typically made clinically on the basis of profound watery diarrhea and consequent dehydration.  Microscopic exam of stool samples reveals few or no red or white cells.  The organism may be identified in stool by darkfield or phase contrast microscopy, and grows on a variety of culture media.  

Treatment.  The mainstay of therapy is fluid and electrolyte replacement.  This may be accomplished through the use of oral rehydration salts or dilute Gatorade? in less severe cases, whereas intravenous (IV) fluids are often required in cases of severe dehydration.  Antibiotics shorten the duration of diarrhea and thereby decrease fluid loss; tetracycline (500 mg q 6 hrs x 3 d) or doxycycline (300 mg once or 100 mg q 12 hrs x 3 d) are reasonable choices.  Concerns over tetracycline resistance have recently arisen, and ciprofloxacin (500 mg q 12 hrs x 3 d), erythromycin (500 mg q 6 hrs x 3 d), furazolidone (100 mg q 6 hrs), or TMP/SMX (320 mg TMP bid) may also be considered.  

Prophylaxis.  A licensed, killed vaccine is available but only modestly effective, providing about 50-percent protection lasting for no more than 6 months.  Vaccinations are given at 0 and 4 weeks, with booster doses every 6 months.  Vaccine dose varies with age and with route of administration; intradermal, SQ, and IM injections are acceptable delivery means.  The limited efficacy of the preparation has led most public health authorities to recommend against vaccination under most circumstances.  

Decontamination and Isolation.  Personal contact rarely causes infection; however, enteric precautions and careful hand washing should be employed.  Gloves should be used for patient contact and specimen handling.  Bactericidal solutions, such as 0.5 percent hypochlorite, would provide adequate surface decontamination.  

Outbreak Control.  Strict attention must be paid to the avoidance of contaminated water in an outbreak area.  Drinking water, as well as water used in bathing, washing utensils, and cooking, must be obtained from a safe source or must be boiled or chlorinated prior to use.  

Plague
Description of Agent.  Plague is an infectious disease caused by the Gram-negative, bipolar-staining bacterium, Yersinia pestis.  Naturally occurring plague is most often acquired by the bite of a flea that had previously fed on infected rodents.  In such cases, plague classically presents itself as a localized abscess with secondary formation of very large, fluctuant regional lymph nodes known as buboes (bubonic plague).  Plague may also be transmitted via aerosol and by inhalation of sputum droplets from coughing patients.  In such instances, a primary pneumonic form may develop and, in the absence of prompt therapy, progress rapidly to death within 2 to 3 days.  Intentional release by belligerents or terrorist groups would presumably involve aerosolization, but could also involve the release of infected fleas.  Plague may be considered a lethal agent.  

Signs and Symptoms.  Pneumonic plague has an incubation period of 2 to 3 days, and begins with high fever, chills, headache, hemoptysis, and toxemia, progressing rapidly to dyspnea, stridor, and cyanosis.  Death results from respiratory failure, circulatory collapse, and bleeding diatheses.  Bubonic plague has an incubation period of 2 to 10 days, and presents itself with malaise, high fever, and tender lymph nodes (buboes).  Bubonic plague may progress spontaneously to the septicemic form, with spread to the CNS, lungs, and elsewhere.  

Diagnosis.  To facilitate prompt therapy, plague must be suspected clinically.  A presumptive diagnosis may also be made by gram or Wayson stain of lymph node aspirates, sputum, or CSF.  The plague bacillus may be readily cultured from aspirates of buboes or from the blood of septicemic patients.  

Treatment.  Early administration of antibiotics is quite effective, but must be started within 24 hours of onset of symptoms in pneumonic plague.  The treatment of choice is streptomycin (30 mg/kg/day IM in two divided doses x 10 days) or gentamicin (2 mg/kg, then 1.0 to 1.5 mg/kg q 8 hrs x 10 days).  Intravenous doxycycline (200 mg, then 100 mg q 12 hrs x 10 to 14 days) is also effective; chloramphenicol should be added in cases of plague meningitis.  Supportive therapy for pneumonic and septicemic forms is typically required.  

Prophylaxis.  A licensed, killed vaccine is available.  The primary vaccination series consists of a 1.0 ml IM dose initially, followed by 0.2 ml doses at 1 to 3 months and 3 to 6 months.  Booster doses are given at 6, 12, and 18 months; and then every 1 to 2 years.  Since this vaccine appears in animal experiments to offer no protection against aerosol exposure, victims of a suspected attack with aerosolized plague, or respiratory contacts of coughing patients, should be given doxycycline (100 mg po bid x 7 days or the duration of exposure, whichever is longer).  

Decontamination and Isolation.  Drainage and secretion precautions should be employed in managing patients with bubonic plague; such precautions should be maintained until the patient has received antibiotic therapy for 48 hours and has demonstrated a favorable response to such therapy.  Care must be taken when handling or aspirating buboes to avoid aerosolizing infectious material.  Strict isolation is necessary for patients with pneumonic plague.  

Outbreak Control.  In the event of the intentional release of plague into an area, it is possible that local fleas and rodents could become infected, thereby initiating a cycle of enzootic and endemic disease.  Such a possibility would appear more likely in the face of a breakdown in public health measures (such as vector and rodent control) that might accompany armed conflict.  Care should be taken to rid patients and contacts of fleas utilizing a suitable insecticide; flea and rodent control measures should be instituted in areas where plague cases have been reported.

The last major plague epidemic in the United States occurred in Los Angeles, California, from 1924 to early 1925.  Based on available data, the last transmission of primary pneumonic plague through person-to-person exposure occurred during this epidemic.  Since 1965, five of the seven identified cases of pneumonic plague have resulted from exposure to plague droplets expelled from cats.  Since 1995, there have been 18 laboratory-confirmed cases of plague in the United States.  They occurred in five states: New Mexico (6); California (5); Arizona (4); Colorado (2); and Oregon (1).  The patients ranged in age from 13 to 86 years; there were 8 males and 10 females.  Only one of these 18 cases was identified as pneumonic plague.  Diagnosis of pneumonic plague has been complicated by the 1993 identification of the hantavirus pulmonary syndrome in the United States.  Between 1993 and 1997, at least six plague patients with respiratory symptoms were initially suspected to be hantavirus pulmonary syndrome rather than plague.



Q Fever
Description of Agent.  Q fever is caused by infection with the rickettsial organism, coxiella burnetii, and is typically spread by inadvertent aerosolization of organisms from infected animal products, especially the placentas of parturient sheep and goats.  Person-to-person transmission rarely, if ever, occurs.  Intentional release by belligerents or terrorist groups would presumably involve aerosolization, and Q fever would likely be employed as an incapacitating agent, since its mortality rate is quite low (1 to 3 percent).  

Signs and Symptoms.  Q fever typically presents itself an undifferentiated febrile illness, with fever, chills, cough, headache, weakness, and pleuritic chest pain occurring as early as 10 days after exposure.  Onset may be sudden or insidious.  Pneumonia is present in some cases, but pulmonary syndromes are usually not prominent.  Patients are not generally critically ill, and the illness lasts from 2 days to 2 weeks.  Rarely, coxiella burnetii may cause a peculiar form of chronic endocarditis, which is largely responsible for the few fatal cases.  

Diagnosis.  Q fever is not a clinically distinct illness and may resemble a viral illness or other types of atypical pneumonia.  The organism is readily aerosolized, and a single organism may cause human disease.  Consequently, cultivation of the organism represents a significant hazard to laboratory personnel, and the diagnosis should therefore be confirmed serologically.  

Treatment.  Q fever is generally a self-limited illness even without treatment.  Tetracycline (500 mg q 6 hrs) or doxycycline (100 mg q 12 hrs) are the treatments of choice and are given orally for 5 to 7 days.  Chloramphenicol would also be effective, but rarely warranted.  Chronic forms of Coxiella infection are problematic to treat, and should be referred to specialists for care.  

Prophylaxis.  Treatment with tetracycline or doxycycline beginning 8 to 12 days following exposure and continued for 5 days should prevent the onset of symptoms.  An inactivated whole cell vaccine is available as an investigational agent through USAMRIID (Fort Detrick, MD 21702), and is effective in eliciting protection against exposure, but severe local reactions to this vaccine may be seen in the sizable minority of the population who already possess immunity.  Skin testing of potential vaccine recipients is thus recommended.  

Decontamination and Isolation.  Patients exposed to Q fever by the aerosol route do not present a risk for secondary contamination or reaerosolization of the organism.  Decontamination is accomplished with soap and water or by the use of weak (0.5-percent) hypochlorite solutions.  

Outbreak Control.  Spore-like forms of coxiella burnetii may withstand quite harsh conditions and thus persist in the environment for prolonged periods.  Presumably, animals, especially sheep, in such areas would be at risk for acquiring infection, and contact with the products of pregnancy of such animals would represent a continuing hazard to humans.  Little information exists to permit assessment of direct long-term hazards to humans entering an area contaminated by intentional release of aerosolized Q fever.  

Ricin
Description of Agent.  Ricin is a protein toxin that acts as a cellular poison and is readily produced from castor beans (ricinus communis) that occur throughout the world.  Waste from the commercial production of castor oil contains 5-percent ricin, making it easy for such a substance to fall into the hands of bioterrorists.  Naturally occurring cases of ricin intoxication involve ingestion of castor beans, and are marked by severe gastrointestinal symptoms, vascular collapse, and death.  Since ricin is toxic by numerous exposure routes, however, its use by belligerents might involve poisoning of water or foodstuffs, inoculation via ricin-laced projectiles, or aerosolization of liquid ricin or lyophilized powder.  When used as an aerosol, cell death in lung tissue and pulmonary capillaries would be expected to lead to pulmonary edema and hypoxic respiratory failure.  

Signs and Symptoms.  Symptoms after ingestion appear in 4-8 hours, including nausea, vomiting, bloody diarrhea, abdominal cramps, and breathing difficulty.  Symptoms after inhalation appear in 12-24 hours, including fever, chest tightness, difficulty breathing, and progressive decrease in physical activity.  Time to death would likely be 36 to 72 hours; however, victims can linger from 10-12 days, dependent upon the dose received.  

Diagnosis.  The diagnosis of ricin intoxication is largely clinical and should be suspected in a setting of mass casualties with a similar and appropriate clinical picture.  Failure to respond to antibiotics helps to differentiate ricin exposure from pulmonary infections produced by bacterial agents.  An (Enzyme-Iinked Immunosorbent Assay) ELISA exists and may be performed on paired acute and convalescent sera.  

Treatment.  No specific treatment exists, and care is thus supportive.  In cases of gastrointestinal exposure, gut decontamination via lavage, activated charcoal, and cathartics is warranted.  Large amounts of volume replacement may be necessary.  

Prophylaxis.  A protective mask offers protection from aerosol exposure, but no specific vaccine or antitoxin exists.  

Decontamination and Isolation.  Ricin may be inactivated with 0.5-percent hypochlorite.  Since it is not dermally active and is involatile, decontamination may not be as critical as with certain other biological and chemical agents.  

Outbreak Control.  Ricin does not, in general, pose a risk of secondary aerosolization.  

Staphylococcal Enterotoxin B Disease
Description of Agent.  Staphylococcal enterotoxin B (SEB) is one of several toxins produced by the bacterium staphylococcus aureus.  SEB is a common contributor to staphylococcal food poisoning but could be employed by belligerents or terrorist groups as an aerosolized inhalational agent.  It is incapacitating, but would rarely be expected to produce lethality.  

Signs and Symptoms.  Symptoms would be expected to begin 3 to 12 hours after aerosol exposure, and consist of sudden onset of fever, chills, headache, myalgia, and nonproductive cough.  Some patients may develop shortness of breath and retrosternal chest pain.  Fever may last 2 to 5 days, and cough may persist for up to 4 weeks.  Patients ingesting toxin might present themselves with nausea, vomiting, and diarrhea.  Very high exposure levels may lead to pulmonary edema and, rarely, death.  

Diagnosis.  The diagnosis of SEB intoxication is largely clinical.  Since inhalational disease due to SEB is not encountered naturally, its presence strongly indicates intentional aerosolization.  In this regard, one would expect to see large numbers of patients present themselveswith a febrile respiratory syndrome but without CXR abnormalities.  

Treatment.  Treatment is limited to supportive care.  Artificial ventilation may be required in very severe cases, and attention to fluid management is important.  Antibiotics are of no benefit, and no antitoxin has been developed.  

Prophylaxis.  There is currently no human vaccine available to prevent SEB intoxication.  As with all potential inhalational biological agents, protective masks such as those employed by military units offer excellent protection in those individuals alert to the possibility of attack.  

Decontamination and Isolation.  Decontamination of most surfaces may be accomplished with soap and water or with exposure to 0.5-percent hypochlorite solution.  Food that may have been contaminated should be destroyed.  

Outbreak Control.  Prolonged environmental contamination would not be expected following release of aerosolized SEB.  

Tricothecene Mycotoxicosis
Description of Agent.  The tricothecene mycotoxins are a large group of low-molecular-weight toxins produced by several species of filamentous fungi.  Most are potent inhibitors of eukaryotic protein synthesis and mitochondrial respiration.  Those toxins most frequently isolated from agricultural products, and likewise mentioned most often in the context of belligerent use, include diacetoxyscirpenol (DAS), Nivalenol, 4-Deoxynivalenol (DON), and especially T-2.  T-2 is one of the most stable of these toxins, and thus, perhaps, the most likely to be employed in a terrorist or warfare application.  Naturally occurring mycotoxicosis presents itself as alimentary toxic aleukia, a lethal condition related to the consumption of moldy grains.  Intentional use of T-2 by belligerents might involve aerosolization or the deliberate contamination of foodstuffs.  Disease results from inhalation, ingestion, or skin contact, since T-2, unlike other biological warfare (BW) agents, possesses significant vesicant properties.  

Signs and Symptoms.  Dermal exposure leads to symptoms within minutes and manifests itself as erythema accompanied by pain and a burning sensation.  Blisters form and progress to necrosis with a leathery blackening of the skin.  Inhalational exposure produces a rapid onset of nose and throat pain, with nasal discharge, cough, dyspnea, wheezing, chest pain, and hemoptysis.  Eyes are likewise affected with intense burning and a foreign body sensation.  Gastrointestinal exposure leads to anorexia, nausea, abdominal cramping, and hematemesis and hematochaezia.  Systemic toxicity may follow exposure by any route and is manifest by weakness and ataxia, followed, in fatal cases, by tachycardia, hypothermia, and hypotension.  Survivors of acute illness may manifest hematologic toxicity in the subacute phase.  

Diagnosis.  Prompt diagnosis is based on clinical and epidemiologic grounds.  Blood, tissue, and environmental samples may be assayed for confirmatory evidence using gas-liquid chromatography and mass spectrometry.  

Treatment.  Therapy is largely supportive.  Standard poison management techniques, such as the use of superactivated charcoal, are useful when administered early to casualties with gastrointestinal exposure.  

Prophylaxis.  Physical means, such as protective masks, are the only available protection.  Unlike the situation with most other BW agents, the skin must also be protected against mycotoxin attack.  

Decontamination and Isolation.  Clothing of T-2 victims should be removed and treated (exposed to 5-percent hypochlorite for 6 to 10 hours) or destroyed.  Skin may be decontaminated with soap and water.  Eye exposure should be managed with copious saline irrigation.  Isolation is not required.  Instruments and surfaces should be decontaminated by heating to 500 (F for 30 minutes or by brief exposure to 1N NaOH.  Standard disinfectants effective against most other BW agents are often inadequate to inactivate the very stable mycotoxins.  

Outbreak Control.  Mycotoxin induced disease is not contagious, but the stability of the toxins in the presence of heat and ultraviolet light make for the possibility of persistence in the environment following release.  
Tularemia
Description of Agent.  Tularemia is an infection caused by the Gram-negative coccobacillus, Francisella tularensis.  Two biogroups are known; biogroup tularensis, also known as type A, is the more virulent form, and is endemic in much of North America.  Naturally acquired tularemia is contracted through the bites of certain insects (notably ticks and deerflies), or via contact with infected rabbits, muskrats, and squirrels.  Intentional release by belligerents would presumably involve aerosolization of living organisms.  Although naturally acquired tularemia has a case fatality rate of approximately 5 percent, the pneumonic form of the disease, which would predominate in the setting of intentional release, would likely have a greater mortality rate.

Signs and Symptoms.  Naturally acquired tularemia frequently has an ulceroglandular presentation, although a significant minority of cases involve the typhoidal or pneumonic forms.  The incubation period averages 3 to 5 days, but varies widely.  Use of tularemia as a weapon would likely lead to a preponderance of pneumonic and typhoidal cases, and large aerosolized innocula would be expected to shorten the incubation period.  Ulceroglandular disease involves a necrotic, tender ulcer at the site of inoculation, accompanied by tender, enlarged regional lymph nodes.  Fever, chills, headache, and malaise often accompany these findings.  Typhoidal and pneumonic forms often involve significant cough, abdominal pain, substernal discomfort, and prostration in addition to prolonged fever, chills, and headache.  

Diagnosis.  Prompt diagnosis relies on clinical suspicion.  Routine laboratory tests are rarely helpful, and F. tularensis does not typically grow in standard blood cultures, although special media are available for the culturing (under BL-3 containment conditions) of blood, sputum, lymph node material, and wound exudates if the diagnosis is suspected.  Serology is available to confirm the diagnosis in suspected cases.  

Treatment.  Streptomycin (7.5 to 15 mg/kg im q 12 hrs for 7 to 14 days) is the drug of choice for all forms of tularemia.  Gentamicin (3 to 5 mg/kg/d q 8 to 12 hrs for 7 to 14 days) is an acceptable alternative.  Relapses are more common with tetracycline (500 mg po q 6 hrs for 14 days) therapy, although this alternative may be employed in patients who cannot tolerate aminoglycosides.  

Prophylaxis.  A live, attenuated vaccine is available as an investigational product through USAMRIID (Fort Detrick, MD 21702).  It may be given to those, such as laboratory workers, at high risk of exposure.  A single dose is administered by scarification.  Intramuscular streptomycin will prevent disease following documented exposure, but is not recommended following tick bites or animal contact.  

Decontamination and Isolation.  Tularemia is not transmitted person to person via the aerosol route, and infected persons should be managed with secretion and drainage precautions.  Heat and common disinfectants (such as 0.5-percent hypochlorite) will readily kill F. tularensis organisms.  

Outbreak Control.  Following intentional release of F. tularensis in a given area, it is possible that local fauna, especially rabbits and squirrels, will acquire the disease, setting up an enzootic mammal-arthropod cycle.  Persons entering such an area should avoid skinning and eating meat from such animals.  Water supplies and grain in such areas might likewise become contaminated, and should be boiled or cooked before consumption.  Organisms contaminating soils are unlikely to survive for significant periods of time and present little hazard.  

Variola (Smallpox)
Description of Agent.  Smallpox is an infection cause by the variola virus, a member of the chordopoxvirus family.  Naturally occurring smallpox has been eradicated from the globe, with the last case occurring in Somalia in 1977.  Repositories of the virus are known to exist in only two laboratories worldwide.  Monkeypox, Cowpox, and Vaccinia are closely related viruses that might lend themselves to genetic manipulation and the subsequent production of smallpox-like disease.  

Signs and Symptoms.  The incubation period of smallpox is 7-17 days.  Clinical manifestations begin acutely with a prodromal period involving malaise, fevers, rigors, vomiting, headache, and backache.  After 2 to 4 days, skin lesions appear and progress uniformly from macules to papules to vesicles and pustules.  Lesions progress centrifugally and scab in 1 to 2 weeks.  In unvaccinated individuals, variola major, the classical form of the disease, is fatal in approximately 30 percent of cases.  

Diagnosis.  In its full-blown form as typically seen in unimmunized individuals, smallpox is readily diagnosed on clinical grounds.  Differentiation from other vesicular exanthems such as varicella and erythema multiforme might be difficult, however, in cases of variola minor or in disease modified by prior vaccination.  Electron microscopy can readily differentiate variola virus from varicella but not from vaccinia and monkeypox when performed on lesion scrapings.  The virus can be grown in chorioallantoic membrane culture.  

Treatment.  Supportive care is the mainstay of smallpox therapy.  No specific antiviral therapy exists.  

Prophylaxis.  A licensed, live vaccinia virus vaccine is available and is administered via a bifurcated needle using a multiple puncture technique (scarification).  Given the eradication of smallpox, vaccine would only be indicated in laboratory settings or where biological warfare was a distinct possibility.  Vaccination is probably protective for at least 3 years.  Exposed persons may be managed with prompt vaccination.  Vaccinia Immune Globulin (VIG), given IM at a dose of 0.6 ml/kg, may prove a useful adjunct to vaccination, although its precise role is unclear. 

Decontamination.  Given the extreme public health implications of smallpox reintroduction, patients should be placed in strict isolation pending review by national health authorities.  All material used in patient care or in contact with smallpox patients should be autoclaved, boiled, or burned.  

Outbreak Control.  Smallpox has considerable potential for person-to-person spread; thus, all contacts of infectious cases should be quarantined for 16 to 17 days following exposure, and given prophylaxis, as indicated.  Animals are not susceptible to smallpox.  


Venezuelan Equine Encephalitis
Description of Agent.  Venezuelan Equine Encephalitis (VEE) is a mosquito borne alphavirus disease maintained in nature predominantly in a horse/mosquito/horse cycle, although thousands of natural human infections also occur each year.  Large equine epizootics typically precede the appearance of human cases.  Use of VEE as a weapon would presumably involve aerosolization, and such usage might be suspected on the basis of a preponderance of human cases and/or the presence of VEE outside of its typically well localized focus in the Americas.  

Signs and Symptoms.  VEE may be thought of as an incapacitating agent with a mortality rate (in naturally occurring disease) of less than 1 percent.  Susceptibility is nearly 100 percent, and the disease is characterized by its sudden onset following a 1- to 5-day incubation period.  Initial symptoms include generalized malaise, severe headache, fever and rigors, photophobia, and myalgias.  Cough, sore throat, and vomiting and diarrhea may follow.  Only a small percentage of cases actually progress to encephalitis, which is more frequent in young children and is marked by meningismus, convulsions, coma, and paralysis.  Route of exposure probably has little effect on the proportion of cases developing neurologic disease.  In the majority of cases without neurologic sequelae, full recovery occurs in 1 to 2 weeks.

Diagnosis.  The diagnosis of VEE is largely clinical.  The naturally occurring disease can often be suspected on epidemiologic grounds given its geographic specificity and the likely presence of concomitant disease in equines.  Significant leukopenia and lymphopenia is often present.  The virus may be cultured from serum and a VEE-specific IgM ELISA is available.  

Treatment.  Treatment of VEE is largely supportive.  Ribavirin has some in vitro activity, but appears of little benefit clinically.  

Prophylaxis.  Prevention of naturally occurring VEE is dependent largely upon mosquito control efforts and the immunization of horses.  A human vaccine, TC-83, is available as an investigational product through USAMRIID (Fort Detrick, MD 21702), and has been given to a large number of laboratory workers as a single 0.5 ml SQ dose.  A second investigational vaccine, formalin-inactivated C-84, has been used to boost (0.5 ml SQ) serologic non-responders.  

Decontamination and Isolation.  Universal precautions should be practiced when dealing with VEE patients.  Virus may be destroyed by heat (80 (C for 30 minutes) and by ordinary disinfectants (such as 0.5-percent hypochlorite).  

Outbreak Control.  Humans are infectious for mosquitoes for at least 72 hours after the onset of symptoms.  Efforts at mosquito control thus become paramount to the prevention of secondary VEE cases following intentional or natural VEE outbreaks.  In the event of intentional release of VEE virus by belligerents, the potential would be high for the development of an equine epizootic if the proper mosquito vector were present; veterinary vaccination would be useful in such circumstances.  

Viral Hemorrhagic Fevers
Description of Agent.  The Viral Hemorrhagic Fevers are a diverse group of illnesses (consisting of Yellow Fever, Ebola, Marburg, Lassa Fever, Rift Valley Fever, and Dengue Fever) caused by a variety of ribonucleic acid (RNA) viruses with a wide range of morbidity and mortality.  Each of these viruses has a unique history of transmission and clinical presentation. 

Signs and Symptoms.  General signs and symptoms for all VHFs include elevated temperature, malaise, muscle pain, vomiting, diarrhea, and mottled or blotchy skin, due to subcutaneous bleeding.
The Marburg VHF has a 7 to 10 day incubation period, after which victims will experience the sudden onset of back and generalized muscle pain, headache, sore throat, and nausea.  A papular or macupapular skin rash will subsequently develop, followed by jaundice and the bleeding abnormalities characteristic of VHF.  Pulmonary and gastrointestinal hemorrhage will progress to fatal severity, with encephalitis and fulminant hepatitis also likely.

Ebola symptoms tend to appear roughly along the same timeline and with the same symptomatology as with the Marburg Virus.  Bloody diarrhea seems to be a characteristic of human Ebola infections.  The overall time course of the disease process is longer in Ebola and liver involvement is less aggressive than with Marburg.

Diagnosis.  The clinical syndrome these viruses cause in humans is called VHF.  There are differences between the numberous VHF strains; what is consistent among each of these viruses is that the target organ is the vascular bed, which causes widespread microvascular damage and changes in vascular permeability.  Patients with VHF present initially with fever, myalgias, and prostration.  Clinical evaluation may reveal conjunctival injection, petechial hemorrhages, and hypotension.  Full-blown cases will evolve into shock and generalized mucous membrane hemorrhage with involvement of the respiratory, hematopoietic, and central nervous systems.  Laboratory evaluation may reveal renal insufficiency, abnormal liver enzyme tests, and elevated bilirubin, all of which reflect a poor prognosis.

Treatment.  Treatment is largely supportive and typically requires intensive care monitoring to avoid fluid overload, while maintaining hemodynamic stability and providing appropriate comfort measures (sedation, pain medication).  The acquired coagulopathy is typically difficult to counter.  Based on animal models of the disease, full clotting factor assays should be performed and selective factor replacement and platelet transfusion may be considered.  At this time there is no approved anti-viral medication for Marburg or Ebola virus infection and an effective vaccine awaits development.  Ribovirin is an antiviral medication that has shown effectiveness in treating other VHF disorders such as Congo Crimean Hemorrhagic Fever and Hemorrhagic Fever with Renal Syndrome (HFRS).  Only Yellow Fever has an available effective vaccine.

Prophylaxis.  The only established and licensed virus-specific vaccine available for any of the hemorrhagic fever viruses is Yellow Fever vaccine, which is mandatory for travelers to endemic areas of Africa and South America.  Both inactivated and live-attenuated Rift Valley Fever vaccines are currently under investigation.  There are no currently available vaccines for either the filoviruses or for dengue.   

Decontamination and Isolation.  All body fluids are potentially dangerous.  Accidental exposures are a serious consideration with Ebola and Marburg.  Patients should be isolated in a single room with an adjoining anteroom that serves as the only entrance.  The patient’s room should ideally have negative air pressure.  Ebola and Marburg Virus are inactivated with routine disinfectant solutions.

Outbreak Control.  Ebola and Marburg can be transmitted by body fluids, and aerosol transmission has been documented in animal models.  The highest risk for secondary transmission is in the later stages of the disease when viral titers in the body are high and the patients may exhibit vomiting, bloody diarrhea, shock, and hemorrhage.  These diseases are known to spread in the hospital environment, so extreme care is necessary.  In previous outbreaks, simple barrier nursing was sufficient to reduce the health care provider infection rate to zero.

Precautions and Response to Biological Agents within 

Coast Guard or Federal Facilities

Background.   Many Federal departments and agencies are currently involved or have been involved in responses to suspected and confirmed anthrax contamination at sites throughout the country and are updating the knowledge base of effective approaches on a daily basis. The following guidance addresses preliminary actions that should be followed in the event that anthrax is suspected. 

Advanced Preparations.

Coast Guard units should prepare in advance for how they would respond to a potential or confirmed release an/or exposure to anthrax or biologic agent. Preparations should involve identifying the names and phone numbers of local and state responders that would need to be called. In addition, units should address these issues within their local planning.  The safety of Coast Guard personnel is paramount whether they are responding to or involved with an external or internal threat.

Letters containing anthrax have been received by mail in several areas in the United States. In some instances, anthrax exposures have occurred, with several persons becoming infected. To prevent such exposures and subsequent infection, all persons should learn how to recognize a suspicious package or envelope and take appropriate steps to protect themselves and others. Specific guidance developed by the FBI and CDC on identifying suspicious packages and envelopes can be found at:

· FBI Advisory: If you receive a letter or package what should you do? http://www.fbi.gov/pressrel/pressrel01/mail3.pdf?


· CDC Health Advisory: Updated Information About How to Recognize and Handle a Suspicious Package or Envelope http://www.bt.cdc.gov/DocumentsApp/Anthrax/10312001/han50.asp
Initial Measures.

CG HQ provided guidance within ALCOAST 464/01 and ALCOAST 497/01 delineating procedures for dealing with chemical/biological agents in the mail.  Those messages address the following:

· Personal Protection.  Personal protection when handling mail is not required.  However, to mitigate employee concerns, they may use powderless latex gloves and/or a HEPA filter mask, if available.


· Suspicious Item. Typical characteristics of a suspicious item include:

Presence of any unusual material, especially a powder-like substance, either outside of or when opening the item. (weaponized anthrax exhibits the consistency and fineness of bath Powder and can vary in color from white to off white to brown. Less sophisticated anthrax will probably be less consistent (lumpy) and more granular.)

Protruding wires, aluminum foil, oil stains, or a peculiar Odor.

Restricted endorsements such as "personal" or "private," especially when the addressee does not usually receive personal mail at the office or command.

Fictitious or non-existent return addresses.

Address is made out in distorted handwriting, with homemade labels, or cut-and-paste lettering.

Improper titles with name, or addressed to title only.

Cancellation or postmark from a different location than return address.

Excessive postage.

Unprofessional wrapping with several combinations of tape.

Special endorsements such as "fragile-handle with care" or "rush-do not delay."


· Procedures for Receiving a Suspicious Item through the Mail.

Put on gloves.

Do not destroy the item.

Do not try to open the item, as they are usually designed to withstand handling while in the mail, and to explode or release agents when opened or when an item is removed.

Isolate the item.

Evacuate the mail center area.

Notify supervisor and security personnel. Supervisor shall notify the command.


· Procedures if a Suspect Item is Opened. 

Stay calm. The form of anthrax that you would be most likely to see would be spores that look like a dry powder about the consistency of bath powder.

Do not destroy the item.

Immediately notify your supervisor. Supervisor shall notify the command.

Double bag the item in zipper-type or zip-lock type plastic bags using powderless latex gloves and/or a HEPA filter mask, if available. 

Wash your hands with soap and water.

Ensure that all persons who have touched the item wash their hands with soap and water.

List all persons who have touched the item with locating and contact information and provide the list to the appropriate people as directed by authorities.

Place all items worn at the time in plastic bags and keep them wherever you change your clothes and have them available for law enforcement, should they request them. 

Shower with soap & water.

Remain in the immediate area until directed by higher authority.


· Notifications Involving Mail.  Commanding Officers/Officers in Charge shall make the following notifications. 

Operational and administrative commander

Both local police and the FBI, who will arrange to collect the letter or the threat and assess the threat situation.

Local, county, and state health departments who in most instances will provide instructions regarding required medical procedures, if any.

State emergency manager.

G-WKH-1 (operational medicine), at 202-267-0528.

G-CFI (internal security), 202-267-1990 or 202-267-2100.

G-CGIS (investigative service) contact respective HQ/Area/District Command Center who maintains list of CGIS duty agents.


· Threat.  The mere act of opening an envelope or package containing a suspected biological agent or walking through settled material would generally not provide the energy required to aerosolize the agent. Anthrax is not contagious (is not spread from person-to-person), therefore quarantine of an entire building or office is not indicated. General decontamination including washing hands, clothes and surfaces with soap and warm water or a non-caustic cleaner is prudent in most cases.


· Response to Other Forms of Exposure to Anthrax.

Stay calm

Evacuate the suspected area of contamination

Notify supervisor and security personnel. Supervisor shall notify the command.

Shut off ventilation system, if possible and applicable.

Wash your hands with soap and water.

Place all items worn at the time in plastic bags and keep them wherever you change your clothes and have them available for law enforcement, should they request them.

Shower with soap and water.

List all persons who have touched the item with locating and contact information and provide the list to the appropriate people as directed by authorities.

Remain in the immediate area, if safe, until directed by higher authority.


· Notifications – Other Incidents. Upon notification by supervisor of a possible exposure to anthrax, Commanding Officers/Officers in Charge shall ensure the following organizations are contacted:

Operational and Administrative Commander

Both local police and the FBI, who will arrange to collect the suspected material (if any) and assess the threat situation.

Local, county, and state health departments who in most instances will provide instructions regarding required medical procedures, if any.

State Emergency Manager.

G-WKH-1 (operational medicine), at 202-267-0528.

G-CFI (internal security), 202-267-1990 or 202-267-2100.

G-CGIS (investigative service) contact respective HQ/Area/District Command Center who maintains list of CGIS Duty Agents.


· Exposure.  Personnel with suspected anthrax exposure should be evaluated at a local emergency room.

Medical/epidemiological evaluation may include a nasal swab and/or a blood test.

Personnel may receive treatment with antibiotics.


· Medical Evaluation.  Personnel with suspected anthrax exposure should seek prompt medical evaluation, regardless if on antibiotics, for the following:

A skin infection that begins as a raised itchy bump that resembles an insect bite but within 1-2 days develops into a vesicle (blister) and then a painless ulcer, usually 1-3 cm in diameter. Lymph glands in the adjacent area may swell.

Respiratory symptoms that initially resemble a common cold with fever, muscle aches and cough. after several days, the symptoms may progress to severe breathing problems and shock.  Antibiotics may be started up to 48 hours after exposure and still be effective in preventing an anthrax infection.


· For more information see the following websites:

The following is CDC’s general link for bio-terrorism issues: 
http://www.bt.cdc.gov/  and should be periodically reviewed for updated info on handling threats of anthrax.

The following is an internet site that lists all state public health agencies: http://www.statepublichealth.org/index.php. 

The following is a link to the U.S. Postal Service web site and may be used to find the latest information on u.s. postal services procedures for handling suspicious mail: http://www.usps.com


· Commands are encouraged to make contact with local and state medical and law enforcement authorities before having to report a potential anthrax exposure.  This will help understand the local coordinated approach in responding to possible exposure incidents and will also help tailor unit issues with other ongoing efforts at the local level.


· To assist in the reduction of the amount of mail entering the local mailrooms, commands are encouraged to maximize the use of e-mail and faxes, where applicable, to correspond with Coast Guard units and other government agencies.


· More Information.  For more information see the following websites:

The following link to a CDC health advisory contains information on handling threats of anthrax and biological agents: Http://www.bt.cdc.gov/documentsapp/anthrax/10122001handle/10122001handle.asp

The following link to a U.S. Postal Service release contains questions and answers related to anthrax and delivery of anthrax Through the mail: Http://www.usps.com/news/2001/press/pr01_1010tips_print.htm

The following link to a GSA advisory contains information on dealing with suspicious items and responding to possible exposures: Http://www.gsa.gov/portal/content/policies_content.jsp?contentoid =119283(symbol for and)contenttype=1006

The following link to GSA training program for mail center personnel: Http://www.gsa.gov/portal/content/offerings_content.jsp?contentoid =119088(symbol for and)contenttype=1004.

Appendix 7

Response to Chemical Agents

Background.

Chemical agents that might be used by terrorists range from warfare agents to toxic chemicals commonly used in industry. Criteria for determining priority chemical agents include:

· Chemical agents already known to be used as weaponry;

· Availability of chemical agents to potential terrorists;

· Chemical agents likely to cause major morbidity or mortality;

· Potential of agents for causing public panic and social disruption; and

· Agents that require special action for public health preparedness.

General Characteristics of Chemical Agents.

· Generally Liquid (when containerized):  Event though agents are often referred to as gases, they are generally liquid when containerized; some boil at low temperatures and become gases when exposed to the atmosphere.


· Normally Disseminated as Aerosols or Vapors:  Chemical agents are normally disseminated as aerosols or as vapors, and thus will dissipate with time.


· All but One are Heavier than Air:  Hydrogen Cyanide is the only chemical agent that is lighter than air.


· Influenced by Weather Conditions:  Chemical agents are influenced by weather conditions, such as temperature, wind speed, wind direction, humidity, and air stability.


· Can be Protected Against:  There is treatment for exposure and decontamination methods do exist and can be effective.

Routes of Entry.

· Respiratory Tract:  Most agents are disseminated as aerosols or gases and enter the body through the respiratory tract.


· Skin:  Some liquid agents enter via skin contact.  In some instances, if the vapor concentration is high enough or if the vapor exposure is long enough, vapors can penetrate the skin and cause the same effects as skin contact with a liquid agent.  However, the concentrations required are sufficiently large that this is not generally a lethal skin hazard, particularly in large open areas.


· Eyes:  Because the eyes are especially sensitive to a number of agents, they may often give an early sign of exposure.


· Ingestion: Some agents may enter the body by ingestion of contaminated food or liquid.


· Injection:  In two known instances, assassins have injected chemical agents into their victims.

Classes of Chemical Agents.

Chemical agents are classified as either lethal, or incapacitating and “riot control” according to their intended use.

· Lethal:  These have been sub-divided into two categories: industrial materials used or considered as chemical warfare agents, and chemical warfare agents, which have little or no other purpose beyond their intended use as weapons of mass destruction.


· Incapacitating Riot Control:  Incapacitating and riot control agents are not considered as primary terrorist threats, due primarily to their relatively short duration of effects and minimal toxicity.  However, they can be used (and often are used, either deliberately or accidentally), since their initial effects may be similar to the initial symptoms of more lethal chemical agents.

Categories of Chemical Agents Include:

· Nerve Agents:

    Tabun (ethyl N,N-dimethylphosphoramidocyanidate),
    Sarin (isopropyl methylphosphanofluoridate),
    Soman (pinacolyl methyl phosphonofluoridate),
    GF (cyclohexylmethylphosphonofluoridate),
    VX (o-ethyl-[S]-[2-diisopropylaminoethyl]-methylphosphonothiolate);


· Blood Agents:

    Hydrogen cyanide,
    Cyanogen chloride;


· Blister Agents:

   Lewisite (an aliphatic arsenic compound, 2-chlorovinyldichloroarsine),
   Nitrogen and sulfur mustards,
   Phosgene oxime;


· Heavy Metals:

   Arsenic,
   Lead,
   Mercury;


· Volatile Toxins:

   Benzene,
   Chloroform,
   Trihalomethanes;


· Pulmonary Agents:
   Phosgene
   Chlorine
   Vinyl chloride;


· Incapacitating Agents:

   BZ (3-quinuclidinyl benzilate);


· Pesticides, Persistent and Non-Persistent;


· Dioxins, Furans, and Polychlorinated Biphenyls (PCBs);


· Explosive Nitro Compounds and Oxidizers:

   Ammonium Nitrate combined with fuel oil;


· Flammable Industrial Gases and Liquids:

   Gasoline,
   Propane,
   Liquefied Natural Gas;


· Poison Industrial Gases, Liquids, and Solids:

   Cyanides,
   Nitriles; and


· Corrosive Industrial Acids and Bases:

   Nitric acid,
   Sulfuric acid.

Definitions.

· Volatility/Persistency – Volatility is important because it gives you an indication of how rapidly an agent will evaporate.  The more volatile an agent is, the more rapidly it will evaporate.  Evaporation will cause the agent to become a true gas or vapor and reduce the liquid hazard, but will also increase the respiratory hazard.  Temperature, wind speed, and humidity at the incident site influence how rapidly an agent will evaporate.

The evaporation process affects the persistency, or the amount of time an agent will remain a threat at the incident site.  A non-persistent agent will not remain at the incident site as long as a persistent agent.  Obviously, if an agent is released inside an enclosed space, weather will not play a role and the persistency will normally increase.


· Common Name – Each of the agents has a complex chemical name based on its composition and formula.  They also have a common name that you need to recognize.


· Mechanism of Action – The manner in which the body is affected by a chemical, biological, or radiological agent.


· Rate of Action/Onset Time – The rate of action or onset time is the period of time that elapses before a victim begins to show or feel the symptoms of the particular agent.  For some agents, this time will be just a few seconds, in other cases it could be minutes to hours.  Knowing onset time is important because it tells you how much time you have to react.


· Symptoms – Each of the agents will cause the victim to exhibit symptoms.  In may cases, these symptoms can be recognized and provide an indicator of the type of agent.


· Route of Entry – The route of entry is the method via which the agent enters the body.  Most of the agents will enter through the respiratory tract; that is, through inhalation.  Some of the agents can also attack through the skin and eyes.


· Toxicity – Toxicity is the term used to indicate how much of a substance (one of the agents) is required to cause a specific effect, such as incapacitation or death.  The amount of agent needed to cause an effect is also referred to as a dose.


· Flash Point – Flash point is the lowest temperature at which a liquid can form an ignitable mixture in air near the surface of the liquid.  The lower the flash point, the easier it is to ignite the material.

Industrial Chemicals.

The following chart lists four industrial chemicals, which were previously used as chemical warfare agents.  These chemicals are used in the sanitation industry, the plastics industry, and the pesticide industry.  All of these agents are generally respiratory agents and can be protected against by effective respiratory protection (i.e., self contained breathing apparatus (SCBA)), although skin contact with concentrated material may cause chemical burns.  They are all exceedingly volatile and dissipate rapidly outdoors.


	
	Choking Agents*
Chlorine/Phosgene


	Blood Agents

Hydrogen Cyanide/

Cyanogen Chloride



	Physical

Appearance

	Greenish-yellow

Vapor/colorless vapor
	Colorless Vapor

	Odor


	Bleach/mown hay
	Bitter Almonds

	Signs and

Symptoms


	· Coughing

· Choking

· Tightness in Chest


	· Gasping for air

· Red eyes, lips, skin

	Protection


	Respiratory (skin)
	Respiratory (skin)


· Choking Agents.  These are very irritating to the throat and lungs. When the agent comes in contact with the fluids in the lining of throat and lungs, it hydrolyzes to Hydrochloric Acid (HCl) which in turn burns the throat and lungs, causing them to secrete more fluid.  As the air sacs in the lungs fill with fluid, they prevent an oxygen transfer to the blood stream and you ultimately die of oxygen starvation. 
Choking agents are a respiratory problem.  There is no absorption through the skin, although if you get the liquid on you, it will burn and should be flushed off immediately.  Exposure to a high concentration of chlorine vapor can also react with body moisture, causing serious burns and degradation to clothing.

Self aid for choking agents is simply getting out of the contaminated area and decontaminating by flushing with water.

· Chlorine.  Chlorine was the first substance used effectively in warfare.

Physical Appearance:  Chlorine is a greenish-yellow vapor

Odor:  Chlorine has an odor similar to that of bleach

Signs and Symptoms:  Irritation of the eyes and mucous membranes of the nose and throat, coughing, a feeling of suffocation, and tightness of the chest are all signs of chlorine exposure

Protection:  The uses of a respiratory mask and protective clothing are necessary for this agent.

Treatment:  Aeration is recommended for exposure to Chlorine.


· Phosgene.  Phosgene was the first substance used in projectiles.  

Physical Appearance:  Colorless vapor

Odor:  Odor of newly mown hay

Signs and Symptoms:  This agent acts solely on the lungs and fills alveolar sacks with fluid; most deaths occur within 24 hours.

Protection:  The uses of a respiratory mask and protective clothing are necessary for this agent.

Treatment:  Aeration is recommended for exposure.


· Blood Agents.  

There are two blood agents: Hydrogen Cyanide (AC) and Cyanogen Chloride (CK).  Both are commercially available and used in various manufacturing processes and therefore obtainable to a terrorist.  Both would probably be weapo0nized or packaged as liquids, but will rapidly vaporize once released into the atmosphere and be true gases at normal temperatures.  AC is lighter than air and unlike the other agents, will rise.  CK is heavier than air.  Both are non-persistent and smell like bitter almonds.

Blood agents are inhalation threat agents, and once inhaled will take effect immediately.  Victims will appear flushed (reddish skin), have red lips (blue in dark-skinned people), be gasping for air, be frothing or vomiting, and then will lose consciousness, or possibly die.  This process will occur very rapidly.  

There is no absorption through the skin, although if you get liquid on your skin and it doesn’t immediately evaporate, flush it off with water.

Blood agents block the normal transfer of oxygen from the blood stream to the individual body cells.  Victims appear red because of the overabundance of oxygen in the blood. First aid is either to mask the victim or remove from the area.  Antidotes are available for use by medical personnel.  No decontamination is necessary.

Hydrogen Cyanide has a low flash point so if released by an explosive device, it could burn off.


· Hydrogen Cyanide.  The low vapor density and its propensity to ignite when explosively disseminated limit its uses.  It is the only chemical warfare agent that is lighter than air.

Physical Appearance:  Colorless vapor

Odor:  The fragrance of bitter almonds.

Signs and Symptoms:  Lips, eyes, and skin will take on a pinkish-red color and breathing will become increasingly difficult.  Loss of consciousness, violent convulsions, and gasping for air are other symptoms a patient may exhibit.  Death can occur within 15 minutes if there is continued contact with a lethal concentration.

Protection:  The uses of a respiratory mask and protective clothing are necessary for this agent.

Treatment:  Aeration and the use of a cyanide kit are necessary after contact.


· Cyanogen Chloride.  Gent is basically a higher density cyanide (heavier than air), with a less desirable toxicity.

Physical Appearance:  Colorless vapor

Odor:  The fragrance of bitter almonds.

Signs and Symptoms:  Lips, eyes, and skin will take on a pinkish-red color and breathing will become increasingly difficult.  Loss of consciousness, violent convulsions, and gasping for air are other symptoms a patient may exhibit.  Death can occur within 15 minutes if there is continued contact with a lethal concentration.

Protection:  The uses of a respiratory mask and protective clothing are necessary for this agent.

Treatment:  Aeration and the use of a cyanide kit are necessary after contact.


Chemical Warfare Agents.

· Blister Agents.  Some chemical warfare agents are classified as “blister agents”.  Although they are all relatively toxic and can easily be lethal, the original intent was for the production of painful casualties which need considerable medical care as a consequence of damage to the skin.  The following chart shows one example of each of the blister agent types:


	Common Name/

Symbol

	Sulfur

Mustard (HD)
	Nitrogen

Mustard (NH-3)
	Lewisite

(L)
	Phosgene

Oxime (CX)

	Military Class


	Mustards
	Arsenical
	Nettle Agent

	Odor


	Garlic
	Fishy
	Geraniums
	Irritating

	Signs

&

 Symptoms

	· Eyes: Burning, gritty

· Skin: delayed blisters

· Lungs:  Raspy cough, severe damage


	· Skin, Eyes:  Immediate pain, delayed blisters

· Lungs:  Searing pain, severe damage

	Protection


	Respiratory and Skin

	Decontamination


	Removal; Flush with Water


· Mustard.  Skin blisters break, leaving large open wounds; however, additional blisters are not created from the fluid of broken blisters.  The physiological action of mustard agent produces extreme irritation of the eyes, respiratory tract, and skin.


· Sulfur Mustard.

Odor:  Has the odor reminiscent of garlic.

Signs and Symptoms:  Exposure may result in conjunctivitis, a reddening of the skin followed by the formation of blisters, normally within 6-12 hours, inflammation of the nose and throat, and a raspy cough with severe damage to the lungs.

Protection:  Requires both respiratory protection and protective clothing.   The mask will protect not only the respiratory tract, but also the eyes and face.  This agent is absorbed by most clothing, which will then “off-gas”.

Decontamination:  First aid involves removing all liquid agent from the skin immediately.  Decontamination requires pinching or blotting agent off the skin rather than rubbing or wiping.  After agent removal, flush with copious amounts of water.  While any water is better than no water, best results for agent removal should be high volume low-pressure.


· Nitrogen Mustard.

Odor:  Has a fishy odor.

Signs and Symptoms:  Vapor or liquid in the eyes will cause some tearing, burning, and a gritty feeling and inhalation will a cause a raspy cough.  Agent on the skin will cause delayed blisters similar to second-degree burns, and moist areas of the body are most susceptible.

Protection:  Requires both respiratory protection and protective clothing.   The mask will protect not only the respiratory tract, but also the eyes and face.  This agent is absorbed by most clothing, which will then “off-gas”.

Decontamination:  First aid involves removing all liquid agent from the skin immediately.  Decontamination requires pinching or blotting agent off the skin rather than rubbing or wiping.  After agent removal, flush with copious amounts of water.  While any water is better than no water, best results for agent removal should be high volume low-pressure.


· Arsenical.  


· Lewisite.

Odor:  Has an odor like that of geraniums.

Signs and Symptoms:  This agent causes immediate eye irritation and permanent loss of vision if not decontaminated within one minute.  Blistering will appear after 30 hours, and there will be searing pain in the lungs.  This agent acts as a systemic poison, causing pulmonary edema, diarrhea, subnormal temperature, and low blood pressure.

Protection:  Requires both respiratory protection and protective clothing.   The mask will protect not only the respiratory tract, but also the eyes and face.  This agent is absorbed by most clothing, which will then “off-gas”.

Decontamination:  First aid involves removing all liquid agent from the skin immediately.  Decontamination requires pinching or blotting agent off the skin rather than rubbing or wiping.  After agent removal, flush with copious amounts of water.  While any water is better than no water, best results for agent removal should be high volume low-pressure.

· Nettle Agent.

· Phosgene Oxime.

Odor:  Phosgene Oxime is a solid with a very disagreeable, irritating odor.

Signs and Symptoms:  This agent produces instant, almost intolerable skin pain and local tissue destruction.  There will be violent irritation to the mucous membranes of the eyes and nose, as well as the lungs.  Blisters and scabs will form as well.

Protection:  Requires both respiratory protection and protective clothing.   The mask will protect not only the respiratory tract, but also the eyes and face.  This agent is absorbed by most clothing, which will then “off-gas”.

Decontamination:  First aid involves removing all liquid agent from the skin immediately.  Decontamination requires pinching or blotting agent off the skin rather than rubbing or wiping.  After agent removal, flush with copious amounts of water.  While any water is better than no water, best results for agent removal should be high volume low-pressure.

Blister Agents General Information.  The exact mechanism the blister agents use to create blisters is not fully understood; however, there is no doubt that they do in fact cause blisters.  This irritation and blistering can be caused by direct contact with liquid or with high vapor concentrations.  The eyes and respiratory tract are very vulnerable.  In the case of respiratory burning, the entire respiratory route is susceptible and the agent causes severe tissue irritation.  The tissue in turn secretes fluids to attempt to counter this irritation, which in turn results in disruption of the oxygen transfer that normally occurs in the lungs, similar to choking agents.  Victims are also very susceptible to pneumonia.  The fluid from breaking blisters does not create new blistering, however, the open sores which result are susceptible to infection and take a long time to heal.

· Nerve Agents.  Of all the agents, nerve agents are of the greatest concern because of their toxicity, rate of action, and ability to enter the body by multiple routes of entry.  Nerve agents can be divided into G-series and V-series.  The G-series nerve agents are the most likely of the nerve agents you may encounter.



	Common Name


	Tabun, Sarin, Soman
	V - Agents

	Symbol


	(GA)   (GB)   (GD)

G-Series


	(VX)   (Vx)

V-Series

	Odor


	Fruity
	Sulfur

	 Symptoms

	· Pinpointing of pupils
· Vomiting/diarrhea
· Difficulty in breathing
· Salivation
· Twitching
· Convulsions


	Protection


	Respiratory and Skin

	Self/First Aid


	Atropine + 2-PAM Chloride

	Decontamination


	Removal; Flush with Water


· Odor.  The nerve agents have been classically categorized as colorless and odorless.  However, G-agents have the fruity aromas characteristic of most organo-phosphorus compounds and V-agents almost assuredly exhibit the “fishy-sulfurous” odor caused by the presence of small quantities of an impurity, mercaptan, which is readily detected by the human nose.


· Symptoms.  The symptoms of nerve agent exposure are fairly recognizable: dimness of vision (pinpointing of pupils), runny nose, drooling, difficultly breathing/tightness of the chest, nausea, vomiting, and diarrhea, muscle jerking or twitching, involuntary urination and defecation, coma, and death.  Depending on where the agent contacts the body, pinpointing of the pupils is not always seen.  Depending on the concentration and exposure time, effects can all occur within a few minutes.


· Protection.  Protection from these agents requires full respiratory and skin protection.  


· Self/First Aid.  There are antidotes available and decontamination will work if you get it off your skin quickly.


· Decontamination.  Flushing with water will work, but soap and water or dilute bleach solutions are better.  However, these additives may not be readily available to the first responders.  This factor, coupled with the need for performing decontamination within minutes in order to be effective, makes water the best solution for emergency responders.  Any agent already absorbed into the skin or left on the skin will lead to nerve agent effects.

For emergency decontamination, the benefit of quickly showering with high volume, low-pressure water outweighs extra removal capacity of a soap or bleach solutions.


· Other Nerve Agent Compounds.  A number of other organo-phosphorus compounds have been found to have potent nerve agent-like effects and could be used by terrorists.  Commercial insecticides, given enough concentration and the right disseminator, could well be used as nerve agents.


· Exposure Versus Symptoms.  The below illustration depicts many, but not all, symptoms of nerve agent exposure for both vapor and liquid victim exposures.  The term “SLUDGE”, bracketed in the box, is a term often used by medical personnel for identifying the symptoms of organo-phosphate poisoning.  Symptoms of liquid agent exposure may be preceded by latent period of anywhere from minutes to as many as 18 hours.  For this reason, victims known or suspected to have suffered a liquid exposure need to be monitored for up to 24 hours.  Death can occur within a few minutes for vapor exposures and is dependent on the dose received.


	
	Vapor

Exposure

	Liquid 

Exposure

	
Mild


Severe


	P    –  Pinpointing Pupils

S    –  Salivation

L   –  Lacrimation (tearing)

U   –  Urination

D   –  Defecation

G   –  Gastrointestinal; pain and gas

E   –  Emesis (vomiting)

M  –  Muscle Twitching

C   –  Convulsions, Coma


	X

X

X

X

X

X

X

X

X
	X

X

X

X

X

X


P   
Pinpointing Pupils.  This is the most frequent symptom seen in victims exposed to nerve agent vapor.  In the absence of more severe nerve agent symptoms, pinpointed pupils would help distinguish mild nerve agent exposure from pepper spray exposure.  Victims suffering from a liquid skin exposure of nerve agent will not have pinpointed pupils unless the nerve agent actually contacted the eye or immediate vicinity of the eye.


S   
Salivation.  Salivation is a mild effect of nerve agent poisoning.  It is less likely to be seen in a liquid exposure victim.  An associated and more widely seen symptom is rhinorrhea (runny nose).


L
Lacrimation (tearing).  Lacrimation is also less likely to be seen in a liquid exposure victim.


U
Urination.  Loss of bladder control is an indication of severe nerve agent exposure.  If seen within the first several hours of a liquid exposure victim, it could mean more severe effects will follow.


D
Defecation.  Same as for urination.


G
Gastrointestinal (increase in secretions into GI tract).  Gastrointestinal effects, along with nausea and vomiting; are usually the first systemic effects of a liquid nerve agent exposure.


E
Emesis (vomiting).  If seen within the first several hours of a liquid nerve agent exposure, it could mean more severe effects will follow.


M
Muscle Twitching.  Local skin exposure to liquid nerve agent will result in localized muscle spasms.  Generalized muscle twitches and jerking usually indicate a severe exposure to vapors (inhalation).


C
Convulsions/Coma.  Convulsions are a classic indication of severe nerve agent exposure.  Multiple convulsing victims would immediately distinguish nerve agent exposure fro exposure to pepper spray.  Convulsing victims need immediate medical intervention.  Victims could also become comatose.

· Additional Symptoms.  Additional symptoms of mild liquid exposure include tightness in the chest, twitching, and sweating at the site of exposure.  Symptoms of severe vapor exposure include severe breathing difficulty and generalized muscular twitching.


· Comparative Toxicity.  Using chlorine as a baseline:

· Phosgene (CG) is about 6 times more toxic;


· Hydrogen Cyanide (AC) is about 7 times more toxic;


· Parathion, an insecticide ingredient, is about 12 times more toxic;


· Mustard (H) is about 13 times more toxic; and


· Sarin (GB) is about 200 times more toxic.


For skin toxicity, less than a pinhead of mustard agent will result in a small blister.  Less than a pinhead of nerve agent can be lethal.


Response Methodology.  For a chemical agent terrorism incident, the following general actions and relationships should be considered upon receiving the initial report.  

· Notifications.  The following notifications shall be made:

-  National Response Center (NRC)

-  Crisis Management Agencies 


· FBI and local/State Agencies

· Department of State if incident is occurring outside Territorial Seas


-  Consequence Management Agencies (Notify as needed)

· Local/State hazmat and health departments;

· Local/State Emergency Management Agencies;

· Local/State Environmental Agencies;

· Department of Health and Human Service’s (HHS), Center for Disease Control (CDC), or Agency for Toxic Substances and Disease Registry (ATSDR);

· National Institute of Occupational Safety and Health (NIOSH) and the Occupational Health and Safety Administration (OSHA);

· Environmental Protection Agency (EPA);

· National Guard Civil Support Teams;

· Coast Guard National Strike Force;

· Private Sector Cleanup Contractors;

· Trustee Agencies; and/or

· Other stakeholders identified in Area Contingency Plans (ACP) or other local plans.

· Removal/Recovery.  The information in this appendix and the other sections of this document will provide you information and guidance to address:

- Containment;
-  Cleanup;
-  Decontamination; and
-  Disposal.


· Post-Response/Remedial Activities.   As is the case with standard protocols for response to CERCLA substances under the NCP, the Coast Guard OSC actions will primarily be focused towards emergency response actions.  Once the situation is stable and the event progresses into the remedial or restoration phase, and the Coast Guard OSC determines that the emergency has been abated and there is no longer an immediate threat, the Coast Guard OSC should transfer lead agency responsibility to the U.S. Environmental Protection Agency (EPA) for further non-emergency response action.   

· Chemical Agent WMD Response Flowchart.  The following is the progression of general events surrounding a potential or actual chemical agent terrorism event.
Coast Guard On-Scene Coordinator (OSC) Response 

To a WMD Chemical Agent Incident 



Information Facts Sheets – Chemical Agents







 








 





Appendix 8

Response to Nuclear/Radiological Incidents
Background.

Of the three types of threats (chemical, biological, or nuclear/radiological), a nuclear weapon explosion is considered the least likely for terrorist use; however, the potential exists for it to happen and even more potential exists for the use of radiological materials. 

The detonation of an improvised nuclear device (IND) would be devastating; if successfully detonated, this would cause widespread explosive damage with a large release of radioactive particles. 

A terrorist attack on a nuclear power plant could lead to a radiation accident.  Look at Three-mile Island and Chernobyl as examples of the possible scenario events.

More likely than terrorist sabotage of a nuclear reactor or construction of a nuclear device would be the use of radiological materials to contaminate an area through the use of a radiological dispersal device (RDD), or the simple act of spreading the materials.  An RDD is an explosive device that does not cause a nuclear reaction, but is designed to spread radioactive materials upon detonation.  For example, in the case of the Greensboro, North Carolina, theft of Cesium-137, there is concern that this radiological material may be used to create a “dirty bomb.”

A simple radiological device (SRD) can be used to deliberately cause exposure to radioactive material without the use of an explosive device.  This has been seen in the last few years in the form of hoaxes and actual plans.

Definitions.

· Ionizing Radiation:  In its simplest definition, radiation can be defined as either electromagnetic or particulate emissions of energy from the disintegration of the nucleus of an atom.  This energy, when impacting on or passing through material, including us, can cause some form of reaction.


· Radioactive material:  This is simply any material, which is giving off some form of ionizing radiation.


· Rem:  A unit of measurement relating to biological effect is the rem (Roentgen Equivalent Man).  The term millirem (mrem) is used frequently, and is equivalent to 1/1000th of a rem.


· Contamination:  Radioactive particles inappropriately located on or transferred to an object.


· Exposure:  This occurs when something is subjected to the effects of ionizing radiation.  The amount of exposure absorbed is referred to as the dose.  The amount of exposure, or dose, is usually expressed in units of rem or mrem.


Ionizing Radiation.  
When ionizing radiation is absorbed by our bodies, it can cause changes to our cells.  Small amounts can be tolerated; larger amounts can be harmful.  For purposes of response, this radiation can be classified as:

· Alpha particles:  Alpha particles are emitted from the nucleus of an atom and consist of 2 protons and 2 neutrons.  They have a positive charge, limited range, and penetrating power.   When an alpha particle is emitted from an atom, the releasing atom is changed.  The atomic number decreases by 2 and the atomic weight decreases by 4.   This "new" atom is normally radioactive.


· Beta particles:  Beta particles are also emitted from the nucleus of an atom.  They are similar to the electrons, which orbit the nucleus, have a negative charge, and depending on their energy, may have greater range and penetrating power than alpha particles.  Atoms that emit beta particles also change, with their atomic numbers increasing by 1 and their atomic weights remaining the same.  In the most basic of theories, a neutron breaks down, ejects an electron, and leaves one more proton in the nucleus.


· Gamma radiation:  Gamma rays, as the name implies, are not particulate, but rather pure electromagnetic radiation, similar to x-ray, but at a higher energy level.  Gamma rays have long ranges and significant penetrating power.  When an atom emits gamma radiation, there is no atomic change to the nucleus.


· Neutrons:  Neutrons can be the most immediately damaging type of ionizing radiation and can damage cells on contact.  Neutrons can travel several hundred feet through air and can be slowed or stopped by hydrogenous materials like water, paraffin, or plastic.  Neutrons can be found in commercial applications, such as soil density gauges, operating nuclear reactors, or calibration sources.

F
or our purposes of response, we are not so concerned with the mechanism of radiation as we are with the hazard, the detection of it, and protection from it.  There are also non-ionizing types of radiation.  Examples are: fluorescent light; lasers; and microwaves.  In these examples, the radiation can cause burns but it does not cause molecular change or ionization. 
Common Radiation Exposures.
The following
 chart reflects naturally occurring radiation doses (and doses received during normal activities) to provide a point of reference and for comparison.  The threshold for any real consequences begins around 200,000 mrem.  Mild radiation sickness (i.e., nausea, vomiting, and diarrhea) may onset after receiving a whole body dose of approximately 200,000 mrem in a short amount of time (generally less than 24 hours).  The lethal dose, known as the LD50/60  is a single, acute, whole body exposure of around 450,000 mrem.  The LD50/60 is defined when 50 percent of all people present at an incident receive 450,000 mrem and die after 60 days after receiving no medical treatment.


The average annual radiation exposure has been calculated as:

Naturally occurring
295 mrem

Medical 
  52 mrem

Consumer products
  10 mrem

Other
    3 mrem


Total
360 mrem
Health Hazards In An Incident.

The two radiation concerns at an incident are exposure and contamination by radioactive material.  External irradiation occurs when all or part of the body is exposed to penetrating radiation from an external source. Contamination means that radioactive materials in the form of gases, liquids, or solids are released into the environment.  These materials may contaminate people externally, get in them (internal), or both.

Incidents involving either an explosion or fire will elevate the potential for internal or external contamination due to the spreading of the radioactive material in the form of small fragments (dust) or smoke.  These materials can often be carried long distances downwind.

NOTE:  Internal exposure through wounds or broken skin is also possible.  Responders should take extra precautions when sharp objects, such as broken glass or jagged metal, are at the scene. 
Health Risks.  
Risk depends upon several factors:

· Amount:  The total amount of radiation received is called the dose.  The larger the dose received, the greater the health risk becomes.
 

· Rate:  The dose rate is the length of time over which the dose is received. Dose rate exposures are categorized as follows:

· Acute:  A large dose occurring over a short period of time (< 24 hours).  Victims may begin to show symptoms within 24 hours, such as burns on the skin, vomiting, diarrhea, hair loss, unconsciousness, and convulsions.


· Chronic:  Small doses occurring over a long period of time (months or years).  Chronic exposures normally pose a smaller health risk, with symptoms such as tumors, birth defects, cancer, and blood chemistry changes.  These symptoms may be delayed for years.


· Type:  The specific types of radiation (i.e., alpha particles or beta particles versus gamma radiation versus neutrons) are discussed more fully in the WMD Installation Preparedness Technician-HAZMAT course.

Protection.  
The radiation exposure received will depend on the type and strength of the radiation source.   This exposure can be mitigated by the effective use of:

· Time: The radiation dose is reduced in proportion to reduction of exposure time. 


· Distance:  Distance is also critical for reducing radiation exposure dose.  While alpha particles only travel a little over an inch in air, and beta particles will travel only a few yards in air, gamma rays can travel extensive distances.  As a result, gamma rays pose the greatest threat of external exposure.  Responders will receive a smaller dose of radiation the farther away they are from the source.  In the case of gamma rays from an unshielded point source, the intensity increases or decreases in proportion to the square of the distance from the source.


· Shielding:  Radiation can also be blocked or reduced by various materials.  Alpha radiation is stopped by a sheet of paper, beta radiation is stopped by aluminum foil or clothing, gamma rays are only reduced by dense materials such as lead or earth, and neutrons are slowed or stopped by hydrogenous materials, such as wax or water.   Do not shield neutron producing sources with lead or dense materials.  Neutrons will produce gamma rays in reactions with the material.  Use wax, water, or plastic.

Radiation Self-Protection.  The amount of radiation exposure and the dose received will depend on the type and strength of the radiation source.  This exposure can be stopped or reduced by the effective use of time, distance, and shielding. In order to avoid inhaling or ingesting radioactive materials, the Department of Energy recommends using a full-face respirator in any radiologically contaminated area.  
· Personal Protective Equipment.  OSHA Level A or other chemical protective clothing will not affect whole-body exposure to gamma radiation from an external source.  Lead-lined gloves and aprons are a form of shielding, which will reduce external gamma radiation exposure, but will not totally eliminate it.  A respirator will provide adequate protection from inhalation of airborne radioactive particulate materials.  This will lessen the potential for internal contamination and minimize exposure to radiation from an internal source.  Respiratory protection will be covered in a later module. 


· Time, Distance, and Shielding.  The intent of using time, distance, and shielding as protection is to reduce the radiation exposure to a level as low as reasonably achievable.  Due to background radiation and the need to have responders operating near the radiation source, not all of the radiation exposure can be completely eliminated.

· Exposure.  As rule of thumb, every time you double the distance away from a gamma point source, you reduce the exposure rate by four times.  When radiological materials are widely dispersed, the safest course is to base the response and/or protective actions on instrument readings.


· Alpha particles travel approximately 1 to 2 inches in air and cannot penetrate unbroken skin or paper.

· Beta particles travel approximately 10 feet in air and can penetrate a few millimeters of tissue.  They can be stopped by light layers of clothing, aluminum foil, or an average book.

· Gamma rays travel several hundred feet in air and can penetrate the human body.  Intensity is reduced by heavy, dense materials such as steel, concrete, earth, or lead.

· Neutrons can travel several hundred feet in air and are very damaging to cells.  They can be slowed or stopped by water, paraffin, or plastic.
Nuclear/Radiological WMD Incident Response - Background.  The management of the consequence phase of a nuclear/radiological WMD incident would occur under FEMA and the Federal Response Plan (FRP) is a federal disaster declaration is made.  Absent a declaration, we would defer to the National Oil and Hazardous Substance Pollution Contingency Plan (NCP) and the Federal Radiological Emergency Response Plan (FRERP) for direction on establishing a lead agency and response to the environmental and health/welfare issues surrounding the response.

· Federal Radiological Emergency Response Plan (FRERP).

The FRERP is an agreement among 17 Federal departments and agencies for responding to any peacetime radiological emergency that has actual, potential, or perceived radiological consequences within the U.S., its territories, possessions, or territorial waters.  Responses to emergencies occurring at nuclear facilities or involving radioactive materials, including nuclear weapons, regardless of the amount, fall within the scope of this plan.  The FRERP applies simultaneously with the NCP during radiological releases (except for some Nuclear Regulatory Commission [NRC]-licensed nuclear reactor incidents that are exempt from the Comprehensive Environmental Response, Compensation, and Liability Act [CERCLA], the statute which forms the basis of the NCP provisions on hazardous substance response).  The FRERP is always in effect and is ready to be used by Federal departments and agencies responding to peacetime radiological emergencies, assisting state and local organizations in protecting public health and safety.  This plan does not create new authorities or change existing authorities.  Specifically, the FRERP:

· Provides for, and defines the role and responsibility of an On-Scene Commander;


· Identifies the title of Lead Federal Agency (LFA) and describes the LFA’s role;


· Identifies the Federal agencies that provide support to the LFA during a radiological response and establishes their respective roles during the response;


· Establishes the level of support undertaken by the Federal government during a radiological response (i.e., the Federal government supports state and local governments); and


· States that each department or agency (except for the General Services Administration and, in some cases, the Department of Veterans Affairs) fund its own radiological response activities.

The FRERP assigns five signatory Federal departments or agencies the role of LFA, depending on the type of emergency in question.  These five departments and agencies are the NRC, the Department of Defense (DOD); the Department of Energy (DOE); the Environmental Protection Agency (EPA); and the National Aeronautics and Space Administration (NASA).  Once the LFA role for a specific emergency is identified, the LFA agency has several responsibilities under the FRERP, including:

· Leading and coordinating all Federal on-scene response actions during a radiological response.  The LFA will coordinate the response actions from an on-scene location known as the Joint Operations Center (JOC).  If the LFA has not yet established its base of operations in a JOC, then the LFA will accomplish the coordination of response actions from another LFA facility, usually a Headquarters operations center;


· Maintaining cognizance of the Federal radiological response by conducting and managing the Federal on-site actions; 


· Coordinating Federal off-site radiological monitoring and assessment;


· Developing and evaluating recommendations for off-site radiological protective actions;


· Presenting recommendations for off-site radiological protective actions to the appropriate state and/or local officials;


· Developing situation reports on the radiological aspects of the emergency and the Federal response;


· Coordinating the release of Federal information on the radiological aspects of the event to the public;


· Providing reports to the President and keeping the White House informed on the radiological aspects of the emergency; and


· Performing preliminary radiological damage assessments with the Federal Emergency Management Agency (FEMA) to assist the state in preparing a request for a Presidential declaration of emergency in accordance with the Stafford Act and the Federal Response Plan.

· National Oil and Hazardous Substances Pollution Contingency Plan (NCP).

The NCP is a Federal regulation that provides the organizational structure and procedures for preparing for and responding to discharges of oil and releases of hazardous substances, pollutants, and contaminants.  The NCP also adopts the FRERP LFA and support agency roles
.  As such, each NCP agency looks to the FRERP for its specific mission during radiological responses.  Federal departments and agencies are directed to coordinate their planning, preparedness, and response activities.  In addition, the NCP is an important component of the National Response System and is applicable to:

· Releases of hazardous substances (including radionuclides), and pollutants or contaminants that may present an imminent and substantial danger to the public health or welfare or the environment; and


· Discharges of oil into or on the navigable waters of the U.S., on the adjoining shorelines, the waters of the contiguous zone, into waters of the exclusive economic zone, or that may affect natural resources belonging to, or under the exclusive management authority of, the U.S.



The NCP also:

· Provides for, and defines the roles and responsibilities of, an On-Scene Coordinator
.  The On-Scene Coordinator generally is responsible for directing response efforts at the scene of a discharge or release;


· Identifies the title of Lead Agency (LA) and describes the LA’s role;


· Identifies the agencies that support the LA and establishes their response roles;


· Provides regulations for conducting response actions;


· Authorizes response funding (Superfund monies for EPA/U.S. Coast Guard [USCG] activities, but not for other Federal LAs);


· Provides for an Incident Command System/Unified Command
 (ICS/UC) response structure; and


· Provides assistance to state and local agencies in protecting the health and safety of the public within the geographic area of the incident, accident, or event.

ICS/UC is a necessary tool for:  (1) managing multi-jurisdictional responses to discharges of oil or releases of hazardous substances; (2) creating organizational links between the participants and organizations that respond to a discharge of oil or a release of a hazardous substance; and (3) developing a common set of incident objectives and strategies.  ICS/UC participants and organizations include:  (1) the Federal On-Scene Coordinator (FOSC), who maintains authority
; (2) the state On-Scene Coordinator; (3) the local incident commander; and (4) the responsible party.



The NCP assigns the role of LA to various Federal departments and agencies (e.g., EPA, USCG, DOD, and DOE), depending on the particular type of radiological emergency.   EPA is typically the LA for inland areas, while the USCG is typically the LA for coastal areas.  If the emergency occurs on a Federal site, then the Federal department or agency owning or operating the site is normally the LA.  Once a Federal department or agency assumes the LA role for a specific emergency, that agency assumes many responsibilities under the NCP.  These include:

· Leading the National Response Team (NRT) and the incident-specific Regional Response Team (RRT) when these two organizations function as response organizations;


· Assigning the Federal On-Scene Coordinator;


· Collecting pertinent facts about the emergency, such as (1) the source and/or cause of the emergency, and (2) the nature, amount, location, and potential impact of released materials;


· Identifying those individuals responsible for the emergency;


· Documenting the costs associated with responding to the emergency;


· Designating capable individuals from Federal, state, and local agencies to act as on-scene representatives for the LA;


· Evaluating information and advising FEMA of potential major disaster situations;


· Addressing worker health and safety concerns at the emergency scene;


· Submitting reports to the RRT and other appropriate agencies as significant developments occur during the emergency response;


· Ensuring that all appropriate public and private interests are kept informed and that their concerns are considered throughout the emergency response; and


· Protecting the health and safety of the public within the geographic area of the incident, accident, or event.
· Response to Radiological Releases Under the NCP and the FRERP.  As mentioned above, the key issue concerning the relationship between the NCP and the FRERP is that both plans apply simultaneously during radiological responses.  As such, coordination is needed between these two plans.   Table 1 applies response solutions to various radiological response scenarios by identifying specific types of radiological emergencies, as well as the “designated” FRERP LFAs and NCP LAs for each type of emergency.  Table 1 also identifies the designated Federal organization that will assume the role of coordinating the response to each type of emergency.

Table 1.  Agency Authority Designation for Specific Radiological Emergencies

	Type of Emergency


	Designated

FRERP LFA


	Designated

NCP LA
	Designated Lead

Responding Organization

	1.  Nuclear Facility

     a.  
Owned or Operated by DOD or DOE

	DOD or DOE
	DOD or DOE
	DOD or DOE

	     b.  
Licensed by NRC or Agreement State

	NRC
	EPA

	NRC

	     c.  
No Licensed, Owned, or Operated by a Federal Agency or an Agreement State

	EPA
	EPA
	EPA

	2.
Transportation of Radioactive Material


a.
Materials shipped by or for DOD or DOE
	DOD or DOE
	DOD or DOE
	DOD or DOE

	
b.
Shipment of NRC or Agreement State-licensed Materials in the inland zone
	NRC
	EPA
	NRC

	
c.
Shipment of NRC or Agreement State-licensed Materials in the coastal zone
	NRC
	USCG
	NRC

	
d.
Shipment of Materials, in the inland zone, that are not licensed or owned by a Federal agency or Agreement State
	EPA
	EPA
	EPA

	
e.
Shipment of Materials, in the coastal zone, that are not licensed or owned by a Federal agency or Agreement State
	EPA
	USCG
	EPA

	3.
Satellites Containing Radioactive Materials

a.
Radioactive materials owned by DOD
	DOD
	DOD
	DOD

	
b.
Radioactive materials owned by DOE
	DOE
	DOE
	DOE

	
c.
Radioactive materials controlled by NASA (inland)
	NASA
	EPA
	EPA

	
d.
Radioactive materials controlled by NASA (coastal)
	NASA
	USCG
	USCG

	4.
Impact from Foreign or Unknown Sources of Radioactive Materials

	EPA
	EPA
	EPA

	5.
Other Types of Emergencies
	LFA’s confer
	per NCP
	per NCP until

Conference



Response Methodology.  For a nuclear/radiological terrorism incident, the Coast Guard is not the lead agency for consequence management under the NCP or FRERP.  However, in the coastal zone the Coast Guard may be a first federal official involved with the incident and should consider the following notifications and actions upon receiving the initial report.  

· Discovery and Surveillance.  

Agency Surveillance.  It has been a common occurrence in this District where Customs and other port officials have received readings on their surveillance equipment during container inspections.  This may happen from time-to-time.  Geiger equipment can have a false-positive reading or react to ore, mining equipment, radon, or other materials being shipped.  Notifications should be made and local hazmat teams will usually maintain the lead on-scene during the assessment/investigative phase.

Coast Guard Surveillance.  Currently the Coast Guard does not have a formal radiological surveillance program for our port security mission.  Radiacs and other Geiger equipment have been procured for the Coast Guard for specific missions with either the Special Interest Vessel (SIV) or the cutter chemical, biological and radiological protective programs.   Units shall not use this equipment for anything other than their original intended use.  Regardless of intended objectives and goals to form or control surveillance perceptions within the port, the use of overt radiological survey equipment is unsafe and places personnel in danger if a proper and complete program is not in place.  The following issues should be considered in the formation of a proper surveillance program:

· Purchase and update of equipment;
· Frequent maintenance and calibration program;
· Proper medical monitoring program that includes radiation exposure surveillance monitoring;
· Consistent and standardized training program;
· Agency accepted exposure levels; and
· Exposure medical support and plan.

Absent the coverage of the above issues and the creation of a national Coast Guard program to proper support this mission, units should adhere to the present policies concerning entry, inspections/examinations, response, and worker protection as they pertain to carrying out various Coast Guard missions.

Discovery.  If Coast Guard personnel discover what they suspect may be a radiological or nuclear incident, they shall follow the current procedures of removing themselves from potential contaminated areas and shall not enter until the federal OSC makes a safe to enter determination.  Proper notifications shall be made to activate or inform interested agencies of the possible/potential incident.


· Notifications.  The following notifications shall be made:

-  National Response Center (NRC)

-  Crisis Management Agencies 


· FBI and local/State Agencies

· Department of State if incident is occurring outside Territorial Seas


-  Consequence Management Agencies (Notify as needed)

· Local/State hazmat and health departments;

· Local/State Emergency Management Agencies;

· Local/State Environmental Agencies;

· Environmental Protection Agency (EPA) – Will be the lead environmental agency if the source does not have DOE/NRC or DOD oversight;

· EPA Emergency Response Team (ERT);

· Department of Defense;

· Department of Energy/Nuclear Regulatory Commission;

· Department of Health and Human Service’s (HHS), Center for Disease Control (CDC), or Agency for Toxic Substances and Disease Registry (ATSDR);

· National Institute of Occupational Safety and Health (NIOSH) and the Occupational Health and Safety Administration (OSHA);

· National Guard Civil Support Teams;

· Coast Guard National Strike Force;

· Private Sector Cleanup Contractors;

· Trustee Agencies; and/or

· Other stakeholders identified in Area Contingency Plans (ACP) or other local plans.

· Removal/Recovery.  The Coast Guard is not the lead agency for a nuclear/radiological incident or release.  EPA is the lead agency for environmental and health/safety issues for all coastal and inland incidents except if the source of the radiological or nuclear incident originates from DOE/NRC or DOD controlled material.  


· Post-Incident/Remedial Activities.   These activities should be accomplished in accordance with lead agency procedures.     

· Radiological/Nuclear WMD Response Flowchart.  The following is the progression of general events surrounding a potential or actual radiological or nuclear terrorism event.
Coast Guard On-Scene Coordinator (OSC) Response 

To a WMD Radiological Incident 



Appendix 9

Response to Explosives and Other WMD Devices
Background.

· BE ALERT FOR SECONDARY DEVICES

· One or more secondary devices may be present at or near the incident site:  A terrorist who has used a WMD terrorism device is likely to also use one or more secondary devices to hamper response efforts.  REMEMBER:  The purpose of secondary devices is to injure and/or kill first responders.


· Secondary devices may be conventional explosives or WMD:  Terrorists may employ secondary devices that use conventional explosives, or the secondary device may employ radiological materials or biological or chemical agents.

Response Methodology.  For a conventional terrorism incident, the Coast Guard is not the lead agency for consequence management.  However, in the coastal zone the Coast Guard may be a first federal official involved with the incident and should consider the following notifications and actions upon receiving the initial report.  

· Discovery.  If Coast Guard personnel discover what they suspect may be a conventional WMD device, they shall follow the current procedures of removing themselves from potential area and shall not enter until a safe to enter determination has been made by the lead crisis management agency or proper state/local or federal authority.  Proper notifications shall be made to activate or inform interested agencies of the possible/potential incident.

· Notifications.  The following notifications shall be made:

-  National Response Center (NRC)

-  Crisis Management Agencies 


· FBI and local/State Agencies

· Bureau of Alcohol, Tobacco, and Firearms (ATF)

· Department of State if incident is occurring outside Territorial Seas


-  Consequence Management Agencies (Notify as needed)

· Local/State bomb disposal units/teams;

· Local/State Emergency Management Agencies;

· ATF

· Department of Defense, EOD, etc.;  and/or

· Other stakeholders identified in local plans.

· Removal/Recovery.  The Coast Guard is never the lead agency for this type of response. Local/State bomb disposal or proper federal agencies (i.e., ATF, DOD EOD, etc.) will take the lead.  


· Post-Incident/Remedial Activities.   These activities should be accomplished in accordance with lead agency procedures.  As experienced during the World Trade Center (WTC) response, there may be a multitude of health/welfare and environmental issues or impacts as a result of a conventional WMD explosion or destruction.  Environmental response and cleanup as well as the health and safety issues surrounding this type of event should be addressed either by FRP/ESF #10 supported actions if FEMA has been activated or under the NCP for undeclared responses.

Conventional WMD Response Flowchart.  The following is the progression of general events surrounding a potential or actual WMD conventional event.
Coast Guard On-Scene Coordinator (OSC) Response 

to a Conventional WMD Incident 



Conventional WMD Background and Preparation.

· Background.  

Bombs or other conventional WMD devices can be constructed to look like almost anything and can be placed or delivered in any number of ways.   The probability of finding a bomb that looks like the stereotypical bomb is almost nonexistent.  The only common denominator that exists among bombs is that they are designed or intended to explode.

Most bombs are homemade and are limited in their design only by the imagination of, and resources available to, the bomber.  Let the trained bomb technician determine what is or is not a bomb.  As we have witnessed in the World Trade Center (WTC) incident, other delivery methods (i.e., transportation modes, etc.) can be used as a conventional WMD source.


· Preparation/Planning.  

Through proper preparation and planning you can identify those areas within the port that can be “hardened” against the potential bomber.  This will limit the amount of time lost to focusing on lower risk areas of the port.  If a bomb incident occurs, proper planning will instill confidence in the leadership, reinforce the notion that those in charge do care, and reduce the potential for personal injury and property loss.

Proper planning can also reduce the threat of panic, the most contagious of all human emotions.  Panic is sudden, excessive, unreasoning, infectious terror.  Once a state of panic has been reached, the potential for injury and property damage is greatly increased.  In the context of a bomb threat, panic is the ultimate achievement of the terrorist.


· Coast Guard Consequence Management Responder Actions.

As stated earlier, the Coast Guard is not lead agency for conventional WMD consequence response.  However, as a first responder who may happen to be in the port or on a vessel during the receipt of a threat or an actual occurrence, Coast Guard personnel should back-off their present mission, make the proper notifications, and wait until the “safe to respond” is provided by the lead agency.

Searches.  

It is a common practice to use area occupants to perform the first sweep or search of their work spaces, building, property, vessel, etc. upon the receipt of a credible threat.  However, the use of Coast Guard personnel to conduct searches or sweeps of private sector facilities, vessels, or other areas unfamiliar to the member should be avoided.  The advantage of using an area occupant is to quickly discover objects or situations that look “out of place”.  Without a familiarity of the area sweeps/searches can be dangerous or of little value.  A search conducted by a trained team is the best for safety, morale, and thoroughness, though it does take the most time.  

It is imperative that personnel involved in a search be instructed that their only mission is to search for and report suspicious objects.  Under no circumstances should anyone move, jar, or touch a suspicious object or anything attached to it.  The removal or disarming of a bomb must be left to the professionals in explosive ordnance disposal.
  

Appendix 10

Response to WMD Events Involving Vessels 

Vessel Response – General.  

The U.S. Coast Guard has been involved with numerous other agencies for planning at both the national and local level for response to WMD incidents.  In previous planning scenarios, it was expected that the Federal Response Plan (FRP) would be activated in the event that WMD agents were used by terrorists.

The FRP places FEMA as the lead federal agency for consequence management in response to terrorism incidents and the FBI as the lead agency for crisis management. In that regard, the FRP would be activated providing coordinated federal assistance to supplement state and local resources.

However, the FRP may not be activated for some WMD events.  In anthrax cases to date, EPA has responded to known anthrax sites under the NCP utilizing CERCLA authority and funding, classifying anthrax as a disease-causing pollutant or contaminant, which poses an imminent and substantial danger to public health as outlined in section 300.5 of the NCP.  Coast Guard FOSCs could be faced with a similar situation in the coastal zone.  Under the NCP, the Coast Guard FOSC would have the responsibility to ensure a coordinated inter-agency effort to mitigate the threat to public health and safety and removal of the product.  The Coast Guard FOSC would be part of the Unified Command established to respond to the incident.

The primary Incident commander would normally be the local or state public health or environmental response authority.   However, as local/state resources are overwhelmed or need assistance, they will approach the federal government and potentially the Coast Guard FOSC for assistance to mitigate the effects of a WMD incident an effort to secure the public’s health and welfare and protect the environment.  There may also be incidents involving vessels that occur outside of the local/state jurisdiction, where the Coast Guard may/will be the primary lead agency to coordinate the mitigation of the human health/welfare and environmental issues.

The appendix will cover only the response to the effects of a WMD incident, which is officially known as the Consequence Management portion of the response and specifically those impacting vessels where the Coast Guard may be the primary lead Consequence Management agency.  Safety of for the responders and the public is the highest priority during a response to a potential incident involving a WMD substance or agent is the safety.  ALCOAST 177/00 provides guidance on responding to WMD incidents and stresses the need to isolate potentially contaminated areas and determine areas where it is "safe to respond". Entry into potentially contaminated areas will require protection beyond Level "D" (normal work uniform). Accordingly, Coast Guard personnel (with the exception of Coast Guard National Strike Force (NSF) personnel) will not enter these areas.

Assessment Procedures:  The FBI will lead the initial efforts to assess the situation as part of their Crisis Management lead agency duties.  Although there may be a simultaneous response conducted by the Consequence Management agencies, once the FBI determines that the event or threat is credible, the Consequence Management agencies shall work to mitigate the effects of the incident.  

The initial assessment, entry to further assess the hazard will typically be conducted by local hazmat responders (public health, Fire dept, etc.), the FBI's Hazmat Response Unit (HMRU), or other special units (such as the NSF).  If the FBI has determined the report to be credible, they will coordinate evidence collection and subsequent lab analysis. However, if the FBI is not on scene, subsequent collection and lab analysis will typically fall to state and local authorities or the Coast Guard if the incident is in sole federal jurisdiction.

Criminal Investigation:  Once confirmed as an actual case, the FBI will focus on the investigation. As these acts potentially are criminal acts of terrorism, the FBI is the lead agency for the criminal investigation.  The Coast Guard may support this side of the response as part of our LE and Port Security mission.

Consequence Management:  Because of the complexity and dangers involved in responding to WMD incidents, effective inter-agency coordination is essential. As in the response to other hazardous substances, the FOSC should coordinate response actions under a Unified Command structure and utilize expertise and hazmat responders from other agencies and private contractors. The local Public Health

Official should be an essential incident commander within the Unified Command based on their local authority and technical expertise. However, they may be unfamiliar with conducting a response under the NCP.  The FOSC should ensure that the Public Health Official is brought into the Unified Command and work closely with them within an ICS framework.

Emergency vs Non-Emergency Response Action:   In accordance with standard protocols for response to CERCLA substances, the Coast Guard FOSC provides the lead for incidents in the coastal zone that are from vessels or that require immediate removal action to mitigate an immediate and significant harm to human life or health, or the environment. In the latter situation, once the Coast Guard FOSC determines

That the emergency has been abated and there is no longer an immediate threat, the Coast Guard FOSC should transfer lead agency responsibility to EPA for further non-emergency response action.

As each situation is different, the FOSC must make the determination whether to initiate immediate removal action, and when (or if) to transition to an EPA lead.  These determinations are primarily based on the immediacy of the threat.  Remember, for vessel scenarios that the EPA will not be available to accept the non-emergent phase of the response.  The Coast Guard FOSC should assess the long-term cleanup and decontamination issues surrounding the event and follow the protocol outlined in Appendix 11 to develop a non-emergent cleanup proposal that includes the involvement of the property owner/operator. 

Authorities and Control.

As indicated above the Consequence Management actions will be conducted either under FEMA as the lead agency and the FRP has been activated as a result of a national disaster declaration or under the NCP and CERCLA has the supporting regulation and statute.

Authorities.  The Coast Guard is in a unique position in that it may use various authorities in which to address WMD issues affecting a vessel.  The following authorities may be considered in dealing with a WMD incident involving a vessel.

· Magnuson Act of 1950 and Executive Order 10173, as amended

· Ports and Waterways Safety Act (PWSA) of 1972

· Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended

· Comprehensive Environmental Response, Compensation, and Liability Act of 1980 (CERCLA)

Vessel Control.  Consider the following issue when desiring to control the actions, movement, etc. of a vessel affected by a WMD substance or agent.  If you are responding under your NCP/CERCLA authorities and the WMD substance has been specially designated as “pollutant and contaminant” by the EPA, you will not have administrative order authority under CERCLA to require certain actions.  As a Coast Guard FOSC you may want to investigate and consider using other PWSA or Magnuson authorities to direct the actions of a vessel owner/operator.


Vessel Quarantine Issues.  

Lead Agency.  The health agencies have the primary responsibility for making decisions concerning people and vessel quarantine.  The expectation is that this issue will be primarily addressed by local/state health agencies in locations where they have jurisdiction.  If there is federal interaction, the Public Health Service will take the lead as part of HHS to address quarantine issues.  It should be noted that the federal/state/local health agencies in some cases are not familiar with or have the ability on their own to mount an effective response management system to address these issues.  Coast Guard FOSCs should expect to draw these resources and their decision-making responsibilities into the Unified Command in an effort to resolve these issues.  

Public Health Agency contacts should be made by the FOSC planning staff at the local level to work through these issues prior to an event.  Absent a direct contact, the FOSC should liaison with the RRT to assist in solidifying these relationships.  Local/state health agency conduit can be accomplished through local contacts with State/County Emergency Management Agencies.

Because of the complexity and dangers involved in responding to disease-causing agents, effective inter-agency coordination is essential. As in the response to other hazardous substances, the FOSC should coordinate response actions under a unified command structure and utilize expertise and hazmat responders from other agencies and private contractors.  This includes CDC and other Public Health officials. The National Institute for Occupational Safety and Health (NIOSH), Agency for Toxic Substances and Disease Registry (ATSDR), and the CDC have been essential players in determining site safety protocol and cleanup procedures for previous incidents that were overseen by EPA. 

Quarantine Areas.  In the Seventh Coast Guard District there are no known designated quarantine areas either in port or at anchorage.   Coast Guard, Port Authority, and other vessel control agencies will be an important asset to the health agencies making these quarantine or vessel disposition decisions.  Coast Guard COTP authorities or other agency abilities may be needed to properly support health agency actions although they have their own authorities for directly vessels, people, etc. in this regard.  

Note:  The Department of Agriculture (USDA) may be an asset in making some of these decisions since they may have some experience in quarantining vessels for agriculture reasons in some ports.

Although most quarantine decisions will be made on a case-by-case basis, it is important for FOSC/Area Contingency Planners to actively work with local or state health officials, Public Health Service, and local Port Authorities to determine where the best potential locations are in your available ports and anchorages to place a quarantine vessel if a decision is made to allow a vessel to enter into your jurisdiction.  When making these decisions responder access, security, safety, and other management issues should be considered as trade-off issues along with the health issue and containment focus.  

Medical Protocol.  Due to the nature of disease-causing agents, additional medical precautions are needed for persons suspected of exposure and for hazmat responders working in contaminated areas. Medical protocol should be established with the consultation of CDC, the local health authorities and the attending physician prior to conducting any entries into areas that are suspected to be contaminated.  

For Coast Guard involved personnel:  MLC(k) should be notified immediately when any Coast Guard person is potentially exposed and requires medical care. Costs for medical care should be coordinated with NPFC(cf).


Responder Access.  

As mentioned above, it is important to consider responder access when making quarantine and vessel disposition decisions for vessels affected by WMD substances and agents.  As health officials make their decisions on quarantine and vessel disposition, the emergency and environmental response agencies need to consider their ability to mitigate the event.  Fortunately this same issue is also important to the health officials who are concerned about safely addressing the contaminated and non-contaminated crew and passengers onboard an affected vessel.  

Access and Staging Areas.  To place a properly protected entry team on a potentially affected vessel, the UC will have to consider suitable staging areas that are secure that would allow the team to progress from safety areas into the identified hot zone.  Likewise decontamination during team egress needs to also be considered.  When vessels are restricted to off shore areas, challenges may arise in which to safely coordinate and implement response and mitigation efforts.  This should be considered when developing the plan for addressing a vessel response.

Preparation and planning with the environmental response and health and safety community is paramount to ensure all options are fully realized within a specific port.  Deck barges and other resources that may assist in boarding and staging of responders, medical teams, entry teams, etc. should be identified in plans to facilitate UC actions.


Security.  To properly maintain quarantine, site control, hot zone protocol, etc. proper security resources need to be identified within the port.  The responsibility for providing security may rest with the vessel owner/operator, health agencies, LE agencies, or the environmental response agencies depending on the incident details.  Site security will also assist in controlling unauthorized people leaving the vessel as well as those attempting to gain access.  To support Crisis Management issues of the response, security may be focused towards evidence and crime scene protection.  However, simultaneously the security force may also be vital in containing people and property that may be exposed or contaminated by the WMD substance/agent.



Owner/Operator Responsibility.  Although during a WMD incident, the owner/operator of a vessel may not culpable of causing the incident, they will play an important role in mitigating the event.  As we have seen with firefighting planning, vessel owner/operators are never fully alleviated of responsibility for the vessel and the people under their employment or guide.  The owner/operator should play an important role in assisting the government in mitigating a WMD event on board their vessel.  They will a strong interest in ensuring their crew and/or passengers are properly tracked and cared for as well as the process of getting their vessel back in service. Some of the issues that may be addressed by vessel owners/operators follow in the not all inclusive list.

· Provide early communication link and information to the response management system;


· Take initial actions to contain the event on board (i.e., separate suspected exposed people, close down vents and other access to affected spaces, prepare crew/passenger lists and begin tracking all people, etc.);


· Assist the COTP in determining the initial disposition of the vessel (i.e., remain at sea, bring into port etc.;


· Assist health agencies with addressing treatment of exposed crew/passengers;


· Assist where possible with emergency response activities;


· If passengers and crew are allowed to disembark, assist in tracking injured, exposed, and non-exposed people; 


· Assist the health agencies with preparing procedures, medical contacts, and other pertinent information for departing crew/passengers should they become symptomatic at some future time; and


· Once situation is contained and the emergency phase of the operation is complete, prepare a plan for non-emergency action leading to decontamination of the vessel and the placing of the vessel back in service. 



Crew and Passenger Issues.  

Health Agency Focus.  The health agencies should address the people issues surrounding a WMD event.  However, the tracking of crew/passengers and the disembarking of people not needing immediate medical assistance or those not suspected of being affected may be an issue that will impact the environmental response and/or vessel movement controls.  

Sample Confirmation.  A critical time in this evolution is during the waiting period for confirmation of samples.  Biological sample confirmation may take 4-7 days in some areas.  During this period, if people are not symptomatic and the vessel is allowed to depart or passengers/crew are allowed to disembark certain actions may need to be taken.  The health agencies and the vessel owner/operator should provide guidance to those allowed to disembark.  If the vessel is allowed to leave during sample confirmation, the UC/COTP may consider notifying the next port of call, the flag state, etc.


Final Disposition/Decontamination/Disposal Authorities.  

The effort of the emergency phase of the Consequence Management portion of the response would be to address/resolve the health, welfare, and safety issues and contain the environmental threat on the vessel.  Once the Coast Guard FOSC determines that the emergency has been abated and there is no longer an immediate threat, the Coast Guard FOSC should seek a proposal for a non-emergency response and mitigation plan.  Although each situation is different, the owner/operator of the vessel should in most cases be the primary entity to address the non-emergency phase and long-term cleanup action, if they have the means and capabilities to manage such a response.  The process to engage the owner/operator is outlined in Appendix 11.

If the owner/operator takes responsibility for the non-emergency long-term cleanup action, the Coast Guard FOSC/UC will manage the oversight of that action and may provide government support where it does not exist in the private sector.  For example:

· If the vessel cannot be adequately decontaminated and the proposal is to sink the vessel in deep water offshore, the Coast Guard can facilitate the ocean dumping permit with EPA;


· The UC conduit with the state and local government agencies can be used to address disposal issues; and


· The UC can engage the technical agencies (i.e., EPA, CDC, ATSDR, etc.) to assist the owner/operator with various response and health/safety issues.

Vessel WMD Event Response Checklist
	OSC:  ________________________________________________________________________

Incident Name:  ________________________________________________________________

CPN/DPN:  ____________________________________________________________________


	· 
	A Vessel is reported to be involved in a WMD event.  

Vessel Name: ______________________________________________________________

Flag:  ________________________________

	· 
	Notifications.  

· D7 Command Center (cc) – (800) 874-7561

· National Response Center (NRC) – (800) 424-8802
NRC will notify the following:

· Department of State

· Department of Justice

· Army Chemical and Biological Command

· LANTAREA Command Center – (757) 398-6395

· Flagplot

· Other CG Units

· FBI and State/Local LE Crisis Management Agencies

· Federal, State and Local Health Agencies

· Federal, State/local, and Private Sector Environmental Response Agencies and Organizations

· Flag State (If applicable)

	· 
	Crisis Management.  

· FBI is the lead agency 

· State and Local LE agencies may respond

· FBI makes credible threat determination (Note: Consequence agencies may be requested to assist with entry, sampling, and other technical actions)

· If FBI determines that there is a credible threat, the scene is secured and treated as a crime scene


	· 
	Consequence Management.  

· FEMA is the lead agency if a disaster declaration is made

· Coast Guard responds to vessel incident in the field iaw the NCP

· Coast Guard supports FEMA under ESF #10 – Hazardous Materials to support human health/welfare, safety, and environmental response/cleanup/removal actions

· Funding provided by the Stafford Act unless the incident is off-shore and outside State jurisdiction.  If incident does impact a State, we would fund under CERCLA


· If there is no-disaster declaration, for a vessel response, the Coast Guard FOSC will be the lead agency in the coastal zone to support human health/welfare, safety, and environmental response/cleanup/removal actions.

· Coast Guard responds to vessel incident in the field iaw the NCP

· Funding provided by CERCLA Trust Fund

	
	· 
	Assessment.  

· Health/Safety Issues – Addressed by State/local health departments and at the federal level by the Public Health Service (PHS)


· Environmental Response and Cleanup – For vessels the Coast Guard is the lead agency in the coastal zone



	
	· 
	Authorities/Vessel Movement Control.  

If CERCLA is used for response to a EPA designated “pollutant contaminate”, CERCLA Admin Orders are not available to the FOSC.  CG FOSC/COTP should consider issuing orders under the Magnuson Act or PWSA.



	
	· 
	Vessel Quarantine.  

· Lead Agency.  State/Local Health Agencies and the PHS at the federal level.


· Suitable Quarantine Area Identified as:  _______________________________________________
Area should consider:

-  Safety
-  Access
-  Security


· Medical Protocol.  PHS/CDC and health agencies should develop medical protocols for potential victims and responders



	
	· 
	Non-Emergent Response Actions.  Once the health/welfare issues have been resolved or addressed and the environmental threat is contained, the incident response moves from emergency action into a non-emergency/long-term cleanup action.  As the Coast Guard FOSC evolves into the non-emergency phase he/she should consider:
· Requiring the owner/operator to develop a long-term decontamination/cleanup plan.  Appendix 11 provides a procedure for making this requirement


· Ensure that passenger/crew health issues have been addressed or resolved by the health agencies.


· Determine through the long-term decontamination/cleanup plan, the final disposition of the vessel and the benchmarks/accomplishments needed to place the vessel back in service




Appendix 11

Decision Procedures Regarding Non-Emergent Removal Actions 

Purpose.  This process provides the decision-making structure for Coast Guard On-Scene Coordinators to facilitate their ability to require property owners and operators to conduct long-term non-emergent removal and decontamination actions of their property to ensure that they are safe to place back into their originally intended service.

Discussion.  

Current Coast Guard policy within ALCOAST 555/01 indicates that there is an expectation that the lead agency responsibility for WMD incidents occurring in the coastal zone involving shore-side properties will be transferred from the Coast Guard to the U.S Environmental Protection Agency (EPA) when the event progresses into the non-emergency phase of the response effort.  For shore-side incidents where the EPA is not able to take the lead or for vessel incidents the Coast Guard needs to have a plan or procedure in place to consistently address long-term non-emergent response actions.

For all WMD events there is a potential for long-term contamination challenges for property owners and operators of land-based structures/real estate or vessels.  The Coast Guard’s primary goal during WMD response efforts is to address and mitigate emergent health, safety, and environmental issues.  As the people issues are resolved or addressed and the impacted WMD site is contained, the management of the response will begin to evolve into a non-emergent status.

During the non-emergency phase or recovery phase as it is sometimes referred to, there are many issues that may involve the property owner/operator that will impact the future viability of their property.  Some WMD substances or agents present some difficult challenges to obtain desired decontamination objectives.  In some instances this may result in a lengthy cleanup effort.  Likewise, the Coast Guard and supporting organizations of the Unified Command have resource limitations that require them to focus primarily on emergency response and will need to replenish their resources and ready themselves for the next emergency.  They will not have resources needed to mount long-term cleanup efforts of sites that no longer present a contamination threat to the general public. 

Because of these impacts to private sector property and resource challenges, it may be necessary to require or allow the property owner/operator to become more involved in managing the long-term cleanup effort.  Each WMD site will be different and the overall disposition of the affected property will also present varying resolutions.  Because these decisions may involve the permanent destruction of property, may involve foreign interests, may have impacted a highly visible industry or landmark, may have high media interest, or may involve other significant issues, these decisions will capture the interest the national community.

Because of the anticipated national status of the decision to require property owners/operators to complete non-emergent cleanup and decontamination activities for an incident that they may not be culpable for, the District has concluded that the authority for this decision not be further redelegated and the decision for this issue should remain with Commandant (G-C).

Responsibilities.

a.
It is anticipated that Commandant (G-C) will:

1. Make the final determination on requests to require the owner/operator of a WMD impacted property to perform non-emergent cleanup and decontamination actions; and


2. Respond to requests for this decision as soon as possible, defining the scope of the action to be taken.


b.
It is anticipated that Commandant (G-M) will:


1. When authority to make this decision is requested by the Area or District Commander, provide a specific recommendation to the Commandant (G-C);


2. Immediately activate, and if necessary convene, the National Response Team (NRT) whenever a decision request is being contemplated or is underway;


3. Consult with EPA concerning issues that may occur in the non-emergent phase that may create a hazard to human health, harm to living resources, or damage to habitat or the environment;


4. Immediately notify the Secretary; and


5. Prior to finalizing the decision, work through Commandant (G-CI), to notify and consult, through the Department of State, with the flag state of an involved vessel and with other countries affected by the incident.


c.
It is anticipated that Atlantic Area (Am) will:


1. Promptly notify Commandant (G-M) when there is reason to believe that a decision action may be required; and


2. Pass the District’s request to Commandant (G-M). 


d.
District (m) shall:


1. Promptly notify Area (Am) when there is reason to believe that a decision action may be required.


2. Whenever it appears that a decision to require a property owner/operator to take over responsibility to complete non-emergent cleanup and decontamination actions of their property that has been affected by a WMD event, request authority from the Commandant (G-C) through Commandant (G-M) and Area (Am) to finalize this decision.  This request shall be accompanied by amplifying information, including, but limited to:


(a)
Details of the operational situation as they relate to the potential impact to health and safety, the community, sensitive resources, and the environment from the WMD substances or agents.  If a vessel is involved, the position of the vessel and the potential final disposition of the vessel;


(b)
The opinion of the On-Scene Coordinator (OSC) and the Regional Response Team (RRT), whether under the circumstances of the incident, the issues that may occur in the non-emergent phase that may create a hazard to human health, harm to living resources, or damage to habitat or the environment;


(c) Details on the specific inland area, community, coastline, or other related interest of the United States which is threatened;


(d) Actions taken or proposed to be taken by the property owner/operator of the building, facility, real estate, or vessel;


(e) An evaluation of the actions proposed in the paragraph (d) above;


(f) Recommendations proposing actions to be taken should the decision action be granted;


(g) A list of parties or interests which have been notified or consulted, and any views submitted in response to these notifications;


(h) If a vessel is involved, the ship’s flag state, and the ship type; and


(i) Any other pertinent matters.


3. Whenever a decision action is being considered, immediately activate and consult with the Regional Response Team (RRT) to determine whether the WMD contaminant threat is liable, in the non-emergent phase, to create a hazard to human health, harm to living resources, or damage to habitat or the environment;


4. Notify the closest consul within Area or District of the flag state involved, if one exists, if a foreign vessel is involved;


5. Notify property owner/operator and any other interest in connection to the WMD incident that this decision is under consideration.  The scope of the decision action contemplated should be indicated, e.g., full control to manage non-emergent cleanup and decontamination of the site under their legal control, removal of the threat, decontamination objectives to safety place the property back in its intended service, destruction of property or final disposition of contaminated or affected material, etc.; and


6. If a request for authority to make this decision is approved, and if the decision is still considered necessary, proceed as authorized by the Commandant (G-C).


e.
District On-Scene Coordinators (OSC) shall:


1. Support the District information and administrative needs to forward the request; and


2. If a request for authority to make this decision is approved, and if the decision is still considered necessary, proceed as authorized by the Commandant (G-C).

Decision Procedures Regarding Non-Emergent Removal Actions

Checklist
	OSC:  ________________________________________________________________________

Incident Name:  ________________________________________________________________

CPN/DPN:  ____________________________________________________________________


	· 
	OSC requests that a decision action is need to require non-emergent cleanup and decontamination action s by the WMD impacted property owner/operator

	
	· 
	Notifications.  

District (m) – This will also include the applicable RRT

Area (Am)

Commandant (G-M) – This will also include the NRT

	· 
	Decision Request Package – Amplifying Information.  

Package to be initiated by OSC and completed by District (m) – OSC staff will assist in completing the package.  

Package to be forwarded to Commandant (G-M) via Area (Am).

	
	· 
	Details of the Operational Situation.  

Potential WMD impacts to: 

                     

Health and Safety, 




Community, 




Sensitive Resources









Environment 

If a vessel is involved, the position of the vessel and the potential final disposition of the vessel.

	
	· 
	OSC and RRT Opinion.   

The issues that may occur in the non-emergent phase that may create a hazard to human health, harm to living resources, or damage to habitat or the environment.

	
	· 
	Details on Impacted Area/Property.  

Details on the specific inland area, community, coastline, or other related interest of the United States which is threatened.

	
	· 
	Property Owner/Operator Actions and Proposed Actions.  

Actions taken or proposed to be taken by the property owner/operator of the building, facility, real estate, or vessel.

	
	· 
	Evaluation of Property Owner/Operator Actions and Proposed Actions.  

An evaluation of the actions proposed above.

	
	· 
	Recommendations on Proposed Actions.  

Recommendations proposing actions to be taken should the decision action be granted



	
	· 
	List of Parties and Interested Entities.  

A list of parties or interests which have been notified or consulted, and any views submitted in response to these notifications.

	
	· 
	Vessel Details.  

If a vessel is involved, the ship’s flag state, the ship type, and vessel details of interest.

	
	· 
	Other Pertinent Matters. 

	· 
	RRT Activation/Consultation.  

Whenever a decision action is being considered, immediately activate and consult with the Regional Response Team (RRT) to determine whether the WMD contaminant threat is liable, in the non-emergent phase, to create a hazard to human health, harm to living resources, or damage to habitat or the environment.

	· 
	Foreign Government Notification.  

Notify the closest consul within Area or District of the flag state involved, if one exists, if a foreign vessel is involved.

	· 
	Property Owner/Operator Communications.  

Notify property owner/operator and any other interest in connection to the WMD incident that this decision is under consideration.  The scope of the decision action contemplated should be indicated, e.g., full control to manage non-emergent cleanup and decontamination of the site under their legal control, removal of the threat, decontamination objectives to safety place the property back in its intended service, destruction of property or final disposition of contaminated or affected material, etc.

	· 
	Authorized Actions.  

If a request for authority to make this decision is approved, and if the decision is still considered necessary, proceed as authorized by the Commandant (G-C).


Appendix 12

WMD Incident Funding
WMD Funding Guidelines.
Funding When There is No Federal Declaration and FRP Activation.  

CERCLA Funded Response Under the NCP.  The NCP shall be the guiding document for an OSC when there is an actual or threat of a WMD incident and a response is needed to support consequence management actions of protecting the public health and welfare and the environment.  When responding as an OSC under the NCP edict, the CERCLA Fund shall be used to support response actions when the suspected incident involves an unknown/confirmed agent or substance or involves a CERCLA listed substance.  If the substance is initially unknown, it is important to ensure, once the substance is confirmed, that the substance is either a CERCLA listed substance or an EPA designated CERCLA pollutant/contaminant.  If the substance is neither and a WMD response is warranted, the OSC shall approach the EPA to make a determination to include the substance under CERCLA.

CERCLA Fund Administration.  The use and documentation of the CERCLA Fund shall be accomplished using the same procedures designed for hazardous substance releases.

Funding When There is a Federal Declaration and the FRP has been Activated.  

Stafford Act Reimbursement.
The Stafford Act Fund shall be used when made available by FEMA to carryout consequence management response to an actual or threatened WMD incident in support of Emergency Support Function (ESF) #10.  Funding will occur in the following manner. 

•
Agencies respond under their funding in accordance with PDD-39

•
If the President directs FEMA to use Stafford Act authorities, FEMA will issue mission assignments through the FRP to support consequence management.

–
Federal agencies may be reimbursed.

•
In  support of consequence management objectives, if mission-assigned by FEMA, the following actions would generally be funded:

–
Pre-deploy if consequences are “imminent.”


–
Assess damage if consequences occur.


· Respond following a presidential declaration.

Stafford Act Fund Administration.  In support of Coat Guard OSC actions under ESF #10 the funding process shall follow the procedures set forth in the following Seventh Coast Guard District (m) Policy Letter 02-01 dated November 26, 2001.



	Commander
Seventh Coast Guard District

	909 SE First Avenue
Miami, FL 33131-3050
Staff Symbol: mr-4
Phone: (305) 415-6874
FAX: (305) 415-6875
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Policy Ltr 2-01 



26 Nov 01

From:
Commander, Seventh Coast Guard District

To:
Distribution

Subj:
GUIDANCE FOR DISASTER RESPONSE UNDER THE FEDERAL RESPONSE PLAN (FRP) IN SUPPORT OF EMERGENCY SUPPORT FUNCTION (ESF) #10

Ref:
(a) Federal Response Plan (FRP) dated April 1999


(b) National Oil and Hazardous Substance Pollution Contingency Plan (NCP), 40 CFR 300


(c) Commandant (G-MO) message 101741Z Oct 01  

1. 
This policy letter provides guidance on Coast Guard procedures and staffing requirements to properly support the ESF #10 “Hazardous Materials Annex” under the Federal Response Plan (FRP).  This instruction also delineates the procedures and process to fund Coast Guard response activities under the Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended (42 U.S.C. 5121, et seq.), when the Federal Emergency Management Agency (FEMA) activates the FRP. 

2. 
The Federal Government is often called upon to provide supplemental assistance when the consequences of a disaster exceed local and State capabilities.  Under the guide of the Federal Emergency Management Agency (FEMA) and planning doctrine contained within the Federal Response Plan (FRP), the Federal Government can mobilize an array of resources to support State and local efforts.  The FRP outlines how the Federal Government implements the Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended, to assist State and local governments when a major disaster or emergency overwhelms their ability to respond effectively to save lives; protect public health, safety, and property; and restore their communities.  Within the FRP’s ESF #10 “Hazardous Materials Annex,” the Coast Guard shares responsibility with EPA to provide personnel and resources to address an actual or potential discharge and/or release of hazardous materials following a major disaster or emergency.  This guidance will identify personnel resources needed to coordinate FRP activities for ESF #10 and detail the funding mechanisms to address all response activities. 


a. ESF #10 “Hazardous Materials Annex” Support.  Within the context of the FRP, “hazardous materials” are defined broadly to include oil; hazardous substances under the Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA), as amended; pollutants and contaminants defined under Section 101(33) of CERCLA; and certain chemical, biological, and other weapons of mass destruction (WMD).  Under the FRP and ESF #10, a response to a release of “hazardous materials” is conducted in accordance with the National Oil and Hazardous Substances Pollution Contingency Plan (NCP) (40 CFR 300) using resources available to the National Response System (NRS).  There are also provisions under the FRP to respond to hazardous materials not typically responded to under the NCP but that, as a result of the incident pose a threat to the public health or welfare or to the environment (e.g., household hazardous wastes, contaminated debris, etc.).
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b.
EPA is the ESF #10 Regional Incident Chair for ESF #10 activations in response to a disaster or emergency affecting areas under EPA jurisdiction.  The Coast Guard is the Regional Incident Chair for ESF #10 activations in response to a disaster or emergency affecting only the areas under Coast Guard jurisdiction.  In the event that an incident involves both EPA and Coast Guard jurisdictions and for FRP administration and planning efforts, EPA is the ESF #10 Chair, with the Coast Guard serving as Vice-Chair.  Enclosures (1) and (2) outline the personnel resources needed to coordinate activities under ESF #10 for the Coast Guard beyond those resources normally available within the NRS.  Enclosures (1), (2) and (3) address the following:


(1) Regional Operations Center (ROC) support;


(2) Coast Guard ESF #10 Emergency Response Team – Advance Element (ERT-A) staffing;


(3) Coast Guard Disaster Field Office (DFO) staffing; and


(4) FRP and ESF #10 training expectations and support.


c.
Robert T. Stafford Disaster Relief and Emergency Assistance Act Funding Process.   Federal agencies use their own funds to complete the Mission Assignment and subsequently seek reimbursement from FEMA.  Expenses generated by authorized FRP actions are reimbursable under the Stafford Act providing there is a Mission Assignment established through FEMA to initiate and sustain that activity.  Enclosure (4) explains the process and procedures for supporting Coast Guard expenditures under ESF –10 through Stafford Act funding.  Enclosure (4) addresses:


(5) Obtaining Mission Assignments for Coast Guard actions under the FRP/ESF;


(6) Initiating Coast Guard funding authorization for ESF #10 actions through an Inter-agency Agreement (IAG) with U.S. EPA;


(7) Obtaining Coast Guard accounting information from the National Pollution Funds Center for ESF #10 actions; and


(8) Accounting requirements for Districts using the reimbursable accounting information to support regional and local response activities under a specific Mission Assignment. 

To ensure that there is no delay in gaining access to Stafford Act funding.  Mission assignments and the respective IAGs should be pursued early during the activation or assessment phase of the FRP response and in some cases before the disaster occurs (i.e., prior to the arrival of a hurricane predicted to impact your area, etc.).  Since a portion of the work accomplished under the Stafford Act may be cost shared by the impacted State, a Mission Assignment is issued for a specific State and for the specific type of Mission Assignment.  If response actions proceed into another State’s jurisdiction, another Mission Assignment and supporting IAG must be issued to support the Coast 
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Guard response.  The Stafford Act funding mechanism established for each impacted State can be used for both oil and hazardous substance response.  



d.
Oil Spill Liability Trust Fund (OSLTF) and the Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA) Fund.  The use of the OSLTF and the CERCLA Fund should be avoided during Stafford Act declarations where the pollution event was caused by the disaster or emergency.  However, if the Stafford Act funding process stated in this guidance is not fulfilling the immediate funding needs of the OSC, the pollution funds may always be used.  Procedures and checklists provided within Enclosure (5) will assist the OSC with accounting and cost documentation efforts.  Funding for pollution incidents commenced prior to a Stafford Act declaration or from sources not potentially impacted by the disaster shall be completed using the applicable pollution fund.


b. Personnel Support for Federal Response Plan/Emergency Support Function - 10 Actions.  It is the intent of this guidance to take full advantage of the deployed personnel already identified in existing COTP plans.  It is not the intent to take personnel from a disaster impacted MSO to support this effort.  Personnel needed to support FRP/ESF #10 activities are identified within Enclosures (1), (2), and (3).


3. 
Enclosure (6) provides additional guidance on this subject.  This policy letter will be revised and updated to reflect lessons learned and other adjustments needed to improve the guidance as it is implemented within the District.  If you have any questions, please contact Mr. Eric Mosher on my staff at the above telephone number.






//s//




WILLIAM H. FELS
By direction

Encl:   (1) 
Coast Guard ESF #10 Support for ERT-A activities under the FRP

(2) Coast Guard Support of ESF #10 Emergency Response Team – Advance Element (ERT-A) and Disaster Field Office (DFO) Staffing

(3) Emergency Response Team – Advance Element “ERT-A” Diagram

(4) Coast Guard Robert T. Stafford Disaster Relief and Emergency Assistance Act Funding Process

(5) Operational Control and the Coast Guard On-Scene Coordinator’s use of Robert T. Stafford Disaster Relief and Emergency Assistance Act Funding

(6) Policy Guidance on ESF #10 Mission Assignments and Commandant (G-MO) message 101741Z Oct 01 Concerning the Coast Guard’s Role During a FRP Activation Involving ESF #10 – Hazardous Materials

Dist:
All CGD SEVEN MSOs

  
Encl. (1) to D7 Policy Ltr 2-01

COAST GUARD ESF #10 SUPPORT FOR ERT-A ACTIVITIES UNDER THE 

FEDERAL RESPONSE PLAN

1. Purpose.  This document identifies the Coast Guard personnel staffing needs and position responsibilities to properly support Coast Guard response actions under Emergency Support Function-10 (ESF #10) when the Federal Response Plan is activated. 


2. Background.


a.
General.  During natural disasters, national declared emergencies, and weapons of mass destruction events in the coastal zone, the Coast Guard plays a significant role in the Federal Response Plan (FRP) emergency response structure.  Upon activation of the FRP and ESF #10, it is important that the Coast Guard is present within the FEMA response infrastructure to properly support the various missions of the ESF #10 Chair, Vice Chair, or Regional Incident Chair.  A Coast Guard presence is vital to ensure that our response actions are coordinated and compliment the actions of other agencies responding under the ESF #10 regime.  It is also critical that actions under the ESF #10 guide are properly authorized within the response management system by obtaining a Mission Assignment in accordance with the FRP.  Our goal is to sufficiently staff needed positions within the FRP/ESF #10 response structure without impacting environmental response capability at the Coast Guard District and field unit levels.


b.
Regional Operations Center (ROC).  The ROC is the Regional Unit that is activated upon notification of the potential or occurrence of a disaster or emergency.  The ROC staff coordinates Federal response efforts until an Emergency Response Team (ERT) is established in the field and the Federal Coordinating Officer (FCO) assumes coordination activities.  The ROC generally operates from the FEMA Regional Office.  In the Seventh District, the ROC is located in Atlanta, Georgia for Region 4 and in New York City for the Caribbean Region.  The ROC communicates with the impacted State(s) and coordinates the deployment of the Emergency Response Team – Advance Element (ERT-A) to field locations, assesses damage information, and develops initial Mission Assignments.  It is generally not necessary for the Coast Guard to staff ESF #10 elements at the ROC level.  The EPA Chair to ESF #10 will address ROC issues and ensure initial ESF #10 Mission Assignments are established for both the affected inland and coastal areas, which would include missions/work involving the Coast Guard.  The ROC or ERT will issue ESF #10 Mission Assignments relating to: 

(1) Activation of ESF #10, staffing of the ROC, ERT-A, and DFO;



(2) Assessment work; and


 

(3) Response work.


c. Emergency Response Team – Advance Element (ERT-A).  The ERT-A is the initial group to respond to an incident in the field.  The ERT-A is an interagency team including FEMA personnel and ESF representatives from other federal agencies.  The ERT-A deploys to the State Emergency Operations Center (EOC) to work directly with the State to obtain information on the impact of the event and to begin to identify specific State requirements for federal response assistance.  The ESF #10 component of the ERT-A coordinates initial assessment work and response actions by EPA and Coast Guard personnel in the impacted areas.  The Coast Guard’s participation with the ERT-A’s ESF #10 activities is critical to provide ESF #10 coordinators a conduit to the Coast Guard pollution assessment and response information from Coast Guard On Scene Coordinators/Marine Safety Offices and other deployed Coast Guard resources.  A Coast Guard presence also ensures that various pollution assessment and response work being conducted in the field is identified and aligned with an issued Mission Assignment.  The Coast Guard ERT-A member also provides a conduit to Coast Guard resources for requests coming directly to the ERT-A/DFO ESF #10 staff.  The intent is to have two Coast Guard members available at the State EOC or future site of the Disaster Field Office (DFO).  The positions will be supported by the District using personnel from a non-impacted MSO.  The members assigned to the State EOC or DFO will be the Coast Guard conduit to ESF #10 on a 24 hour basis.



d.
Disaster Field Office (DFO). Shortly after the deployment of the ERT-A, a DFO will be established, usually adjacent to the impacted area.  The ERT-A will deploy to the DFO and, following additional augmentation, a full Emergency Response Team (ERT) will function through the various stages of the disaster to administer federal assistance to the State.  A Federal Coordinating Officer (FCO), appointed by the FEMA National Director on behalf of the President is the senior official and directs ERT activities.  If the emergency or disaster impacts more than one State, an ERT-A and DFO will be mobilized for each State.


3. Establishment of Coast Guard ESF #10 Staffing To Support The ERT-A and DFO.


a. Coast Guard ERT-A/DFO Staff Support. 


(1) More than one ERT-A or DFO is possible per incident as a result of simultaneous incidents or an incident impacting more than one State.  It is important to have a cadre of people experienced and ready to deploy to allow for other operational commitments, the activation of more than one ERT-A or DFO, and the ability to provide relief for extended surge operations.  The ERT-A and DFO are normally deployed by State.  
 

(2) The origin of these billets will be from a Seventh District Marine Safety Office (MSO).  The District will avoid involving a unit that has the potential to be either fully employed in the response or victims of the disaster or emergency. 


(3) The Coast Guard ERT-A/DFO member(s) will work for the District.  The District will support their administrative needs.  Communication between the ERT-A/DFO and the District is paramount to our success.  SITREPs, Executive Summaries, web site/internet conduits, and other means of communication shall be shared between the ERT-A/DFO member(s) and the District/ICP staff routinely during deployment to facilitate information management needs. 


b. Costs.  Coast Guard ERT-A/DFO staff will be activated by the District who will coordinate the deployment with the individual’s parent command or staff element.  The deployment will be supported by the ERT-A activation Mission Assignment and the funding process generated by that action.  The District and MSO will receive accounting information for the deployment of ERT-A or DFO members from the National Pollution Funds Center (NPFC) once a Mission Assignment has been generated (see the flowchart in Enclosure 4).


c. Training.  

(1) It is important for potential ERT-A or DFO staff choices to understand the FRP and the responsibilities and expectations of ESF #10.  Since the majority of actions under ESF #10 are undertaken in accordance with the NCP and NRS, each member must also be experienced and familiar with pollution response planning and response management system doctrines.  At a minimum, Coast Guard personnel supporting this function should hold On-Scene Coordinator (OSC) Representative qualifications. 


(2) A training curriculum will be developed by the Seventh Coast Guard District Marine Safety staff with the assistance of EPA Region 4 to properly support ESF #10 activation and funding processes.  This training will be available to potential ERT-A or DFO staff and local command staff personnel.  A briefing package will also be developed to assist Command elements and participants.


4. Responsibilities and Functions of the Coast Guard ESF #10 ERT-A/DFO Staff.  As the Coast Guard’s regional ESF #10 official on the ERT-A responsible for the coordination and information conduit of Coast Guard pollution assessment and response actions during the aftermath of a disaster or emergency where the FRP has been activated, the ESF #10 staff shall:


a. Serve as the Coast Guard ESF #10 ERT-A and/or DFO representative in the region;


b. Coordinate information management for all Coast Guard ESF #10 “hazardous material” activities as a result of the disaster or emergency;


c. Coordinate emergency response activities during the disaster or emergency response with:


(1) The affected District (through the District Incident Command Post (ICP) formerly known as the District Crisis Action Center (CAC) or District Command Center);


(2) EPA counterparts to the ERT-A or DFO;

(3) Departments and agencies supporting ESF #10 activities; and

(4) Resource agencies having control of supporting resources within the FRP response infrastructure.


d. Provide the principal Coast Guard representation and liaison for ESF #10 activities with EPA and FEMA at the ERT-A or DFO level;


e. Serve as the Coast Guard responsible official for organizing effort and managing information within ESF #10 in response to national security emergencies, economic crises, and natural or technological disasters where ESF #10 is activated.  The Coast Guard ERT-A representative serves as the official point of contact for the collection and dissemination of disaster related information, which is reported to the ERT-A/DFO for consolidation and further reporting to senior departmental management officials;


f. Provide timely coordinated informational reports to the EPA counterpart within the ERT-A or DFO, RRT Co-Chair(s), and impacted FOSC;


g. Attend and participate in annual training focusing on the FRP and the activation of ESF #10.  Training will generally include formal instruction and may also include a practical exercise;


h. Have an understanding of pollution response actions under the NCP and the FRP, as well as the function and responsibility of the Regional Response Team mandate to support ESF #10 activities; 


i. Facilitate with EPA counterparts the passing of Mission Assignments and Inter-agency Agreements, in support of Coast Guard pollution response actions, to the District Marine Safety Division or District Command Center/Incident Command Post for processing; and


j. Provide the necessary forum for the free exchange of information, consistent with statutes, regulations and other directives, between Coast Guard Districts, other Regional Emergency Response Coordinators, other support agencies, and the EPA regarding their emergency preparedness functions.   


5. Communications.  The Coast Guard ERT-A or DFO staff for ESF #10 will insure the appropriate Incident Command Post (ICP) keeps up-to-date on ESF #10 response operations.  The District ICP will maintain the regional situational report for ESF #10 actions undertaken by Coast Guard units.  The District ICP serves as the Coast Guard’s operation and information focal point during surge operations and is the best source for operational information and conduit between the FEMA infrastructure and the Coast Guard’s mission focus.  

Note:  District Command Center provides similar support and function until the District ICP is established as the event escalates.   

 


Encl. (2) to D7 Policy Ltr 2-01
COAST GUARD SUPPORT OF 

EMERGENCY RESPONSE TEAM - ADVANCE ELEMENT (ERT-A) /  

DISASTER FIELD OFFICE (DFO) STAFFING
The following identifies for planning purposes the staffing expectation for the ESF #10 positions within an established ERT-A or Disaster Field Office (DFO).  Since more than one ERT-A is possible per incident or as a result of simultaneous incidents, several Coast Guard people are identified to support this effort.  The Seventh District Marine Safety Staff shall coordinate the activation with the individual’s parent command or staff element. 


EMERGENCY RESPONSE TEAM – ADVANCE ELEMENT (ERT-A) / DISASTER FIELD OFFICE (DFO) ESF #10 STAFFING

Initiating Unit:  Seventh District

Number of Personnel to Support Staffing Need:  Two or more people taken from a non-impacted MSO


Each Seventh District MSO shall have at least 2 people identified to fill this function.  Our goal is to initially use personnel from a MSO that will not be impacted by the disaster or emergency.   It is important to have a cadre of people experienced and ready to deploy to allow for other operational commitments, the activation of more than one ERT-A, and the ability to provide relief for extended surge operations.  If more than one State is impacted, anticipate supporting more than one ERT-A.


Note:  
The ERT-A is normally co-located with the State Emergency Operations Center (EOC).  Our goal is to have two Coast Guard members available to staff ESF #10 activities upon the arrival of the ERT-A.  If the DFO is established, it may or may not be near the State EOC, however, it is expected that the two CG members will relocate with the ERT-A to the DFO site and will be available to provide a 24 hour staffing capability.  If more than one State is impacted, anticipate supporting more than one DFO.

Command and Control: 
This position works for the District.  The District will support administrative needs.  Consistent communications will be established between the ERT-A/DFO member(s) and the District upon deployment.
  

LOCAL COAST GUARD EMERGENCY OPERATIONS CENTER (EOC) STAFFING


Initiating Unit:  Seventh District Marine Safety Offices (MSO)

Number of Personnel to Support Staffing Need:  Number of MSO personnel as identified within the applicable COTP Plan

The county or local EOCs will be staffed by Coast Guard personnel in accordance with applicable Captain of the Port or local Coast Guard Emergency Response Plan.  The Seventh District Incident Command Post (ICP) will make the best use of the available Coast Guard members in these positions by coordinating communications through or in cooperation with the applicable COTP/OSC ICP.  The District will avoid deploying additional personnel, if the people deployed to the local EOCs are able to address operational and information needs.



Command and Control:  This position works for the MSO.  The MSO will support administrative needs.  Consistent communications will be established between the EOC member(s) and the MSO upon deployment.


The following matrix was developed to outline Seventh District expectations for participation at the various levels of a federal response.  Within federal Region 4 and the Caribbean Region, the staffing will be the same regardless of whether the declared disaster is inland or coastal.  If there is an involvement or support need from the Coast Guard, the staffing expectation will be as follows:

Federal Response Plan/Emergency Support Function –10

Staffing Requirements

	Federal Command

Element
	Personnel Strength for

Inland or Coastal Response

When Coast Guard Support is Needed
	Location
	Funding 

Source

	Regional Operations Center (ROC)


	The Region 4 or Region 2 EPA ESF #10 Chair will support the staffing needs of the ROC as the Chair of ESF #10


	Region 4: Atlanta, GA

Caribbean Region: New York, NY
	Stafford Act

	Emergency Response Team –Advance Element (ERT-A)

or

Disaster Field Office (DFO)


	ERT-A or DFO:  Two watchstanders to initially support 24/7 watch for each ERT-A/DFO.

ERT-A/DFO Coast Guard member(s) will work for and be supported by the District.

More than one ERT-A/DFO could be established, depending on the number of impacted states.    

Personnel will be deployed from non-impacted MSOs.  The number of actual watchstanders needed will be relative to the severity of the incident.

The DFO may be located in any part of the State.


	Located at or near State EOCs

Florida:  Tallahassee

Georgia:  Atlanta

South Carolina:  Columbia

Puerto Rico:  San Juan

U.S. Virgin Islands: St. Thomas or St. Croix


	Stafford Act

	County or Local Emergency Operations Center (EOC)


	Personnel strengths will be in accordance with local Coast Guard COTP Response Plans.

EOC Coast Guard member(s) will work for and be supported by the COTP/MSO.


	Various locations throughout each COTP Zone
	Coast Guard

Appropriations 


  

Encl. (3) to D7 Policy Ltr 2-01

EMERGENCY RESPONSE TEAM – ADVANCE ELEMENT

“ERT-A”
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COAST GUARD ROBERT T. STAFFORD DISASTER RELIEF AND EMERGENCY ASSISTANCE ACT FUNDING PROCESS

1. Background.  

a. In the event of a disaster, when the Federal Response Plan (FRP) is activated to assist an impacted State, the Coast Guard will pursue the use of Robert T. Stafford Disaster Relief and Emergency Assistance Act funding to reimburse allowable costs incurred in support of their activities under Emergency Support Function-10 (ESF #10) “Hazardous Materials Annex.”  In the aftermath of a disaster, where the responsible party of a pollution incident is either unknown or non-responsive, it is appropriate to use Stafford Act funding as the federal mechanism to address the pollution threat.  This Stafford Act funding can be used in the discovery, assessment, evaluation, containment, countermeasure, cleanup, disposal, and documentation phases of the response/removal action.  Stafford Act funding can be used to address all the pollutants identified within the FRP which includes those pollutants normally responded to using the Oil Spill Liability Trust Fund (OSLTF) and the Comprehensive Environmental Response, Conservation, and Liability Act (CERCLA) Fund.


b. Since financial liability is typically not assigned for spills related to natural disasters and the OSLTF and CERCLA Fund are limited, it is preferable to use the Stafford Act reimbursement funding mechanism as long as a Mission Assignment is received for the expected activity.  This process will align us with the funding procedures used by our EPA counterparts during their response actions under the FRP/ESF #10.


c. The advantages of using Stafford Act funding are:


(1) Consistent funding mechanism between EPA and the Coast Guard during FRP/ESF #10 response/removal actions;


(2) The use of one set of accounting data and Disaster Project Number (DPN), issued by the National Pollution Funds Center (NPFC), for all pollutants regardless of whether it is oil or a hazardous substance;


(3) Issuance and use of the DPN will be exactly the same as a Federal Project Number (FPN) or CERCLA Project Number (CPN) and will be accomplished by message; 


(4) All procurement, contracting, and documentation practices used for a FPN/CPN can also be used under a DPN (i.e., PRFAs, BOAs, Cost Documentation Forms, ATPs, etc.);  and


(5) DPNs can be issued before the disaster occurs (e.g., as a storm approaches, as flood waters increase, etc.) upon activation of the Regional Operations Center (ROC) and issuance of Mission Assignments that support the deployment of the ERT-A and pollution assessment/initial response work. 


d. There are challenges associated with this process.  The remedies for the following challenges are addressed in this document.  The challenges to using Stafford Act funding are:


(1) A Mission Assignment must be issued by FEMA noting the Assignment Number, tasking, and cost ceiling;


(2) An Inter-agency Agreement (IAG) needs to be issued by EPA to provide the Coast Guard an interim funding source while awaiting Stafford Act reimbursement;


(3) A DPN is issued for tasking under a specific Mission Assignment for work done within a specific State.  Therefore, when the Mission Assignment changes or assessment/removal actions progress into another State, a new DPN must be issued.  The existing DPN can continue to be used if only the tasking is changed under an existing Mission Assignment;


(4) Because of how the Stafford Act is implemented to assist an overwhelmed State during a disaster and the State cost share provisions of the fund, FOSCs cannot enter into a Pollution Removal Funding Authorization (PRFA) when using Stafford Act funding.   This is further explained in enclosure (5);


(5) The potential exists that several units (i.e., more than one MSO, District staff, etc.) would be using the same DPN for actions under a specific Mission Assignment within one particular State; and


(6) A DPN can only be used within a State’s jurisdiction.  Any response that occurs outside State waters can be financed by the OSLTF or CERCLA Fund (greater than 3 nautical miles on all coasts except the west coast of Florida which is greater than 9 nautical miles).  However, the Coast Guard ERT-A members or OSCs should always request a MA for any disaster/storm related pollution response.  Depending on the specific circumstances, FEMA may issue a MA to the Coast Guard for a response in federal waters, within the coastal zone, to prevent or respond to a potential or actual marine disaster from a vessel that could eventually impact State resources.
  

2. Process.  
 

a. FEMA Mission Assignment.  The affected State will request a Mission Assignment from FEMA to address pollution issues.  The EPA will facilitate ESF #10 Mission Assignments for EPA and Coast Guard actions.  For activities within each State, Mission Assignments can be expected to be issued for the following efforts: 


· Activation of the ERT-A CG person(s);

· Technical Assistance/Assessment work; and

· Direct Federal Assistance/Response work.

If coastal zone is or has the potential to be impacted by the disaster, the EPA will attach specific tasking within the Mission Assignment to support Coast Guard actions.  The EPA will then initiate an Inter-agency Agreement (IAG) with the Coast Guard to support Coast Guard costs under the Mission Assignment until reimbursed by the Stafford Act. 


b. EPA Inter-agency Agreement (IAG).   The EPA will complete an IAG, to support Mission Assignment actions, with the Coast Guard.  The IAG format will be similar to the format noted in this enclosure.  The IAG and a copy of the Mission Assignment should be faxed to the Seventh Coast Guard District Marine Safety Division to initiate the funding procedures. 
 

c. Funding Procedures.  The following actions should occur in support of gaining access to Stafford Act funding, and sharing accounting information with Seventh District units that support ESF #10 efforts:


(1) EPA delivers (by fax) a one page IAG to the CG District Marine Safety staff along with a copy of the Mission Assignment (MA) that specifies the Mission Assignment Number, tasking, assisted State, and cost ceiling information;


(2) The CG RRT Co-Chair/Chief of Marine Safety Division or designated representative signs a fax coversheet operationally approving the IAG.  The coversheet, IAG, and MA is then faxed to the National Pollution Funds Center (NPFC);


(3) The NPFC signs the IAG and issues a message to the involved District providing them an accounting line and DPN for that Mission Assignment noted on the IAG;

Note: An IAG must be delivered to the Seventh District for every MA. 


(4) A DPN and supporting accounting line will be provided by the NPFC.  For each MA, the same DPN will be used by District and field units.  Each unit should remember to adjust the two digit Administrative Target Unit (ATU) within your respective document numbers, so costs can easily be identified to the proper command.  The two digit ATU delineated for pollution case work shall be used.  Those codes appear in the National Pollution Funds Center, “User Reference Guide,” and also appear in the matrix below.  The DPN will denote the following information by some identifiable character;

-  The specific disaster for that calendar year;
-  The involved state in which the CG will be operating under the MA; and
-  The MA for which it was established.

Document Control Number

Two Digit Administrative Target Units (ATU) 

for Stafford Act Funding 

	ATU


	Command/Unit

	X7


	Seventh Coast Guard District

	XR


	MSO Miami



	XS


	MSO Jacksonville



	XT


	MSO Tampa

	XU


	MSO Savannah 



	XV


	MSO Charleston

	XW


	MSO San Juan




(5) The above IAG/Funding process will only be valid under the Stafford Act for actions occurring within the particular state’s jurisdiction.  All CG pollution response actions occurring off-shore beyond the state’s jurisdiction can be executed using normal pollution response and removal funding.  (Note:  Always check to see if a MA will be assigned by FEMA.  FEMA may issue a MA for pollution incidents occurring outside State waters, but threaten State resources); and


(6) The following matrix and flowchart clarify the process.  At the field unit/MSO, the DPN will be delivered in a similar fashion as a FPN or CPN.  All other financial practices in executing the DPN are the same as they are for a FPN or CPN.

Coast Guard Stafford Act Funding Process

In Support of ESF #10 Activities 

	Step


	Process

	1


	Affected State requests Mission Assignment to address pollution issues from FEMA and FEMA issues a Mission Assignment to ESF #10



	2


	EPA facilitates Mission Assignment process for ESF #10



	3


	EPA sends an Interagency Agreement (IAG) and a copy of the Mission Assignment (with assignment number and funding ceiling) to the Seventh District Marine Safety Division.



	4


	The District Chief of Marine Safety or designee acknowledges receipt of the IAG and the Mission Assignment and then faxes both documents to the National Pollution Funds Center (NPFC) for signature and processing.



	5


	The NPFC faxes the signed IAG back to EPA.

	6


	The NPFC sends a message to the District, copying the involved field units, with the appropriate accounting information for response actions for that disaster.  A “Disaster Project Number” or DPN will be issued to address the tasking specific to the Mission Assignment.  This accounting information is used for reimbursement through the Stafford Act.



	7


	The District staff and field units will use the same DPN for each Mission Assignment in a specific State.  The same travel/per-diem, procurement, contracting mechanisms, and other fund management practices already in place for routine pollution response work will apply.




Note:  The above process applies to both phases of FEMA support, which are:


· Support to Government Operations and Technical Assistance; and

· Direct Federal Assistance to the State(s)

If Coast Guard support is needed, it does not matter at the field level which phase is being supported.  That issue will be addressed through the Mission Assignment process and should be transparent to operations and funding mechanisms at the District and unit levels.
COAST GUARD ESF #10 STAFFORD ACT FUNDING PROCESS













Commander (m)

U.S. Coast Guard

Seventh Coast Guard District

909 S. E. First Avenue

Miami, FL  33131

Phone: (305) 415-6874/6860    

Fax: (305) 415-6875




DPN Request Fax

To:
Mr. Allen Thuring – NPFC 
From:
CAPT W. Fels, Chief Marine Safety Division


Fax:
(202) 493-6896
Pages:
03


Phone:
  (202) 493-6801
Date:
November 15, 2002


Re:  DPN REQUEST – HURRICANE ALFA
CC:



 MACROBUTTON CheckIt ( Urgent
 MACROBUTTON CheckIt ( For Review
 MACROBUTTON CheckIt ( Please Comment
 MACROBUTTON CheckIt ( Please Reply
 MACROBUTTON CheckIt ( Please Recycle
( EPA IAG and Mission Assignment Actions:   

      
I concur with the Coast Guard’s involvement with Emergency Support Function #10 activities in support Hurrcane Alfa disaster actions in accordance with the Federal Response Plan.  Request Disaster Project Number (DPN) for Stafford Act funding as noted in the attached Mission Assignment and corresponding EPA IAG.


       WILLIAM H. FELS, CAPT, USCG


In support of the above request the National Pollution Funds Center will sign the supporting EPA IAG and issue a DPN to the Seventh Coast Guard District.


       ALLEN R. THURING, NPFC


1. 
During past hurricane seasons, tug and barge operators became increasingly concerned about the lack of consistency and uniformity in the storm preparedness plans for various ports and the ability of these plans to address the needs and safety concerns of the towing industry.  Tug and barge units are not designed to “ride out a storm” nor are they necessarily certified for “ocean service.”  In some instances, vessel operators were directed to leave port or were denied entry to a port in the face of an approaching storm.  Although Coast Guard plans possess some consistency, county and/or port authority officials are often our partners when deciding if a vessel may seek refuge or remain in the respective ports.  For the Coast Guard, the goal is to have consistent hurricane/storm policy, procedures, and plans within the First, Fifth, and Seventh Districts.

2. 
The Coast Guard and American Waterways Operators Atlantic Region Quality Steering Committee established a Hurricane/Storm Preparedness Plan Quality Action Team (QAT) to examine hurricane/storm preparedness plans for various ports on the Atlantic Coast of the U.S.  The QAT developed guidance and other preparedness tools that we can use as best practices towards improving plan consistency and addressing the unique needs and safety concerns of the tug and barge industry.

3. The objectives of the QAT sought to:


a.  Develop a set of core guidelines which ensures consistency in policy and procedures from one port to the next; 

b.  Ensure that the guidelines address the unique challenges that tug and barge units confront in severe weather conditions while reflecting a paramount concern for the safety of the vessel and crewmembers; and

c.  Consider a means to ensure that the final decision-making responsibility vests with the vessel operator, acting in consultation and concert with the U.S. Coast Guard and where appropriate the local port authorities.


4.   The QAT focused on the Coast Guard’s vessel sortie policy during the approach of heavy weather.  The First, Seventh and Fifth Coast Guard Districts have agreed to enforce a similar policy within the Atlantic Coast ports forecasted to be impacted by threatening winds from an approaching hurricane.  Under the policy, the Coast Guard Captain of the Port (COTP) directs oceangoing vessels and oceangoing barges greater than 200 GT to depart port.  Vessel operators

Encl. (5) to D7 Policy Ltr 2-01

OPERATIONAL CONTROL AND THE COAST GUARD ON-SCENE COORDINATOR’S USE OF ROBERT T. STAFFORD DISASTER RELIEF AND EMERGENCY ASSISTANCE ACT FUNDING

1.
Operational Control.  

a. District Incident Command Post (ICP).  All Coast Guard operations shall be conducted in accordance with existing contingency plans.  The District ICP’s mission and the relationship between the ICP and the field units will remain unchanged.  Operational guidance, support, and communications will be provided by the District ICP in accordance with existing plans.

b. ERT-A/DFO Members.   ERT-A/DFO Coast Guard member(s) work for the District.  The District will support their administrative needs.  Member(s) will work with EPA counterparts within the ERT-A/DFO to support ESF #10 activities.  Although operational decisions and activities will be conducted by Coast Guard On-Scene Coordinators (OSC) in the field, ERT-A/DFO member(s) shall support OSC needs and act as an information conduit between the Coast Guard and the FEMA infrastructure through the ESF #10 staff.  


c. Coast Guard On-Scene Coordinator (OSC).  


(1) Response.  Under the FRP and ESF #10, pollution response actions shall be performed in accordance with the National Oil and Hazardous Substance Contingency Plan (NCP).  Coast Guard OSCs shall conduct response activities in accordance with the NCP and activate National Response System (NRS) resources as needed to mitigate various pollution incidents under your jurisdiction.


(2) Funding.  Although the funding for pollution response during a FRP/ESF #10 activation is pursued through a different source other than the Oil Spill Liability Trust Fund and CERCLA Fund, the OSC operational jurisdiction and mission focus remains the same.  For example, if the Coast Guard OSC would respond to drum removal under a CERCLA funded response, the same response should be supported during flood operations using Stafford Act funding.  The funding source does not change jurisdiction or mission responsibility.


(3)
OSC Pre-Designation.  Initial response actions should be performed in accordance with the most recent version of the “Memorandum of Understanding between U.S. Environmental Protection Agency – Region 4 and U.S. Coast Guard – Fifth, Seventh, and Eighth Districts” and “Geographic Area of Federal On-Scene Coordinator Responsibility for Puerto Rico and U.S. Virgin Islands”.  However, OSCs should take note of the provisions within the MOU to properly support ESF #10 response actions.  The MOU provides the following provision:

“During pollution responses to natural disasters or to other incidents when the Federal Response Plan (FRP) is activated, pollution impacts may affect many areas within the region.  In these instances, OSC boundary designations may not be strictly adhered to in an effort to best use available resources to respond to the myriad of pollution issues under the guide of the FRP and Emergency Support Function (ESF) #10.  However, under ESF #10, care shall be taken to place an OSC on an incident consistent with the parent agency’s expertise.”

OSCs should use the provisions of the MOU to make best use of the limited resources that 

may be available to address potential widespread pollution impacts during the aftermath of a disaster. 

2. Communications.


a. District Incident Command Post (ICP).  All Coast Guard SITREPs and verbal communications shall be conducted in accordance with existing contingency plans.  The primary information conduit to the FEMA infrastructure for pollution response activities will be through the ESF #10 staff.  It is important that the daily operational information is shared so both FEMA and Coast Guard interests possess the same accurate information.  The District (m) staff will ensure that SITREPs, Executives Summaries, and other appropriate communications are forwarded to the ROC, ERT-A/DFO, and the EPA Regional Operations Center.  Applicable contact information appears in Figure (1) to this enclosure.  SITREPs and other applicable communication mediums should contain the various response actions occurring under each Mission Assignment (MA) along with daily cost information to assist in managing MA ceilings.  Figure (2) provides an example of what should appear in the SITREP regardless of the SITREP format used.


b. ERT-A/DFO Members.   The ERT-A/DFO member(s) shall act as an information conduit between the Coast Guard and the FEMA infrastructure.  The primary communications contact for Coast Guard pollution response information for the ERT-A/DFO member(s) will be the District ICP.

c. Coast Guard On-Scene Coordinator (OSC).  The Coast Guard OSCs shall communicate in accordance with existing contingency plans.   SITREPs and other applicable communication mediums should contain the various response actions occurring under each Mission Assignment (MA) along with daily cost information to assist in managing MA ceilings.  Figure (2) provides an example of what should appear in the SITREP regardless of the SITREP format used.


d. National Pollution Funds Center (NPFC).  Mission Assignment (MA) tasking, cost ceilings, and other pertinent information will be contained in the message forwarded from the NPFC to the District and affected units delineating the Disaster Project Number (DPN) for a given MA.   Figure (3) provides an example DPN message. 


3. On-Scene Coordinator’s (OSC) Use of Robert T. Stafford Disaster Relief and Emergency Assistance Act Funding. (See checklists provided in Figure (4) to assist with process) 


a. Disaster Project Number (DPN).  The DPN will be issued by the National Pollution Funds Center (NPFC) and will look like the same process for which a CPN is issued.  All message traffic (e.g., ATP messages, etc.) normally required for a FPN/CPN will be required for a DPN. The District will facilitate the issuing of DPNs as discussed earlier in this guidance once Mission Assignments (MA) and the supporting IAG has been issued.


b. Response Actions.   OSC response actions shall be conducted in accordance with the provisions of the FRP/ESF #10 Appendix for “Hazardous Materials”.  The FRP/ESF #10 guidance refers to response actions being conducted in accordance with the NCP. 


c. Cost Documentation.  

(1) Forms and Processes. All contracting and other accounting practices will be conducted using the same processes established for implementing funding under a FPN/CPN.  Pollution Removal Funding Authorizations (PRFA) (except for State expenses as discussed below), forms, and other financial tools specifically designed for FPN/CPN transactions are acceptable for use under a DPN.  Cost documentation shall be submitted in accordance with the same practices used for FPN/CPNs. 


(2) Tracking Costs.  For each DPN issued/used specific cost documentation shall be developed.  The costs under each DPN shall be tracked and accounted for separately even though there may be more than one DPN activated for a single disaster.


d. State Funding Support.  


(1) State Pollution Responder Funding.  Since the State is requesting federal assistance under a disaster declaration, funding provided by a Mission Assignment can not be used by the State.  Therefore, OSCs shall not provide funding from a DPN in the form of a PRFA or other financial means to support State responders or their response actions under a Stafford Act funded pollution response.  State resources will be funded by another process.  OSCs should not account for State expenses within their cost documentation since those costs will not be supported by the DPN.  However, for operational purposes the OSC and State relationship within the Unified Command should remain unchanged.  If State resources are available, the OSC should expect a similar State response as would be expected under a FPN/CPN.


(2) State Coordinating Officer (SCO).  State responders may be available during a disaster to assist or respond concurrently with federal OSC resources within the Unified Command.  Their expertise and abilities are valuable to the Unified Command’s response.  To support pollution response activities, State resources can be funded through another process.  State funding to support pollution response activities can be accessed through the actions of the SCO who approaches FEMA directly for their funding.   


Figures:


(1) Federal Response Plan/Emergency Support Function  #10 Contact Information

(2) Sample SITREP Paragraph Depicting Mission Assignment Information

(3) Sample Disaster Project Number (DPN) Assignment Message Providing Accounting Information

(4) Unit DPN/Cost Accounting Process Check-sheet
Figure 1

Federal Response Plan/Emergency Support Function –10

Contact Information

	Entity


	Telephone No.


	Fax No.
	Email/Internet Site 



	7th 

Coast Guard District

Marine Safety Staff


	(305) 415-6860
	(305) 415-6875
	Emosher@d7.uscg.mil or

Jelliott@d7.uscg.mil
A Incident Web Site will be created for all significant events at:

www.incidentnews.gov 



	7th 

Coast Guard District Incident

Command Post (ICP) 


	(305) 415-6830/6834

or

7th District Command Center at:

(305) 415-6800


	(305) 415-6835


	CAC-D7@d7.uscg.mil
or

CAC2-D7@d7.uscg.mil


	EPA

Region 4 Regional

Response Center


	(404) 562-8705

Pager: (404) 899-9816
	(404) 562-8699
	R4DutyOSC@epa.gov


	Region 4

ESF #10 


	ROC- TBA
ERT-A/DFO: will be determined for each incident


	ROC-  TBA
ERT-A/DFO: will be determined for each incident


	TBA

	Region 2/Caribbean

Regional Response Center


	NRC: (800) 424-8802 or

(732) 548-8730
	(732) 321-4425
	Touw.Steve@epa.gov
Sprague.Bruce@epa.gov 



	Region 2

ESF #10


	ROC:  TBA
ERT-A/DFO: will be determined for each incident


	ROC: TBA
ERT-A/DFO: will be determined for each incident


	 TBA

	National Pollution Funds Center (NPFC)
	(202) 493-6801
	(202) 493-6898
	Athuring@ballston.uscg.mil 

	State of Florida ESF #10 Representative


	Phil Wieczynski or

Greg Lee at: (850) 488-2974

24 hr # (850) 413-9911


	(850) 488-5957
	Phil.Wieczynski@dep.state.fl.us
Greg.lee@dep.state.fl.us


	State of Georgia ESF #10 Representative


	Bert Langley at: 

(404) 656-6905

24 hr # (404) 651-9425


	(404) 656-4300
	Bert_Langley@mail.dnr.state.ga.us


	State of South Carolina ESF #10 Representative


	Chris Staton at: (803) 896-4111

Nick Davidson at:

(803)896-4116

24 hr # (803) 253-6488


	(803) 896-4102
	davidsne@dhec.state.us 



	Puerto Rico ESF #10 Representative


	Gladys Gonzales at:

(787) 767-8056 or

Genaro Torres at: 

(787) 766-2823

24 hr # (787) 724-0824


	(787) 766-0150
	jcaemer@prtc.net


	U.S. Virgin Islands ESF #10 Representative


	Leonard Reed at: 

(340) 774-3320 x 5109
	(340) 714-9528
	reedlg@viaccess.net



Figure 2

Sample SITREP Paragraph Depicting Mission Assignment Information

P 110600Z OCT 01

FM COGARD MSO MIAMI FL

TO CCGDSEVEN MIAMI FL//M/O/CC//

INFO COMDT COGARD WASHINGTON DC//G-MOR/G-OPF//

COMLANTAREA COGARD PORTSMOUTH VA//AM/ACC//

COGARD NATIONAL RESPONSE CENTER WASHINGTON DC

COMCOGARD MLC LANT NORFOLK VA//FCP-2//

COMCOGARD NPFC WASHINGTON DC

COGARD FINCEN CHESAPEAKE VA//ORGQ//

ZEN EPA REGION FOUR ATLANTA GA

ZEN FLORIDA STATE DEP

BT

UNCLAS //N16465//

OPER/HURRICANE ALFA//

MSGID/SITREP/COGARD MSO MIAMI FL/-//

SUBJ/SITREP TWO/MAJOR, HURRICANE ALFA RESPONSE,MIAMI FL (LAT N40-35.10 LONG W074-12.45) MC00015457, DPN: D01001, D01002//

REF/A/PHONCON/LT GUBLAZ (MSO MIAMI)-LT PILE (D7)/091100ZOCT01/NOTAL//

REF/B/MSG/MY/100500ZOCT01//

NARR/REF A IS INITIAL VOICE REPORT OPENING DPN. REF B IS POLREP ONE.//

NARR/SITREP TWO FOR AFTERMATH RESPONSE TO HURRICANE ALFA MAJOR WASTE OIL SPILL IN MIAMI FL. INITIAL RESPONSE PHASE COMPLETED, RECOVERY PHASE ACTIVATED//

RMKS/1.SITUATION.

A. OVERVIEW: AS PER REF B. CG PERSONNEL RESPONDING TO OIL SPILLS

OCCURRING IN MIAMI HARBOR DURING AFTERMATH OF HURRICANE ALFA.

WASTE OIL FROM UNK SOURCES IMPACTING MIAMI HARBOR. CLEANUP ACTIVITIES INITIATED AT VARIOUS COLLECTIONS POINTS IN HARBOR.

TO DEPART PORT.

B. O/S WX: 20KTS WSW, 80F, VISIBILITY CLEAR AS OF 110500R OCT 01

C. VESSEL DATA: UNK

D. OWNER/OPERATOR/AGENT: UNK

E. SAR STATUS: N/A

F. CG RESOURCES SUMMARY: 9 UNIT PERSONNEL ON SCENE MONITORING

CONTRACTOR CLEANUP

G. RESOURCES AT RISK: EXTENSIVE SALT WATER MARSH WITH MIGRATORY

FOWL, ARCHEOLOGICAL SITES ON SHORE.

H. ECONOMIC IMPACT: WATERWAY REMAINS OPENED TO ALL TRAFFIC

I. KEY STAKEHOLDER ISSUES: SIERRA CLUB CALLED UC, REQUESTING

INFORMATION. INFO PROVIDED AS NEEDED.

J. HEALTH AND HUMAN SAFETY FACTORS: N/A

K. MEDIA INTEREST: MODERATE LOCAL INTEREST

L. CASUALTY INFORMATION: SOURCE OF OIL UNKNOWN.

M. INCIDENT/UNIFIED COMMAND STATUS: UC ESTABLISHED AT MSO MIAMI. REPRESENTATIVE FROM RP, STATE, COAST GUARD AND LOCAL

ORGANIZATIONS PRESENT IN UC.

2. ACTION TAKEN.

A. 081330R OCT 01 MSO PERSONNEL SUPERVISING CONTRACTOR RECOVERY OPS. OPS LIMITED TO 4 COLLECTION POINTS WTIHIN HARBOR AREA.

B. 1445R CLEANUP CREWS INDICATE THAT NO SIGNIFICANT IMPACTS TO RESOURCES DETECTED.

C. 1630R CLEANUP CREWS SECURE FOR THE DAY.

D. 2330R LOGISTIC SECTION ARRANGING ADDITIONAL VAC TRUCKS AND SKIMMERS FOR OVERNIGHT DELIVERY.

3. ADDITIONAL INFO.

A. BRIGHT-LINE TEST: N/A

B. FPN/CPN/DPN INFORMATION: D01001 AND D01002

C. CONTRACTORS: ABC ENVIRONMENTAL
D. DPN CEILING/MISSION ASSIGNMENT ACTIVITIES:

1. MISSION ASSIGNMENT NO. 4S24, DPN D01001 

MA COST CEILING: $50,000

FUNDS OBLIGATED TO DATE:  $35,000

ACTIVITIES CONDUCTED: UNDER TECHNICAL ASSISTANCE MA FOR STATE OF FL, COAST GUARD HAS COMPLETED ASSESSMENTS FOR AREAS OUTSIDE MIAMI HARBOR. NO SIGNIFICANT POLLUTION IMPACTS OBSERVED. TASKING UNDER THIS MA COMPLETE 08 OCT.

2. MISSION ASSIGNMENT NO. 4S44, DPN D01002 

MA COST CEILING: $100,000

FUNDS OBLIGATED TO DATE:  $65,000

ACTIVITIES CONDUCTED: UNDER DIRECT FED ASSISTANCE MA FOR STATE OF FL, COAST GUARD IS CONDUCTING CLEANUP OF WASTE OIL IMPACTING MIAMI HARBOR AND ADJACENT SHORELINES.  EXPECT INCREASE FOR MA CEILING BY 10 OCT.

E. OTHER AMPLIFYING INFORMATION: HARBOR CLEANUP OPS EXPECTED TO BE COMPLETE IN 2 DAYS.

4. FUTURE PLANS AND RECOMMENDATIONS.

A. INVESTIGATION PENDS

B. VIOLATION REPORT PENDS COMPLETION OF INVESTIGATION

C. CO'S COMMENTS/RECOMMENDATION: N/A

D. CASE PENDS//

BT
Figure 3

Sample DPN Assignment Message Providing 

Accounting Information

P 110600Z OCT 01

FM COMCOGARD NPFC WASHINGTON DC 

TO CCGDSEVEN MIAMI FL//M/IMT//

INFO COMDT COGARD WASHINGTON DC//G-MOR/G-OPF//

COMLANTAREA COGARD PORTSMOUTH VA//AM/ACC//

COGARD NATIONAL RESPONSE CENTER WASHINGTON DC

COMCOGARD MLC LANT NORFOLK VA//FCP-2//

COGARD MSO MIAMI FL

COGARD MSO JACKSONVILLE FL

COGARD MSO TAMPA FL

COGARD FINCEN CHESAPEAKE VA//ORGQ//

ZEN EPA REGION FOUR ATLANTA GA

ZEN FLORIDA STATE DEP

BT

UNCLAS //N16480//

SUBJ: DISASTER PROJECT NUMBER AND ASSIGNED CEILING FOR RESPONSE TO HURRICANE ALFA, MIAMI FL

REF A: MISSION ASSIGNMENT #18 ISSUED BY FEMA 11OCT2001 FOR ESF-10 (POLLUTION RESPONSE)

1. DPN FOR THIS MISSION ASSIGNMENT (MA) IS D01002. 

2. AUTHORIZED CEILING IS $100K FOR THIS DPN.

3. TASKING AS STATED IN MA:(QUOTE) ESF-10 WILL ASSESS ALL HAZARDOUS SUBSTANCE AND OIL RELEASES THROUGHOUT THE MIAMI METROPOLITAN AREA RESULTING FROM HURRICANE ALFA.  THIS WILL INCLUDE BUT NOT LIMITED TO THE FOLLOWING:

A). ESF-10 WILL PROVIDE PERSONNEL AND EQUIPMENT TO CONDUCT SAMPLING, STAGING, SECURING AND DISPOSING OF ALL HAZARDOUS MATERIALS AND OIL RELEASES.

B). ESF-10 WILL PROVIDE SUPPORT TO ESF-3 WITH DEBRIS DISPERSAL. THIS SUPPORT SHALL INCLUDE:

1) IDENTIFYING APPROPRIATE DISPOSAL LOCATIONS;

2) IDENTIFYING, SEGREGATING, AND DISPOSING OF HAZARDOUS MATERIALS THAT ARE COMMINGLED WITH OTHER DEBRIS;

3) PROVIDING AIR MONITORING FOR RESPONSE AND CLEAN-UP OPERATIONS; AND PROVIDE AIR MONITORING AT DISPOSAL LOCATIONS

C).  ESF-10 WILL ALSO SUPPORT ESF-8 WITH THE STAGING, SECURING, AND DISPOSING OF BIO/MEDICAL WASTE. 

4. NPFC CASE OFFICER ASSIGNED: MR. Allen R. THURING (202) 493-6801.

5. UPON RECEIPT OF ANY ADDITIONAL FEMA MA OR MOD OF EXISTING MA, IMMEDIATELY ADVISE NPFC CASE OFFICER AND FAX COPIES TO 202-493-6898.

6. DPN IS SPECIFICALLY TO FUND AND ACCOUNT FOR PARAGRAPH (3) ACTIONS UNDER PRESIDENTIAL DISASTER DECLARATION.  USE DPN ASSIGNED TO ALLOW ACCURATE COST TRACKING IN DAFIS AND TIMELY BILLING TO FEMA. 

7. DAFIS ACCOUNTING STRING FOR THIS DPN: 2/H/101/872/80/0/D01002/73136/XXXX, WHERE XXXX IS OBJECT CLASS.  

8. DOCUMENT CONTROL NUMBER:  DD/00/24/0H/X7/ZZZ, WHERE DD IS DOCUMENT TYPE AND ZZZ IS UNIT'S SEQUENCE NUMBER.

9. LUFS REIMBURSABLE AGREEMENT NUMBER:  D01001.

10. FOLLOW NPFC TOPS FOR FUND MANAGEMENT, CEILING MANAGEMENT, AND RESOURCE DOCUMENTATION.

11. COORDINATE ALL CONTRACTS WITH MLC LANT(FCP) FOR APPROVAL. MAIL INVOICES TO CG FINCEN CHESAPEAKE. CERTIFY AND FORWARD CONTRACTOR INVOICES IAW STANDARD PROCEDURES.  CONTACT MLC(FCP) IF QUESTIONS ARISE.

12. TRACK DAILY CEILING USE.  ADVISE NPFC AND/OR FEMA ROK WHEN 80% OF CEILING HAS BEEN USED, TO ALLOW TIME FOR MA TO BE INCREASED.

BT

NNNN

Figure 4
Unit DPN/Cost Accounting Process Check-sheet

	THE FOLLOWING STEPS SHOULD BE TAKEN OR CONSIDERED WHEN SUPPORTING OR DOCUMENTING DPN COSTS FOR THE FEDERAL ON-SCENE COORDINATOR:

	
	District Staff forwards a copy of the Mission Assignment (MA) and the Inter-Agency Agreement (IAG) to the National Pollution Funds Center (NPFC) identifying the D7 action units that need Disaster Project Number (DPN) accounting access and delineating fund ceilings for each unit. 

	· 
	DPN message is issued by the NPFC identifying the DPN, accounting line, and cost ceilings for each unit that has an active funding need.

	
	· 
	Response. Pollution actions will be iaw the NCP.  Also please, refer to the attached memo between EPA and FEMA 

	
	· 
	OSC Pre-Designation.  Initial response should be iaw with EPA/USCG agreements for “Geographic Area of Federal OSC Responsibility”.  However, based on the pollutant source and incident specifics, lead agency OSC can be based on considerations other than Inland or Coastal Zone determination.  OSC:  EPA____  USCG_____  DOD_____  DOE_____

	
	· 
	Funding.  District and OSCs should use the DPN or Stafford Act  funding for pollution actions as a result of the declared disaster.  However, if there is a delay administratively the OSLTF or CERCLA could be used.   DPN:______________________

	
	· 
	Communications  DPN use message requirements are the same as they are for a FPN or CPN (e.g.,, ATP message, requests for ceiling increases, etc.).  All daily cost information should be recorded in daily SITREP/POLREPs and CG-5136s must be completed daily.

	
	· 
	Ceiling Management.  Tracking the ceiling is extremely important since several units are using the same general MA ceiling.  When tracking the DPN ceiling do not include government employee salary costs or government equipment costs.  They are not reimbursable under the Stafford Act.  Expendables such as gasoline, repairs/parts, TAD expenses, etc. should be included in the ceiling information and are funded.

	
	· 
	Forms and Processes.  The cost accounting daily forms. contracting/procurement, PRFAs, and other financial documents and processes will be the same for DPN use as they are for FPN/CPN.

	
	· 
	Pollution Credit Cards.  You can use the CERCLA IMPACT Cards for DPN response but be sure that the accounting data is changed on the card prior to use using the accounting data provided by the NPFC DPN message.

	
	· 
	State Expenses.  Because of the cost share nature of the Stafford Act, OSCs cannot provide funding to state or local government resources through a PRFA or contract.  State expenses will be supported separately by the State Coordinating Officer (SCO) to FEMA. 

	
	· 
	DPN Management.  DPNs will be issued by State and by MA. When a unit is doing work in more than one State separate DPNs will be issued.  Likewise if a different MA is issued a new DPN will be generated and used for the tasks assigned under that specific MA.  Three MAs are using issued:

Activation of ERT-A______   Technical Assistance________   Direct Assistance_______


Unit DPN/Cost Accounting Actions Check-sheet

	OSC:  ______________________________________________________

Incident Name:  ______________________________________________________________________________

DPN:  __________________________

DPN Accounting Line:  _______________________________________________________________


	· 
	DPN Message received from NPFC.

	
	· 
	CG-5136.  CG-5136 Daily Cost Accounting Forms are initiated.  CG-5136s MUST be completed each day.

	· 
	DPN Ceiling.  Cost Unit must track the DPN ceiling and pass information to the Situation unit for inclusion in daily SITREP/POLREPs.  Note government salaries and equipment/resource costs (except expendables and actual expenses (gas, TAD, etc.)) should not be included in ceiling totals. 

	· 
	DPN Ceiling Increases.  Request ceiling increases to District.  Note:  Early notification is important.  The ceiling can only be increased by adjusting the MA which needs FEMA clearance.  The IAG is adjusted and the NPFC will submit a ceiling increase message.

	· 
	Contracting/Procurement.  PRFAs, contracts, and procurements should be handled as normal (exception is State and local government expenses).

	· 
	Partial Cost Documentation.  Submit partial cost documentation and invoices to NPFC, MLC, FINCEN, etc. in accordance with NPFC guidance as the response proceeds.

	· 
	Final Cost Documentation.  Submit final cost documentation in accordance with guidance for FPN/CPN.

	
	· 
	DPN and Accounting Information will change by State and MA.  You may be running more than one DPN case, and each case needs its own cost documentation.

	· 
	DPN:_________  State:____

	· 
	DPN:______________ - MA for ERT-A Activation      Message from NPFC:______________________

DPN:______________ - MA for Technical Assistance  Message from NPFC:______________________

DPN:______________ - MA for Direct Assistance       Message from NPFC:______________________





Encl. (6) to D7 Policy Ltr 2-01
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June 4, 2001

MEMORANDUM FOR:
FEMA Acting Regional Directors, Federal Coordinating Officers, 

EPA Removal Managers, EPA On-Scene Coordinators

FROM:
Lacy E. Suiter

Executive Associate Director

Response and Recovery Directorate

Federal Emergency Management Agency

Jim Makris 

Director

Chemical Emergency Preparedness & Prevention Office

Environmental Protection Agency

SUBJECT:


Policy Guidance on ESF #10 Mission Assignments 

In September 1998, FEMA and EPA agreed that it was FEMA's intent to utilize Stafford Act funds to reimburse EPA for specific emergency response activities related to hazardous materials (hazardous substances, pollutants, contaminants, and oil) under ESF #10, when there is an Emergency or Major Disaster Declaration.  In September 1999, interim guidance for Hurricane Floyd was issued which further clarified the 1998 document.

The attached Policy Guidance, for use on all ESF #10 Mission Assignments, is intended to provide further clarification for both the 1998 Policy and the FRP ESF #10 Annex.  Please ensure that all staff are informed of this Policy Guidance.  If you have any questions, please call Chuck Stuart, FEMA at (202) 646-3691 or Lea Anne Thorne, EPA at (202) 564-7387.

Attachment




June 4, 2001


Guidance for Implementing Mission Assignments to ESF #10
FEMA and EPA reached an agreement in September 1998 which stated that it was FEMA’s intent to utilize Stafford Act funds to reimburse EPA for specific emergency response activities related to hazardous materials (hazardous substances, pollutants, contaminants, and oil) under ESF #10, when there is an Emergency or Major Disaster Declaration.   In September 1999, interim guidance for Hurricane Floyd was issued which further clarified the 1998 document.

This guidance, for use on all ESF #10 Mission Assignments, is intended to provide further clarification for both the 1998 Policy and the FRP ESF #10 Annex.  There will inevitably be activities that occur following a natural disaster or terrorism attack that are not covered in this guidance which will require close coordination between the FCO, ESF #10 and State.  Additionally, hazardous material releases and/or problems may not be identified for sometime after the occurrence of the disaster (e.g., the day the earthquake or hurricane hits).  Decision-makers must be aware that such typical occurrences are associated with the disaster and that the determination of the threat posed by such releases is made at the time the release or incident is discovered (e.g., drums containing hazardous materials, discovered after flood waters recede, may pose a threat to public health that warrants response, even if the typical emergency phase of operations has ended).

Activities that EPA will fund:
_
EPA will use CERCLA funds to pay for emergency response activities related to all pre-existing Superfund sites, that is, sites that have ongoing CERCLA response actions or are currently listed on the National Priorities List (NPL.)

_
EPA will use Oil Spill Liability Trust Fund funds to pay for all response activities related to pre-existing Oil Pollution Act removal actions.

Activities that FEMA will fund through Stafford Act:
Clearly, these activities must be specifically requested by the State and be beyond the State's capability for a Mission Assignment and associated funding to be issued.  Decisions will be made in consultation with the ESF #10 representative.  Activities listed below are typical response actions that occur following a natural disaster.

_
Staffing of pre-deployment teams (i.e., ROC, EST);

_
Retrieving and disposing of orphan tanks and drums;

_
Household hazardous waste program expenditures;

_
Technical assistance to states;

_
Pumping of water contaminated with hazardous materials or oil from basements when the problem is a widespread threat to public health;

_
Initial assessments to determine if an immediate health and safety threat exists;

_
Control and stabilization of releases of hazardous materials or oil to deal with immediate threats to public health and safety;

_
Clean-up and disposal of hazardous materials that is necessary to mitigate immediate threats to public health and safety;

_
Monitoring of immediate health and safety threats resulting from debris removal operations.

[The term "immediate" applies to a threat whenever it may occur which may not necessarily be right after the disaster event.] 

Activities that FEMA may fund through Stafford Act;
These are activities, which may occur following a natural disaster.  Consultation among the FCO, ESF #10 representative, and the State is critical before a determination is made on funding.

Again, these activities must be specifically requested by the State and be beyond the State’s capability before a Mission Assignment and associated funding will be issued.

_
Clean-up or removal of hazardous materials or oil contamination in buildings or facilities otherwise eligible for FEMA assistance (ex., public buildings.)  An example of a situation where this may occur and should be funded would be decontamination of a subway system following a terrorism incident.

Activities that FEMA will not fund through Stafford Act:
_
Testing/assessments of soil, air and waterways for mold and contaminants to determine long term clean-up requirements;

_
Long term site remediation or restoration;

_
Permanent storage of hazardous materials;

_
Cleaning/replacement of equipment that is damaged/contaminated during long term clean-up activities;

_
State/local costs for long-term clean-up measures.

___________________
___________________

Lacy E. Suiter
Date
Jim Makris
Date

Executive Associate Director
Director

Response and Recovery Directorate
Chemical Emergency
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SUBJ: COAST GUARD'S ROLE DURING A FEDERAL RESPONSE PLAN (FRP)

ACTIVATION INVOLVING EMERGENCY SUPPORT FUNCTION 10 (ESF-10) -

HAZARDOUS MATERIALS

A.  FEDERAL RESPONSE PLAN (FRP) DATED APR99

B   COMDTINST 16451.1, DISASTER RELATED POLLUTION RESPONSE ACTIVITIES

UNDER THE FEDERAL RESPONSE PLAN (FRP) AND COST REIMBURSEMENT FROM THE

STAFFORD ACT

C.  NATIONAL OIL AND HAZARDOUS SUBSTANCE POLLUTION CONTINGENCY PLAN

(NCP) (40CFR300)

1. FOLLOWING THE TERRORIST INCIDENTS IN NEW YORK AND AT THE PENTAGON,

REF (A) WAS ACTIVATED TO COORDINATE THE ENORMOUS REQUIREMENT FOR

FEDERAL SUPPORT OF THE STATE AND LOCAL GOVERNMENTS.  REF (A) PLAYS A

CRITICAL ROLE IN THIS UNPRECEDENTED RESPONSE EFFORT AS THE MEANS FOR

COORDINATING THE FEDERAL ROLE FOR CONSEQUENCE MANAGEMENT.  AS THE

COAST GUARD POTENTIALLY HAS A LEAD ROLE IN CONSEQUENCE MANAGEMENT

UNDER EMERGENCY SUPPORT FUNCTION 10 (ESF-10) WHICH DEALS WITH

HAZARDOUS MATERIALS, ALL CG RRT CO-CHAIRS ARE ENCOURAGED TO WORK WITH

THEIR U.S. ENVIRONMENTAL PROTECTION AGENCY (EPA) AND FEDERAL EMERGENCY

MANAGEMENT AGENCY (FEMA) COUNTERPARTS TO UNDERSTAND THEIR

RESPONSIBILITIES AND BEGIN DIALOGUE ON COORDINATION ISSUES AHEAD OF

TIME.  A COPY OF REF (A) IS AVAILABLE ON THE INTERNET AT

WWW.FEMA.GOV/R-N-R/FRP/.

2. REF (B) IS INACCURATE DUE TO 1999 CHANGES TO REF (A).  THE

INFORMATION INCLUDED IN THIS MSG SHOULD BE USED AS GUIDANCE UNTIL

FORMAL UPDATED GUIDANCE IS PUBLISHED.

3. ESF-10 CONCEPT OF OPERATION

A.  FOLLOWING A PRESIDENTIAL DECLARATION OF A MAJOR DISASTER OR

EMERGENCY, FEMA WILL IMPLEMENT REF (A).  TO MEET THE NEEDS OF THE

AFFECTED STATES, FEMA COORDINATES FEDERAL RESPONSE OPERATIONS BY

TASKING PRE-DESIGNATED AGENCIES FOR VARIOUS ESFS.  THE EPA IS THE

NATIONAL CHAIR AND LEAD AGENCY FOR THE ACTIVATION OF ESF-10.

B. WITH THE APRIL 1999 REVISION TO REF (A), THE CG RRT CO-CHAIR SERVES

AS THE REGIONAL INCIDENT CHAIR FOR ESF-10 FOR RESPONSES OCCURRING

SOLELY IN AREAS OF USCG JURISDICTION.  THE EPA ASSUMES THE ESF-10

REGIONAL INCIDENT CHAIR FOR INCIDENTS SOLELY WITHIN THEIR AREA OF

JURISDICTION OR IF AN INCIDENT INVOLVES BOTH EPA AND USCG

JURISDICTION.  THE CG AND EPA HAVE THE FLEXIBILITY TO TRANSFER THE

REGIONAL LEAD AS THE SITUATION WARRANTS.  THE INTENT, HOWEVER, IS FOR

BOTH AGENCIES TO SUPPORT THE RESPONSE TO THE FULLEST EXTENT, AS THEY

WOULD UNDER REF (C).

4. TASKING AND FUNDING MECHANISMS UNDER REF (A) WHERE THE COAST GUARD

IS ESF-10'S LEAD

A. UNDER ESF-10, THE FEMA FEDERAL COORDINATING OFFICER (FCO) ISSUES

NUMBERED MISSION ASSIGNMENTS (MAS) TO CONDUCT SPECIFIED TASKS.  THE MA

PROVIDES BOTH OPERATIONAL TASKING AND FUNDING INFORMATION.  IT

DESCRIBES THE SERVICES TO BE PROVIDED AND AUTHORIZES REIMBURSABLE

FUNDING TO COVER COAST GUARD OR COAST GUARD CONTRACTED COSTS.

B. ANY COAST GUARD UNIT RECEIVING AN ESF-10 MA SHALL FORWARD IT BY THE

MOST EXPEDITIOUS MEANS TO THE DISTRICT COMMANDER (M) FOR OPERATIONAL

ACCEPTANCE OF THE MISSION.  UPON OPERATIONAL ACCEPTANCE, THE DISTRICT

COMMANDER (M) WILL FAX THE MA TO NPFC (CF) FOR FINANCIAL ACTIVATION IN

THE COAST GUARD FINANCE SYSTEM.  FAX (202) 493-6898.

C. UPON RECEIPT OF THE MA, NPFC WILL ISSUE A PRIORITY MESSAGE

ESTABLISHING A DISASTER PROJECT NUMBER (DPN) FOR RESPONDING CG UNITS.

FOLLOW STANDARD NPFC USER REFERENCE GUIDE PROCEDURES FOR ALL FINANCIAL

ACTIVITY.

D. WHENEVER POSSIBLE THE DISTRICT COMMANDER (M) WILL ENCOURAGE THE

FEMA FCO TO AMEND AN EXISTING COAST GUARD MA TO INCLUDE ADDITIONAL

TASKS OR FUNDING, RATHER THAN ISSUE A NEW MA.

5. TASKING AND FUNDING MECHANISMS UNDER A REF (A) WHERE THE COAST

GUARD IS NOT ESF-10'S LEAD

A. IF THE COAST GUARD IS SUPPORTING THE EPA UNDER A REF (A)

ACTIVATION, THE EPA WILL ISSUE AN INTERAGENCY AGREEMENT (IAG) TO FUND

COAST GUARD ESF-10 RESPONSE OPERATIONS.

B. ANY COAST GUARD UNIT RECEIVING AN EPA IAG UNDER ESF-10 SHALL

FORWARD IT BY THE MOST EXPEDITIOUS MEANS TO THE DISTRICT COMMANDER (M)

FOR OPERATIONAL ACCEPTANCE OF THE MISSION. UPON OPERATIONAL

ACCEPTANCE, THE DISTRICT COMMANDER (M) WILL FAX THE MA TO NPFC (CF)

FOR FINANCIAL ACTIVATION IN THE COAST GUARD FINANCE SYSTEM.  FAX 202-

493-6898.

C. UPON RECEIPT OF THE MA, NPFC WILL ISSUE A PRIORITY MESSAGE

ESTABLISHING A DISASTER PROJECT NUMBER (DPN).  FOLLOW STANDARD NPFC

USER REFERENCE GUIDE PROCEDURES FOR ALL FINANCIAL ACTIVITY.  CONSULT

WITH THE NPFC CASE OFFICER IF ADDITIONAL GUIDANCE IS NEEDED ON ANY

FINANCIAL ISSUES.

6. REPORTING PROCEDURES

A. UNITS PERFORMING ESF-10 MISSIONS WILL SUBMIT DAILY SITREPS TO

DISTRICT (M). IN REPORTING ESF-10 RESPONSE OPERATION ACTIVITIES AND

EXPENDITURES, INCLUDE COMDT (G-MO/G-MOR/G-OPF) AND THE NPFC IN THE

INFO ADDRESSEE BLOCK.  NPFC WILL ESTABLISH SPECIFIC FINANCIAL

REPORTING REQUIREMENTS IN FUNDING MESSAGES.

B. DISTRICT ESF-10 CHAIRS WILL ALSO ENSURE WRITTEN AND VERBAL

OPERATIONS REPORTS ARE FORWARDED VIA THE FEMA ROC TO THE FEMA EST.

7. FUTURE PLANS

A. DISTRICT COMMANDERS AND FEDERAL ON-SCENE COORDINATORS ARE

ENCOURAGED TO COORDINATE CLOSELY WITH LOCAL AND REGIONAL RESPONSE

RESOURCES AVAILABLE UNDER THE NATIONAL RESPONSE SYSTEM, AND VALIDATE

RESPONSE PLANS FOR CONSEQUENCE MANAGEMENT ACTIONS.

B. LONG TERM COAST GUARD - IMPLEMENTATION GUIDANCE IS CURRENTLY BEING

DEVELOPED TO REPLACE REF (B).  SHOULD YOU HAVE ANY QUESTIONS REGARDING

ESF-10, CONTACT COMDT (G-MOR-3) AT (202) 267-2865.   FOR ESF-10

QUESTIONS DEALING WITH FINANCIAL ISSUES CONTACT THE NPFC.
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Appendix 13

Incident Management/Command and Control Guidance

Incident Management Handbook.  The following information is from the Coast Guard Incident Management Handbook and provides a Response Management Structure and the identification of supporting resources.

Terrorism Incident Introduction.  

A nuclear, biological, or chemical Weapon of Mass Destruction (WMD) type terrorist incident is inherently a hazardous substance incident. As such it should be responded to under the National Response System (NRS). As applicable, consult Chapter 16 (Hazardous Substances/Materials) and Chapter 19 (Multi-Casualty Branch) of the Incident Management Handbook (IMH) regarding establishment and use of the Incident Command System when a terrorist incident precipitates a hazardous materials release and/or mass casualty.

The UC responding to an incident where terrorism is involved have to be acutely aware of the unique nature of the Federal Government’s response mechanism for these type of incidents. The UC may find themselves working for the Federal Bureau of Investigation (FBI) and/or the FEMA. The FBI is the Lead Federal Agency responsible for “Crisis Management” and FEMA is the Lead Federal Agency responsible for “Consequence Management”.

“Crisis Management” refers to measures to identify, acquire, and plan the use of resources needed to anticipate, prevent, and/or resolve a threat of terrorism. Crisis Management is predominately a law enforcement response. “Consequence Management” refers to measures to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequence of terrorism.

Consequence Management is usually a multifunction response coordinated by FEMA, at the Federal level, in conjunction with and support of the State and local government’s emergency response and recovery efforts.

It is FEMA’s policy to use the Federal Response Plan (FRP) structures to coordinate all Federal assistance to State and local governments for consequence management activities. Consult the FRP’s Terrorism Incident Annex dated April 1999 for further guidance.

If an incident occurs without warning that produces major consequence and appears to be caused by an act of terrorism, then FEMA and the FBI will initiate consequence management and crisis management actions concurrently. If the President directs FEMA to implement a Federal consequence management response, then FEMA will support the FBI as required and will lead a concurrent Federal consequence management response.

For the UC the reporting relationships during a WMD terrorist incident would look like the following:













Although the FBI may utilize a management organization different from NIIMS ICS, the Coast Guard Incident Commander may well carry out their response operations using the standard ICS organization. However, Coast Guard Incident Commanders should be prepared to work in a management system other than ICS and adjust their organization accordingly.

Responding to a Weapons of Mass Destruction (WMD) Incident

A nuclear, biological, or chemical WMD type terrorist incident is inherently a hazardous substance incident.  As such it should be responded to under the NRS. As applicable, consult Chapter 16 (Hazardous Substances/Materials), Chapter 17 (Terrorism Incident) and Chapter 19 (Multi-Casualty Branch) of the Incident Management Handbook (IMH) regarding establishment and use of the Incident Command System when a terrorist incident precipitates a hazardous materials release and/or mass casualty.

With the exception of the U.S. Coast Guard National Strike Force (NSF), upon notification of WMD event, USCG policy is to stay clear of the contaminated area and to provide command, control and support only.  NSF Strike Teams are the only units within the Coast Guard who are trained and have a mission to respond to chemical incidents for either Coast Guard or Environmental Protection Agency Federal On-Scene Coordinators. For personnel responding to WMD events, certain guidelines should be followed:

• 
Be aware of possible secondary devices, including explosive, radiological, chemical and biological. Be cognizant of surroundings, especially of containers, or packages that appear misplaced. A tactic terrorists use involves setting off a device designed to draw in first responders, then setting off a secondary device to maximize casualties.

• 
Ask qualified authorities, typically the FBI, if the area has been cleared of secondary devices.

•
If the contaminant is determined to be biological, exercise extreme caution and avoid contact.

• 
Immediately initiate personal decontamination procedures if member feels she/he have been contaminated.

•
Be aware of victims. Some victims become agitated and fearful. They may attempt to leave the hot zone and/or physically contact rescue personnel. Wear protection (i.e., gloves, etc.). Victims must be contained if risk of further contamination is to be prevented.

• 
Attempt to talk to victims. Inform them that help is on the way and try to keep them calm. Explain the procedures for decontamination (decon); what personnel will perform the decon, where will the decon take place, when will the decon begin, and how will the decon proceed (i.e. mothers with children, etc.).

• 
Have all able victims move to a safe centralized location within the hot zone, away from the actual mishap site to reduce chances of further contamination.

• 
Again, be aware that in a WMD incident terrorists generally have a singular purpose and that is to cause fear, death and destruction. A defensive stance should always be maintained for a WMD incident.

Terrorism Incident Specific ICS Positions and Task Descriptions

Only those ICS positions and tasks specific and unique to Terrorist Incident missions will be described in this section. Persons assigned the common positions consistent with the NIIMS organization should refer to Chapters Six through Eleven of this Manual for their position/task descriptions and checklists.

INCIDENT COMMANDER - Tasks specific to a Terrorist Incident are to:

a. Review Incident Commander responsibilities (Page 7-1).

• 
Assesses the need for additional resources and assist in obtaining their help. Some of these resources are listed Section 3 of this chapter.


b. 
Ensure that the following have been established:

• 
HAZMAT Group – which is responsible for deploying a reconnaissance team, produce sampling/identification, assisting with victim rescue, setting up decontamination for responders and developing a plan of action for containment and control of hazardous agents.

• 
Medical Group – which is responsible for initiating victim rescue, patient decontamination, and emergency medical care for NBC victims.

• 
Hospital Coordination – which establishes communication links with area hospitals, provides them with situation reports, and information on agent identification, and determines pharmacology needs.

• 
Medical Information & Research – which begins to research agent characteristics based upon victim signs and symptoms, victims’ descriptions of agent, sample characteristics, and other information as it becomes available. Establishes communication with Poison Control Centers (ATSDR and CDC).

• 
Law Enforcement Group – which coordinates law enforcement agencies to establish incident security, establishes evidence collection and control, and obtains intelligence information.


c. 
Work to identify and address strategic and tactical issues.


d. 
Work with city and county mental health resources to assure that Critical Incident Stress Management services are provided to victims, their families, first responders, and the general public.


e. 
Coordinate with the County Medical Examiner/Coroner to establish appropriate forensic and mortuary services for deceased victims.



f. 
Assist the Safety Officer in establishing a site safety plan; implementing an accountability system; and establishing hot, warm, and cold zones if not already established.

INFORMATION OFFICER - Tasks specific to a terrorist incident are:


a. 
Review Information Officer Responsibilities Page 7-3).

DURING THE EVENT


a. 
Establish safe media conference areas distant from the Incident Command Post.


b. 
Determine what information is appropriate to release to avoid panic.



c. 
Promote optimum community response.


d. 
Develop information releases that support response activities:


• 
Medical treatment sites that the victims can report to

• 
Transportation avenues and other areas that are closed off

• 
Immediate first aid measures that can be taken

• 
Location of shelter facilities where evacuated personnel have been moved to

AFTER THE EVENT


a. 
Release non-sensitive information.



b. 
Provide basic information regarding the event:


• 
Where, what, why, how

• 
Units responding

• 
umber of casualties



c. 
Examples of types of information that should not be released.


• 
Names of fatalities

• 
Specific type/name of agent involved (until after incident is terminated)

• 
Dispersal method(s) used

• 
Specific law enforcement activities

• 
Condition of victims

EVENT SITE BRANCH DIRECTOR - Tasks specific to terrorist incidents are:


a. 
Review Branch Director Responsibilities (Page 8-2).


b. 
Coordinate for site control around the vicinity where the event occurred.


c. 
Determine hazards presented by the event (monitoring/detection).


d. 
Establish a safe refuge and a casualty collection area.


e. 
Establish an emergency decontamination capability.


f. 
Coordinate with Medical Unit for medical treatment and transport capability, including requesting county transit buses.


g. 
Coordinate with Safety Officer for a site safety and control plan.


h. 
Determine containment and control procedures to be used.


i.  Coordinate with other agencies (investigative/evident gathering)

COMMUNITY IMPACT BRANCH DIRECTOR – Tasks specific to terrorist incidents are:


a. Review Branch Director Responsibilities (Page 8-2).



b. Coordinate for perimeter security and traffic control.



c. Determine hazards presented to the community through detection/monitoring.



d. Determine best protective actions to use:


• 
Rescue

• 
Shelter-in-place (SIP)

• 
Evacuation

• 
Red Cross

• 
Establish shelters and notify American Red Cross



e. 
Establish emergency decontamination capability for off site personnel and public.

f. 
Establish a medical treatment and transport capability for off-site personnel and the public.


g. 
Coordinate with Safety Officer for site safety and control plan.

h. 
Coordinate with Information Officer to develop emergency broadcast messages to alert and update the community.


i. 
Determine re-entry procedures to be used



j. 
Coordination with other agencies and notify the County Health Officer

HAZARDOUS SUBSTANCE/MATERIALS GROUP –Tasks specific to terrorist incidents are:


a. 
Review the Division/Group Responsibilities (Page 8-3).


b. 
Review the Hazardous Substance/Materials Group tasks in Chapter 16 of this document.


c. 
Ensure the implementation of defensive mitigation practices when indicated.


d. 
Ensure that information regarding the agent(s) and patient symptoms are passed to the Medical Group.


e. 
Ensure patients are properly decontaminated.

MEDICAL GROUP - Tasks specific to terrorist incidents are:


a. 
Review Common Responsibilities (Page 2-1).


b. 
Review the Medical Group tasks in Chapter 19 of the IMH.


c. 
Direct medical care delivery to response personnel and incident victims.

HOSPITAL COORDINATION UNIT - The Medical Group usually performs these responsibilities and duties, but this unique unit is established to assist at terrorist incident responses. Their tasks are:


a. 
Review Unit Leader Responsibilities (Page 2-2).


b. 
Serve as liaison for local medical facilities receiving patients.


c. 
Ensure vital incident management information is communicated to each receiving hospital.


d. 
Provide the medical communities with the needed patient care information for the agent(s) involved, in cooperation with the Technical Specialist-Medical Information & Research.


e. 
Implement a system of patient tracking in concert with the on-scene EMS personnel and facilities receiving patients.


f. 
When requested, serve as clinical consultants to the medical staff at each medical facility-receiving patients by providing advice on patient care, personnel safety, or facility protection, in cooperation with the Technical Specialist-Medical Information & Research.

TECHNICAL SPECIALIST-MEDICAL INFORMATION & RESEARCH - The Medical Group performs these responsibilities in collaboration with National Response Center (NRC), an emergency communication infrastructure designed to assist Coast Guard responses to incidents.


a. 
Identify needed research materials that will assure optimum access to the most current, complete, and accurate information available on nuclear, biological, or chemical (NBC) agents.


b. 
Perform the research needed to identify the agent(s) involved, physical characteristics, appropriate PPE, and information about possible signs and symptoms to be observed, treatments to be initiated, antidotes to be utilized, and possible long-term effects. This activity will be completed by assimilating information from the following sources:


• 
Technical Specialist-Reference & Resources in the Hazardous Substance Group

• 
FBI HAZMAT Response Unit


• 
Regional Poison Control Center


• 
CHEMTREC


• 
Department of Defense (DOD) (SBCCOM, CDRT, CBIRF)


• 
Center for Disease Control and Prevention (CDC)(ATSDR)


• 
Department of Energy/Radiation Emergency Assistance Center/Training Site


• 
DOE/REACTS Consultants



c. 
Communicate vital mitigation and clinical management information to the Medical Group including:


• 
Needed patient care information for the agent(s) involved


• 
Antidote needs of each facility and assist them in obtaining the needed items from the regional cache, government agencies, or vendors. Serve as clinical consultants to the medical staff at each facility receiving patients, by providing advice on patient care, personnel safety, or facility protection.

LAW ENFORCEMENT GROUP - Tasks specific to terrorist incidents are:


a. 
Review Division/Group Supervisor Responsibilities (Page 8-3).


b. 
Review Law Enforcement Group Tasks in Chapter Fourteen of this Manual.


c. 
Obtain pertinent law enforcement information in order to coordinate the operational response from the following:

• 
FBI field office

• 
Local law enforcement agencies

• 
State law enforcement/traffic agencies

• 
Local fire and rescue agencies, including HAZMAT teams

• 
Local Emergency Operations Centers.

• 
Pertinent NBC information discussed at intelligence sharing forums.

• 
Current national and international eventscinvolving terrorist group activities.

• 
Intelligence from all sources. 


d. 
Advise the IC of law enforcement related issues and latest intelligence information.


e. 
Be familiar with local law enforcement resources available (Bomb Squads, etc.).


f. 
Assist in obtaining needed resources from law enforcement operations.


g. 
Assure incident security issues are identified and addressed.


h. 
Verify the incident. Determine if a terrorist act has occurred.


i. 
Respond to the scene with sufficient personnel to address the incident.


j. 
Initiate appropriate callback of additional personnel as needed.


k. 
Establish a law enforcement command post (if possible co-located with the fire department or within the Command Post).


l. 
Establish inner and outer perimeters, based on the nature of the incident.


m. 
Provide security for the Command Post.


n. 
Verify the identification of the responding personnel.


o. 
Coordinate incident site evacuation.


p. 
Coordinate evacuation of surrounding areas as needed.


q. 
Coordinate traffic flow, especially ingress and egress of emergency/rescue


r. 
Provide evidence identification, collection and control, including:

• 
Establish control and protection of the crime scene

• 
Coordinate the collection/preservation of evidence with the FBI.

• 
Mapping/photographing of all evidence locations.


• 
Collection of non-contaminated evidence.


• 
Coordination of collection, chain of custody, and safe storage of contaminated evidence with the Hazardous Substance/HAZMAT Group.


• 
Provide secure storage for collected evidence.


s. 
Affect the arrest and transportation of the perpetrators when possible.

TECHNICAL SPECIALIST- MEDICAL (Planning Section)

The Medical Group usually performs these responsibilities and duties, but this unique position is established to assist at terrorist incident responses. This position (preferably filled by a physician) is responsible for:


a. 
Review Common Responsibilities (Page 2-1).


b. 
Review Medical Group tasks in Chapter 19 of the IMH.


c. 
Serve as medical advisor to the Incident Commander and Operations Section Chief.


d. 
Develop and implement the medical action plan in conjunction with the Medical and Hazardous Substance/HAZMAT Groups.


e. 
Assure effective liaison with local EMS agencies and medical facilities.


f. 
Perform additional tasks and duties as assigned during an incident.

MENTAL HEALTH COORDINATION - First responders will receive Critical Incident Stress Management services through departmental resources. Victims, their families, and the general community will receive Critical Incident Stress Management services through established sources, including the Airport Chaplains, American Red Cross Disaster Mental Health Services and County Mental Health Services.

CORONER COORDINATION - The City/County Medical Examiner/Coroner staff, according to the Mass Casualty Incident Plan, will process deceased victims once the FBI has released the scene. The City/County Examiner/Coroner will assist the law enforcement branch with collecting evidence from deceased victims upon request. Federal mortuary resources are also available, if requested.

Terrorism Incident Technical Teams in Support of WMD Incidents

Resources for a WMD incident response are similar to that of a chemical incident response. The ICS/UCS system should be followed and the State and local responders who normally respond to a chemical incident will also respond to a WMD incident. However, the FBI should be notified during a WMD event, and due to the extreme nature of a WMD incident, DOD resources may also be needed.

The FBI is the lead agency during the crisis management phase of WMD incident. If upon arriving on scene and USCG personnel suspect the incident to be WMD related, the FBI and NRC should be contacted through proper channels.

During the Consequence Management phase FEMA is the lead agency, there may be a need for DOD support.  Any request for DOD support should be made through the Joint Task Force-Civil Service (JTF-CS). JTF-CS is located in Suffolk, VA and coordinates all military assistance to civilian agencies. Resources that may be requested through JTF-CS include the following technical teams:

CHEMICAL BIOLOGICAL INCIDENT RESPONSE FORCE (CBIRF) - CBIRF is an U.S. Marine Corps response unit located at Camp Lejune, NC. It provides a highly trained rapid response force capable of providing consequence management (threat identification, casualty extraction, personnel decontamination and medical triage/treatment/stabilization) for terrorist initiated attacks in order to mitigate the effects of multiple/mass casualty incidents. It also maintains an information “reach back” capability that allows quick access to a cadre of WMD matter and response experts for consulting purposes.

U.S ARMY TECHNICAL ESCORT UNIT (TEU) – TEU provides a worldwide, quick response capability to conduct field sampling, identification and verification; monitoring, recovery, decontamination, escort and mitigation of hazards associated with WMD materials.

The operational component of TEU is the Chemical-Biological Response Team (CBRT). CBRTs are available from Aberdeen Proving Ground, MD, Dugway Proving Ground, UT, and Pine Bluff Arsenal, AR.

ARMY MATERIAL COMMAND TREATY LABORATORY, SOLDIER BIOLOGICAL CHEMICAL COMMAND (SBCCOM) - Use of resources outside of the Coast Guard shall be Coordinated through the NRC. The NRC is a centralizing focal point for communication s with agencies like SBCCOM. The Army Material Command Treaty Laboratory provides an on-site analytical laboratory capability. The laboratory is capable of analyzing chemical surety materials, and foreign chemical warfare agents. The laboratory also maintains an analytical spectra database that provides the capability for analyzing other hazardous industrial chemicals. The laboratory is comprised of a series of transportable modules which contain analytical instruments such as flame photometric/mass selective detectors, fume hood, and all supporting equipment such as electrical generators for short term power requirements. The laboratory is located at Aberdeen Proving Ground, MD.

WEAPONS OF MASS DESTRUCTION CIVIL SUPPORT TEAMS (WMD CST) - WMD CST is an Army National Guard WMD response unit. The mission of the WMD CST is to rapidly deploy to an incident to assess a suspected nuclear, biological, chemical or radiological incident in support of a local incident commander. When responding to a domestic support request, the WMD CST will remain under military control unless federalized. When federalized, JTF-CS may assume operation control of WMD CSTs.

Response Management System.  The following is an example schematic of a potential WMD Unified Command Response Management System.

Weapons of Mass Destruction Response

Unified Command Multi-Branch Organization


























Regional and National Incident Commands.  
General.  It is envisioned that during a large or multiple WMD incident(s) that a Regional Incident Command (RIC) or a National Incident Command (NIC) structure may have to be implemented to oversee the management of the event specific to strategic assistance and resolving response resources issues.

RIC/NIC During a FEMA/FRP Response to a WMD Event.  The implementation of the RIC/NIC management concept would be similar to a hazardous substance response, however the action would be coordinated under ESF #10.  The RIC/NIC Liaison Officer will ensure that a communications/information conduit is established between the RIC/NIC and the ESF #10 Chair and Disaster Field Office (DFO) ESF #10 personnel.  The RIC/NIC actions will support the established ESF #10 Mission Assignments and the reporting and administration needs of ESF #10 and FEMA will remain unchanged.  We would not anticipate the need for any routine direct liaison between the RIC/NIC and Federal Coordinating Officer (FCO) that the ESF #10 Chair or the DFO ESF #10 staff could not address as a liaison between the two management structures.  Special meetings to discuss or resolve specific response issues may need to occur between the RIC/NIC and the FEMA FCO/DFO staff.  Those sessions will be facilitated by the ESF #10 Chair or DFO ESF #10 staff.

RIC/NIC During a NCP Response to a WMD Event.  The implementation of the RIC/NIC management concept would be similar to a hazardous substance response.  The details are described below.

Regional and National Incident Commands.  In situations where there is a need for senior executive-level response coordination, command and control of an incident may include the use of a Regional or National Incident Command (RIC/NIC). The purpose of a RIC/NIC organization is to oversee the overall management of the incident(s), focusing primarily on strategic assistance and direction and resolving competition for scarce response resources. This organization does not supplant the IC(s), but supports and provides strategic direction. Execution of tactical operations and coordination remains the responsibility of the IC(s)/UC(s).

Regional Incident Command - A RIC is an organization activated by the District Commander to ensure coordination for Command, Planning, and Logistical matters. The need for a RIC may arise when there are multiple on-scene ICs, multiple Coast Guard ICs and/or when there is heavy demand for Coast Guard resources from other agencies such as the Federal Emergency Management Agency (FEMA). The RIC will determine which critical resources are sent to which incident and determine priorities for their assignment.

National Incident Command - A NIC is an organization that is functionally similar to the RlC and is used if the incident requires the direct involvement of the most senior Coast Guard Operational Commander(s).

Determination to Activate a Regional or National Incident Command.  A District Commander, Area Commander, or the Commandant can determine when an incident(s) is of such magnitude, complexity, or operational intensity that it would benefit from the activation of a RIC/NIC. Factors to consider when deciding to activate a RIC or NIC include, but are not limited to;

• 
Complex incident overwhelming local and regional Coast Guard assets;

• 
Overlapping Coast Guard districts;

• 
An incident that crosses international borders;

• 
The existence of, or the potential for, a high level of national political and media interest; or,

• 
Significant threat or impact to the public health and welfare, natural environment, property, or economy over a broad geographic area.

When the decision is made to activate a RIC/NIC, the following actions should occur:

• 
The District Commander will activate a RIC or, the Area Commander or the Commandant may designate a NIC.

• 
A deputy RIC/NIC will be designated with clear succession of command authority.

• 
If an incident(s) is multi-jurisdictional, the RIC/NIC shall establish a Regional or National UC.  Regional or National UC representatives will typically consist of executives possessing the highest level of response authority as possible. For efficiency of decision- making within the UC, the RIC/NIC shall determine the proper make-up and number of representatives.

Note: There may be incidents where it is beneficial to activate a RIC or NIC, but the Coast Guard is not the lead response agency. In these cases, the RIC/NIC will coordinate with the lead agency’s response organization and, if agreed upon, form a UC.

Responsibilities of The RIC/NIC.   When the Coast Guard is the lead federal agency with primary response authority, the RIC/NIC will have responsibility for overall strategic management of the incident and will:

• 
Set the overall incident objectives;

• 
Establish overall incident priorities;

• 
Allocate critical resources based on overall incident priorities;

• 
Ensure that the incident is properly managed;

• 
Ensure that the on-scene incident objectives are met and shall provide support to minimize conflict with supporting agency’s priorities;

• 
Communicate, at the commensurate level, with affected parties, stakeholders, and the public; and

• 
Coordinate acquisition of off-incident, unassigned resources. This could include federal, state, local, and international resources as appropriate. This coordination may involve other federal agencies and the Governor(s) of the affected state(s).

When the Coast Guard is an assisting agency operating under the Federal Response Plan (FRP), the RIC/NIC will have the responsibility for overall strategic management of Coast Guard assets in support of the Federal Coordinating Officer (FCO). In this case, the RIC/NIC will:

• 
Balance and allocate critical resources based on FEMA set priorities;

• 
Ensure that the Coast Guard’s participation and support is properly managed;

• 
Ensure that FCO objectives are met with minimal disruption to Coast Guard statutory responsibilities;

• 
In concert with the FCO and the Regional Emergency Transportation Coordinator (RETCO), communicate with affected parties, stakeholders, and the public; and

• 
Facilitate the coordination and support of local and state resources, as appropriate.

The RIC/NIC organization should always be kept as small as possible. The minimum organization will consist of the Regional/National Incident Commander and a deputy. As necessary, these other positions should be staffed:

• 
Assistant RIC/NIC, Logistics

• 
Assistant RIC/NIC, Planning

• 
Assistant RIC/NIC, Finance/Administration

• 
RIC/NIC Critical Resources Unit Leader (RUL)

• 
RIC/NIC Situation Unit Leader (SUL)

• 
RIC/NIC Information Officer (IO)

• 
RIC/NIC Liaison Officer (LO)

• 
RIC/NIC Law Specialist

The Regional/National Incident Command does not, in any way, replace the on-scene incident ICS organizations or functions.   The above positions, if established, are strictly related to the RIC/NIC. Tactical operations continue to be directed at the on-scene IC/UC Ievel.

RIC/NIC Reporting Relationships.   It is envisioned that the role of Regional Incident Commander or National Incident Commander will be filled by a Flag Officer (or their designee) with the ability to set priorities and objectives on behalf of the entire Coast Guard. When established, the RIC reports through the District and Area Commanders to the

Commandant. When a National Incident Command is established, the designated NIC will normally be the Area Commander. When the NIC is not the Area Commander, the NIC will report directly to the Area Commander in whose Area Of Responsibility (AOR) the incident occurred. Maintenance and Logistics Command (MLC) Commanders shall support the RIC/NIC organization as directed by the Area Commander.

In the rare instance where the Commandant designates a National Incident Commander at Headquarters to manage an event that impacts the entire Coast Guard (for example: Y2K or a nationwide electronics systems failure), the NIC reports directly to the Commandant while maintaining close liaison with the Area Commanders.

Regional Incident Command / National Incident Command Organization

An organization chart showing the basic RIC/NIC is:
























Note:  NIIMS Area Command includes an Aviation Coordinator position.  This position was intentionally left out.  The RIC/NIC can add the position anytime they determine a need for special aviation coordination.

REGIONAL AND NATIONAL INCIDENT COMMAND POSITION CHECKLISTS

REGIONAL/NATIONAL COMMANDER (Single – Unified RIC/NIC Command).  The RIC/NIC Commander is responsible for providing the overall direction to the on-scene IC(s). This responsibility includes ensuring that conflicts are resolved, incident objectives are established and strategies are selected for the use of critical resources. The RIC/NIC has the responsibility of coordinating with the Regional and National UC, as follows:

1. 
Provide briefings to the Commandant (and Area Commander if applicable), and obtain feedback regarding Coast Guard expectations, concerns, and constraints.

2. 
If operating within a UC, develop a working agreement with all participants to employ the National Interagency Incident Management System (NIIMS) ICS as the response management system (If possible, this should be worked out well in advance).


3. 
Assess the incident potential and ensure the RIC/NIC infrastructure is capable of meeting response objectives.


4. 
Set the stage for accomplishment of best response, by providing clear understanding of Coast Guard expectations, intentions, and constraints.

5. 
Provide overall direction and strategic and overarching logistical management of the incident(s), including setting of overall objectives.


6. 
Ensure that the response addresses the priorities and direction set by the RIC/NIC.


7. 
Establish priorities for assignment and demobilization of critical resources.


8. 
Assign and approve demobilization of critical resources.


9. 
Establish/approve policy for release of information to the media, the public, etc.


10. Serve as public spokesperson for the overall crisis response.


11. Manage staff to ensure the ICs are supported.

DEPUTY REGIONAL/NATIONAL COMMANDER

1. 
Assist the RIC/NIC in executing his/her responsibilities.


2. 
Provide incident-specific subject matter expertise to the RIC/NIC.


3.
Oversee and facilitate the overall operation of the RIC/NIC staff on behalf of the RIC/NIC.

RIC/NIC LIAISON OFFICER (LO)

1. 
Establish liaison, as needed, with representatives of assisting and cooperating agencies. This will often be with the same agencies represented at the IC level, but will typically be a link to a more senior organizational level than that represented on-scene.

2. 
Establish liaison, as needed, with stakeholders: environmental, economic, and political. There may be some stakeholders that, because of their wide area influence, organization, and interest, will desire representation at both the IC level and at the RIC/NIC level. It is expected, however, that the majority of stakeholder service and support will be handled at the IC level.


3. 
Monitor and support as requested, the IC’s LO(s) efforts to establish strong ties to assisting/cooperating agencies and stakeholders.


4. 
Oil and HAZMAT spills: as necessary, work with the National Response Team (NRT)/Regional Response Team (RRT) to identify and resolve issues and concerns. Keep the NRT/RRT informed of incident status and seek their support.


5. 
Monitor and measure stakeholders’ and assisting and cooperating agencies’ perception of the effectiveness of the response and keep the RIC/NIC and staff advised.


6. 
Liaise with all investigating agencies, supporting their activities so as to provide for best possible progress without interference with the incident response. Coordinate site visits with the IC(s). As much as possible, the RIC/NIC will deal with all investigating agencies in an effort to reduce/minimize impact on the ICs.

RIC/NIC INFORMATION OFFICER (IO)

1. 
Provide rapid and accurate information on the incident to the media and other interested parties. Normally, detailed information regarding response specifics will be referred to and handled by the appropriate IC’s IO. The RIC/NIC IO will generally provide information on overall progress and status of the response from a regional or national perspective.


2. 
Identify and communicate to RIC/NIC staff the RIC/NIC policy and procedures for release of information.


3. 
If appropriate, establish the RIC/NIC Joint Information Center (JIC), as directed by the RIC/NIC.


4. 
Coordinate with the IC’s IO(s) to obtain information and to ensure consistency.


5. 
Observe and support as requested, the IC’s IO(s) efforts to establish strong and effective public information services.


6. 
Monitor and measure public and media perception of response effectiveness and keep the RIC/NIC and staff advised.


7. 
Schedule and keep the RIC/NIC and staff informed of news releases, press conferences, town meetings, etc., to be conducted at the RIC/NIC level.


8. 
Prepare material and coordinate the conduct of press conferences, town meetings, etc. Provide speaker preparation and coaching to members of the RIC/NIC staff.


9. 
Carry out the protocol function for visiting dignitaries, including coordination and conduct of briefs and site visits. As much as possible, the RIC/NIC will deal with all VIPs in an effort to reduce staff load at the IC(s) level.

RIC/NIC LAW SPECIALIST


1. 
Advise the RIC/NIC on legal issues.


2. 
Establish links with the Responsible Party (RP), state, and other applicable legal representatives.  This is primarily a responsibility during Spills of National Significance (SONS).


ASSISTANT RIC/NIC, PLANNING

The Assistant RIC/NIC, Planning is responsible for collecting information from incident management teams in order to assess and evaluate potential conflicts in establishing incident objectives, strategies, and the priority of critical resources, as follows:

1. 
Under the direction of the RIC/NIC, facilitate/conduct RIC/NIC staff meetings. Be the process facilitator


2. 
Review for consistency, the IC(s) Incident Action Plans (IAP). Ensure that the IC(s) are adequately and appropriately anticipating and preparing for future response needs as well as the next operational period. Brief IAP(s) to RIC/NIC and staff.


3. 
In consultation with the Assistant RIC/NIC for Logistics, the Resources Unit Leader (RUL) (if assigned), and the Situation Unit Leader (SUL), recommend to RIC/NIC the incident priorities.


4. 
In consultation with the Logistics, Resources Unit (if assigned) and Situation Unit Leaders, recommend to the RIC/NIC the assignment and demobilization of critical resources.


5. 
Prepare and distribute the RIC/NIC policies, procedures and decisions to the RIC/NIC staff and the on-scene ICs. Maintain a record of all these documents.


6. 
Develop/assemble the National/Regional Incident Command Operating Guide (RIC/NIC OG). The RIC/NIC OG should include the following:


a. 
RIC/NIC Overall Incident Objectives.

b. 
Critical Resources (Critical Resources are any piece of equipment or personnel with technical or subject matter expertise, or other capabilities requested by the IC(s) that are in high demand or short supply and essential for the proper execution of tactical actions at the incident as applicable).


c. 
Incident Priorities (as applicable to critical resources).


d. 
RIC/NIC Staff Organization Chart, showing names and assigned positions of all participants.


e. 
RIC/NIC Staff Meeting and Briefing Schedule; including the schedule for phone calls and the meeting of the RIC/NIC with the IC(s).


f. 
RIC/NIC Communication Plan should identify how the RIC/NIC staff is able to communicate with the IC(s) and others.


g. 
RIC/NIC Information Plan


h. 
Unusual situation and emergency procedure reporting


i. 
24-hour watch procedures


j. 
As needed, RIC/NIC policy, procedures and decisions


7.
Develop briefing paper(s) on incident specific issues and concerns. Issues and concerns are matters raised in the course of the response that the RIC/NIC desires to have researched or discussed as an aid to fully understanding the issue. Issues will be summarized in a briefing paper (ideally less than one page; no more than two pages) and included in the RIC/NIC OG for the information of RIC/NIC Staff and IC(s).

RIC/NIC SITUATION UNIT LEADER (SUL)

1. 
Develop and implement procedures for establishing and maintaining current, the “common operational picture” for the RIC/NIC and staff. This includes proactive intelligence gathering from all RIC/NIC staff elements and the IC(s) SULs.


2.
Maintain current situation status displays.


3. 
Prepare incident situation information for support of, and use in, briefing documents and presentations.


4. 
Support/assist the Assistant RIC/NIC, Planning, with developing recommendations for establishing priorities and assigning/demobilizing critical resources.


5. 
As required by RIC/NIC, provide frequent/timely incident status updates to Coast Guard Headquarters, the parent Coast Guard District, and other agencies and entities.

RIC/NIC RESOURCES UNIT LEADER (RUL)

1. 
Maintain resource status for all critical resources. This will require regular contact with on-scene RULs to ensure that resource status is current. Also, track RIC/NIC Staff and resources that directly support the staff.


2. 
Support/assist the Assistant RIC/NIC, Planning in developing recommendations for establishing priorities and for assigning and demobilizing critical resources.


3. 
Working with the ICs, submit critical resource needs to the Assistant RIC/NIC, Logistics.


4. Coordinate with the Assistant RIC/NIC, Finance/Administration, to track overhead/costs for RIC/NIC and provide to the Assistant RIC/NIC, Finance/Administration.

ASSISTANT RIC/NIC, LOGISTICS

The Assistant RIC/NIC, Logistics, is responsible for providing facilities, services, and materials at the RIC/NIC Command level and for ensuring effective use of critical resources and supplies among the incident management teams, as follows:

1. 
Provide facilities, services, communications capabilities and administrative supplies for the RIC/NIC organization.


2. 
Obtain specialists and RIC/NIC staff support, as requested.


3. 
Establish liaison with IC(s) Logistics Section(s)so as to identify critical resources.


4. 
Support/assist the Assistant RIC/NIC, Planning, in developing recommendations for establishing priorities to govern the assignment of critical resources and to develop recommended assignment/demobilization of critical resources.


5. 
As necessary, provide for identification and acquisition of national level response resources needed by the IC(s). Track critical resources from time ordered to check-in.


6. 
When directed by the RIC/NIC, take charge of expanded supply network to support the IC(s).


7. 
Develop the RIC/NIC Communication Plan (should identify how the RIC/NIC staff is able to communicate with the IC(s) and others).

8. 
Track national/international resources until they arrive at the scene and are turned over to the cognizant incident RUL.


9. 
Coordinate directly with the Assistant RIC/NIC, Finance/Administration, for procurement and accounting purposes.

ASSISTANT RIC/NIC, FINANCE/ADMINISTRATION

1. 
Track and document total response costs.


2. 
Ensure that response costs are managed within the established financial ceilings and guidelines. Coordinate ceiling adjustments.


3. 
For oil and hazardous materials incidents: keep the RIC/NIC advised as to the impact on the Oil Spill Liability Trust Fund (OSLTF) or CERCLA Fund and potential/projected time for reaching liability limits of the RP.


4. 
For oil spills only: Establish a Pollution Removal Funding Authorization (PRFA) or other interagency agreements and ensure compliance with all cost documentation requirements of interagency fiscal agreements.


5. 
For oil spills: Coordinate the overall processing of claims with the RP and IC(s).

Appendix 14

Definitions and Acronyms

Definitions

Airborne Exposure Limit (AEL) - Personnel working without protection from the inhalation of agent vapors in areas where agent may be present will not be exposed to concentrations exceeding the AEL.  The permissible time weighted average airborne exposure concentration for an 8 hour day of a 40 hour week.
Biological Agents - The FBI WMD Incident Contingency Plan defines biological agents as microorganisms or toxins from living organisms that have infectious or noninfectious properties that produce lethal or serious effects in plants and animals.

Breakthrough - When a chemical permeates to the point where it can be detected on the inside of the barrier material.

Breakthrough  Time - The time it takes a given chemical to permeate a barrier material.

Chemical Agents - The FBI WMD Incident Contingency Plan defines chemical agents as solids, liquids, or gases that have chemical properties that produce lethal or serious effects in plants and animals. 

Consequence Management - FEMA defines consequence management as measures to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of terrorism. 

Contamination - The deposit and/or absorption of chemical, biological or radiological agents on personnel or materials.

Credible Threat - The FBI conducts an interagency threat assessment that indicates that the threat is credible and confirms the involvement of a WMD in the developing terrorist incident.

Crisis Management - The FBI defines crisis management as measures to identify, acquire, and plan the use of resources needed to anticipate, prevent, and/or resolve a threat or act of terrorism. 

Decontamination - The removal and/or neutralization of chemical, biological or 
radiological contamination from personnel and material.

Domestic Emergency Support Team (DEST) - PDD-39 defines the DEST as a rapidly deployable interagency support team established to ensure that the full range of necessary expertise and capabilities are available to the on-scene coordinator.  The FBI is responsible for the DEST in domestic incidents. 

ED50 - The dose that will predictably cause effects in 50% of those exposed.  

EDMIN - The dose that will predictably cause minimal effects in 50% of those exposed.  

Immediately Dangerous to Life and Health (IDLH) - As defined by the National Institute of Occupational Safety and Health (NIOSH), IDLH is the maximum airborne concentration “from which one could escape within 30 minutes without any escape impairing symptoms or any irreversible health effects.”  
Lead Agency - The FBI defines lead agency, as used in PDD-39, as the Federal department or agency assigned lead responsibility to manage and coordinate a specific function - either crisis management or consequence management.  Lead agencies are designated on the basis of their having the most authorities, resources, capabilities, or expertise relative to accomplishment of the specific function.  Lead agencies support the overall Lead Federal Agency during all phases of the terrorism response. 

Level A - Level A protection should be employed when the highest level of both skin and respiratory protection is required; when there is a high liquid splash potential;  when there is a toxic vapor hazard;  when the chemical agent is unidentified.  Level A requires a completely encapsulating, gas/vapor proof chemical resistant suit;  a self-contained breathing apparatus (SCBA) or positive pressure supplied air respirator with escape SCBA;  both outer and inner chemical resistant gloves;  and chemical resistant boots, with steel toe and shank.
Level B - Protection used when the highest level of respiratory protection is required and a lesser level of skin protection is required.  It is also used in an oxygen-deficient atmosphere, or when an incompletely identified chemical agent presents no skin hazard.  Level B requires hooded chemical resistant clothing;  positive pressure full-face piece self-contained breathing apparatus (SCBA) or positive pressure supplied air respirator with escape SCBA;  both outer and inner chemical resistant gloves;  and chemical resistant boots, with steel toe & shank.
Level C - Level C protection is used when the chemical agent presents no liquid splash or direct contact hazard to exposed skin;  when an air respirator can remove all contamination from the air;  when concentrations of the contaminant are below IDLH; and when the air purifying respirator criteria for the particular target agent are met.  Level C includes hooded chemical resistant clothing;  NIOSH-approved full-face or half mask air purifying respirator;  both outer and inner chemical resistant gloves;  and chemical resistant boots.

Level D - Level D is the normal work uniform and provides only minimal protection.  It affords no respiratory protection, only minimal skin protection, and basically only protects against dirt.  Level D should be used when there is no known atmospheric contamination above PEL/TWA and there is no possibility of skin contamination.  OSHA Level D mandatory components include the wearing of coveralls, chemical resistant boots or shoes with steel toe and shank, and safety glasses or chemical splash goggles.

Nuclear Weapons - The Effects of Nuclear Weapons (DOE, 1977) defines nuclear weapons as weapons that release nuclear energy in an explosive manner as the result of nuclear chain reactions involving fission and/or fusion of atomic nuclei. 

Permeable - Allowing passage of fluids.
Permeated Contamination - Contamination which has either penetrated the surface or been absorbed into the material, making decontamination more difficult and labor intensive.

Permissible Exposure Limit (PEL) - The Time Weighted Average (TWA) concentration at which 95% of exposed healthy adults will suffer no adverse effects over an 8-hour/day shift of a 40 hour work week.  PELs are expressed in either ppm or mg/m3.   PELs are enforceable by law, whereas TWAs are recommended limits.  
PPE - Personal Protective Equipment.
Recommended Exposure Limit (REL) - The time weighted average (TWA) concentration that should not be exceeded during a ten hour work day during a 40 hour week.  

SCBA - Self-Contained Breathing Apparatus.

Surface contamination - Contamination, which remains on top of a material making it accessible to the decontaminant and easily removed or neutralized.

Threshold Limit Value/Time Weighted Average (TLV/TWA) - The maximum airborne concentration of a material to which an average healthy person may be repeatedly exposed for eight hours each day , forty hours each week, without suffering adverse effects.  TLV/TWA are expressed in either ppm or mg/m3.  

Threshold Limit Value/Short Term Exposure (TLV/STEL) - The 15 minute time weighted average exposure which should not be exceeded at any time, nor repeated more than four times daily with a 60 minute rest period between each STEL exposure.  Those short term exposures can be tolerated without suffering irritation, chronic or irreversible tissue damage, or narcosis of a sufficient degree to increase the likelihood of accidental injury, impairing self rescue, or reducing worker efficiency.  TLV/STEL are expressed in either ppm or mg/m3.  

Threshold Limit Value - Ceiling (TLV-C) -  The concentration in air that should not be exceeded during any part of the working exposure.  Ceiling limits may supplement other limits or may stand alone.  
Terrorist Incident - The FBI defines a terrorist incident as a violent act, or an act dangerous to human life, in violation of the criminal laws of the United States or of any State, to intimidate or coerce a government, the civilian population, or any segment thereof in furtherance of political or social objectives. 

Time - weighted average - A time-integral of the instantaneous exposure (such as, the cumulative concentration) divided by the length of time for the exposure period.  There are basically four methods for estimating time weighted average exposure.  Adequate distribution models must be used to represent the exposure to the target populations using all methods.  The four methods are as follows:


a.
Full-period single samples.

b.
Full-period consecutive samples.

c.
Partial-period consecutive samples.

d.
Grab samples.

Vapor Density - Vapor density is the ratio of the density of any gas or vapor to the density of air, under the same conditions of temperature and pressure.  It is a measure of how heavy the vapor is in relation to the same volume of air.  Vapor density helps in estimating how long an agent will persist in valleys and depressions.  The higher the vapor density, the longer the vapor will linger in low-lying areas.  

Vapor Pressure - Vapor pressure is the pressure exerted by a vapor when a state of equilibrium exists between the vapor and its liquid (or solid) state.  It is the pressure in a closed space above a substance when no other gas is present.  Vapor pressure varies with temperature, so the temperature must be stated to determine vapor pressure.  At any temperature any liquid (or solid) will have some vapor pressure, however small.  Substances with high vapor pressure evaporate rapidly.  Those with low vapor pressure evaporate slowly.  The impact of vapor pressure on the rate of evaporation makes vapor pressure a very important property. (Pg 92) Potential Military Chemical/Biological Agents and Compounds Headquarters, Departments of the Army, Navy and Air Force, 12 December 1990.

Volatility - Volatility is the weight of vapor present in a unit volume of air, under equilibrium conditions, at a specified temperature.  It is a measure of how much material (agent) evaporates under given conditions.  The volatility depends on vapor pressure.  It varies directly with temperature.  
Weapon of Mass Destruction (WMD) - Title 18, U.S.C. 2332a, defines a weapon of mass destruction as (1) any destructive device as defined in section 921 of this title, [which reads] any explosive, incendiary, or poison gas, bomb, grenade, rocket having a propellant charge of more than four ounces, missile having an explosive or incendiary charge of more than one-quarter ounce, mine or device similar to the above; (2) poison gas; (3) any weapon involving a disease organism; or (4) any weapon that is designed to release radiation or radioactivity at a level dangerous to human life. 
Acronyms
United States Federal Agencies

ATSDR
Agency for Toxic Substances and Disease Registry

COE
U.S. Army Corps of Engineers

DOC
Department of Commerce

DOD
Department of Defense

DOE
Department of Energy

DOF
Department of Forestry

DHHS
Department of Health and Human Services

DOI
Department of the Interior

DOJ
Department of Justice

DOL
Department of Labor

DOS
Department of State

DOT
Department of Transportation

EPA
Environmental Protection Agency

FEMA
Federal Emergency Management Agency

INS
Immigration and Naturalization Service

MARAD
Maritime Administration

MMS
Minerals Management Service

NIOSH
National Institute for Occupational Safety and Health 

NMFS
National Marine Fisheries Service

NOAA
National Oceanic and Atmospheric Administration

NTSB
National Transportation Safety Board

NPS
National Parks Service

OSHA
Occupational Safety and Health Administration

USCG
United States Coast Guard

USCS
United States Customs Service

USDA
United States Department of Agriculture

USFWS
United States Fish and Wildlife Service

USGS
United States Geological Survey

USSS
United States Secret Service

United States Coast Guard

AirSta
Air Station

ANT
Aids to Navigation Team

AST
Atlantic Strike Team

CC
Command Center

CO
Commanding Officer

CCGD7
Commander Seventh Coast Guard District

COTP 
Captain of the Port

DRAT
District Response Advisory Team

FOSC
Federal on-Scene Coordinator

GRU
Group

GST
Gulf Strike Team

LE
Law Enforcement

MIDET
Marine Inspection Detachment

MIO
Marine Inspection Office

MLC
Maintenance and Logistics Command

MSC
Marine Safety Center

MSD
Marine Safety Detachment

MSO
Marine Safety Office

NPFC
National Pollution Funds Center

NRC
National Response Center

NSF
National Strike Force

NSFCC
National Strike Force Coordination Center

OCMI
Officer in Charge of Marine Inspection

PIAT
Public Information Assist Team

POLREP
Pollution Report

PST
Pacific Strike Team

SAR
Search and Rescue

SC
SAR Coordinator

SMC
SAR Mission Coordinator

STA 
Small Boat Station

Federal Declared Disaster

AO
Action Officer

CDRG
Catastrophic Disaster Response Group 

DCE
Defense Coordinating Element

DCO
Defense Coordinating Officer

DFA
Direct Federal Assistance

DFD
Disaster Finance Division

DFO
Disaster Field Office

DRC
Disaster Recovery Center

DRM
Disaster Recovery Manager

ERT 
Emergency Response Team 

ERT-A
Advanced Emergency Response Team

ESF
Emergency Support Function

ESF #1
“Transportation” Annex of the Federal Response Plan

ESF #10
“Hazardous Materials” Annex of the Federal Response Plan

EST
Emergency Support Team

FAO
Federal Assistance Official

FCO
Federal Coordinating Officer

FOS
Federal Operations Support

FRP
Federal Response Plan

IST
Incident Support Team

MA
Mission Assignment

MAC
Mission Assignment Coordinator

NEMIS
National Emergency Management Information System

NSSE
National Special Security Event

OFA
Office of Federal Assistance

PO
Project Officer

RETCO
Regional Transportation Coordinator

RFA
Request for Federal Assistance Form

ROC
Regional Operations Center

RRIS
Rapid Response Information System

SAO
State Approving Official

SCO
State Coordinating Officer

SERL
Special Event Readiness Level

TA
Technical Assistance

USAR
Urban Search and Rescue

Miscellaneous

ABS
American Bureau of Shipping

AC
Area Committee

ACP
Area Contingency Plan

ALC
Advisor and Liaison Coordinator

ANSI
American National Standards Institute

AOR
Area of Responsibility

API
American Petroleum Institute

ATP
Authorization to Proceed

BBL
Barrels

BOA
Basic Ordering Agreement

BPD
Barrels per Day

CAC
Crisis Action Center

CB
Chemical and Biological

CP
Command Post

CPN
CERCLA Project Number

CT 
Cargo Tank

DCO 
Discharge Cleanup Organization

DNV
Det Norske Veritas (Colby Classification Society)

EIS 
Environmental Impact Statement

EOC
Emergency Operations Center

EPIRB
Emergency Position Indicating Radio Beacon

ERT
Environmental Response Team

FP
Flash-point

FPN
Federal Project Number

FRP
Facility Response Plan

GT
Gross Tons

GIS
Geographic Information System

HAZWOPER
Hazardous Waste Operations

HMO
Hazardous Materials Officer

IAG
Inter-Agency Agreement

IAP
Incident Action Plan

IC
Incident Commander

ICC
Incident Command Center

ICP
Incident Command Post

ICS
Incident Command System 

IDLH
Immediately Dangerous to Life or Health

ITOPF
International Tankers Oil Pollution Federation

JDT
Joint Design Team

JIC
Joint Information Center

JIT
Joint Information Team

JOC
Joint Operations Center

JRT
Joint Response Team

LEPC
Local Emergency Planning Committee

LOA 
Length Over All

LOC
Letter of Compliance

MARLOG
Marine Logistics

MASS
NOAA Modeling & Simulations Studies Team

MSDS
Material Safety Data Sheet

MSRC
Marine Spill Response Corporation

MTR
Marine Transportation-Related

NM
Nautical Mile 

NRDA
Natural Resource Damage Assessment

NRS
National Response System

NRT
National Response Team

NWS
National Weather Service

OSLTF
Oil Spill Liability Trust Fund

OSC
On-Scene Coordinator

OSRO
Oil Spill Removal Organization

OSRV
Oil Spill Response Vessel

PIC
Person in Charge

PIO
Public Information Officer

PLEM
Pipeline End Manifold

PPE
Personal Protective Equipment

PREP
Preparedness for Response Exercise Program

QI
Qualified Individual

RP 
Responsible Party

RRC
Regional Response Center

RRT 
Regional Response Team

SCAT
Shoreline Cleanup Assessment Team

SCBA
Self Contained Breathing Apparatus

SERC
State Emergency Response Commission

SITREP
Situation Report

SMT
Spill Management Team

SOHO
Safety Officer

SOSC
State On-Scene Coordinator

SOP
Standard Operating Procedures

SPM
Single Point mooring

SSC
Scientific Support Coordinator

SUPSALV
U.S. Navy Supervisor of Salvage

UC 
Unified Command

UCS
Unified Command System

USC 
United States Code

WMD
Weapons of Mass Destruction

Acts / Documents

ACP
Area Contingency Plan

CERCLA
Comprehensive Environmental Response, Compensation, and 


Liabilities Act

CWA
Clean Water Act

FRERP
Federal Radiological Emergency Response Plan

FRP
Facility Response Plan

FRP
Federal Response Plan

FWPCA
Federal Water Pollution Control Act

NCP
National Contingency Plan

OPA 90
Oil Pollution Act of 1990

PDD
Presidential Decision Directive

RCRA
Resource Conservation and Recovery Act

SARA
Superfund Amendments and Reauthorization Act

Stafford Act
Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended (42 U.S.C. 5121, et seq.)

VRP
Vessel Response Plan

Fact Sheets









INFORMATION PAPER

SUBJECT:  Fort Leonard Wood, Missouri (FLW) and the Maneuver Support Center (MANSCEN)

1.  PURPOSE:  To provide information to the Office of the Secretary of Defense for Reserve Affairs (OSD-RA) on Fort Leonard Wood, Missouri and MANSCEN. 

2.
FACTS:

a. In 1997 the Commander, Training and Doctrine Command, General William Hartzog, directed the Chemical, Military Police, and Engineer Schools to combine functions as much as possible. Consolidation was to be the rule; collocation was to be the exception. The following paragraphs describe the resulting MANSCEN/USAES structure as they relate to organizations and functions, which are traditionally, embedded within individual TRADOC schools.  In 1999 USAES became a major mission element of the new U.S. Army Maneuver Support Center (MANSCEN).  The leadership and staff of the School, working with their counterparts in the U.S. Army Chemical School and the U.S. Army Military Police School, moved Fort Leonard Wood into a new era as a major integrating center. The activation of the MANSCEN in October 1999 completed a three-year effort to transform the installation into a multi-discipline, multi-service center of excellence.  The Commanding General (CG), MANSCEN is dual-hatted as the Commandant, U.S. Army Engineer School. As such, all primary MANSCEN organizations report directly to him within his role as CG.

b. The Directorate of Training Developments (DOTD) and the Directorate of Combat Development (DCD) are now separate MANSCEN organizations reporting to the MANSCEN commander. The DOTD has three engineer-specific divisions: Warrior (institutional training), Warfighter (collective training), and WarMod (new equipment training). They perform essentially the same functions as when they were embedded within the USAES. The DCD has three branch-specific departments: Engineer, Chemical and Military Police. The Maneuver Support Battle Lab does not have specific branch cells in its organizational structure. The Battle Lab structure reflects the three major efforts of the lab: the Mechanized Force/DCX, the Light Force/JCF, and the Brigade Combat Team.


c. Maneuver Support Center Organizations


•
Directorate of Training Development

-  Department of Development Support

-  Warfighter Department 

- WarMod Department  

-  Warrior Department

•
Directorate of Common Leader Training

•
Directorate of Combat Developments

     -  Chemical Division

     -  Engineer Division

     -  Military Police Division

     -  Program Integration Division

     -  Robotic Division

     - Simulations and Analysis Center 

•
Maneuver Support Battle Lab 

•
MANSCEN NCO Academy

•
MANSCEN Safety Office

•
MANSCEN Homeland Security Office
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d. The mission of the Chemical School is to protect the force and allow the Army to fight and win against a Nuclear/Biological/Chemical (NBC) threat.  The school will develop doctrine, equipment and training for NBC defense, which serves as a deterrent to ANY adversary possessing weapons of mass destruction.  The school will also provide the Army with the combat multipliers of smoke, obscurant and flame capabilities.


e. The School and MANSCEN host and support a great amount of the NGB WMD-CST training.  The type of centralized courses presented are: Emergency Assessment and Detection; Basic Chemistry; Advanced Live Saving at a Hazardous Material Incident; Hazardous Material Incident Management; Hazardous Material Operating Site Practices; Modeling 101 (JACE/CATS); Medical Effects of Ionizing Radiation; and Initial Collective Training.
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f.  
The Chemical Defense Training Facility (CDTF) at Fort Leonard Wood, Mo, conducts tough, realistic and doctrinally accurate chemical defense training (detection, identification and decontamination) for attending U.S. and allied military forces as well as special governmental and civilian service agencies.  CDTF plays a vital role in DoD’s efforts to increase personnel survivability in toxic chemical agent environments. Specifically, the CDTF is DoD’s only toxic chemical nerve agent (GB and VX) training facility.  The CDTF staff trains Army, Navy, Air Force, and Marine Corp personnel; DoD civilians; and Allied Nation Military Personnel.  The Facility’s operational design is unique.  The Facility’s supporting engineer design and operational training concept supports the deliberate, but controlled release of pre-determined amounts of toxic nerve agents within eight indoor training bays. Modern and redundant engineering controls and chemical agent monitoring systems maintain agent vapor concentration levels below immediate danger to life and health (IDLH). 

INFORMATION PAPER

SUBJECT:  Aberdeen Proving Ground (APG)

1.  PURPOSE:  To provide the Office of the Secretary of Defense for Reserve Affairs (OSD-RA) information on Aberdeen Proving Ground (APG).

2.  FACTS:  

a.  Aberdeen Proving Ground, the Army’s oldest active proving ground, was established on October 20, 1917, six months after the United States entered World War I, to provide the military a facility where design and testing of ordnance materiel could be carried out in close proximity to the nation’s industrial and shipping centers.  The post officially opened on December 14, 1917, and the first gun was fired on January 2, 1918.  Aberdeen Proving Ground occupies more than 72,500 acres in Harford County, Maryland.  Its northernmost point is marked by the confluence of the Susquehanna River and the Chesapeake Bay.  On the south, it is bordered by the Gunpowder River.

b.  The installation comprises two principal areas, separated by the Bush River. The northern area is known as the Aberdeen Area, and the southern sector, formerly Edgewood Arsenal (established in November, 1917 – as a chemical weapons research, development and testing facility), is the Edgewood Area. The two areas were administratively combined in 1971. APG property not attached to the main installation includes the Churchville Test Site in Harford County and Carroll Island and Graces Quarters in Baltimore County.
c.  Aberdeen Proving Ground is home to more than 50 tenants and a host of satellite activities.  Among the major tenants are the U.S. Army Soldier, Biological and Chemical Command (APG’s parent command), U.S. Army Ordnance Center and School, U.S. Army Developmental Test Command, U.S. Army Aberdeen Test Center, U.S. Army Center for Health Promotion and Preventive Medicine, Northeast Region Civilian Personnel Operations Center, U.S. Army Medical Research Institute of Chemical Defense, Program Manager for Chemical Demilitarization, 203rd Technical Intelligence Unit, and major elements of the Army Research Laboratory.

d.  Known as the “Home of Ordnance,” APG has been training Army ordnance personnel since 1918.  The Army’s ordnance training was consolidated at the proving ground during World War II, and today the U.S. Army Ordnance Center and School provides mechanical maintenance training for more than 20,000 U.S. and foreign personnel each year.  The Ordnance Center and School is also the regimental headquarters for the Army’s Chief of Ordnance.  More than 7,500 civilians work at Aberdeen Proving Ground, and more than 3,900 military personnel are assigned there.  In addition, there are nearly 3,000 contractors and private business employees working on the proving ground.

e.  APG has more than 2,200 buildings with more than 15 million square feet of building space.  The post has more than 300 miles of improved roads, 30 miles of railroad and more than 567,000 square yards of airfield pavement.  Its electrical distribution systems totals nearly 2.25 million linear feet.  It has more than 215,000 linear feet of steam and hot water distribution lines.  The post has nearly 21,000 linear feet of gas distribution lines.  AP’s water distribution system can handle as much as 7 million gallons a day and its sewer facilities have a daily capacity of 4 million gallons.  The post operates a fleet of more than 1,000 vehicles of all types and sizes.

f.  During FY 1999, APG’s total expenditures were nearly $2.3 billion. Expenditures included an installation payroll of $545.4 million, of which $520.0 million was paid to employees who live in Harford County; $666.3 million on contracts, with $80.6 million awarded to companies in Harford County; and $171.7 million on other installation costs.  The total economic impact on the county (payroll and contracts) was $520.9 million.

g.  Weapons of Mass Destruction (WMD) Installation Preparedness (IP) is a program offered by APG to military units and responders.
      


(1) Overview:  The Weapons of Mass Destruction (WMD) Installation Prepared-ness (IP) program is a field-tested and proven process for preparing military installation emergency response personnel to respond to asymmetric attacks involving chemical, biological, radiological, and nuclear (CBRN) weapons. Through baseline assessment, planning assistance, training and exercises, and technical assistance, the WMD Installation Preparedness program provides a systematic crawl, walk, run approach toward preparedness. The program can be delivered in its entirety or in a modular fashion depending on each installation's unique requirements.
 

    
(2) Offered by the Homeland Defense Business Unit of the U.S. Army Soldier and Biological Chemical Command (SBCCOM), the IP program leverages the expertise of the Army's premier chemical/biological (CB) research facility—the Edgewood Chemical Biological Center—and the experience that was gained under the Domestic Preparedness program. These resources, combined with the practical experience and knowledge of both civilian and military CB agent experts, allows IP program leaders to constantly assess and refine the processes and curriculum to include the latest developments from the field.

    
(3) The WMD IP program has been successfully piloted at the Fort Bragg Army Base and Pope Air Force Base. The pilot's objective was to validate an approach for preparing key military installations against asymmetric attacks involving WMD. The pilot results convincingly illustrate that the IP program substantially reduced the impact of a WMD attack on mission (a 45% reduction in deployment delay), as well as the impact on installation operations. Further, Ft. Bragg was the first and only FORSCOM installation to receive a green rating in a WMD vulnerability assessment.


(4) Process:  The IP process consists of eight separate and distinct components that encompass assessment, training, planning, exercising, technical assistance, and sustainment. The program is conducted with mobile teams that go to the installation, thus promoting synergy and inter-operability among the military and civilian responders on the installation, as well as the mutual aid counterparts in the local, state, federal, and host nation communities.
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(5) Components


(a) Command Workshop.  The Command Workshop provides an overview of the WMD IP program and develops an awareness of the implications of a WMD incident on the installation and the effect on its mission.


(b) Baseline Assessment.  The Baseline Assessment component is a Chemical Weapons Tabletop Exercise that offers the installation an opportunity to determine what basic strengths and weaknesses exist within their emergency response system for dealing with a WMD incident. It also provides a built-in mechanism for measuring improvement throughout the process.

(c) Training.  Installation emergency responders receive up to six courses that provide comprehensive instruction on the WMD threat, recognizing signs and symptoms of CBRN material exposure, proper detection and identification, protection and decontamination techniques for handling CBRN materials, and medical management of casualties. Continuing Education Units (CEUs) are available for the courses. For additional information on training, please visit the Weapons of Mass Destruction Installation Protection Courses fact sheet.

(d) Planning Workshop.  The planning component involves either a review and refinement of existing installation response plans by SBCCOM WMD experts or joint development of response plans, if plans do not exist. WMD planning assistance is conducted during a facilitated workshop.

(e) Technical Assistance.  The Technical Assistance component compliments the planning, training, and exercise modules in the WMD Installation Preparedness process by filling in any technical voids that may exist. Technical Assistance includes vulnerability assessments of facilities to a WMD attack, equipment surveillance and maintenance, testing, and equipment consultations. Technical Assistance is dependent on the level of effort required.


(f) Chemical Weapons/Biological Weapons Tabletop Exercises.  This component offers tabletop exercises that will assist installation responders, local government officials, and mutual aid partners in gaining an understanding of the complications and unpredictability of an emergency response to a WMD incident and specifically, their role in the response. The tabletop exercises also serve to validate planning efforts and reinforce the training.


(g) Chemical Weapons Field Exercise.  The capstone effort, a chemical weapons field exercise component, is conducted to test all or some aspects of the installation's WMD response plan to the maximum extent possible. This exercise is tailored to meet the specific objectives of the installation. It provides a practical means to assess whether an installation's WMD response plan is executable in an effective and timely manner. It will also provide insight into required changes to the plan.


(h) Self-Sustainment.  SBCCOM's goal is to provide the installations with the planning, training, and exercise tools to become both proficient and self sufficient in WMD response. This is accomplished by conducting train-the-trainer courses and leaving behind all preparedness materials used in the process.


(i) The Best Defense.  The WMD Installation Preparedness program offered by SBCCOM combines over 80 years of the U.S. Army's best chemical and biological research and development assets with practical, real-world knowledge and experience with emergency responders. Presented in a groundbreaking format that combines modularity, portability, and repeatability, Installation Preparedness works to ensure the safety of our military and civilian personnel and has demonstrated a significant reduction on mission impact. Preparation is the best defense, and the WMD Installation Preparedness program is the tool of choice for strengthening responses to CBRN weapons of mass destruction incidents.

INFORMATION PAPER

SUBJECT:  52nd Ordnance Group

1.  PURPOSE: To provide information to the Office of the Secretary of Defense for Reserve Affairs (OSD-RA) on the 52nd Ordnance Group.  

2.  FACTS:  

a.  The 52nd Ordnance Group deploys trained and ready Explosive Ordnance Disposal (EOD) forces, and exercises command and control of EOD operations in support of the Army Service Component and Task Force Command.  They also provide support/assistance to civil authorities and Installation Commanders to detect, identify, render safe and dispose of unexploded ordnance, improvised explosive devices, and Chemical, Biological, Radiological, Nuclear, and high yield Explosives (CBRNE) incidents which threaten forces, citizens or operations in CONUS or OCONUS.  

b.  The 52nd Ordnance Group is composed of 1 Group Headquarters, 4 battalions and 39 companies.  The Group Headquarters is located at Fort Gillem, Georgia, with one of the battalions; one battalion is located at Fort Dix, New Jersey; one at Fort Sam Houston, Texas; and one at Fort Lewis, Washington.

c.  The capabilities of the 52nd EOD are multifaceted to include: identification and render-safe of foreign and U.S. military munitions (chemical, conventional and nuclear); disposal of munitions encountered; response and render-safe of terrorist improvised explosive devices (IED); response for WMD incidents; conduct training in military munitions and IED to law enforcement agencies and provide continuous support to the U.S. Secret Service and Department of State for VIP protection details.

d.  Each unit has a variety of bomb disposal tools and detailed classified procedures for handling U.S. foreign and terrorist munitions.  Their procedures are often classified and not releasable outside the DoD EOD channels.  Included in their equipment are robots for remote operations, special cannons and explosive shape charges, and a variety of EOD tool sets for specific munitions.  

INFORMATION PAPER

SUBJECT:  Reconnaissance/Decontamination (Recon/Decon) Company Capabilities

1.  PURPOSE: To provide information to the Office of the Secretary of Defense for Reserve Affairs (OSD-RA) on Reconnaissance/Decontamination Company Capabilities.

2.  FACTS:  

a.
The current recon/decon company has limited capability to conduct nuclear/

biological/chemical (NBC) reconnaissance.  Until the Joint Service Light NBC Reconnaissance Systems (JSLNBCRS) are produced, recon equipment is limited to common equipment found in Army units such as:  ACADA, CAM, M256 Chemical  Detector kits, hand held assays, etc.  The decontamination capability consists of either M12 Hvy Decon system or the M17 Light Weight Decon system.  Each 333L Co has 8 reconnaissance systems and 6 decontamination systems.  Current locations of 333L Recon Units:  Louisiana, Alaska, Washington (2 Cos), Nebraska (2 Cos), Alabama, Montana.  TAA 09 authorizes 18 additional 333L to activate by FY09.

b. 
The Services have long recognized the need to have a platform capable of detecting Nuclear, Biological, and Chemical agents.  To date, no integrated system exists that can detect all three.  The JSLNBCRS, if equipped with all planned sensors, will answer the mail. The Army platform version of the JBPDS will be the HMWWV.  The planned distribution of JSLNBCRS will be to all recon units that will activate IAW ARTSTRUC TAA007.   When funding becomes available, JSLNBCRS will replace existing platforms in recon units equipped only with HMWWVs--M8 on a stick.  JSLNBCRS will NOT replace the FOX recon vehicles.  The JSLNBCRS will be the Army's primary NBC recon platform used in support of light forces and non-forward areas.  The system will integrate into the overall reconnaissance and surveillance effort to either confirm or deny contaminated areas to support combat operations.  In rear areas, the system will monitor main supply routes, logistics bases, airfields, ports, and key command and control centers for NBC hazards.  These missions can occur during peace and war operations.  
c.  Technical Capability:

· Chemical Standoff Capability using the Joint Service Light Standoff Chemical Agent Detector (JSLSCAD).  

· Chemical Point Detection using the ACADA, CAM, and CBS Mass Spectrometer.

· Biological Detection using the JBPDS.

· Radiation Detection using the AN/VDR2/ADM-300.

· Surface sampler and glove ports.

· Shelter also includes:

-  Collective Protection

-  Environmental Control

-  Sample Refrigeration

-  Global Positioning System

-  HF and VHF communication

-  Meteorology Instrumentation

· C130 transportable (2 per sortie)

· 8 systems per recon/decon company and 24 systems per pure recon company.

· The Army will field JSLNBRS to new recon unit activations as required by TAA09.  Fielding should begin in FY 05.

INFORMATION PAPER

SUBJECT:  Technical Escort Unit (TEU)

1.  PURPOSE:  To provide information to the Office of the Secretary of Defense for Reserve Affairs (OSD-RA) on the Technical Escort Unit.  

2.  FACTS:

a.  The mission of the TEU is to conduct no-notice deployment to provide chemical and biological advice, verification, sampling, detection, mitigation, render safe, decontamination, packaging, escort and remediation of chemical and biological devices or hazards worldwide in support of crisis or consequence management and chemical and biological defense equipment, technical intelligence and doctrine development.

b.  The United States Army Technical Escort Unit provides the Department of Defense and other federal agencies with a unique, immediate response capability for chemical and biological warfare material. The Tech Escort missions include worldwide response for escorting, packaging, detection, and monitoring, rendering-safe, disposing, sampling, mitigating hazards and identifying weaponized and non-weaponized chemical, biological and hazardous material.

c.  This diverse unit originated in 1944 and is the longest continuously active military chemical unit in existence. Today, the Tech Escort Unit provides worldwide support to the Department of Defense, Federal Bureau of Investigation, State Department, Environmental Protection Agency, Federal Emergency Management Agency, Department of Energy, Department of Health, the United Nations, and other intelligence communities for chemical and biological munitions and material expertise during peace and war. The Tech Escort Unit also has supported the counterproliferation of chemical and biological munitions since 1988, which included the destruction of numerous chemical weapons in Iraq after Desert Storm.

d.  For more than 50 years, the Technical Escort Unit has maintained an impeccable safety record serving whenever called upon throughout the world. The unit’s most recent emergency responses include the Sarin-filled bomblets at Rocky Mountain Arsenal, Colo., the World War I munitions discovered in the Spring Valley housing development in Washington, D.C., and the World War II chemical agent identification sets discovered at the former 5th Field Marine Supply Depot at Mongmong, Guam. Other responses have included glass ampoules found at the Jackson, Miss. fairgrounds; a cache of buried biological bomblets at Wright Patterson Air Force Base in Ohio; bombs and chemical agent glass ampoules and grenades uncovered in New Jersey, and worldwide deployments in support of theatre commanders in chief, such as Operation Desert Fox in 1998 and numerous training exercises. The Technical Escort Unit has also provided on-site support to such events as the presidential political conventions, the NATO 50th Anniversary Conference, the World Trade Organization meeting, the Presidential Inauguration and the Presidential State of the Union addresses. These high visibility deployments in support of vital national security and public safety events illustrate Tech Escort’s reputation as a unique unit with proven capabilities and an impressive track record.

 e.  Tech Escort’s flexible, responsive, and ready expertise is requested by numerous federal agencies. Their unique, globally-deployable capabilities for identification, rendering-safe, and mitigating chemical and biological accidents and has earned them an internationally-recognized reputation. Most recently, the Technical Escort Unit has been called to respond to potential chemical biological incidents in the United States at national events, such as the Houston Energy Conference, State of the Union Address, Papal Visit to St. Louis, the Olympics, political party conventions, and at the Presidential Inauguration.

f.  Soldiers and civilians who work for Tech Escort require a wide varied of specialized training in explosive ordnance detection and monitoring equipment; HazMat; medical response; OSHA requirements; Department of Transportation packaging requirements; and Environmental Protection Agency regulations.

g.  The Tech Escort Unit has flexible protective clothing to safely and effectively conduct operations in hazardous environments. Appropriate response apparel ranges from bomb suits to fully encapsulated protective clothing with self-contained breathing apparatus, masks and chemical protection undergarments.

h.  Tech Escort uses sophisticated, mobile equipment to identify, sample and monitor chemical or biological elements that may be present. The team uses refrigerated transfer cases for medical, soil, air and water samples; biological and chemical agent identification equipment; and real time and laboratory confirmation monitoring equipment.

i.  To mitigate potential hazardous situations, the team uses an array of specialized equipment, such as foam mitigation spray back packs; portable nylon tents for non-fragmentation devices; kevlar tents for fragmentation devices; and appropriate explosive and agent overpacking devices.

 j.  Communications and information links are another element of the Tech Escort capabilities package. Portable satellite terminals provide worldwide voice, fax and data links with briefcase-sized, battery powered communications. These communications provide the team with on-the-scene expert assistance to determine chemical and biological origin; toxicology, and occupational information; and medical, legal and environmental remediation procedures.

k.  The US Army Technical Escort Unit has "cutting edge" as well as "tried and

true" equipment and technologies. To ensure that TEU has the best equipment for the job, we participate in numerous ongoing equipment research and development projects. Some examples of our current equipment capabilities are listed below. 


· Field Biological Warfare (BW) Agent Detection 

· Non-intrusive (without opening the container) Chemical Warfare (CW) Agent Detection 

· CW monitoring down to levels below TWA 

· Screening of unknowns with portable GC/MS 

· All matrix sampling, package, and transport of BW or CW materials 

· All levels of personal protective equipment (PPE) including OSHA Level A 

· Rebreather as well as conventional Self-Contained Breathing Apparatus (SCBA) 

· CW/BW environment Bomb Suit 

· State of the art CW/BW improvised explosive device (IED) blast mitigation 

· Inflatable Decon Tents 

· Foaming Decon capability 

· Various low and high penetration X-ray equipment, including real-time, filmless X-ray 

· Unexploded Ordnance (UXO) detection and survey 

· Secure worldwide communications systems 

· Extensive reference materials, and access to subject matter experts for all aspects of BW/CW 

· Radiation detection and survey instruments 

· UXO and IED render safe tools

· Mobile Munitions Assessment System (MMAS) provides a (RV) platform for various high-tech tools used in classifying military ordnance for proper handling, storage, and destruction.
INFORMATION PAPER

SUBJECT:  Federal Consequence Management Civilian Agencies

1.  PURPOSE:  To provide information to the Office of the Secretary of the Defense for Reserve Affairs (OSD-RA) on the Federal Government’s consequence management to a potential Weapon of Mass Destruction. 

2.  FACTS:

a.  Federal Emergency Management Agency (FEMA).  

(1) Urban Search and Rescue Team (USRT). The USRTs save lives and protect property from both natural and man-made catastrophic urban disasters.  USRTs have a limited HAZMAT capability.

      
(2) Rapid Response Information System (RRIS).  The RRIS is a database containing information on federal NBC response capabilities, NBC agents and munitions characteristics, and safety precautions.

b.  Department of Health and Human Services (DHHS).

      
(1) Metropolitan Medical Strike Team (MMST).  The MMSTs operate as a specially organized team.  Their capabilities include agent detection and identification, patient decontamination, triage and medical treatment, patient transportation to hospitals, and coordination with local law enforcement activities.  Twenty-seven teams have been initiated.  The federal government's goal is to develop MMSTs for the 100 most populous cities in the United States.


(2) National Medical Response Team (NMRT).  The NMRTs are composed of medical personnel. These teams are capable of agent identification, patient decontamination, triage and medical treatment in support of local health systems.  There are three NMRTs.


(3) Center for Disease Control and Prevention (CDC).  The CDC capabilities are epidemiological surveillance, biological agent identification, and public health consultation and response.


(4) Agency for Toxic Substance and Disease Registry (ATSDR).  The ATSDR provides consultation and advice on issues relating to the release, or threatened release of hazardous substances.


(5) Federal Drug Administration (FDA).  The FDA provides regional laboratory support and surveillance assistance in support of public health.


(6) Substance Abuse and Mental Health Services Administration (SAMHSA).  The SAMHSA provides mental health support and crisis counseling during emergencies.

c.  Federal Bureau of Investigation (FBI).


(1) National Domestic Preparedness Office (NDPO).  The mission of the NDPO is to coordinate federal domestic preparedness activities and to serve as a clearinghouse for information to state and local first responders. Working in conjunction with other federal agencies, the NDPO acts as a single point of contact for first responders to access information about and receive assistance from the multitude of federal domestic preparedness programs.


(2) Hazardous Materials Response Unit (HMRU).  The HMRU has specialized sampling, detection and identification capabilities of NBC agents.  Also equipped with a variety of personal protective (OSHA Levels A - C) and rescue equipment.


(3) Evidence Response Teams (ERTs).  The ERTs main functions are crime scene documentation and evidence collection in support of criminal investigations.  Some ERTs are HAZMAT trained.


(4) Critical Incident Response Group (CIRG).  These teams are specially assembled to conduct tactical and crisis management efforts.


(5) Intelligence Collection and Analysis.  The FBI has experts that contribute to and coordinate detailed interagency threat assessment activities.

d.  Environmental Protection Agency (EPA).


(1) On-Scene Coordinators (OSCs).  Under the authority of the National Contingency Plan, EPA OSCs coordinate all Federal containment, removal, and disposal efforts and resources during an incident.  EPA OSCs work with state, local and private responders to protect human health and the environment.  EPA has approximately 185 OSCs at 17 locations nation-wide that can provide access to EPA resources. (The United States Coast Guard also has OSCs for incidents in coastal areas.) 


(2)  Environmental Response Team (ERT).  EPA's ERT can provide 24-hour access to special decontamination equipment for chemical releases and advice to the OSC in hazard evaluation; risk assessment; multimedia sampling and analysis; on-site safety; clean-up techniques, and more.  The ERT has portable chemical agent instrumentation capable of detection and identification in the low and sub parts per million, as well as entry-level capabilities using Level "A" through "C" personal protective equipment.


(3) Radiological Emergency Response Team (RERT).  EPA's RERT can provide on-site monitoring and mobile laboratories for field analysis of samples, along with expertise in radiation health physics and risk assessment.  The RERT is accessible 24 hours per day.


(4) Environmental Radiation Ambient Monitoring System (ERAMS).  EPA operates ERAMS for monitoring radioactivity in samples of precipitation, air, surface water, drinking water and milk.  In the event of a radiological emergency, sampling at the approximately 260 monitoring sites can be increased to provide information on the spread of contamination.


(5) Radiation Environmental Laboratories.  EPA has two state-of-the-art radiological laboratories in Montgomery, Alabama, and Las Vegas, Nevada.  By quickly characterizing radiation sources, they can offer advice on how best to protect public health in emergency situations.


(6) EPA Research Laboratories.  EPA's 12 research laboratories offer programs in field monitoring, analytical support, and other technical support to quality assurance programs related to air, water, wastewater and solid waste.  Five of these laboratories are capable of deploying mobile units to a contaminated site for chemical and biological analysis.


(7) National Enforcement Investigations Center (NEIC).  EPA's NEIC offers expertise in environmental forensic evidence collection, sampling, and analysis; computer forensics and information management; and enforcement-related technical analysis.

e.  Department of Energy (DOE).


(1) Radiological Assistance Program (RAP).  The RAP provides the initial DOE radiological emergency response.  Under the RAP, there are several Radiological Assistance Teams (RATS) to assist in identifying the presence of radioactive contamination on personnel, equipment and property at the accident or incident scene.  These teams also provide advice on personnel monitoring, decontamination and material recovery.


(2) Radiation Emergency Assistance Center/Training Site (REAC/TS).  The REAC/TS provides 24-hour medical consultation on health problems associated with radiation accidents.  It also provides training programs for emergency response teams.


(3) Nuclear Emergency Search Team (NEST).  The NEST provides technical response to resolution of incidents involving improvised nuclear and radiological dispersal devices.  The team is able to search, locate and identify devices or material.


(4) Joint Technical Operations Team (JTOT).  The JTOT is a combined DoD and DOE team that provides technical advice and assistance to DoD.


(5) Aerial Measuring System (AMS).  The AMS provides helicopters and fixed wing aircraft to respond to radiological emergencies.  Its capabilities include aerial radiation surveys and search (gamma spectroscopy), real-time radiological aerial sampling, aerial photography survey and aerial multi-spectra scanning surveys.


(6) Atmospheric Release Advisory Capability (ARAC).  The ARAC provides real-time computer predictions of the atmospheric transport of radioactivity from a nuclear accident or incident.


(7) Federal Radiological Monitoring and Assessment Center (FRMAC).  The FRMAC coordinates federal off-site radiological monitoring and assessment activities for a nuclear accident or incident.


(8) Accident Response Group (ARG).  The ARG is the technical response group for US nuclear weapons accidents.  The team provides equipment and technical assistance for weapon damage, risk assessment, safe recovery, packaging, transportation and disposal of damaged weapons.

f.  Central Intelligence Agency (CIA).  


Weapons Intelligence, Nonproliferation and Arms Control Center.

INFORMATION PAPER

SUBJECT:  Military Assistance to Civil Authorities (MACA)

1.
Purpose:  To provide information on Military Assistance to Civil Authorities (MACA).  

2.  Background.  

a.  The Secretary of the Army is the Department of Defense Executive Agent for Military Assistance to Civil Authorities (MACA).  As the Executive Agent, the Secretary is responsible for eight standing missions which include domestic disaster relief, wild land fire fighting, civil disturbances, immigration emergencies, postal disruptions, animal disease eradication, DoD support for special events, and military assistance to safety and traffic.  As the Executive Agent, the Secretary oversees planning guidance and tasks DoD components to plan for and commit DoD resources in response to requests from civil authorities.  The Secretary of the Army can approve most requests for DoD support as Executive Agent.  There are several instances where the Secretary of Defense has retained approval personally.  These include:  Response to acts of terrorism, the use of military personnel for civil disturbance operations, support to law enforcement, and any request where the use of lethal force may be anticipated. 

b.  The Special Assistant to the Secretary of the Army, Military Support (SASA-MS), has been designated to provide policy oversight for MACA.  The Army General Council provides legal review or requests and appropriate DoD response.  The Director of Military Support (DOMS) serves as action agent, and ensures the performance of all planning and execution responsibilities of the DOD Executive Agent for MACA.  

c.  The United States Army continues to provide reliable and responsive support to civilian authorities.  The Army’s extensive experience in supporting civil authorities for peacetime disasters, national security emergencies, and special events enhances our homeland security, and has kept the U.S. Army in the forefront here at home.  Force projection requires the ability to respond quickly and decisively to global requirements, including those that occur within the United States and its possessions, by deploying and sustaining military forces that meet the requested needs of the President and the Secretary of Defense and other Federal Agencies.    

d.  Funding for DoD Civil Support is provided through two main funding sources.  

        (1) The Robert T. Stafford Disaster Relief and Emergency Assistance Act, (P.L. 93-288, as amended) authorizes the Federal Emergency Management Agency (FEMA) to reimburse DOD for assistance provided in support of recovery and mitigation efforts following Presidentially declared disasters and emergencies. 

        (2)  Federal agencies can also request DoD assistance under the Economy Act (31 USC 1535).  This act contains legal authority and reimbursement for one federal agency to provide support for another.  Instructions in orders explain the process for capturing support costs and requesting reimbursement from the requesting agency.  

3.  Military Support to Civil Authorities in FY 2001 and 2002.

 a.  FY 2001 MSCA:  In FY 2001, there were 116 approved Civil Support and Domestic Consequence Management missions executed.  These missions included 31 for the Federal Emergency Management Agency (FEMA), 9 for the National Archives and Records Administration (NARA), 15 for the National Interagency Fire Center (NIFC), 28 for the United States Secret Service (USSS), 15 for the Olympics, 5 for the Special Olympics, 3 for the Federal Bureau of Investigation (FBI), 2 for the Secretary of Defense, 1 each for the United States Capitol Police (USCP), the Secretary of the Army, the Department of Defense General Counsel, the United States Border Patrol, the Internal Revenue Service, the Department of Commerce , the State Police, and one other federal agency (classified).  

 b.  FY 2002 MSCA.  In FY 2002, (as of 28 March 2002), there were 57 approved Civil Support and Domestic Consequence management missions executed.  Missions thus far include 18 for the USSS, 11 for the USCP, 7 for the SECDEF, 7 for FEMA, 3 for the FBI, 2 for the DOJ, 2 for DOD, 2 for the USGS, and 1 each for Department of Treasury, Centers for Disease Control (CDC), the Senate, the House of Representatives, and the U.S. Postal Service.

4.  Summary.  Through Secretary of the Army Executive Agent oversight, DoD continues to provide reliable and responsive Military Support to Civil Authorities (MSCA).  The Army’s extensive experience in supporting civil authorities for peacetime disasters, national security emergencies, and special events enhances our homeland security through rapid, effective, and often extensive response in support of civil authorities.  Military Support to Civil Authorities complements our force projection capability by employing military occupational specialties in real world missions.

INFORMATION PAPER

SUBJECT:  Biological Integrated Detection System (BIDS)

1.  PURPOSE:  To provide information to the Office of the Secretary of the Defense for Reserve Affairs (OSD-RA) on the BIDS. 

2.  FACTS:

[image: image7.png]



BIDS components: 

Vehicle (M1097 HMMWV)

Shelter (S-788)

Generator (PU-801)

Bio Detection Suite

a.  Description: The BIDS consists of a shelter (S-788 Lightweight Multipurpose Shelter) mounted on a dedicated vehicle [M1097 (Heavy High Mobility Multipurpose Wheeled Vehicle) HMMWV] and equipped with a biological detection suite employing complementary technologies to detect large area biological attacks. The system includes a trailer-mounted 15-kw generator (PU-801) to provide electrical power. The BIDS Biological Detection Suite links aerodynamic particle sizing, flow cytometry, bioluminescence/fluorescence, mass spectrometry, and immunoassay technologies in a complementary, layered manner to increase detection confidence. To fill the urgent need for a biological detection system, yet field mature technologies, the BIDS has an evolutionary acquisition strategy. Initially, a non-developmental item (NDI) BIDS (M31), consisting of primarily off-the-shelf instrumentation, provided a limited manual detection/identification capability. This was being followed by a pre-planned product improvement (P3I) BIDS (M31A1) with an expanded and semi-automated detection/identification capability. Current integration of the Joint Biological Point Detection System (JBPDS) will provide a fully automated, objective BIDS (M31E2) with broad-spectrum biological detection/identification capability. 

b.  Use: The number of countries pursuing an offensive biological warfare program continues to increase. The priority of the U.S. Army's Biological Defense Program is to limit the effects of large area biological warfare attacks.  As a U.S. Army Corps level asset, the BIDS will mitigate the effects of large area biological warfare attacks during all phases of a campaign.  Individual BIDS are strategically employed throughout the Corps area to create a sensor array/network.  The BIDS network will be used for warning and confirming that a biological attack has occurred, will provide presumptive identification of the biological agent being used, and will produce a safely configured sample for later laboratory analysis.  The BIDS is C130 aircraft transportable, has roll-on/roll-off capability, and can operate in a dismounted role separate from its dedicated HMMWV. 

c.  Status: The BIDS was developed and produced at the U.S. Army Soldier and Biological Chemical Command, Aberdeen Proving Ground, Maryland. The NDI BIDS was fielded during FY96 and FY97. The P3I BIDS fielding was completed in February 2000. 

INFORMATION PAPER

SUBJECT:  Chemical Biological Rapid Response Team (CB-RRT)

1.  PURPOSE:  To provide the Office of the Secretary of Defense for Reserve Affairs (OSD-RA) information on the Chemical Biological Rapid Response Team (CB-RRT). 

2.  FACTS:

a.
The DoD CB-RRT is a deployable joint, total force national asset developed at Congressional direction (PL 104-201, Defense Against Weapons of Mass Destruction Act of 1996), for rapid response to incidents of domestic terrorism.  This team is capable of aiding Federal, State, and Local officials in mitigating effects of Weapons of Mass Destruction (WMD) containing chemical, biological, or related materials.  The CB-RRT also provides chemical-biological technical support to supported CINCs, Response Task Forces (RTF), and Joint Task Forces (JTF) in crisis or consequence management situations.  The CB-RRT task organizes to provide the appropriate level of graduated response and technical expertise for each situation.

b.
The DoD CB-RRT is an on-call team activated through the U.S. Army Soldier and Biological Chemical Command (SBCCOM) at Aberdeen Proving Ground, Maryland.  The CB-RRT has the capability to draw upon DoD agencies located across the continental United States.  The DoD CB-RRT is capable of performing its mission today, as demonstrated recently by its support to the Lead Federal Agency (LFA) during the Papal Visit and State of the Union Address.  The CB-RRT capability will continue to improve with the acquisition of equipment and with training of contributing organization.

c.
The CB-RRT will deploy to support the LFA and assist state and local officials and their emergency responders in the detection, neutralization, containment, dismantlement and disposal of weapons of mass destruction containing chemical, biological or related hazardous materials.  The CB-RRT is built upon the existing capabilities of the Technical Escort Unit’s Chemical Biological Response Teams, the Army’s unrivaled response teams, who have mastered the chemical and biological expertise in more than fifty-five years of service to this country.  To maximize response, the CB-RRT is organized to provide the appropriate level of graduated response and technical expertise.  The initial response is the deployment of the Technical Escort Unit’s Chemical Biological Response Team within four hours of notification and is augmented with Explosive Ordnance Disposal experts, analytical laboratory support, agent monitoring and medical advisory assets as required.

d.
Members of the CB-RRT are: U.S. Soldier and Biological Chemical Command which provides the Commander of CB-RRT and supporting staff elements for operations, logistics, environment, communications, legal, medical and public affairs; Technical Escort Unit which provides chemical/biological initial response with technical expertise to render safe, sample, monitor, detect, analyze, recover, decontaminate, transport, mitigate and advise; U.S. Army 52nd Ordnance Group which provides technical expertise in dealing with explosive components of a device; U.S. Army Medical Research Institute for Infectious Diseases, which provides technical expertise in biological pathogenesis, diagnosis, identification and decontamination of biological threat agents; U.S. Army Medical Research Institute for Chemical Defense which provides medical and scientific expertise in chemical matters; U.S. Army Material Command Treaty Laboratory which provides on-site analytical laboratory capability with modular transportable laboratory equipment and scientists; U.S. Navy Medical Research Institute which provides a transportable biological field laboratory with rapid identification capability; U.S. Naval Environmental and Preventive Medicine Unit, which provides technical experts including medical doctors, industrial hygienists, environmental health officers and scientists and U.S. Naval Research Laboratory, which provides microbiologists trained in chemical and biological agents.
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INTERNET Reference Addresses
This section lists a number of INTERNET addresses which could be useful in obtaining information you require regarding chemical and biological terrorism.  These addresses were correct at time of the publication, but may have changed since then.  Many of the sites contain links to additional sites of interest.  

· Army Training Support Center  (http://www.atsc-army.org/atdls.html) Provides a digital library with approved training and doctrine information.  Files include FMs, Mission Training Plans, Soldier Training Pubs, and more.

· Assay Techniques for Detection of Exposure of Sulfur Mustard, Cholinesterase Inhibitors, Sarin, Soman, GF, and Cyanide - TB MED 296. (http://chemdef.apgea.army.mil/TBMed296/TBMed296.html)

· Atmospheric Dispersion of Reacting Agents  (http://world.std.com/~Blazetek) Link to the ADORA particulate dispersion model Demonstration Software is downloadable.  Site contains model description, capabilities, and characteristics.  Price is $50K.

· C.B.N. Terrorism Consequence Management Bulletin Board (http://www.terrorism.com/cgi-bin/wwwboard/messages/173.html) Chemical, Biological, and Nuclear Terrorism Consequence Management Bulletin Board where one can solicit help or information.  Does not appear widely used.
· Centers for Disease Control (CDC)  (http://www.cdc.gov/cdc.html): Information regarding infectious diseases.
Center for Disease Control-NCEH (National Center of Environmental Health) (www.cdc.gov/) Multiple links through the CDC on environmental health.  Has a search option at bottom of page.

· Center for Nonproliferation Studies (CNS) (Monterey Institute of International Studies)  (http://cns.miis.edu/)  CNS strives to combat the spread of weapons of mass destruction (WMD) by training the next generation of nonproliferation specialists and disseminating timely information and analysis.

· ChemDex - Chemistry Related Sites on the Internet  (http://www.shef.ac.uk/~chem/chemdex) Chemistry resources on the internet.  Points to 3184 nodes.  Has a menu by university, government, companies, societies/organizations, databases, and software.

· Chemical and Biological Arms Control Institute (http://www.capitol.net/~cbaci):  Non-profit  “think tank” with a great deal of information on chem/bio terrorism, US policy, treaties etc.

· CBIAC:  Chemical & Biological Defense Information and Analysis Center (www.cbiac.apgea.army.mil) Collects, reviews, analyzes, and summarizes CW/CBD information.

· Chemical and Biological Warfare - Health and Safety.  (http://www.ntis.gov/health/health.html) Dept of Commerce NTIS site has info on CB agents, government research, detoxification and decon studies, developing immunizations and drug theories.

· Chemical and Biological Weapons Information Page  (http://www.wam.umd.edu/) Provides CBW resource links on Bio engineering, BW/CW agents, treaty information, CBW arms control resources, and OPCW and SIPRI links.

· Chemical Emergency Preparedness and Prevention Office
· (http://www.epa.gov/swercepp/) Information on the CEPPO office, upcoming events, publications, legislation and regulations, and links to outside resources.  Also contains information on accident prevention and risk management planning

· Jk C
hemical Transportation Emergency Center (CHEMTREC)  (http://www.cmahq.com).Source of technical assistance from chemical product safety specialists, emergency response coordinators, toxicologists and other hazardous materials specialists. 
· Counter-terrorism Page (http://www.terrorism.com):  Site for general terrorism information.

Many links to other sites.

·  Current Information on CB Terrorism (http://www.counterterrorism.net/pages/magazine.html):

· DARPA Accelerated Consequence Management  (http://saturn.hpc.org:80/index.test.html) A server dedicated to providing information on DARPA’s BW defense accelerated consequence management program.  Includes document research link.
· DARPA BW Defense Page  (http://saturn.hpc.org/BWD/other_links.html) Medical defense information including CBIAC, USMC CB Incident Response Force, Global Health Disaster Network, Med Web, and U.S. CB Warfare web links.

· Defense Technical Information Web  (http://www.dtic.dla.mil/dtiw/) DTIC site with links to the Public Scientific and Technical Information Network, 1 AC - the DOD Information Analysis Center, information locators, and news.  Also links to special collections of NBC related data.
· Disaster Management Central Resource  (http://206.39.77.2/DMCR/dmrhome.html) Lackland AFB site with information on civilian support resources, triage of mass casualty situations, medicine and terrorism, terrorism injuries and NBC Medical Library.

· Disaster Resource Guide (http://disaster-resource.com)  Source of information on commercial firms which can assist during emergencies.
· DOD Report to Congress on Domestic Preparedness Against Weapons of Mass Destruction, May 1, 1997  (http://www.fas.org/spp/starwars/program/domestic/execsumm.html) Assesses types of CB threats, identifies unmet CB training, and equipment requirements for first responders, identifies CB warfare information, expertise, and equipment that could be adapted to civilian use, and the DOD plan for assisting first responders.

· ECDIN - Searchable Chemical Database  (http://ulisse.etoit.eudra.org/Ecdin/E_hinfo.html) Online searchable chemical database for chemical identification, physical chemical properties, production and use, occupational health and safety, toxicity, concentration and fate in environment.
· Edgewood Research  (www.apgea.army.mil/RDA/erdec/index.html)

· Emergency Response to Chemical/Biological Terrorism Incidents
(http://www.emergency.com/cbwlesn1.html) Emergency Response and Research Institute.  Good article on response operations.  Has links to other info including CB agents and related emergency response articles.

· Environmental WWW Servers  (http://chppm-www.apgea.army.mil/dehe/dehe.html) CHPPM links to environmental law, toxic substances and disease registry, Australian environmental resources network, Friends of Earth, and Habitat Ecology.

· EPA Envirofacts Database  (http://www.epa.gov/enviro/html/ef_query.html) Has search features for Superfund, Hazardous Waste Data, Toxic Release Inventory, Air Releases, and chemical search.

· Extension Toxicology Network  (ace.orst.edu/info/extoxnet) Toxicology Information Briefs contain discussion of toxicology and environmental chemistry.  Has a search capability.  Also pesticide information.

· Federal Emergency Management Agency (FEMA) (http://www.fema.gov):  Information regarding hazardous materials response handling.

· FEMA - Bio, Toxic Agents, & Epidemic Hazards Reference  (www.fema.gov/emi/edu/biblo12.html) Emergency Management related bibliography on biological, toxic agents, and epidemic hazards.

· FEMA - Emergency Management - Related Bibliography  (www.fema.gov/emi/edu/biblo12.html) Currently 35 links to various Emergency Management related bibliographies.  At least ten of these relate to NBC.

· FEMA - Hazardous Materials References  (www.fema.gov/emi/edu/biblo17.html) No links. 

· FEMA Library  (www.fema.gov/library/index.html) Internet Library links with graphic interface including Response and Recovery, Internet resources, archives, mitigation, and more.

· FEMA - Nuclear Power Plant Hazard Reference  (www.fema.gov/emi/edu/biblo21.html) No links.

· FEMA Preparedness  (www.fema.gov/fema/pre2.html) Provides links to Planning, Training, Exercises, Information, Community and Family Preparedness Program.

· FEMA Preparedness, Training, & Exercises Directorate  (www.fema.gov/pte/) Site helps emergency managers prepare to respond quickly and efficiently.  Has a link to the Emergency Education Network and Emergency Management Institute.

· Federation of American Scientist Working Group on Chemical and Biological Weapons Program (www.fas.org/bwc/index.html) Contains a report of Alleged Use or Release of BW and toxins.  Also VEREX; A Legally Binding compliance regime.

· Handbook on the Medical Aspects of NBC Defense Operations FM 8-9 Part III - Chemical
· (http://chemdef.apgea.army.mil/fm8-9/part_iii/cover.html)

· Local Terrorism Planning Model  (http://www.emergency.com/hzmtpage.html) Hazardous Materials Operation Page lists related articles and research as well as web links to related topics including medical treatment.  An excellent first search resource.

· Med Web-Emergency  (www.gen.emory.edu/medweb/medweb.html) Emory University emergency medicine site with links to hazardous substance release and health effects databases, environmental health, toxicology.

· Medical CB Defense - Biological  (http://MRMC-www.army.mil/biodef_t.html) Provides links to medical biological defense, diagnostic assays, botulmum toxin, anthrax vaccine, other vaccines, and protection against BW aerosols. 
· Medical CB Defense - Chemical  (http://MRMC-www.army.mil/chemdef_t.html) Provides links to Medical Chemical defense, various agent types, decon and protection, performance effects of protectant drugs, and chemical casualty management.
· Medical NBC  (www.nbc-med.org) Medical NBC Information Server web page contains medical documentation, training material, a search engine, and a library.  Run by the US Army Medical Dept.

· Medical Planner’s Resource Center (http://www.geocities.com/CapitalHill/7533/) Provides links to other sites including Military and Disaster Sites, military medicine and schools, and related federal agencies
· .

· MIL NET:  Terrorism  (http://www.onestep.com:80/milnet/terror.html) Focus on terrorism with links to terrorism in the U.S., terrorist groups, weapons, chronological file, elite forces, and legal aspects.  Also links to U.S. government counter-terrorism and Army War College reading list on nuclear terrorism.

· National Institute for Occupational Safety and Health (NIOSH) (http://www.cdc.gov/niosh/homepage.html):  Information regarding various hazards and human health and safety.  Download of the NIOSH Pocket Guide to Chemical Hazards update is possible.  Access to the Registry of Toxic Effects of Chemical Substances database.

· National Research Council  (www.nas.edu/nrc) Provides supports on NRC activities in numerous fields, including chemical demil.  Homepage has search option.

· Occupational Safety and Health Administration (OSHA) (http://gabby.osha-slc.gov/OCIS/tech_info.html): Information regarding various hazards and human health and safety.

· Organization for the Prohibition of Chemical Weapons (OPCW) (http://www.opcw.nl) International organization formed to enforce the provisions of the Chemical Weapons Convention.  Much good information about chemical weapons in layman’s terms. 

· Other Sources of BW Weapons Info  (www.fas.org/bwc/bwcweb.html) Provides a data link to numerous BW and CW sites.  Primary focus is on BW/CW Conventions disarmament.

· Personnel Safety Management/Risk Management
·  Program
(http://www.infoassets.com/kbi/psmlink.html) Excellent links to government health and safety, DOD HAZMAT, state health and safety, MSDSs, DOT RSPA Hazardous materials safety, DOE environment, safety, and health.

· RCRA, Superfund, and EPCRA Hotline  (http://www.epa.gov/epaoswer/hotline/) Provides up to date info on several EPA program/regulations.

· Asst Sec Def for NBC Homepage  (http://www.dtic.mil/ae/) Provides organization, POCs, program documents, and links to other OSD offices and the Defense Special Weapons Agency, and the On-Site Inspection Agency.

· SIRI  MSDS Collection (http://hazard.com/msds): A collection of Material Safety Data Sheets for  many industrial chemicals and hazardous materials. 

· Stanford University-Chemical Safety (http://www.portfolio.stanford.edu/104214) Hazardous properties of materials, physical hazards, flammability, corrosivity, toxic effects, target organ information.  Includes storage groups for compatible segregation.
· Stockholm International Peace Research Institute SIPRI)
· (http://www.sipri.se/projects/chembio.html) Extensive research in arms control military expenditures, technology, CB weapons, European security.  Excellent external web links.
· Terrorism 
· with CB Weapons:  Calibrating Risks & Responses
· (http://www.pressroom.com/~cbaci/) Chemical and Biological Arms Institute focuses on elimination of these weapons.  Provides research, analysis, technical support, and education.  Assists in CWC implementation.

· Treatment of Chemical Agent Casualties - FM 8-285  (med.org/fm8-285/ndx.htm) Army Field Manual 8-285 www.nbc-US Army Center for Health Promotion and Preventive Medicine
(http://chppm-www.apgea.army.mil) Home page providing links especially requests for CHPPM services.  Links connect to Directorates of Environmental Health Engineering, Health Promotion and Wellness, Laboratory Sciences, Occupational Health, and Toxicology.

· US Army Medical R&D Command  (http://MRMC-www.army.mil) Links include military infectious disease, chemical and biological links, scientific and technical reports, and web site links.

· US Army Medical Research Institute of Chemical Defense  (http://chemdef.apgea.army.mil) Provides data links to open literature for medical management of chemical casualties, and assay techniques for chemical agents.

· US Army Medical Research Institute of Infectious Diseases  (http://140.139.42.105/) Provides links to MEDCOM, Ebola site, outbreak reporting site, Center for Disease Control, DTIC, Army, and more.

· US Army Project Manager for Chemical Demil  (www-pmcd.apgea.army.mil) PM Chemical Demil site with links stockpile disposal, the non-stockpile program, alternate technology, the Chemical Stockpile Emergency Preparedness Program, and foreign demil assistance.  Has excellent links to other chemical related agencies.

· US Army Soldier and Biological Chemical Command (SBCCOM) (http://www.sbccom.apgea.army.mil):  Information on chemical/biological defense equipment and chemical agents.  The WMD Installation Preparedness Program can be found at the following site:  http://www2.sbccom.army.mil/hld/.

· U.S. Department of Transportation (DOT) Hazardous Material Information Exchange (HMIX) (http://hmix.dis.anl.gov):  Source of information regarding the hazardous material published in the Emergency Response Guidebook.  
U.S. Department of State Warnings (http://www.state.gov/travel-advisories.htm/)  The U.S. Department of State Bureau of Consular Affairs is now online and makes available a variety of helpful information for travelers including the official U.S. State Department Travel Warnings and Consular Information Sheets

· U.S. Environmental Protection Agency  (http://www.epa.gov/) EPA Homepage. Has links to news, regulations, data systems and software, information services, and a search feature.
· USMC NBC Defense School  (http://ftmc-marine.army.mil/nbc/nbc.html) Course information.
· White House Homepage (http://www1.whitehouse.gov):  Directory of commonly requested federal services Briefing Room lists the daily official news briefings from the White House.

Appendix 16

Checklists, MOAs, and Reference Messages

WEAPON OF MASS DESTRUCTION (WMD) - SOP
Ref:  
(a)
U.S. Coast Guard ALCOAST 177/00, Interim Guidance Regarding Coast Guard Response to Weapons of Mass Destruction (WMD) Incidents

(b) Presidential Decision Directive (PDD) – 39/U.S. Policy on Counter-terrorism, June 1995

(c) Federal Response Plan (FRP) dated April 1999

(d) National Oil and Hazardous Substances Pollution Contingency Plan (NCP), 40 CFR 300
Background.

Ref (a) indicates that all CG responders should suspend active field response & withdraw all resources to a safe distance until FOSC determines “SAFE TO RESPOND” meaning there is no risk of exposure to WMD agents for CG responders & such operations can be safely conducted under normal CG standard operating procedures.

WMD guidance supercedes Hazardous Substance Response Policy when it is suspected or determined that the release is a result of a WMD incident.  WMD incidents present an increased risk due to the intention to cause harm, the nature of the agents, and the increased number of responding entities.

Definition:  Weapons of Mass Destruction means (1) destructive weapon (i.e., an explosive or incendiary device); (2) poison gas; (3) weapon involving a disease organism; or (4) weapon that is designed to release radiation at a level dangerous to human life.

The unclassified abstract from ref (b) provides the following measures to combat terrorism:

· Reduce Vulnerabilities;

· Deter; and

· Respond.

Responding to terrorism involves instruments that provide crisis management and consequence management.  “Crisis Management” refers to measures to identify, acquire, and plan the use of resources needed to anticipate, prevent, and/or resolve a threat or act of terrorism.  Crisis management is predominantly a law enforcement response.  “Consequence Management” refers to measures to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of terrorism.  Consequence management is generally a multifunction response coordinated by emergency management.

PDD-39 assigned the lead agency role for consequence management to the Federal Emergency Management Agency (FEMA).  While the FBI retains the lead during the crisis management phase, FEMA takes the lead to resolve the WMD hazard during the consequence management phase with the support of all Federal Response Plan (FRP) signatories, which includes the Coast Guard.  It is FEMA policy to use FRP structures to coordinate all Federal Assistance to State and local governments for consequence management.

In accordance with the FRP, there is specific tasking to the federal agencies supporting technical operations.  The Department of Defense, Department of Energy, Department of Health and Human Services, and the Environmental Protection Agency (EPA) all have roles and responsibilities.  In the coastal zone, the Coast Guard’s involvement is aligned with the direction given to the EPA.  

As directed in PDD-39, the EPA/CG will activate technical operations capabilities to support the Federal response to act of WMD terrorism.  EPA/CG may coordinate with individual agencies identified in the National Oil and Hazardous Substances Pollution Contingency Plan (NCP) to use the structure, relationships, and capabilities of the National Response System as described in the NCP to support response operations.    

1.
OBTAIN AND EVALUATE INITIAL INFORMATION:


____a.

Determine if the incident is actual or potential.



____b.
All CG responders should suspend active field response & withdraw all resources to a safe distance until FOSC determines “SAFE TO RESPOND” meaning there is no risk of exposure to WMD agents for CG responders & such operations can be safely conducted under normal CG standard operating procedures.  Note:  Other than the National Strike Force no other Coast Guard personnel shall wear personal protection equipment above Level D in the course of their duties.  For WMD, the initial response is isolate, contain, and evacuate those not involved until the threat is known or understood. 



____c.

Identify the vessel or facility (name, description, flag, agent).



____d.

Position of exact location of the incident.



____e.

Date and time of incident/threat and primary material involved.



____f.


Property damage or personnel casualties.



____g.

Other facilities or vessels hazarded.



____h.

On scene weather conditions.

2.
TAKE INITIAL ACTION:


____a.
Ensure the National Response Center (NRC) and D7 Command Center (CC) are notified.  Note:  With notification to NRC, the Department of State, the Army Chemical and Biological Command, the Department of Justice and other federal agencies with WMD interest will be notified.  Be sure to always ask the NRC watchstander which specific agencies they intend to notify.



____b.

Brief LANTAREA (cc) and Flagplot.



____c.
Ensure Group and Airsta commands that may be impacted are aware of the incident.  Lead COTP/FOSC should begin coordinating the use of needed CG resources.


____d.

Crisis Management:


· Lead Agency.  FBI needs to be notified if the threat involves a vessel or facility within U.S. jurisdiction.  The FBI is always the initial lead agency during the Crisis Management phase IAW with Ref B.  They will make the final decisions on whether threats or incidents are credible and they will lead the testing and sampling or any chemical or biological substance to determine the necessary course of action.  

The FBI has the authority to dismiss the WMD “threat” as a hoax or not credible at any time (before or after sampling) based on their findings.  This essentially ends the response.

During the Crisis Management phase, LE is the initial focus unless there is a known threat to the public health and welfare.  If there are known health and safety issues, the Consequence Management agencies (i.e., FEMA, CG, EPA, etc.) can address the health and safety threat before the FBI can proceed further with the LE priority.


· Off-Shore Lead Agency.  The Department of State needs to be notified if the incident involves a vessel that is beyond U.S. Territorial Seas (3 nm begining at baseline).


· Note:  If the FBI determines that event facts indicate that there may be chemical/biological substances involved, the FBI will coordinate with local and state health/environmental officials, the CDC, and other applicable agencies to obtain samples and analyze substances to determine if there is a WMD substance or issue present.


· Coast Guard Actions During the Crisis Management Phase in the Coastal Zone.  Make preparations to ramp up Consequence Management resources to respond to positive WMD issues discovered by the FBI investigation.  Ensure the CG has connectivity with the local JOC/Task Force Crisis Management decision-makers.  Decisions made during the crisis phase can impact the Consequence Management responders.



____e.
Notify State Warning Points and local EOCs.


3.
CONSEQUENCE MANAGEMENT ACTIONS:


____a.

Incidents When a WMD Disaster Declaration is Not Made. 

· Lead Agency.  The lead agency for Consequence Management involving environmental issues will be IAW the National Oil and Hazardous Substances Pollution Contingency Plan (NCP), 40 CFR 300.  The pre-designated federal On-Scene Coordinators (FOSC) as delineated within existing CG/EPA MOAs will be the lead.  

Coast Guard FOSCs should take note of the General Provision section of the existing MOA with EPA Regions 4 and 2.  It provides for the switching of lead FOSC agencies regardless of inland or coastal zone boundaries to ensure the proper agency is involved given ops tempo and other operational and expertise issues.  FOSCs should discuss this with the EPA when confronted with “urban” WMD events that occur within the coastal zone that have few if any maritime issues associated with them.


· Response Actions.  Consistent with the NCP and the Nunn-Lugar-Domenici Act, WMD response actions should initially reside with local and state health, fire department, and emergency management officials.  Federal actions occur only when local/state agencies are overwhelmed or cannot respond.

CG FOSCs should develop connectivity with the lead local/state agencies and fill the gaps with federal assistance.  In some cases where there is no local response, the response will be entirely federal.  The following federal agencies can assist the FOSC with response issues:

EPA:  
Region 4 - 24 hr # (404) 562-8700
  
Region 2 – 24 hr # (732) 548-8730

USPHS:
Region 4 - (404) 562-7911
  
Region 2 – (212) 264-2802

CDC:
24 hr # (770) 488-7100

ATSDR:
24 hr # (404) 498-0120

DOE:
24 hr # (803) 725-3333

Gulf Strike Team:
(334) 441-6604
  



____b.

Incidents When a WMD Disaster Declaration is Made.  

· Lead Agency.  When a federal disaster declaration is made FEMA is the lead agency for Consequence Management over all activities.  Upon activation of the Federal Response Plan (FRP), WMD environmental issues will be addressed under Emergency Support Function (ESF) # 10 “Hazardous Materials”.  Once ESF #10 is activated environmental response will be conducted IAW the NCP.  The response actions and other criteria mentioned above apply.


· ESF #10 Response Structure.  Refer to the FRP and District Policy Letter 2-01 to determine the ESF #10 response structure and posture.


4.
Funding:

____a.
Non-Disaster Declared WMD Events.  The CERCLA Trust fund will be used to respond to biological, chemical, and radiological events given the following criteria:

If the substance is not defined as a CERCLA substance, the EPA in every case needs to make a CERCLA pollutant/contaminant determination on the specific substance.  Once the determination is made CERCLA funding is authorized.

If the substance is unknown, CERCLA can be used just as we would for any mystery spill/release.  Once sample analysis is complete and the substance is known, if it is not a CERCLA defined substance, an EPA determination is needed to continue funding the event.

For ANTHRAX:  EPA has already made the determination that anthrax is a CERCLA pollutant/contaminant.  CERCLA funding can be used.



____b.
Disaster Declared WMD Events.  Upon activation of the FRP/ESF #10, Stafford Act funding will be used to respond to WMD events.  Mission Assignments and needed IAGs with EPA will be pursued IAW with District Policy Letter 2-01.


5.
MONITOR PROGRESS OF CASE:


____a.
Reporting.  WMD reports and response actions taken shall be included in SITREPS.



____b.
Emergency Response and Remedial Actions.   The CG actions for response to WMD events shall be focused on the emergency response phase.  In most instances containment and cleanup actions will be completed during the emergency phase.  If there is contamination that will require long-term remedial action, CG FOSC should engage local/state environmental response agencies and EPA early to develop the long term plan and eventual “hand-off” of the incident for long-term resolution.

6.
DEBRIEF AND CASE ADMINISTRATION:


____a.
Documentation.  WMD incident response case documentation shall be handled IAW with routine pollution response procedures.



____b.
Cost Documentation.  CERCLA funded cost documentation remains unchanged.  Stafford Act funded responses shall follow CERCLA case procedures with the exceptions noted in District Policy Letter 2-01.


WEAPON OF MASS DESTRUCTION (WMD) QRC 
Ref:  (a)
U.S. Coast Guard ALCOAST 177/00, INTERIM GUIDANCE REGARDING COAST GUARD RESPONSE TO WEAPONS OF MASS DESTRUCTION (WMD) INCIDENTS

Note:  WMD guidance supercedes Hazardous Substance Response Policy when it is suspected or determined that the release is a result of a WMD incident.  WMD incidents present an increased risk due to the intention to cause harm, the nature of the agents, and the increased number of responding entities.

Definition:  Weapons of Mass Destruction means (1) destructive weapon (i.e., an explosive or incendiary device); (2) poison gas; (3) weapon involving a disease organism; or (4) weapon that is designed to release radiation at a level dangerous to human life.

1.
OBTAIN AND EVALUATE INITIAL INFORMATION:


____a.

Determine if the incident is actual or potential.


____b.
All CG responders should suspend active field response & withdraw all resources to a safe distance until FOSC determines “SAFE TO RESPOND” meaning there is no risk of exposure to WMD agents for CG responders & such operations can be safely conducted under normal CG standard operating procedures.


____c.

Identify the vessel or facility (name, description, flag, agent).


____d.

Position of exact location of the incident.


____e.

Date and time of incident and primary material involved.


____f.


Property damage or personnel casualties.


____g.

Other facilities or vessels hazarded.


____h.

On scene weather conditions.

2.
TAKE INITIAL ACTION:


____a.

Ensure the National Response Center (NRC), D7 Command Center (CC), and Area (CC) are notified.


____b.

Relocate to the D7 (CC) or Crisis Action Center, as appropriate.


____c.

Notify CAC members/set up watch schedule.

3.
BRIEF THE FOLLOWING FOR D7 AOR ACTIONS:


____a.

Brief (mr) and (mc).


____b.

Notify (md)/(m).


____c.

As directed, brief (dcs)/(d).

4.
BRIEF THE FOLLOWING TO LANTAREA (AM):


____a.

Brief (Am).


____b.

Brief FLAGPLOT.

5.
MONITOR PROGRESS OF CASE:


____a.

Review initial and subsequent SITREPS.


____b.

Be prepared to present a full brief.

6.
DEBRIEF AND CASE ADMINISTRATION:


____a.

Provide copies of incident notes to involved parties.

Interim Recommendations for the selection and use of protective clothing and respirators against biological agents.

When using respiratory protection, the type of respirator is selected on the basis of the hazard and its airborne concentration.  For a biological agent, the air concentration of infectious particles will depend upon the method used to release the agent.  Current data suggest that the self-contained breathing apparatus (SCBA) which first responders currently use for entry into potentially hazardous atmospheres will provide responders with respiratory protection against biological exposures associated with a suspected act of biological terrorism. 

Protective clothing, including gloves and booties, also may be required for the response to a suspected act of biological terrorism.  Protective clothing may be needed to prevent skin exposures and/or contamination of other clothing.  The type of protective clothing needed will depend upon the type of agent, concentration, and route of exposure. 

The interim recommendations for personal protective equipment, including respiratory protection and protective clothing, are based upon the anticipated level of exposure risk associated with different response situations, as follows:

1. Responders should use a NIOSH-approved, pressure-demand SCBA in conjunction with a Level A protective suit in responding to a suspected biological incident where any of the following information is unknown or the event is uncontrolled:

· the type(s) of airborne agent(s); 

· the dissemination method; 

· if dissemination via an aerosol-generating device is still occurring or it has stopped but there is no information on the duration of dissemination, or what the exposure concentration might be.

2. Responders may use a Level B protective suit with an exposed or enclosed NIOSH- approved pressure-demand SCBA if the situation can be defined in which:

· the suspected biological aerosol is no longer being generated; 

· other conditions may present a splash hazard.

3. Responders may use a full facepiece respirator with a P100 filter or powered air-purifying respirator (PAPR) with high efficiency particulate air (HEPA) filters when it can be determined that:

· an aerosol-generating device was not used to create high airborne concentration, 

· dissemination was by a letter or package that can be easily bagged.  

These type of respirators reduce the user’s exposure by a factor of 50 if the user has been properly fit tested.

Care should be taken when bagging letters and packages to minimize creating a puff of air that could spread pathogens.  It is best to avoid large bags and to work very slowly and carefully when placing objects in bags.  Disposable hooded coveralls, gloves, and foot coverings also should be used.  NIOSH recommends against wearing standard firefighter turnout gear into potentially contaminated areas when responding to reports involving biological agents.  

Decontamination of protective equipment and clothing is an important precaution to make sure that any particles that might have settled on the outside of protective equipment are removed before taking off gear.  Decontamination sequences currently used for hazardous material emergencies should be used as appropriate for the level of protection employed.  Equipment can be decontaminated using soap and water, and 0.5% hypochlorite solution (one part household bleach to 10 parts water) can be used as appropriate or if gear had any visible contamination.  Note that bleach may damage some types of firefighter turnout gear (one reason why it should not be used for biological agent response actions).   After taking off gear, response workers should shower using copious quantities of soap and water.  

NRT Criminal Investigation and Environmental Response Ad Hoc Committee

MEMORANDUM OF UNDERSTANDING

TO COORDINATE CRIMINAL INVESTIGATION, ENFORCEMENT,

AND ENVIRONMENTAL RESPONSE

Authority

1. 
This Memorandum of Understanding (MOU) is consistent with the National Oil and Hazardous Substances Pollution Contingency Plan (the National Contingency Plan or NCP), 40 CFR part 300 (including § 300.160 (c); Section 105 of the Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA), as amended, 42 U.S.C. §9605; and Section 311 of the Clean Water Act (CWA), as amended, 33 U.S.C. §1321.

Purpose

2.  The signatory federal agencies and departments enter into this MOU setting out common priorities and actions to coordinate and reconcile the activities of federal law enforcement, criminal investigation, and other federal investigation and enforcement personnel (hereafter referred to as investigative/enforcement personnel) and environmental responders in situations in which both investigative/enforcement personnel and environmental responders are likely to be involved. Although it is contemplated that, in most instances, environmental response actions will have already commenced, the principles set forth in this MOU will apply regardless of whether investigative/ enforcement personnel or environmental responders are on the scene first.

3.  The signatory federal agencies and departments acknowledge that, where consistent with applicable requirements and guidelines of the signatory agencies, cooperation and coordination among environmental responders and investigative/enforcement personnel at scenes to which they both respond can positively benefit the overall response and investigative efforts. The signatories also affirm their collective interest in ensuring that the environmental responders and investigative/enforcement personnel are able to discharge their respective duties, consistent with the priorities and procedures identified in this MOU and the NCP.

4.  Nothing herein shall preclude signatory agencies or departments from entering into more detailed agreements or understandings with other federal agencies or departments or state or local governments. Signatory agencies and departments agree to incorporate this MOU, as appropriate, into Area Contingency Plans (ACPs), Incident Command System/Unified Command (ICS/UC) or other response management system documents, guidance, and training.

Protection of the Public is the Highest Priority

5. 
The signatory agencies and departments acknowledge and agree that the protection of public health and safety is their highest priority. While every public action involves a balancing of competing interests and must be viewed in context, the signatory agencies and departments agree that, in the event of a conflict which cannot be otherwise reconciled between the collection of forensic evidence and criminal law enforcement on the one hand and the protection of public health and safety on the other, protection of public health and safety is paramount.

Reciprocal Notice of Agencies Presence at Site

6. 
In any situation in which, based upon the facts available, both investigation/enforcement personnel and environmental responders are likely to be involved, both the investigation/enforcement personnel and the environmental responders shall, at the earliest appropriate time, but preferably no later than arrival at the site, advise each other of their presence.

7. 
Before initiating any on-scene criminal investigative activities for an incident where response activities are already underway, the investigative/enforcement personnel shall report to the incident command post and provide notice of their presence to the FOSC and/or Local Incident Commander. This obligation does not apply to investigation/enforcement personnel engaged in an undercover capacity, or where the FOSC or any other federal environmental responder is the subject of investigation.

Protection of Response and Law Enforcement Personnel

8. 
The signatory agencies and departments acknowledge and agree that the health and safety of both environmental response and investigative/enforcement personnel is imperative to assure full and uninterrupted achievement of each agency’s and department’s responsibilities. Human health and safety requirements for operations involving hazardous substances exist independent of this MOU. The signatory departments and agencies acknowledge their responsibility to ensure that all personnel on-site are appropriately qualified under such requirements. In instances in which investigative enforcement personnel do not possess the appropriate training or equipment and potential exposure to uncontrolled hazards would place them at undue risk, the Federal On-Scene Coordinator (FOSC) or his/her designee, being responsible under the NCP for the safety of all incident personnel, shall assist the investigative/enforcement effort by collecting and/or preserving evidence as requested and where practicable.
General Provisions

9. 
To meet the requirements and needs of environmental response and investigative/ enforcement agencies and departments, the signatory agencies and departments agree to coordinate on-scene investigative efforts and response, when possible. Additionally, mutual exchange of information on the hazards, in-place engineering controls, administrative controls, and personal protective equipment shall be addressed.

10. The requirements of this MOU shall remain in effect as long as both the environmental response and criminal investigative case remain open. In the event that the case has been closed and subsequently reopened, the reciprocal notice requirements shall be re-established in accordance with this MOU.

11. Nothing in this MOU changes existing legal requirements.

12. This MOU shall not be used to obligate or commit funds or require the transfer of funds not otherwise required by applicable requirements or guidelines.

13. Nothing in this MOU creates any right or benefit, substantive or procedural, enforceable at law by a party against the United States, its agencies or departments, its officers, or any person.

NRT Criminal Investigation and Environmental Response Ad Hoc Committee

Background Information on the

Memorandum of Understanding to Coordinate Criminal Investigation,

Enforcement, and Environmental Response

This document consists of three parts: Section I contains a summary and a paragraph-by-paragraph analysis of the Memorandum of Understanding. Section II details the important features of the Memorandum of Understanding. Section III offers answers to frequently asked questions.

Section I: Summary and Paragraph-by-Paragraph Analysis

Summary of the Memorandum of Understanding

The Memorandum of Understanding (MOU) documents the requirements for coordination between criminal investigation and environmental response activities during situations where both activities are ongoing. The MOU is intended to enhance the protection and ensure the health and safety of citizens and responders. The MOU is also intended to improve response operations through prompt notifications, coordination and communication.

Background

On September 24, 1998, the National Response Team (NRT) established the Criminal Investigation and Environmental Response Ad Hoc Committee to address potential conflicts during the interface of criminal investigations and environmental response actions. The Committee researched past environmental responses where problems either did or could have occurred. The MOU was presented to the NRT at its October 2001 meeting and was approved for submission to the member departments and agencies.

Overview of the Memorandum of Understanding

• 
The Signature pages: What organizations are covered?

All signatory agencies and departments, which are expected to include the following: Environmental Protection Agency, U.S. Coast Guard, Federal Emergency Management Agency, Department of Defense, Department of Energy, Department of Agriculture, Department of Commerce National Oceanic and Atmospheric Administration, Department of Health and Human Services, Department of the Interior, Department of Justice, Department of Labor, Department of Transportation, Department of State, Nuclear Regulatory Commission, General Services Administration, and Department of the Treasury.

• 
Authority – Paragraph One

This MOU is consistent with the National Oil and Hazardous Substances Pollution Contingency Plan (the National Contingency Plan or NCP), 40 CFR part 300 (including § 300.160 (a)(1)(3)(c)); Section 105 of the Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA), as amended, 42 U.S.C. §9605; and Section 311 of the Clean Water Act (CWA), as amended, 33 U.S.C. §1321.

• 
Purpose – Paragraph Two, Three, and Four

The purpose of this MOU is to improve the overall coordination and cooperation of environmental responders and investigative/law enforcement agencies operating at the scene of an oil, hazardous substance, pollutant, or contaminant release consistent with each agency’s legal requirements and responsibilities. The NRT Criminal Investigation and Environmental Response Ad Hoc Committee determined that developing a mechanism, to potentially reduce interagency conflicts would lead to better overall efficiency. The MOU also states that it does not preclude signatory agencies or departments from reaching more detailed agreements and understandings with other federal agencies or departments, or with state or local governments.

• 
Protection of the Public is the Highest Priority – Paragraph Five

For most incidents, there are no conflicts between protection of human life and health and law enforcement. However, when there are irreconcilable conflicts between the collection of forensic evidence and criminal law enforcement on the one hand, and the protection of public health on the other, the MOU states that the highest priority is protecting the health and safety of the public. This is consistent with the National Contingency Plan, 40 CFR part 300, Appendix E, which states in section 2.2, that “safety of human life must be given the highest priority during every response action.”

• 
Reciprocal Notice of Agencies’ or Departments’ Presence at Site – Paragraphs Six and Seven

The MOU requires investigation/enforcement personnel and environmental responders to advise each other of their presence during an oil, hazardous substance, pollutant or contaminant release incident that both groups are responding to. This notification will take place at the earliest appropriate time but no later than the arrival of personnel at the site. The reason for the reciprocal notification requirement is to ensure that criminal investigators and environmental responders are aware of each other’s presence on-scene. This should facilitate coordination between all agencies operating on-scene and reduce the potential for conflicts. Criminal investigative personnel are to report to the command post and identify themselves to the Federal On-scene Coordinator (FOSC) or Local Incident Commander. The MOU acknowledges that there may be situations where it is not practical for law enforcement personnel to notify the FOSC or Local Incident commander. For example, during an undercover investigation or where the FOSC or other federal environmental responder is the subject of the investigation. For this reason, the MOU contains a provision that releases the criminal investigative personnel from this notification requirement in appropriate situations.

• 
National Response Center Notification - Footnote One

The MOU assumes that the release of a hazardous substance, pollutant, or contaminant has already been reported to the National Response Center and is, therefore, known to the environmental responders. However, it is appropriate for the first responder to arrive on the scene to confirm this notification with the National Response Center.

• 
Protection of Response and Law Enforcement Personnel – Paragraph Eight

This section of the MOU recognizes the importance of the health and safety of environmental response and investigation/enforcement personnel working at the site of an oil, hazardous substance, pollutant, or contaminant release. The goal is to help ensure that no one is injured due to on-scene activities. In order to accomplish this, the MOU references requirements, which are independent of this MOU, for information sharing, protective equipment, and other requirements for specific training and medical monitoring of all personnel who need to enter an uncontrolled hazards area (29 CFR 1910.120). This training is commonly called HAZWOPER training, which stands for Hazardous Waste Operations and Emergency Response. The MOU further states that if no HAZWOPER qualified criminal investigative personnel are on-scene, then the FOSC or his/her designee shall provide assistance, as requested and practicable, to the investigative personnel in collecting and/or preserving evidence.

• 
General Provisions – Paragraphs Nine Through Thirteen

The MOU states that the signatory agencies agree to coordinate on-scene investigative efforts with environmental response. This section also indicates that the MOU remains in effect for as long as both the environmental response and the investigative case are open. When a case or response is closed and then re-opened, the MOU requires that all parties be advised of new activities taking place. The MOU does not change any existing legal requirements. It cannot not be used to acquire funds outside those designated by applicable requirements, guidelines, authorization, or appropriations. The MOU does not create any rights or benefits enforceable at law by third parties.

Section II: Important Features of the Memorandum of Understanding

• 
Clarifies the importance of public health and safety

One of the major concerns that the committee identified was conflicting priorities between law enforcement personnel and environmental responders. The MOU addresses this concern by stating that the highest priority is protecting the health and safety of the public. This is consistent with the National Contingency Plan, 40 CFR part 300, Appendix E, which provides, at section 2.2, that “safety of human life must be given the highest priority during every response action.” In addition to protecting the public, the MOU also calls for coordination by all parties operating at the site of an oil, hazardous substance, pollutant, or contaminant release.

• 
Ensures the health and safety of all personnel

The MOU also recognizes the importance of protecting environmental response and investigative/enforcement personnel operating at the site of a release. To accomplish this, the MOU identifies specific information that should be shared among all agencies and personnel working on-site. This includes information on hazards and personal protective equipment requirements. In addition, the MOU references the independent training and medical monitoring HAZWOPER requirements.

• 
Provides a method of communications and notifications between agencies

Even though the MOU assumes that the release has already been reported to the National Response Center, it states that it is appropriate for the response official who arrives at the site first should report the incident to the National Response Center. In addition, personnel must report to the command post on their arrival on-site.

• 
Addresses the concerns of law enforcement in the area of undercover operations

A major concern of law enforcement and criminal investigation agencies is how to protect undercover operations, especially when the target of the investigation is an environmental responder. The MOU exempts criminal investigators from the notification requirement when the investigator is undercover and/or when the subject of an investigation are the environmental responders operating on-site.

Section III: Frequently Asked Questions

1. 
What does the MOU require?

Apart from referencing existing regulations, the only new obligations imposed on those who enter into the MOU are that: 1) when there is a conflict, human health and safety be deemed more important than the collection of evidence and law enforcement activities; and 2) environmental responders and criminal investigators and law enforcement personnel give each other notice of their presence at a site. Neither obligation is particularly onerous.

2. 
Is this MOU legally binding and if so, for how long?

The MOU is a binding commitment between and among the parties who enter into it. Any agency or department which enters into it should do so with the expectation that both it and the other agencies or departments which sign shall honor the MOU’s requirements. A department or agency that signs the MOU, can, with notice to other signatory agencies and departments, terminate its participation. However, for the provisions of the MOU to be meaningful, such a decision should be made only on a long term, rather than on a case-by- case basis. This MOU is not enforceable by third parties.

3.
Will this MOU require additional Agency/Department resources?

No. This MOU is not intended to impose any additional burdens on the signatory agencies and departments beyond the requirement for initial notification. The major requirements of the MOU deal with notifications, communications, and coordination on-site. With the improvements in productivity of all of the personnel involved, this MOU could reduce the burden on various agencies.

4. 
What does ICS/UC stand for? Why is it in this MOU?

As identified in Paragraph 4 of the MOU, the Incident Command System or Unified Command (ICS/UC) is the response management system most widely used at incident sites by federal, state, and local emergency responders (e.g. fire, police, emergency medical services, and spill responders) to effectively integrate and coordinate response actions. The ICS/UC provides a standard organizational platform for coordinating large responses. It recognizes the existing authorities and jurisdictions of all agencies involved in the incident. The term “unified command” indicates that there is more than one agency with authority and jurisdiction participating in the response. 

It is anticipated that an ICS/UC will be established for the incidents addressed in this MOU. However, this MOU is not intended to mandate its use. Although ICS/UC is not required by this MOU, most federal emergency response agencies currently use or are in the process of implementing ICS/UC to facilitate federal, state, and local coordination. The NRT has recommended the use of an ICS/UC for multi-jurisdictional incidents. 

ICS/UC also provides a structure for facilitating and coordinating criminal investigations. For the purposes of this MOU, the position of the Liaison Officer in the Command Staff of the Incident/Unified Command can serve as the bridge between the responders and the various criminal investigative and enforcement agencies. This will ensure communication with the Incident Command.

5. 
Does the MOU require investigative/enforcement personnel to buy personal protective equipment or other equipment?

The requirement that personnel who may be exposed to uncontrolled hazards have appropriate protection as well as appropriate training is established in existing federal law and is not part of this MOU. The MOU, however, does not change these legal requirements.


1. Does the MOU change any existing legal requirements?

No. The MOU does reference existing legal requirements, such as HAZWOPER training, but it does not change existing legal requirements. Moreover, Paragraph 13 of the MOU provides that nothing in the MOU shall create any rights in other parties, which are enforceable against the United States.

I. Point of Contact for Additional Information

Mark Kotila

Chairman, NRT Criminal Investigation and Environmental Response Ad Hoc Committee

Environmental Crimes Section

Department of Justice

Phone: 202-305-0381

Steven Baer

United States Department of Justice NRT Representative

Environmental Enforcement Section,

Environment and Natural Resources Division

United States Department of Justice

Phone: 202-514-2704

Commander Steven Danielczyk

Chief, Response Operations Division (G-MOR-3)

US Coast Guard

Phone: 202-267-6860

John Gustafson

NRT Executive Director

Environmental Protection Agency

Phone: 202-564-7989

R 171300Z APR 00 ZEL ZUI ASN-D00108000407

FM COMDT COGARD WASHINGTON DC//G-O/G-M//

TO ALCOAST

BT

UNCLAS FOUO //N16600// VOL CCN

BT 

ALCOAST 177/00

COMDTNOTE 16600
SUBJ:  INTERIM GUIDANCE REGARDING COAST GUARD RESPONSE TO WEAPONS OF MASS DESTRUCTION (WMD) INCIDENTS

A. FEDERAL RESPONSE PLAN, APRIL 1999

B. POLICY GUIDANCE FOR RESPONSE TO HAZARDOUS CHEMICAL RELEASES,

COMDTINST M16465.30

C. MARINE SAFETY MANUAL, VOLUME IX, SECTION 5.A.4, COMDINST M16000.14

1. PURPOSE:  THIS MESSAGE ESTABLISHES INTERIM GUIDANCE ON CG RESPONSES TO WMD INCIDENTS AND CG PARTICIPATION IN WMD PLANNING.  IT

RECOGNIZES OUR RESOURCE AND TRAINING SHORTFALLS IN THE WMD PROGRAM

AREA AND OUR RESPONSIBILITY TO ENSURE THE SAFETY OF CG PERSONNEL 

2. DEFINITIONS:  "WMD", AS DEFINED BY THE TERRORISM ANNEX OF REF (A),

MEANS ANY:

 (1) DESTRUCTIVE WEAPON (I.E., AN EXPLOSIVE OR INCENDIARY

DEVICE);

 (2) POISON GAS; (3) WEAPON INVOLVING A DISEASE ORGANISM; OR (4)

WEAPON THAT IS DESIGNED TO RELEASE RADIATION AT A LEVEL DANGEROUS TO HUMAN LIFE.  A "WMD INCIDENT" INVOLVES THE THREATENED, SUSPECTED, OR CONFIRMED USE OF A WMD IN A VIOLENT ACT OR AN ACT DANGEROUS TO HUMAN LIFE, IN VIOLATION OF THE CRIMINAL LAWS OF THE UNITED STATES OR OF ANY STATE, TO INTIMIDATE OR COERCE A GOVERNMENT, THE CIVILIAN

POPULATION, OR ANY SEGMENT THEREOF IN FURTHERANCE OF POLITICAL OR

SOCIAL OBJECTIVES.  FOR THE PURPOSE OF THIS POLICY, "WMD INCIDENT"

ALSO INCLUDES A DESIGNATED NATIONAL SPECIAL SECURITY EVENT (NSSE).

3. BACKGROUND: 

  A. THE THREAT OF A WMD INCIDENT IS A GROWING NATIONAL CONCERN. 

WHILE THE NUMBER OF ACTUAL INCIDENTS HAS NOT INCREASED, THE NUMBER OF HOAXES CONTINUES TO RISE.  THE LATEST STATISTICS SHOW THAT AT LEAST ONE WMD THREAT OR HOAX OCCURS EVERY OTHER DAY IN U.S. PORTS, AND VESSELS IN THOSE PORTS AND IN U.S. WATERS PRESENT POSSIBLE TARGETS FOR TERRORISTS.  

  B.  FEDERAL-LEVEL, WMD RESPONSE PLANNING CALLS FOR THE USE OF

EXISTING EMERGENCY RESPONSE PLANS AND A "BOTTOM UP" RESPONSE ORGANIZATION OF LOCAL, STATE AND FEDERAL EMERGENCY RESPONDERS.  PRESIDENTIAL DECISION DIRECTIVE (PDD) 39 CHARGES THE FBI AS THE LEAD FEDERAL AGENCY FOR THE "CRISIS" RESPONSE TO TERRORIST INCIDENTS.  FEMA IS CHARGED AS THE LEAD FEDERAL AGENCY FOR "CONSEQUENCE MANAGEMENT" ACTIVITIES.  AS A RESULT, THE CG IS ENGAGED IN POLICY DISCUSSIONS WITH THOSE AGENCIES AND OTHER WMD POLICY PRINCIPALS (NATIONAL SECURITY COUNCIL, DOJ, FEMA, DOD, EPA AND OTHERS).  IN ADDITION, REFERENCE (A) NOW SPECIFIES THAT EMERGENCY SUPPORT FUNCTION 10 (HAZMAT -INCLUDING WMD) RESPONSES WILL BE BASED ON THE NATIONAL CONTINGENCY PLAN (NCP) WITH THE CG HAVING THE LEAD IN THE COASTAL ZONE AS THE COAST GUARD INCIDENT COMMANDER (CGIC).

  C.  CG PARTICIPATION IS A NATURAL FIT IN THIS MISSION AREA GIVEN

OUR EXTENSIVE AUTHORITY, AS WELL AS, PRESENCE IN THE PORTS AND

COASTAL ZONE. OUR EXISTING COMMAND AND CONTROL STRUCTURE, CURRENT HAZARDOUS SUBSTANCES RESPONSE CAPABILITY, UNIQUE LAW ENFORCEMENT AND MILITARY STATUS, AND MARITIME EXPERTISE SUGGEST THAT WE SHOULD FILL AN IMPORTANT FEDERAL ROLE IN ANY RESPONSE TO A WMD INCIDENT IN THE COASTAL ZONE.   HOWEVER, WE DO NOT PRESENTLY HAVE THAT CAPABILITY. 

  D. AT THIS TIME, THERE IS NO SPECIFIC CG FUNDING FOR THE ADDITIONAL

TRAINING, EQUIPMENT, AND PERSONNEL THAT IS NEEDED FOR WMD CONSEQUENCE MANAGEMENT.  SOME LIMITED FUNDING MAY BE AVAILABLE IN FY01.  WHATEVER FUNDING BECOMES AVAILABLE IN FY01 WILL BE DEDICATED TO ESTABLISH A CLEAR ROLE FOR THE CG IN THE WMD PROGRAM AND TO CONDUCT WMD "AWARENESS" TRAINING TO OUR "FIRST RESPONDERS" - GROUP AND GROUP UB-UNIT, ACTIVITY AND ACTIVITY SUB-UNIT AND MARINE SAFETY OFFICE PERSONNEL.  UNTIL SUCH TIME AS RESOURCES, TRAINING, AND FUNDING BECOME AVAILABLE, CG RESPONSES TO WMD INCIDENTS SHALL BE LIMITED TO THOSE ACTIVITIES DESCRIBED BELOW. 

4. GENERAL GUIDANCE:  WMD INCIDENTS ARE MORE COMPLEX THAN OTHER

ROUTINE HAZMAT INCIDENTS BECAUSE OF THE INCREASED RISKS ASSOCIATED

WITH AN INTENTIONAL ACT TO CAUSE HARM, THE NATURE OF THE AGENTS

(BIOLOGICAL, CHEMICAL AND RADIOLOGICAL) INVOLVED AND THE INCREASED NUMBER OF RESPONDING ENTITIES. RESPONDERS SHOULD BE AWARE THAT IN

MOST, IF NOT ALL WMD INCIDENTS, THE WMD NATURE OF THE INCIDENT WILL

NOT BE KNOWN INITIALLY.   THEREFORE, RESPONDERS MUST PROCEED

CAUTIOUSLY AND ASSESS THE POSSIBILITY THAT AN INCIDENT MAY HAVE BEEN CAUSED INTENTIONALLY. 

5. SPECIFIC RESPONSE GUIDANCE:

 A.  FOR ALL CG UNITS EXCEPT THE NATIONAL STRIKE FORCE (NSF):  

   (1)  THE FOLLOWING SPECIFIC GUIDANCE SUPERCEDES HAZARDOUS

SUBSTANCE RESPONSE POLICY, PUBLISHED IN REFERENCES (B) AND (C), FOR

MARINE SAFETY UNITS AND OTHER CG UNITS WHEN IT IS SUSPECTED OR HAS

BEEN DETERMINED THAT THE RELEASE OF HAZARDOUS SUBSTANCES WAS A RESULT OF A WMD INCIDENT.

   (2)  IF AT ANY TIME CG RESPONDERS SUSPECT OR DETERMINE THAT AN

EMERGENCY INCIDENT IS A WMD INCIDENT, THEY ARE TO SUSPEND OR

IMMEDIATELY TRANSITION OUT OF ANY ACTIVE CG FIELD RESPONSE AND ENSURE THAT THE NATIONAL RESPONSE CENTER (NRC) AND THE APPROPRIATE DISTRICT AND AREA OPERATIONS CENTERS ARE IMMEDIATELY NOTIFIED.  THE NRC OPERATES THE DOMESTIC PREPAREDNESS CHEM/BIO HOTLINE AND IS RESPONSIBLE FOR NOTIFYING THE FBI AND FEMA OF WMD INCIDENTS.

SUBSEQUENT CG ACTIVITIES TO SUPPORT PRIMARY RESPONDERS WILL BE

CARRIED OUT IN ACCORDANCE WITH THE FOLLOWING PARAGRAPHS.   

   (3)  FOR CG RESPONDERS, THE FEDERAL ON-SCENE COORDINATOR (FOSC)

WILL ASSESS AND DETERMINE, USING OTHER FEDERAL, STATE AND LOCAL

EXPERTISE AS NEEDED, AREAS THAT ARE "SAFE TO RESPOND".  TO FACILITATE

RESPONSE EFFORTS, THE "SAFE TO RESPOND" DETERMINATION MAY BE APPLIED

TO SPECIFIC GEOGRAPHIC AREAS.  THE INTENTION IS TO USE SITE

CHARACTERIZATION METHODS AND TERMINOLOGY, I.E., HOT ZONE, COLD ZONE,

ETC., SIMILAR TO THOSE USED IN A HAZMAT RESPONSE.

   (4)  PENDING A "SAFE TO RESPOND" DETERMINATION, ALL ACTIVE CG

FIELD RESPONSE WILL BE TERMINATED IMMEDIATELY AND ALL CG RESOURCES

WILL WITHDRAW TO A SAFE DISTANCE FROM THE INCIDENT.

   (5)  ACTIVE FIELD OPERATIONS (I.E., SAR, VESSEL CASUALTY AND

POLLUTION RESPONSE, CASUALTY INVESTIGATION, VESSEL ESCORT AND

CONTROL, ON-SCENE SAFETY/SECURITY ZONE ENFORCEMENT, ETC.), IN

EMERGENCY RESPONSE TO A WMD INCIDENT, MAY BE UNDERTAKEN ONLY AFTER SUCH TIME THAT THE FOSC HAS DETERMINED THAT IT IS "SAFE TO RESPOND" - MEANING THAT THERE IS NO RISK OF EXPOSURE TO WMD AGENTS FOR CG RESPONDERS AND SUCH OPERATIONS CAN BE CONDUCTED SAFELY UNDER NORMAL CG STANDARD OPERATING PROCEDURES. 

  (6)  WHEN NO "SAFE TO RESPOND" DETERMINATION EXISTS, CG RESPONSE

UNITS WILL:

    (A)  CARRY OUT COMMAND AND CONTROL AND INCIDENT COMMAND POST

DUTIES ASSOCIATED WITH THE NCP OR FEDERAL RESPONSE PLAN, EMERGENCY

SUPPORT FUNCTION 10 (ESF-10).

    (B)  EMPLOY CG AUTHORITIES TO ESTABLISH, PUBLICIZE AND REMOTELY

ENFORCE SAFETY/SECURITY ZONES IN CLOSE COORDINATION WITH OTHER LOCAL, STATE AND FEDERAL AUTHORITIES.

    (C)  PROVIDE RESPONSE SUPPORT, OUTSIDE THE AFFECTED AREA, AS

REQUIRED OR REQUESTED BY OTHER FEDERAL, STATE OR LOCAL AUTHORITIES.

    (D)  IF APPROPRIATE, PRE-STAGE FIELD RESPONSE ASSETS SO AS TO

FACILITATE AN IMMEDIATE RESPONSE AFTER SUCH TIME AS A "SAFE TO RESPOND" DETERMINATION HAS BEEN MADE.

 B.  GUIDANCE FOR NSF WMD RESPONSE:  FOR AN NSSE OR SIMILAR HIGH RISK

EVENT (SUCH AS THE NATO SUMMIT, OPSAIL 2000, AND THE 2002 OLYMPICS)

AND FOR ALL WMD INCIDENTS WHERE THE NSF'S ROLES, CAPABILITIES, AND

LIMITATIONS ARE CLEARLY UNDERSTOOD BY ALL AGENCIES, THE NSF MAY,

SUBJECT TO ITS STANDARD OPERATING PROCEDURES, PROVIDE OPERATIONAL AND SUPPORT ASSISTANCE TO THE CGIC/FOSC OR LEAD FEDERAL AGENCY.  THE NSF SHOULD BE ONE OF THE FEDERAL, STATE, AND LOCAL RESPONSE RESOURCES PRE-STAGED FOR ANY NSSE BUT NOT THE ONLY RESOURCE.

6. GUIDANCE FOR WMD PLANNING EFFORTS: 

A.  CGHQ STAFF ELEMENTS ENGAGED IN WMD POLICY DISCUSSIONS HAVE

EMPHASIZED THE FOLLOWING GOALS:

 (1)  ENHANCE INTERAGENCY PREPAREDNESS FOR WMD CONSEQUENCE

MANAGEMENT.

 (2)  PROMOTE AND/OR ELEVATE RECOGNITION OF CG'S PRESENT AND POTENTIAL CAPABILITIES AS LOGICAL AND COST-EFFECTIVE FOR WMD RESPONSE IN THE COASTAL ZONE, CONTINGENT ON PROPER FUNDING.

 (3)  IDENTIFY AND ACQUIRE FUNDING TO ENHANCE AND SUSTAIN APPROPRIATE

CAPABILITIES.

B. THE ACTIVITIES LISTED IN PARAGRAPHS 5.A.(2) AND 5.A.(3) ARE

CARRIED OUT UNDER THE GUIDANCE OF EXISTING PLANNING PROCESSES AND STANDARD OPERATING PROCEDURES.  

C.  AREAS AND DISTRICTS SHOULD BE COGNIZANT OF WMD-RELATED

OPPORTUNITIES IN THEIR AREAS OF RESPONSIBILITY THAT AFFORD THE CG THE

CHANCE TO MAKE PROGRESS TOWARDS THE GOALS NOTED ABOVE.  SUBSEQUENT DISCUSSIONS SHOULD WEIGH THE MERITS OF THE OPPORTUNITIES AGAINST THE COSTS, I.E., RE-PRIORITIZING MISSIONS, RE-DIRECTING FUNDS AND CURRENT OPERATIONS TEMPO.  PARTICIPATION IN WMD PLANNING, TRAINING AND EXERCISING SHOULD BE CAREFULLY ASSESSED.

7. ADDITIONAL WMD RESPONSE INFORMATION AND AWARENESS MATERIALS HAVE BEEN FORWARDED TO AREAS AND DISTRICTS.

8. POC: CDR ALAN PEEK, G-MOR-3, (202) 267-6860; CDR ERIC CHAPMAN, 

G-MWP-2,  (202) 267-6166; CDR BARRY SMITH, G-OPD, (202) 267-1525; CDR

MARK FIEBRANDT, G-OPF-3, (202) 267-1532.
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SUBJ: FOSC RESPONSE TO INCIDENTS INVOLVING ANTHRAX OR OTHER

DISEASE-CAUSING AGENTS

A. NATIONAL OIL AND HAZARDOUS SUBSTANCES POLLUTION CONTINGENCY

PLAN (NCP), 40 CFR 300

B. FEDERAL RESPONSE PLAN, APRIL 1999

C. COMDT COGARD WASHINGTON DC//G-M// 101741Z OCT 01, COAST GUARD

ROLE DURING A FEDERAL RESPONSE PLAN (FRP) ACTIVATION INVOLVING

EMERGENCY SUPPORT FUNCTION 10 (ESF 10), HAZARDOUS MATERIALS (NOTAL)

D. COMDT COGARD WASHINGTON DC//G-O/G-M// 171300Z APR 00, ALCOAST

177/00, INTERIM GUIDANCE REGARDING COAST GUARD RESPONSE TO WEAPONS

OF MASS DESTRUCTION (WMD) INCIDENTS

E. INTERAGENCY AGREEMENT BETWEEN THE UNITED STATES COAST GUARD AND

THE FEDERAL BUREAU OF INVESTIGATION, MARINE SAFETY MANUAL, VOL. X,

COMDTINST M16000.15

F. U.S. COAST GUARD INCIDENT MANAGEMENT HANDBOOK, COMDTPUB

P3120.17

1. PURPOSE:  THIS MESSAGE IS INTENDED TO GIVE INTERIM GUIDANCE TO

COAST GUARD FEDERAL ON SCENE COORDINATORS (FOSC) ON RESPONDING TO

POTENTIAL INCIDENTS INVOLVING ANTHRAX OR OTHER DISEASE-CAUSING

AGENTS UNDER THE NATIONAL CONTINGENCY PLAN (NCP) (REF A) UTILIZING

CERCLA FUNDING AND AUTHORITY. IT RECOGNIZES THE NEED FOR CLOSE

ATTENTION TO SAFETY PROTOCOLS FOR RESPONDERS DUE TO THE INHERENT

DANGER ASSOCIATED WITH DISEASE-CAUSING AGENTS, AND THE HEIGHTENED

NEED FOR NATIONAL STRIKE FORCE (NSF) EXPERTISE AND RESOURCES.  IT

ALSO RECOGNIZES THE COAST GUARD'S CRUCIAL ROLE WITHIN PORTS AND

COASTAL AREAS TO COORDINATE MULTI-AGENCY RESPONSE EFFORTS TO

MITIGATE THE THREAT FROM HAZARDOUS SUBSTANCES AND ENSURE PUBLIC

SAFETY.

2. BACKGROUND:

 A. THE US COAST GUARD HAS BEEN INVOLVED WITH NUMEROUS OTHER

AGENCIES FOR PLANNING AT BOTH THE NATIONAL AND LOCAL LEVEL FOR

RESPONSE TO WMD INCIDENTS, INCLUDING THOSE INVOLVING ANTHRAX OR

OTHER DISEASE-CAUSING AGENTS. IN PREVIOUS PLANNING SCENARIOS, IT

WAS EXPECTED THAT THE FEDERAL RESPONSE PLAN (FRP) (REF B) WOULD BE

ACTIVATED IN THE EVENT THAT WMD AGENTS WERE USED BY TERRORISTS.

THE FRP PLACES FEMA AS THE LEAD FEDERAL AGENCY FOR CONSEQUENCE

MANAGEMENT IN RESPONSE TO TERRORISM INCIDENTS AND THE FBI AS THE

LEAD AGENCY FOR CRISIS MANAGEMENT. IN THAT REGARD, THE FRP

EMERGENCY SUPPORT FUNCTION (ESF) 8, THE HEALTH AND MEDICAL SERVICES

ANNEX, WOULD BE ACTIVATED AND THE DEPARTMENT OF HEALTH AND HUMAN

SERVICES (HHS) WOULD BE THE PRIMARY AGENCY PROVIDING COORDINATED

FEDERAL ASSISTANCE TO SUPPLEMENT STATE AND LOCAL RESOURCES. AS

DISCUSSED IN REF C, FEMA MAY ALSO ACTIVATE ESF 10, THE HAZARDOUS

MATERIALS ANNEX, TO SUPPORT CONSEQUENCE MANAGEMENT ACTIVITIES.

HOWEVER, THE FRP HAS NOT BEEN ACTIVATED IN ANY OF THE ANTHRAX

CASES TO DATE. AS THIS DID NOT HAPPEN, EPA HAS RESPONDED TO KNOWN

ANTHRAX SITES UNDER THE NCP UTILIZING CERCLA AUTHORITY AND FUNDING,

CLASSIFYING ANTHRAX AS A DISEASE-CAUSING POLLUTANT OR CONTAMINANT

WHICH POSES AN IMMINENT AND SUBSTANTIAL DANGER TO PUBLIC HEALTH AS

OUTLINED IN SECTION 300.5 OF REF A. COAST GUARD FOSCS COULD BE

FACED WITH A SIMILAR SITUATION IN THE COASTAL ZONE. ALTHOUGH

POSSIBLY UNFAMILIAR WITH HOW TO RESPOND TO DISEASE-CAUSING AGENTS

UNDER THE NCP, THE CG FOSC WOULD HAVE THE RESPONSIBILITY TO ENSURE

A COORDINATED INTER-AGENCY EFFORT TO MITIGATE THE THREAT TO PUBLIC

HEALTH AND SAFETY AND REMOVAL OF THE PRODUCT. THE CG FOSC WOULD BE

PART OF THE UNIFIED COMMAND ESTABLISHED TO RESPOND TO THE INCIDENT,

HOWEVER, THE PRIMARY INCIDENT COMMANDER WOULD NORMALLY BE THE LOCAL

OR STATE PUBLIC HEALTH AUTHORITY. THE NATIONAL RESPONSE TEAM IS

CURRENTLY WORKING TO DETERMINE THE PROPER PROTOCOLS FOR RESPONDING

TO DISEASE-CAUSING AGENTS, INCLUDING ANTHRAX.

3. SPECIFIC GUIDANCE:

 A. INITIAL NOTIFICATION:  ANY POTENTIAL ANTHRAX (OR OTHER

DISEASE-CAUSING AGENT) INCIDENT SHOULD BE IMMEDIATELY REPORTED TO

THE NATIONAL RESPONSE CENTER (NRC) AT 800-424-8802 OR 202-267-2675.

THE NRC WILL NOTIFY THE FBI'S STRATEGIC INTELLIGENCE AND OPERATIONS

CENTER (SIOC) AND OTHERS AS OUTLINED BELOW.

 B. SAFETY: THE HIGHEST PRIORITY IN A RESPONSE TO A POTENTIAL

INCIDENT INVOLVING A DISEASE-CAUSING AGENT IS THE SAFETY OF

RESPONDERS AND THE PUBLIC.  REF D PROVIDES GUIDANCE ON RESPONDING

TO WMD INCIDENTS AND STRESSES THE NEED TO ISOLATE POTENTIALLY

CONTAMINATED AREAS AND DETERMINE AREAS WHERE IT IS "SAFE TO

RESPOND". ENTRY INTO POTENTIALLY CONTAMINATED AREAS REQUIRES

PROTECTION BEYOND LEVEL "D". ACCORDINGLY, CG PERSONNEL (WITH THE

EXCEPTION OF NSF PERSONNEL) WILL NOT ENTER THESE AREAS.

 C. ASSESSMENT PROCEDURES:  THE FBI WILL LEAD THE INITIAL EFFORTS

TO ASSESS THE SITUATION, BEGINNING WITH A CONFERENCE CALL INITIATED

BY THE NRC WITH INVOLVED AGENCIES, INCLUDING USCG, EPA, CENTERS FOR

DISEASE CONTROL AND PREVENTION (CDC) AND LOCAL AUTHORITIES. DURING

THE INITIAL ASSESSMENT, ENTRY TO FURTHER ASSESS THE HAZARD WILL

TYPICALLY BE CONDUCTED BY LOCAL HAZMAT RESPONDERS (PUBLIC HEALTH,

FIRE DEPT, ETC.), THE FBI'S HAZMAT RESPONSE UNIT (HMRU), OR OTHER

SPECIAL UNITS (SUCH AS THE NSF). IF THE FBI HAS DETERMINED THE

REPORT TO BE CREDIBLE, THEY WILL COORDINATE EVIDENCE COLLECTION AND

SUBSEQUENT LAB ANALYSIS. HOWEVER, IF THE FBI IS NOT ON SCENE,

SUBSEQUENT COLLECTION AND LAB ANALYSIS WILL TYPICALLY FALL TO STATE

AND LOCAL AUTHORITIES.

 D. CRIMINAL INVESTIGATION:  ONCE CONFIRMED AS AN ACTUAL CASE, THE

FBI WILL FOCUS ON THE INVESTIGATION. AS THESE ACTS POTENTIALLY ARE

CRIMINAL ACTS OF TERRORISM, THE FBI IS THE LEAD AGENCY FOR THE

CRIMINAL INVESTIGATION. COAST GUARD UNITS WILL COORDINATE RESPONSE

ACTIONS WITH THE FBI AND SUPPORT THEIR INVESTIGATION EFFORTS IAW

REF E.

 E. CONSEQUENCE MANAGEMENT: BECAUSE OF THE COMPLEXITY AND DANGERS

INVOLVED IN RESPONDING TO DISEASE-CAUSING AGENTS, EFFECTIVE INTER-

AGENCY COORDINATION IS ESSENTIAL. AS IN THE RESPONSE TO OTHER

HAZARDOUS SUBSTANCES, THE FOSC SHOULD COORDINATE RESPONSE ACTIONS

UNDER A UNIFIED COMMAND STRUCTURE IAW REF F AND UTILIZE EXPERTISE

AND HAZMAT RESPONDERS FROM OTHER AGENCIES AND PRIVATE CONTRACTORS.

THIS INCLUDES CDC AND OTHER PUBLIC HEALTH OFFICIALS. THE NATIONAL

INSTITUTE FOR OCCUPATIONAL SAFETY AND HEALTH (NIOSH), AGENCY FOR

TOXIC SUBSTANCES AND DISEASE REGISTRY (ATSDR), AND THE CDC HAVE

BEEN ESSENTIAL PLAYERS IN DETERMINING SITE SAFETY PROTOCOL AND

CLEANUP PROCEDURES FOR PREVIOUS ANTHRAX INCIDENTS THAT WERE

OVERSEEN BY EPA. THE NATIONAL GUARD CIVIL SUPPORT TEAMS (CST) HAVE

WMD AGENT DETECTION CAPABILITIES WHICH CAN BE PROVIDED BY THE

RESPECTIVE GOVERNOR TO WHOM THE TEAMS ARE ASSIGNED. FOSCS ALSO

HAVE THE RRT AND NRT FOR SUPPORT AND MAY REQUEST OSC ASSISTANCE

FROM EPA. THE NSF IS ALSO AVAILABLE TO PROVIDE HAZMAT RESPONDERS

AND INCIDENT MANAGEMENT SUPPORT.

  (1)  COORDINATION WITH PUBLIC HEALTH IC: THE LOCAL PUBLIC HEALTH

OFFICIAL SHOULD BE AN ESSENTIAL INCIDENT COMMANDER WITHIN THE

UNIFIED COMMAND BASED ON THEIR LOCAL AUTHORITY AND TECHNICAL

EXPERTISE. HOWEVER, THEY MAY BE UNFAMILIAR WITH CONDUCTING A

RESPONSE UNDER THE NCP.  THE FOSC SHOULD ENSURE THAT THE PUBLIC

HEALTH OFFICIAL IS BROUGHT INTO THE UNIFIED COMMAND AND WORK

CLOSELY WITH THEM WITHIN AN ICS FRAMEWORK.

  (2)  EMERGENCY VS NON-EMERGENCY RESPONSE ACTION: IAW STANDARD

PROTOCOLS FOR RESPONSE TO CERCLA SUBSTANCES (REF A), THE CG FOSC

PROVIDES THE LEAD FOR INCIDENTS IN THE COASTAL ZONE THAT ARE FROM

VESSELS OR THAT REQUIRE IMMEDIATE REMOVAL ACTION TO MITIGATE AN

IMMEDIATE AND SIGNIFICANT HARM TO HUMAN LIFE OR HEALTH, OR THE

ENVIRONMENT. IN THE LATTER SITUATION, ONCE THE CG FOSC DETERMINES

THAT THE EMERGENCY HAS BEEN ABATED AND THERE IS NO LONGER AN

IMMEDIATE THREAT, THE CG FOSC SHOULD TRANSFER LEAD AGENCY

RESPONSIBILITY TO EPA FOR FURTHER NON-EMERGENCY RESPONSE ACTION.

AS EACH SITUATION IS DIFFERENT, THE FOSC MUST MAKE THE

DETERMINATION WHETHER TO INITIATE IMMEDIATE REMOVAL ACTION, AND

WHEN (OR IF) TO TRANSITION TO AN EPA LEAD.  THESE DETERMINATIONS

ARE PRIMARILY BASED ON THE IMMEDIACY OF THE THREAT. THE FOLLOWING

PROVIDES AN EXAMPLE SCENARIO: IN RESPONSE TO AN ANTHRAX INCIDENT AT

A SITE WITHIN THE COASTAL ZONE, THE CG FOSC ENSURES THAT THE

APPROPRIATE AUTHORITIES (LOCAL AND STATE PUBLIC HEALTH, HHS, ETC.)

HAVE BEEN NOTIFIED; COORDINATES THE INITIAL ASSESSMENT WITH THE FBI

AND OTHER AGENCIES; AND, UNDER A UNIFIED COMMAND, SECURES THE

LOCATION AND CONDUCTS A SITE EVALUATION. SAMPLES TAKEN CONFIRM THE

INCIDENT AS AN ACTUAL ANTHRAX CASE. THE FBI MOVES FORWARD WITH A

CRIMINAL INVESTIGATION WHILE THE REST OF THE UNIFIED COMMAND

PROCEEDS TOWARD MITIGATION OF THE HAZARD BY DEVELOPING SAMPLING AND

LONG-TERM CLEANUP PLANS. THE CG FOSC SEES THAT THE SITUATION HAS

BEEN STABILIZED AND NO LONGER POSES AN IMMEDIATE AND SUBSTANTIAL

THREAT, AND SUBSEQUENTLY COORDINATES WITH EPA TO HAVE EPA ASSUME

THE LEAD FOR FURTHER RESPONSE ACTIONS AT THE APPROPRIATE TIME.

  (3)  MEDICAL PROTOCOL:  DUE TO THE NATURE OF DISEASE-CAUSING

AGENTS, ADDITIONAL MEDICAL PRECAUTIONS ARE NEEDED FOR PERSONS

SUSPECTED OF EXPOSURE AND FOR HAZMAT RESPONDERS WORKING IN

CONTAMINATED AREAS. MEDICAL PROTOCOL SHOULD BE ESTABLISHED WITH

THE CONSULTATION OF CDC, THE LOCAL HEALTH AUTHORITIES AND THE

ATTENDING PHYSICIAN PRIOR TO CONDUCTING ANY ENTRIES INTO AREAS THAT

ARE SUSPECTED TO BE CONTAMINATED. MLC(K) SHOULD BE NOTIFIED

IMMEDIATELY WHEN ANY CG PERSON IS POTENTIALLY EXPOSED AND REQUIRES

MEDICAL CARE. COSTS FOR MEDICAL CARE SHOULD BE COORDINATED WITH

NPFC(CF).

  (4)  FUNDING: FOSCS CAN UTILIZE EXISTING PROTOCOL WITH NPFC TO

ACCESS THE CERCLA FUND (SUPERFUND) TO FUND RESPONSE COSTS FOR

INCIDENTS INVOLVING DISEASE-CAUSING AGENTS.

 F.  PLANNING EFFORTS:

   (1)  CG FOSCS SHOULD DISCUSS PROTOCOLS FOR RESPONDING TO REPORTS

OF INCIDENTS SUSPECTED OF INVOLVING DISEASE-CAUSING AGENTS WITH

EPA, AREA COMMITTEES, LOCAL EMERGENCY PLANNING COMMITTEES, HARBOR

SAFETY/PORT SECURITY COMMITTEES, AND INDUSTRY REPRESENTATIVES,

USING ANTHRAX AS ONE OF THE PLANNING SCENARIOS. PLANNING EFFORTS

SHOULD CONSIDER RESPONSE ACTIONS FOR VESSELS THAT ARE BOTH UNDERWAY

AND IN PORT AT THE TIME OF THE THREAT. LOCAL PREPAREDNESS EFFORTS

SHOULD INCLUDE COORDINATION WITH LOCAL AND STATE PUBLIC HEALTH AND

EMERGENCY MANAGEMENT OFFICIALS AS WELL AS LOCAL AND REGIONAL FBI.

RRTS/FOSCS/AREA COMMITTEES SHOULD IDENTIFY AND INCLUDE IN THEIR

REGIONAL AND AREA CONTINGENCY PLANS LOCAL HAZMAT TEAMS (INCLUDING

NSF, NATIONAL GUARD CIVIL SUPPORT TEAMS AND OTHER DOD TEAMS)

CAPABLE OF ASSISTING WITH THE INITIAL ASSESSMENT AND CLEANUP

ACTIONS, AND LOCAL LABORATORIES CAPABLE OF CONDUCTING SAMPLE

ANALYSIS SHOULD THE FBI NOT INITIALLY RESPOND.

  (2)  DISTRICT (M), AS RRT CO-CHAIR, SHOULD COORDINATE PLANNING

FOR REGIONAL LEVEL SUPPORT TO CG AND EPA  FOSCS, INCLUDING

IDENTIFYING LINKS TO FBI, ATSDR AND OTHER FEDERAL AGENCIES AND

DRAFTING/DISSEMINATING STANDARD RESPONSE PROTOCOLS AS THEY ARE

DEVELOPED AT THE NATIONAL AND REGIONAL LEVELS.

4. POC: CDR STEVE DANIELCZYK, G-MOR-3, (202) 267-6860.

5. INTERNET RELEASE AUTHORIZED.

6. RELEASED BY RADM PLUTA, ASSISTANT COMMANDANT FOR MARINE SAFETY

AND ENVIRONMENTAL PROTECTION, AND RADM CROSS, ASSISTANT COMMANDANT

FOR OPERATIONS.
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SUBJ: MARITIME INDUSTRY REPORTING OF SUSPECTED/ACTUAL TERRORIST

INCIDENTS

1. PURPOSE: THIS MESSAGE IS TO PROVIDE THE MARITIME INDUSTRY WITH ONE

NATIONAL TELEPHONE NUMBER (800-424-8802) TO REPORT SUSPECTED AND

ACTUAL TERRORIST INCIDENTS.

2. BACKGROUND: THE NATIONAL RESPONSE CENTER (NRC) IS THE CENTRAL POINT

OF CONTACT FOR ALL OIL, CHEMICAL, RADIOLOGICAL, BIOLOGICAL AND

ETIOLOGICAL RELEASES ANYWHERE IN THE UNITED STATES. THESE HAZARDOUS

SUBSTANCES MAY POTENTIALLY BE USED IN A TERRORIST INCIDENT, AND GIVEN

THE EXISTING CAPABILITIES, THE NRC CAN SERVE AS AN EFFECTIVE

CLEARINGHOUSE FOR NOTIFICATION OF TERRORISM INCIDENTS.

3. DISCUSSION:

  A. WHILE IT MAY BE DIFFICULT TO PREDICT AND PREVENT A TERRORIST

ATTACK, CERTAIN STEPS CAN BE IMPLEMENTED TO MINIMIZE THE CHANCE THAT

THE ATTACK WILL DISRUPT VESSEL/PORT OPERATIONS. CG HEADQUARTERS IS

WORKING WITH INDUSTRY, FIELD UNITS, AND OTHER LAW ENFORCEMENT AGENCIES

TO DEVELOP AND COMMUNICATE BEST PRACTICES FOR PREVENTION. THE FBI AND

USPS HAVE PUBLISHED GUIDANCE ON THEIR WEBSITES THAT PROVIDE "TELL-

TALE" SIGNS FOR IDENTIFYING SUSPICIOUS PACKAGES. FURTHER, SOME CRUISE

SHIP COMPANIES HAVE SET UP SATELLITE MAIL PROCESSING TRAILERS TO

MINIMIZE THE IMPACT OF AN ANTHRAX THREAT ON BOTH THE VESSEL AND

TERMINAL OPERATIONS.

  B. UPON NOTIFICATION OF A POTENTIAL TERRORIST INCIDENT THE NRC WILL

CONNECT THE CALLER TO THE FBI'S STRATEGIC INTELLIGENCE AND OPERATIONS

CENTER (SIOC), WHO WILL COORDINATE WITH OTHER AGENCIES TO PERFORM AN

IMMEDIATE ASSESSMENT OF THE THREAT CREDIBILITY. IN SOME INSTANCES, THE

FBI MAY BE ABLE TO VERIFY THAT THE REPORT IS A FALSE ALARM OR HOAX AND

REQUIRES NO RESPONSE. OTHER CASES MAY REQUIRE AN ONSCENE ASSESSMENT BY

THE FBI AND OTHER FEDERAL, STATE AND LOCAL OFFICIALS. IN CONJUNCTION

WITH THE THREAT ASSESSMENT, THE NRC WILL ALSO NOTIFY OTHER NRT

RESPONSE AGENCIES UNDER EXISTING PROTOCOLS.

  C. ADDITIONAL GUIDANCE IS BEING DEVELOPED TO CLARIFY THE COAST GUARD

ROLE IN CHEMICAL AND BIOLOGICAL INCIDENTS AND WILL BE DISTRIBUTED

SEPARATELY.

4. ACTION:

  A. IN ADDITION TO OIL AND HAZARDOUS SUBSTANCE RELEASES, THE NRC

SHOULD BE NOTIFIED OF ANY SUSPECTED TERRORIST INCIDENT, PARTICULARLY

THOSE AFFECTING TRANSPORTATION SYSTEMS. UNITS SHOULD ENSURE ALL

REPORTS OF SUSPECTED OR ACTUAL INCIDENTS ARE REPORTED TO THE NRC AT

800-424-8802 OR 202-267-2675.

  B. RECOMMEND THAT THE CONTENTS OF THIS ALCOAST BE WIDELY DISTRIBUTED

TO THE MARITIME INDUSTRY SO THEY KNOW HOW TO REPORT SUSPECTED/ACTUAL

TERRORIST INCIDENTS.

5. POC:  CDR STEVE DANIELCZYK, G-MOR-3, (202) 267-6860; CDR MICHAEL

RAND, G-MPV, (202) 267-6853; CAPT DENNIS EGAN, G-OPF, (202) 267-2100.

6. INTERNET RELEASE AUTHORIZED.

7. RELEASED BY RADM PLUTA, ASSISTANT COMMANDANT FOR MARINE SAFETY AND

ENVIRONMENTAL PROTECTION, AND RADM CROSS, ASSISTANT COMMANDANT FOR

OPERATIONS.

BT

NNNN

R 302156Z OCT 01 ZYB

FM COMDT COGARD WASHINGTON DC//G-CCS//

TO ALCOAST

BT

UNCLAS //N06480//

ALCOAST 497/01

COMDTNOTE 6480

SUBJ:  ADDITIONAL GUIDANCE FOR PREVENTION AND RESPONSE FOR SUSPECTED EXPOSURE TO ANTHRAX SPORES/BACTERIA

A. COMDT COGARD WASHINGTON DC 171747Z OCT 01, ALCOAST 464/01

1. THIS ALCOAST EXPANDS REF A REPORTING PROCEDURES FOR

CHEMICAL/BIOLOGICAL AGENTS RECEIVED THROUGH THE MAIL TO ANY SITUATION

WHERE A COAST GUARD MEMBER OR COMMAND BELIEVES THE POSSIBILITY OF AN

EXPOSURE TO ANTHRAX SPORES/BACTERIA EXISTS. CONTINUE TO REFER TO REF A

FOR PROCEDURES FOR HANDLING POSSIBLE CHEMICAL/BIOLOGICAL AGENTS

RECEIVED THOUGH THE MAIL OR FOR OTHER TYPES OF SUSPICIOUS ITEMS FOUND

IN AN OPENED OR UNOPENED CONDITION. WE WILL CONTINUE TO PROVIDE

PERIODIC UPDATES TO KEEP COAST GUARD PERSONNEL INFORMED OF THE LATEST

GUIDANCE AND RECOMMENDED PROCEDURES WHEN HANDLING MAIL SUSPECTED OF

CONTAMINATION WITH CHEMICAL OR BIOLOGICAL AGENTS.

2. FOR OTHER SITUATIONS WHERE A MEMBER OR COMMAND BELIEVES EXPOSURE TO

ANTHRAX IS POSSIBLE THE FOLLOWING PROCEDURES SHALL BE FOLLOWED:

   A. STAY CALM

   B. EVACUATE THE SUSPECTED AREA OF CONTAMINATION

   C. NOTIFY SUPERVISOR AND SECURITY PERSONNEL. SUPERVISOR SHALL

NOTIFY THE COMMAND.

   D. SHUT OFF VENTILATION SYSTEM, IF POSSIBLE AND APPLICABLE.

   E. WASH YOUR HANDS WITH SOAP AND WATER.

   F. PLACE ALL ITEMS WORN AT THE TIME IN PLASTIC BAGS AND KEEP THEM

WHEREVER YOU CHANGE YOUR CLOTHES AND HAVE THEM AVAILABLE FOR LAW

ENFORCEMENT, SHOULD THEY REQUEST THEM.

   G. SHOWER WITH SOAP AND WATER.

   H. LIST ALL PERSONS WHO HAVE TOUCHED THE ITEM WITH LOCATING AND

CONTACT INFORMATION AND PROVIDE THE LIST TO THE APPROPRIATE PEOPLE AS

DIRECTED BY AUTHORITIES.

   I. REMAIN IN THE IMMEDIATE AREA, IF SAFE, UNTIL DIRECTED BY HIGHER

AUTHORITY.

3. UPON NOTIFICATION BY SUPERVISOR OF A POSSIBLE EXPOSURE TO ANTHRAX,

COMMANDING OFFICERS/OFFICERS IN CHARGE SHALL

ENSURE THE FOLLOWING ORGANIZATIONS ARE CONTACTED:

   A. SHORE UNITS AND CUTTERS IN U.S. PORTS:

      (1) OPERATIONAL AND ADMINISTRATIVE COMMANDER

      (2) BOTH LOCAL POLICE AND THE FBI, WHO WILL ARRANGE TO COLLECT

THE SUSPECTED MATERIAL (IF ANY) AND ASSESS THE THREAT SITUATION.

      (3) LOCAL, COUNTY, AND STATE HEALTH DEPARTMENTS WHO IN MOST

INSTANCES WILL PROVIDE INSTRUCTIONS REGARDING REQUIRED MEDICAL

PROCEDURES, IF ANY.

      (4) STATE EMERGENCY MANAGER.

      (5) G-WKH-1 (OPERATIONAL MEDICINE), AT 202-267-0528.

      (6) G-CFI (INTERNAL SECURITY), 202-267-1990 OR 202-267-2100.

      (7) G-CGIS (INVESTIGATIVE SERVICE) CONTACT RESPECTIVE

HQ/AREA/DISTRICT COMMAND CENTER WHO MAINTAINS LIST OF CGIS DUTY

AGENTS.

   B. CUTTERS (IN FOREIGN PORTS OR UNDERWAY)

      (1) OPERATIONAL AND ADMINISTRATIVE COMMANDER

      (2) AREA COMMANDER

      (3) G-WKH-1 (OPERATIONAL MEDICINE), AT 202-267-0528.

      (4) G-CFI (INTERNAL SECURITY), 202-267-1990 OR 202-267-2100.

      (5) G-CGIS (INVESTIGATIVE SERVICE) CONTACT RESPECTIVE

HQ/AREA/DISTRICT COMMAND CENTER WHO MAINTAINS LIST OF CGIS DUTY

AGENTS.

4. PERSONNEL WITH SUSPECTED ANTHRAX EXPOSURE SHOULD BE EVALUATED AT A

LOCAL EMERGENCY ROOM.

   A. A MEDICAL/EPIDEMIOLOGICAL EVALUATION MAY INCLUDE A NASAL SWAB

AND/OR A BLOOD TEST.

   B. PERSONNEL MAY RECEIVE TREATMENT WITH ANTIBIOTICS.

5. PERSONNEL WITH SUSPECTED ANTHRAX EXPOSURE SHOULD SEEK PROMPT

MEDICAL EVALUATION, REGARDLESS IF ON ANTIBIOTICS, FOR THE FOLLOWING:

   A.  A SKIN INFECTION THAT BEGINS AS A RAISED ITCHY BUMP THAT

RESEMBLES AN INSECT BITE BUT WITHIN 1-2 DAYS DEVELOPS INTO A VESICLE

(BLISTER) AND THEN A PAINLESS ULCER, USUALLY 1-3 CM IN DIAMETER. LYMPH

GLANDS IN THE ADJACENT AREA MAY SWELL.

   B.  RESPIRATORY SYMPTOMS THAT INITIALLY RESEMBLE A COMMON COLD WITH

FEVER, MUSCLE ACHES AND COUGH. AFTER SEVERAL DAYS, THE SYMPTOMS MAY

PROGRESS TO SEVERE BREATHING PROBLEMS AND SHOCK.

6. ANTIBIOTICS MAY BE STARTED UP TO 48 HOURS AFTER EXPOSURE AND STILL

BE EFFECTIVE IN PREVENTING AN ANTHRAX INFECTION.

7. FOR MORE INFORMATION SEE THE FOLLOWING WEBSITES:

   A. THE FOLLOWING IS CDCS GENERAL LINK FOR BIOTERRORISM ISSUES:

HTTP://WWW.BT.CDC.GOV/ AND SHOULD BE PERIODICALLY REVIEWED FOR UPDATED

INFO ON HANDLING THREATS OF ANTHRAX.

   B.  THE FOLLOWING IS AN INTERNET SITE THAT LISTS ALL STATE PUBLIC

HEALTH AGENCIES: HTTP://WWW.STATEPUBLICHEALTH.ORG/INDEX.PHP.

   C.  THE FOLLOWING IS A LINK TO THE U. S. POSTAL SERVICE WEB SITE

AND MAY BE USED TO FIND THE LATEST INFORMATION ON U.S. POSTAL SERVICES

PROCEDURES FOR HANDLING SUSPICIOUS MAIL: HTTP://WWW.USPS.COM

8. COMMANDS ARE ENCOURAGED TO MAKE CONTACT WITH LOCAL AND STATE

MEDICAL AND LAW ENFORCEMENT AUTHORITIES BEFORE HAVING TO REPORT A

POTENTIAL ANTHRAX EXPOSURE.   THIS WILL HELP UNDERSTAND THE LOCAL

COORDINATED APPROACH IN RESPONDING TO POSSIBLE EXPOSURE INCIDENTS AND

WILL ALSO HELP TAILOR UNIT ISSUES WITH OTHER ONGOING EFFORTS AT THE

LOCAL LEVEL.

9. TO ASSIST IN THE REDUCTION OF THE AMOUNT OF MAIL ENTERING THE LOCAL

MAILROOMS, COMMANDS ARE ENCOURAGED TO MAXIMIZE THE USE OF E-MAIL AND

FAXES, WHERE APPLICABLE, TO CORRESPOND WITH COAST GUARD UNITS AND

OTHER GOVERNMENT AGENCIES.

10. INTERNET RELEASE NOT AUTHORIZED

11. VADM T.W. JOSIAH, CHIEF OF STAFF SENDS.

BT
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R 101741Z OCT 01

FM COMDT COGARD WASHINGTON DC//G-MO//

TO COMPACAREA COGARD ALAMEDA CA//PM/PMR//

COMLANTAREA COGARD PORTSMOUTH VA//AM/AMR//

CCGDEIGHT NEW ORLEANS LA//M/MR//

CCGDELEVEN ALAMEDA CA//M/MR//

CCGDFIVE PORTSMOUTH VA//M/MR//

CCGDFOURTEEN HONOLULU HI//M/MR//

CCGDNINE CLEVELAND OH//M/MR//

CCGDONE BOSTON MA//M/MR//

CCGDSEVEN MIAMI FL//M/MR//

CCGDSEVENTEEN JUNEAU AK//M/MR//

CCGDTHIRTEEN SEATTLE WA//M/MR//

COGARD NSFCC ELIZABETH CITY NC

COGARD AST FORT DIX NJ

COGARD GST MOBILE AL

COGARD PST SAN FRANCISCO CA

INFO COMDT COGARD WASHINGTON DC//G-CFM/G-OPF/G-MOR//

COMCOGARD NPFC WASHINGTON DC

BT

UNCLAS //N16000//

SUBJ: COAST GUARD'S ROLE DURING A FEDERAL RESPONSE PLAN (FRP)

ACTIVATION INVOLVING EMERGENCY SUPPORT FUNCTION 10 (ESF-10) -

HAZARDOUS MATERIALS

A.  FEDERAL RESPONSE PLAN (FRP) DATED APR99

B   COMDTINST 16451.1, DISASTER RELATED POLLUTION RESPONSE ACTIVITIES

UNDER THE FEDERAL RESPONSE PLAN (FRP) AND COST REIMBURSEMENT FROM THE

STAFFORD ACT

C.  NATIONAL OIL AND HAZARDOUS SUBSTANCE POLLUTION CONTINGENCY PLAN

(NCP) (40CFR300)

1. FOLLOWING THE TERRORIST INCIDENTS IN NEW YORK AND AT THE PENTAGON,

REF (A) WAS ACTIVATED TO COORDINATE THE ENORMOUS REQUIREMENT FOR

FEDERAL SUPPORT OF THE STATE AND LOCAL GOVERNMENTS.  REF (A) PLAYS A

CRITICAL ROLE IN THIS UNPRECEDENTED RESPONSE EFFORT AS THE MEANS FOR

COORDINATING THE FEDERAL ROLE FOR CONSEQUENCE MANAGEMENT.  AS THE

COAST GUARD POTENTIALLY HAS A LEAD ROLE IN CONSEQUENCE MANAGEMENT

UNDER EMERGENCY SUPPORT FUNCTION 10 (ESF-10) WHICH DEALS WITH

HAZARDOUS MATERIALS, ALL CG RRT CO-CHAIRS ARE ENCOURAGED TO WORK WITH

THEIR U.S. ENVIRONMENTAL PROTECTION AGENCY (EPA) AND FEDERAL EMERGENCY

MANAGEMENT AGENCY (FEMA) COUNTERPARTS TO UNDERSTAND THEIR

RESPONSIBILITIES AND BEGIN DIALOGUE ON COORDINATION ISSUES AHEAD OF

TIME.  A COPY OF REF (A) IS AVAILABLE ON THE INTERNET AT

WWW.FEMA.GOV/R-N-R/FRP/.

2. REF (B) IS INACCURATE DUE TO 1999 CHANGES TO REF (A).  THE

INFORMATION INCLUDED IN THIS MSG SHOULD BE USED AS GUIDANCE UNTIL

FORMAL UPDATED GUIDANCE IS PUBLISHED.

3. ESF-10 CONCEPT OF OPERATION

A.  FOLLOWING A PRESIDENTIAL DECLARATION OF A MAJOR DISASTER OR

EMERGENCY, FEMA WILL IMPLEMENT REF (A).  TO MEET THE NEEDS OF THE

AFFECTED STATES, FEMA COORDINATES FEDERAL RESPONSE OPERATIONS BY

TASKING PRE-DESIGNATED AGENCIES FOR VARIOUS ESFS.  THE EPA IS THE

NATIONAL CHAIR AND LEAD AGENCY FOR THE ACTIVATION OF ESF-10.

B. WITH THE APRIL 1999 REVISION TO REF (A), THE CG RRT CO-CHAIR SERVES

AS THE REGIONAL INCIDENT CHAIR FOR ESF-10 FOR RESPONSES OCCURRING

SOLELY IN AREAS OF USCG JURISDICTION.  THE EPA ASSUMES THE ESF-10

REGIONAL INCIDENT CHAIR FOR INCIDENTS SOLELY WITHIN THEIR AREA OF

JURISDICTION OR IF AN INCIDENT INVOLVES BOTH EPA AND USCG

JURISDICTION.  THE CG AND EPA HAVE THE FLEXIBILITY TO TRANSFER THE

REGIONAL LEAD AS THE SITUATION WARRANTS.  THE INTENT, HOWEVER, IS FOR

BOTH AGENCIES TO SUPPORT THE RESPONSE TO THE FULLEST EXTENT, AS THEY

WOULD UNDER REF (C).

4. TASKING AND FUNDING MECHANISMS UNDER REF (A) WHERE THE COAST GUARD

IS ESF-10'S LEAD

A. UNDER ESF-10, THE FEMA FEDERAL COORDINATING OFFICER (FCO) ISSUES

NUMBERED MISSION ASSIGNMENTS (MAS) TO CONDUCT SPECIFIED TASKS.  THE MA

PROVIDES BOTH OPERATIONAL TASKING AND FUNDING INFORMATION.  IT

DESCRIBES THE SERVICES TO BE PROVIDED AND AUTHORIZES REIMBURSABLE

FUNDING TO COVER COAST GUARD OR COAST GUARD CONTRACTED COSTS.

B. ANY COAST GUARD UNIT RECEIVING AN ESF-10 MA SHALL FORWARD IT BY THE

MOST EXPEDITIOUS MEANS TO THE DISTRICT COMMANDER (M) FOR OPERATIONAL

ACCEPTANCE OF THE MISSION.  UPON OPERATIONAL ACCEPTANCE, THE DISTRICT

COMMANDER (M) WILL FAX THE MA TO NPFC (CF) FOR FINANCIAL ACTIVATION IN

THE COAST GUARD FINANCE SYSTEM.  FAX (202) 493-6898.

C. UPON RECEIPT OF THE MA, NPFC WILL ISSUE A PRIORITY MESSAGE

ESTABLISHING A DISASTER PROJECT NUMBER (DPN) FOR RESPONDING CG UNITS.

FOLLOW STANDARD NPFC USER REFERENCE GUIDE PROCEDURES FOR ALL FINANCIAL

ACTIVITY.

D. WHENEVER POSSIBLE THE DISTRICT COMMANDER (M) WILL ENCOURAGE THE

FEMA FCO TO AMEND AN EXISTING COAST GUARD MA TO INCLUDE ADDITIONAL

TASKS OR FUNDING, RATHER THAN ISSUE A NEW MA.

5. TASKING AND FUNDING MECHANISMS UNDER A REF (A) WHERE THE COAST

GUARD IS NOT ESF-10'S LEAD

A. IF THE COAST GUARD IS SUPPORTING THE EPA UNDER A REF (A)

ACTIVATION, THE EPA WILL ISSUE AN INTERAGENCY AGREEMENT (IAG) TO FUND

COAST GUARD ESF-10 RESPONSE OPERATIONS.

B. ANY COAST GUARD UNIT RECEIVING AN EPA IAG UNDER ESF-10 SHALL

FORWARD IT BY THE MOST EXPEDITIOUS MEANS TO THE DISTRICT COMMANDER (M)

FOR OPERATIONAL ACCEPTANCE OF THE MISSION. UPON OPERATIONAL

ACCEPTANCE, THE DISTRICT COMMANDER (M) WILL FAX THE MA TO NPFC (CF)

FOR FINANCIAL ACTIVATION IN THE COAST GUARD FINANCE SYSTEM.  FAX 202-

493-6898.

C. UPON RECEIPT OF THE MA, NPFC WILL ISSUE A PRIORITY MESSAGE

ESTABLISHING A DISASTER PROJECT NUMBER (DPN).  FOLLOW STANDARD NPFC

USER REFERENCE GUIDE PROCEDURES FOR ALL FINANCIAL ACTIVITY.  CONSULT

WITH THE NPFC CASE OFFICER IF ADDITIONAL GUIDANCE IS NEEDED ON ANY

FINANCIAL ISSUES.

6. REPORTING PROCEDURES

A. UNITS PERFORMING ESF-10 MISSIONS WILL SUBMIT DAILY SITREPS TO

DISTRICT (M). IN REPORTING ESF-10 RESPONSE OPERATION ACTIVITIES AND

EXPENDITURES, INCLUDE COMDT (G-MO/G-MOR/G-OPF) AND THE NPFC IN THE

INFO ADDRESSEE BLOCK.  NPFC WILL ESTABLISH SPECIFIC FINANCIAL

REPORTING REQUIREMENTS IN FUNDING MESSAGES.

B. DISTRICT ESF-10 CHAIRS WILL ALSO ENSURE WRITTEN AND VERBAL

OPERATIONS REPORTS ARE FORWARDED VIA THE FEMA ROC TO THE FEMA EST.

7. FUTURE PLANS

A. DISTRICT COMMANDERS AND FEDERAL ON-SCENE COORDINATORS ARE

ENCOURAGED TO COORDINATE CLOSELY WITH LOCAL AND REGIONAL RESPONSE

RESOURCES AVAILABLE UNDER THE NATIONAL RESPONSE SYSTEM, AND VALIDATE

RESPONSE PLANS FOR CONSEQUENCE MANAGEMENT ACTIONS.

B. LONG TERM COAST GUARD - IMPLEMENTATION GUIDANCE IS CURRENTLY BEING

DEVELOPED TO REPLACE REF (B).  SHOULD YOU HAVE ANY QUESTIONS REGARDING

ESF-10, CONTACT COMDT (G-MOR-3) AT (202) 267-2865.   FOR ESF-10

QUESTIONS DEALING WITH FINANCIAL ISSUES CONTACT THE NPFC.

BT
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High Priority Agents.  The U.S. public health system and primary health-care providers must be prepared to address varied biological agents, including pathogens that are rarely seen in the United States. High-priority agents include organisms that pose a risk to national security because they:





can be easily disseminated or transmitted person-to-person;


cause high mortality, with potential for major public health impact;


might cause public panic and social disruption; and


require special action for public health preparedness.





High Priority Agents include





Variola major (smallpox);


Bacillus anthracis (anthrax);


Yersinia pestis (plague);


Clostridium botulinum toxin (botulism);


Francisella tularensis (tularaemia);


Filoviruses:�  Ebola hemorrhagic fever, �  Marburg hemorrhagic fever; and


Arenaviruses: �  Lassa (Lassa fever), �  Junin (Argentine hemorrhagic fever), and �  related viruses.





Health-care agencies must have enhanced capacity to investigate unusual events and unexplained illnesses, and diagnostic laboratories must be equipped to identify biological and chemical agents that rarely are seen in the United States. Fundamental to these efforts is comprehensive, integrated training designed to ensure core competency in public health preparedness and the highest levels of scientific expertise among local, state, and federal partners.





Critical Biological Agents include those that:





are moderately easy to disseminate;


cause moderate morbidity and low mortality; and


require specific enhancements of CDC’s diagnostic capacity and enhanced disease surveillance.





Critical Biological Agents include





Coxiella burnetti (Q fever);


Brucella species (brucellosis);


Burkholderia mallei (glanders);


Alphaviruses:�  Venezuelan encephalomyelitis, �  Eastern and western equine encephalomyelitis;


Ricin toxin from Ricinus communis (castor beans);


Epsilon toxin of Clostridium perfringens; and


Staphylococcus enterotoxin B.





A subset of this list includes pathogens that are food or waterborne.


These pathogens include but are not limited to:





Salmonella species; 


Shigella dysenteriae; 


Escherichia coli O157:H7; 


Vibrio cholerae; and


Cryptosporidium parvum.





Emerging Biological Agents include emerging pathogens that could be engineered for mass dissemination in the future because of:





availability;


ease of production and dissemination; and


potential for high morbidity and mortality and major health impact.





Emerging Biological Agents include





Nipah virus;


Hantaviruses;


Tickborne hemorrhagic fever viruses;


Tickborne encephalitis viruses;


Yellow fever; and


Multidrug-resistant tuberculosis.





Preparedness for this list requires ongoing research to improve disease detection, diagnosis, treatment, and prevention. Knowing in advance which newly emergent pathogens might be employed by terrorists is not possible; therefore, linking bioterrorism preparedness efforts with ongoing disease surveillance and outbreak response activities is imperative.











FEMA:  Lead agency for federal support to state for Consequence Management





FBI:  Lead federal agency for Crisis Management





Other federal agencies use existing authorities to support FBI and FEMA





FBI:  Lead federal agency for Crisis Management





Other federal agencies use existing authorities to support FBI and FEMA





ESF #7 - Resource Support


General Services Administration


ESF #8 - Health and Medical Services


Department of Health and Human Services


ESF #9 - Urban Search and Rescue


Federal Emergency Management Agency


ESF #10 - Hazardous Materials


Environmental Protection Agency


ESF #11 - Food


Department of Agriculture/Food and Nutrition Service


ESF #12 - Energy


Department of Energy





ESF #1 - Transportation


Department of Transportation


ESF #2 - Communications


National Communications System


ESF #3 - Public Works and Engineering


Department of Defense/U.S. Army Corps of Engineers


ESF #4 - Firefighting


Department of Agriculture/Forest Service


ESF #5 - Information and Planning


Federal Emergency Management Agency


ESF #6 - Mass Care


American Red Cross





12 Emergency Support Functions (ESF)





National Response Team (NRT)





EPA – Chair


USCG – Vice Chair





Report of a potential WMD Biological, Chemical, Radiological, or Conventional Event





Contact the FBI


and 


Local/State LE – 911





FBI Determines


Credible Threat?





CG Actions Taken O/S:





Secure Scene


Back-off and avoid exposure


Determine people casualties and symptoms from a distance if possible


Wait for LE








Response Ends





No





Yes





Crisis Management





As part of the Criminal Investigation FBI/LE may:�


Initiate sampling to verify substances;


Notify bomb/explosive responders to address conventional devices;


Control site access;


Question witnesses and carryout other LE functions; and/or


Call in hazmat teams, health/environmental responders, etc. to assist in securing/containing perceived threats.





Consequence Management





Although Crisis Management has the lead, if the threat is credible, health and environmental response agencies would normally mount a simultaneous response, especially if o/s people are symptomatic:





Local hazmat teams, health departments, bomb squads, etc. would respond dependent on scenario;


If local and State resources request federal assistance or incident occurs solely in federal jurisdiction federal agencies would respond – Lead Agency would the applicable OSC in accordance with the NCP; or


The State Governor declares a State of Emergency and formally requests federal support or the President initiates a declaration and a Federal Disaster Declaration is made, FEMA/FRP is activated.





Substance or WMD incident is


confirmed 





Response Ends





No





Yes





FBI/LE continues investigation and manages evidence.  Crisis agencies should allow Consequence agencies access to mitigate potential health and environmental threats.





Consequence agencies respond to mitigate potential health and environmental threats especially if people are symptomatic or there are overt WMD effects.  Consider:�


Containing affected area;


Evacuate unaffected people;


Record and track affected people; and/or


Secure WMD source.





Substance or WMD Incident is


Confirmed?





Yes





FBI/LE continues investigation and manages evidence.  Crisis agencies allow Consequence agencies access to mitigate health and environmental threats.





Federal Disaster is Declared�


FEMA is activated and the FRP is implemented:�


The FOSC is supported specifically by ESF #10;


Mission Assignments and Funding obtained;


All ESFs are available to focus on the event, however the primary missions would be supported by:  ESFs # 3, 8, and 10; and


NRS/NCP structure is still utilized at the field level to address health and environmental issues associated with the response.





Yes





Consequence agencies complete emergency response actions.  Site is contained or secure and human health and welfare issues have been addressed.





Is Site Clean?





Investigation  Continues





Yes





Response


Ends





No





Remedial Actions





If CG FOSC has the lead for emergency response actions, the lead should be passed to EPA to oversee long term cleanup activities





Note:  Specific flowcharts depicting the progression of response for biological, chemical, radiological, and conventional WMD events are found in the appendices to this document.





Coast Guard Response


Ends





Regional Response Team (RRT)





(Region 4 and Caribbean Region)


EPA/USCG – Co-Chairs





Unified Command (UC) 





Federal On-Scene Coordinator (FOSC)


State On-Scene Coordinator (SOSC)


Local On Scene Coordinator


Private Party 





Incident Command Organization





Command Staff 


Operations


Planning


Logistics


Finance/Administration





Members:





FEMA


Dept. of Interior


Dept. of Commerce


Dept. of Justice


Health & Human Services


Dept. of Transportation


Nuclear Regulatory Commission


Dept. of Agriculture


Dept. of Defense


Dept. of State


Government Services Administration


Dept. of Energy


Dept. of Labor





Members:





Same as NRT but also includes States within each region.





The NRS is designed to respond to oil, hazardous substances, and pollutants or contaminants that pose a substantial danger to public health and welfare, including certain chemical, biological, and other weapons of mass destruction.





Consequence agencies respond to mitigate potential health and environmental threats especially if people are symptomatic or there are overt WMD effects.  Consider:�


Containing affected area;


Evacuate unaffected people;


Record and track affected people; and/or


Secure WMD source.





FOSC allows local and private responders to address issues if capable and provides oversight. 





FBI/LE continues investigation and manages evidence.  Crisis agencies should allow Consequence agencies access to mitigate potential health and environmental threats.





Response Ends





Substance or WMD Incident is


Confirmed? 





Consequence Management





Although Crisis Management has the lead, if the threat is credible, health & environmental response agencies would normally mount a simultaneous response, especially if o/s people are symptomatic:





Local hazmat teams, health departments, bomb squads, etc. would respond dependent on scenario;


If local and State resources request federal assistance or incident occurs solely in federal jurisdiction federal agencies would respond – Lead Agency would the applicable OSC in accordance with the NCP; or


FOSC may assist FBI/LE with coordination of initial investigative sampling and scene management.





Crisis Management





As part of the Criminal Investigation FBI/LE may:�


Initiate sampling to verify substances;


Notify bomb/explosive responders to address conventional devices;


Control site access;


Question witnesses and carryout other LE functions; and/or


Call in hazmat teams, health/environmental responders, etc. to assist in securing/containing perceived threats.





No





Response Ends





CG Actions Taken O/S:





Secure Scene


Back-off and avoid exposure


Determine people casualties and symptoms from a distance if possible


Wait for LE








FBI Determines


Credible Threat?





Contact the FBI


and 


Local/State LE – 911





Report of a potential WMD Biological, Chemical, Radiological, or Conventional Event





Yes





No





Yes





Coast Guard Response


Ends





Note:  Specific flowcharts depicting the progression of response for biological, chemical, radiological, and conventional WMD events are found in the appendices to this document.





Remedial Actions





If CG FOSC has the lead for emergency response actions, the lead should be passed to EPA to oversee long term cleanup activities





Response


Ends





Investigation  Continues





UC Decides


Is Site Clean?





ICS/UC complete emergency response actions.  Site is contained or secure and human health and welfare issues have been addressed.





Federal On-Scene Commander�


ICS/UC is established:�


FOSC uses NCP authority and NRS and private sector resources to mitigate the event considering:�


Proper funding source to be used;


Victim and responder safety & health using services of health agencies…HHS, CDC, ATSDR, OHSA, NIOSH, local health agencies, etc.


Containment, isolation, securing the site;


Sampling and cleanup protocols;


Decontamination and site management;


Disposal





FBI/LE continues investigation and manages evidence.  Crisis agencies allow Consequence agencies access to mitigate health and environmental threats.





LOGISTICS


SECTION





ADMINISTRATION
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Yes
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Federal Coordinating Officer (FCO)
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Individual Assistance
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Documentation
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Planning
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Joint Information Center





Incident Commander





Consequence Management





Although Crisis Management has the lead, if the threat is credible, health & environmental response agencies would normally mount a simultaneous response, especially if o/s people are symptomatic:





Local hazmat teams, health departments, etc. would respond dependent on scenario;


If local and State resources request federal assistance or incident occurs solely in federal jurisdiction federal agencies would respond – Lead Agency would the applicable OSC in accordance with the NCP; or


FOSC may assist FBI/LE with coordination of initial investigative sampling and scene management.





Crisis Management





As part of the Criminal Investigation FBI/LE may:�


Initiate sampling to verify presence of biologic substances;


Control site access;


Question witnesses and carryout other LE functions; and/or


Call in hazmat teams, health/environmental responders, etc. to assist in securing/containing perceived threats.





No





Response Ends





CG Actions Taken O/S:





Secure Scene


Back-off and avoid exposure


Determine people casualties and symptoms from a distance if possible


Wait for LE


Notify health and environmental agencies








Credible


Threat?





Contact the FBI


and 


Local/State LE – 911





Report of a potential 


Biological 


WMD Incident





Yes





Investigation  Continues





ICS/UC complete emergency response actions.  Site is contained or secure and human health and welfare issues have been addressed.





Federal On-Scene Commander�


ICS/UC is established:�


FOSC uses NCP authority and NRS and private sector resources to mitigate the event considering:�


Proper funding source to be used;


Victim and responder safety & health using services of health agencies…HHS, CDC, ATSDR, OHSA, NIOSH, local health agencies, etc.


Containment, isolation, securing the site;


Sampling and cleanup protocols;


Decontamination and site management;


Disposal





FBI/LE continues investigation and manages evidence.  Crisis agencies allow Consequence agencies access to mitigate health and environmental threats.





Yes





Consequence agencies respond to mitigate potential health and environmental threats especially if people are symptomatic or there are overt WMD effects.  Consider:�


Containing affected area;


Evacuate unaffected people;


Record and track affected people; and/or


Secure WMD source.





FOSC allows local and private responders to address issues if capable and provides oversight. 





FBI/LE continues investigation and manages evidence.  Crisis agencies should allow Consequence agencies access to mitigate potential health and environmental threats.





Response Ends





Substance or WMD Incident is


Confirmed? 





No





Yes





Coast Guard Response


Ends





Remedial Actions





If CG FOSC has the lead for emergency response actions, the lead should be passed to EPA to oversee long term cleanup activities





Response


Ends





Is Site Clean?





Yes





No





Biological WMD Planning Issues.   One of the critical issues facing the Coast Guard OSC will be the availability of government or private sector resources that can do hot zone entry, cleanup, decon, and disposal.  Local planners must identify hazmat contractors, local labs, government responders that may be able to address these response issues.  For biologic response, consider:





Approaching local hazmat contractors to determine who has capability;


Become familiar with CG Strike Team and National Guard Civil Support Team capabilities;


Know local health and hazmat team capabilities;


Identify federal HHS/PHS agencies and their intended level of assistance for potential and actual incidents; and


Identify local labs that area certified to analyze bio-samples (Note: CDC will normally not do sample analysis until a WMD substance is confirmed.





Consequence agencies respond to mitigate potential health and environmental threats especially if people are symptomatic or there are overt WMD effects.  Consider:�


Containing affected area;


Evacuate unaffected people;


Record and track affected people; and/or


Secure WMD source.





FOSC allows local and private responders to address issues if capable and provides oversight. 





FBI/LE continues investigation and manages evidence.  Crisis agencies should allow Consequence agencies access to mitigate potential health and environmental threats.





CG Actions Taken O/S:





Secure Scene


Back-off and avoid exposure


Determine people casualties and symptoms from a distance if possible


Wait for LE


Notify health and environmental agencies








Report of a potential 


Chemical 


WMD Incident





Consequence Management





Although Crisis Management has the lead, if the threat is credible, health & environmental response agencies would normally mount a simultaneous response, especially if o/s people are symptomatic:





Local hazmat teams, health departments, etc. would respond dependent on scenario;


If local and State resources request federal assistance or incident occurs solely in federal jurisdiction federal agencies would respond – Lead Agency would the applicable OSC in accordance with the NCP; or


DOD resources should be contacted since they have the most experience with chemical agents.





Crisis Management





As part of the Criminal Investigation FBI/LE may:�


Control site access;


Question witnesses and carryout other LE functions; and/or


Call in DOD, hazmat teams, health/environmental responders, etc. to assist in securing/containing perceived threats.





No





Response Ends





Credible


Threat?





Contact the FBI


and 


Local/State LE – 911





Yes





Chemical WMD Planning Issues.   One of the critical issues facing the Coast Guard OSC will be the availability of government or private sector resources that can do hot zone entry, cleanup, decon, and disposal.  Local planners must identify hazmat contractors, local labs, government responders that may be able to address these response issues.  For chemical agent response, consider:





Approaching local hazmat contractors to determine who has capability;


Become familiar with CG Strike Team and National Guard Civil Support Team capabilities as well as DOD and EPA resources that can assist with response;


Know local health and hazmat team capabilities;


Identify federal HHS/PHS agencies and their intended level of assistance for potential and actual incidents; and


Victim evacuation procedures and immediate decon are vital in the aftermath of a chemical agent exposure.  Fresh air and water may be the best first response.





No





Coast Guard Response


Ends





Remedial Actions





If CG FOSC has the lead for emergency response actions, the lead should be passed to EPA to oversee long term cleanup activities





Response


Ends





Yes





Is Site Clean?





ICS/UC complete emergency response actions.  Site is contained or secure and human health and welfare issues have been addressed.





Investigation  Continues





FBI/LE continues investigation and manages evidence.  Crisis agencies allow Consequence agencies access to mitigate health and environmental threats.





Yes





Yes





Federal On-Scene Commander�


ICS/UC is established:�


FOSC uses NCP authority and NRS and private sector resources to mitigate the event considering:�


Proper funding source to be used;


Victim and responder safety & health using services of health agencies…HHS, CDC, ATSDR, OHSA, NIOSH, local health agencies, etc.  Evacuation procedures are vital;


Containment, isolation, securing the site;


DOD and EPA resources instrumental in addressing response issues depending on the agent used;


Sampling and cleanup protocols;


Decontamination and site management;


Disposal





No





Response Ends





Substance or WMD Incident is


Confirmed? 





Facts about Anthrax





Anthrax is an acute infectious disease caused by the spore-forming bacterium Bacillus anthracis. Anthrax most commonly occurs in hoofed mammals and can also infect humans. 





Symptoms of disease vary depending on how the disease was contracted, but usually occur within 7 days after exposure. The serious forms of human anthrax are inhalation anthrax, cutaneous anthrax, and intestinal anthrax. 





Initial symptoms of inhalation anthrax infection may resemble a common cold. After several days, the symptoms may progress to severe breathing problems and shock. Inhalation anthrax is often fatal. 





The intestinal disease form of anthrax may follow the consumption of contaminated food and is characterized by an acute inflammation of the intestinal tract. Initial signs of nausea, loss of appetite, vomiting, and fever are followed by abdominal pain, vomiting of blood, and severe diarrhea.





Direct person-to-person spread of anthrax is extremely unlikely, if it occurs at all. Therefore, there is no need to immunize or treat contacts of persons ill with anthrax, such as household contacts, friends, or coworkers, unless they also were also exposed to the same source of infection.





In persons exposed to anthrax, infection can be prevented with antibiotic treatment. 





Early antibiotic treatment of anthrax is essential–delay lessens chances for survival. Anthrax usually is susceptible to penicillin, doxycycline, and fluoroquinolones. 





An anthrax vaccine also can prevent infection. Vaccination against anthrax is not recommended for the general public to prevent disease and is not available.





Facts about Botulism





Botulism is a muscle-paralyzing disease caused by a toxin made by a bacterium called Clostridium botulinum.There are three main kinds of botulism:





Foodborne botulism occurs when a person ingests pre-formed toxin that leads to illness within a few hours to days. �


Foodborne botulism is a public health emergency because the contaminated food may still be available to other persons besides the patient.�


Infant botulism occurs in a small number of susceptible infants each year who harbor C. botulinum in their intestinal tract.�


Wound botulism occurs when wounds are infected with C. botulinum that secretes the toxin.





With foodborne botulism, symptoms begin within 6 hours to 2 weeks (most commonly between 12 and 36 hours) after eating toxin-containing food. Symptoms of botulism include double vision, blurred vision, drooping eyelids, slurred speech, difficulty swallowing, dry mouth, muscle weakness that always descends through the body: first shoulders are affected, then upper arms, lower arms, thighs, calves, etc. Paralysis of breathing muscles can cause a person to stop breathing and die, unless assistance with breathing (mechanical ventilation) is provided.





Botulism is not spread from one person to another. Foodborne botulism can occur in all age groups.  A supply of antitoxin against botulism is maintained by CDC.  The antitoxin is effective in reducing the severity of symptoms if administered early in the course of the disease. Most patients eventually recover after weeks to months of supportive care.





Facts about Pneumonic Plague





Plague is an infectious disease of animals and humans caused by the bacterium Yersinia pestis. Y. pestis, is found in rodents and their fleas in many areas around the world. 





Pneumonic plague occurs when Y. pestis infects the lungs.  The first signs of illness in pneumonic plague are fever, headache, weakness, and cough productive of bloody or watery sputum. The pneumonia progresses over 2 to 4 days and may cause septic shock and, without early treatment, death.





Person-to-person transmission of pneumonic plague occurs through respiratory droplets, which can only infect those who have face-to-face contact with the ill patient.





Early treatment of pneumonic plague is essential. Several antibiotics are effective, including streptomycin, tetracycline, and chloramphenicol. There is no vaccine against plague. 





Prophylactic antibiotic treatment for 7 days will protect persons who have had face-to-face contact with infected patients. 








Facts about Smallpox





Smallpox infection was eliminated from the world in 1977.





Smallpox is caused by variola virus.  The incubation period is about 12 days (range: 7 to 17 days) following exposure. Initial symptoms include high fever, fatigue, and head and back aches. A characteristic rash, most prominent on the face, arms, and legs, follows in 2-3 days. The rash starts with flat red lesions that evolve at the same rate. Lesions become pus-filled and begin to crust early in the second week. Scabs develop and then separate and fall off after about 3-4 weeks.  The majority of patients with smallpox recover, but death occurs in up to 30% of cases. 





Smallpox is spread from one person to another by infected saliva droplets that expose a susceptible person having face-to-face contact with the ill person. Persons with smallpox are most infectious during the first week of illness, because that is when the largest amount of virus is present in saliva. However, some risk of transmission lasts until all scabs have fallen off.





Routine vaccination against smallpox ended in 1972. The level of immunity, if any, among persons who were vaccinated before 1972 is uncertain; therefore, these persons are assumed to be susceptible.





Vaccination against smallpox is not recommended to prevent the disease in the general public and therefore is not available. 





In people exposed to smallpox, the vaccine can lessen the severity of or even prevent illness if given within 4 days after exposure. Vaccine against smallpox contains another live virus called vaccinia. The vaccine does not contain smallpox virus. 





The United States currently has an emergency supply of smallpox vaccine.





There is no proven treatment for smallpox but research to evaluate new antiviral agents is ongoing. Patients with smallpox can benefit from supportive therapy (intravenous fluids, medicine to control fever or pain, etc.) and antibiotics for any secondary bacterial infections that occur.





Consequence Management





Although Crisis Management has the lead, if the threat is credible, health & environmental response agencies would normally mount a simultaneous response.  The USCG is not a Lead Agency under the FRERP for radiological response…refer fed lead to EPA:





Local hazmat teams, health departments, etc. would respond dependent on scenario;


If local and State resources request federal assistance or incident occurs solely in federal jurisdiction federal agencies would respond – Lead Agency would the applicable the EPA unless the source is from DOD or DOE/NRC material; or


Coast Guard resources shall keep at a safe distance until the all clear is given.





Report of a potential 


Radiological


WMD Incident





CG Actions Taken O/S:





Secure Scene


Back-off and avoid exposure


Determine people casualties and symptoms from a distance if possible


Wait for LE


Notify health and environmental agencies


Local hazmat teams will respond initially


EPA shall be notified








FBI/LE continues investigation and manages evidence.  Crisis agencies should allow Consequence agencies access to mitigate potential health and environmental threats.





Consequence agencies respond to mitigate potential health and environmental threats especially if people are symptomatic or there are overt WMD effects.  Consider:�


Containing affected area;


Evacuate unaffected people;


Record and track affected people; and/or


Secure WMD source.





LFA allows local and private responders to address issues if capable and provides oversight. 








Exposure versus Symptoms








Nerve Agent VX





The V-agents differ from the G-agents in being primarily skin acting (percutaneous) materials, all very close in physiological properties.  The Russian and U.S. versions are empirically the same but represent two different structural isomers.  VX was the U.S. Standard A persistent nerve agent.





(1)	Chemical name:  O-ethyl S-(2-diisopropylamino) ethyl methylphosphonothiolate


(2)	Formula:  C11H26NO2PS


(3)	Vapor density:  9.2 (relative to air at 1.0)


(4)	Freezing point:  -38° F (-39°C)


(5)	Boiling point:  568°F (298°C)


(6)	Vapor pressure: At 25°C:  0.0007 mm Hg


(7)	Volatility/persistency:  10.5 mg/m3 at 25°C, persistent liquid at room temperatures


(8)	Rate of hydrolysis:


		Alkaline solutions = minutes


		Acidic solutions = hours to days


(9)	Hydrolysis products:  Toxic at pH 7-10


(10)	Hazards:  Toxic liquid, combustible liquid


(11)	Odor:  Fishy sulfurous, from presence of amino mercaptan impurities


(12)	LCt50/LD50:	


		Respiratory:  3 ppm for a one minute exposure (30 mg-min/m3)


		Percutaneous liquid: 10 mg/person


		Percutaneous vapor:  360 mg-min/m3





(13)	ICt50:


		Respiratory:  2 ppm for a one-minute exposure (25 mg-min/m3)


		Percutaneous liquid: 0.005 g/person (0.0714 mg/kg)


(14)	Rate of detoxification:  Very slow; essentially cumulative


(15)	Onset time:  Very fast by inhalation; slower through the skin


(16)	Persistency:  Heavy concentrations may persist for one week


(17)	Physiological symptoms:  Whether inhaled, absorbed through the skin, 	or ingested, the symptoms of VX poisoning are basically the same: runny nose, tightness of the chest, dimness of vision, pinpointing of the pupils, difficulty in breathing, drooling and excessive sweating, nausea, vomiting, cramps, involuntary urination and defecation, twitching, jerking, staggering, headache, confusion, drowsiness, coma, and convulsion; followed by a cessation of breathing and death.  Symptoms appear more slowly from a percutaneous route of entry, with a single lethal dose requiring as much as 12 hours.  Respiratory doses can 	cause death within one to ten minutes.  Depending on the point of contact, pinpointing of the pupils may not be seen when agent is absorbed through the skin.


(18)	Protection required:  Mask and protective clothing.  Protective clothing will off-gas VX for approximately 30 minutes after contact with the vapor.








Nerve Agent GF








Agent GF was produced by Iraq during the Gulf War, but was never used.  It was intended to be mixed with Sarin (GB).  There is very little toxicity data known for GF.





(1)	Chemical name:  Cyclohexyl methyl phosphonofluoridate


(2)	Formula:  (CH3)(C6H11O)FPO


(3)	Vapor density:  6.2 (relative to air at 1.0)


(4)	Freezing point:  -22° F (-30°C)


(5)	Boiling point:  462°F (239°C)


(6)	Vapor pressure:  At 20°C:  0.044 mm Hg


(7)	Volatility/persistency:  438 mg/m3 at 20°C, semi-persistent liquid at room temperatures


(8)	Rate of hydrolysis:  Hours to two days depending on acidity


(9)	Hydrolysis products:  HF and organophosphorus acids


(10)	Hazards:  Toxic liquid, corrosive by-products


(11)	Odor:  Camphor-like


(12)	LD50:  30 mg/person (bare skin)


(13)	ICt50:  Unknown


(14)	Rate of detoxification:  Very slow; essentially cumulative


(15)	Onset time:  Very fast by inhalation; slower through the skin.


(16)	Persistency:  Heavy concentrations of unthickened agent may persist for one to two days.  Thickened agent may last for over one week.


(17)	Physiological symptoms:  Similar to other nerve agents.


(18)	Protection required:  Mask and protective clothing.








Soman (GD)





Soman, although first discovered by the Germans in the late 1930s, was not produced during WW II.  The only nation known to have produced stockpile quantities was the USSR.  Because of the type of reaction with acetylcholinesterase, the poisoning is generally assumed to be irreversible after two minutes.  It is extremely difficult to synthesize.





(1)	Chemical name:  Pinacolyl methyl phosphonofluoridate


(2)	Formula:  (CH3)(C6H13O)FPO


(3)	Vapor density:  6.33 (relative to air at 1.0)


(4)	Freezing point:  -44° F (-42°C)


(5)	Boiling point:  388°F (198°C)


(6)	Vapor pressure:  At 25°C:  0.4 mm Hg


(7)	Volatility/persistency:  3,900 mg/m3 at 25°C, semi-persistent liquid at room temperatures


(8)	Rate of hydrolysis:  Hours to two days depending on acidity. Five minutes in 5% solution of NaOH.


(9)	Hydrolysis products:  HF and organophosphorus acids


(10)	Hazards:  Toxic liquid, corrosive by-products


(11)	Odor:  None when pure, camphor when impure


(12)	LCt50/LD50:	


		Respiratory: 9 ppm for a one-minute exposure (70 mg-min/m3 )


		Percutaneous liquid:  0.35 g/person (bare skin)


		Percutaneous vapor = 10,000 mg-min/m3





(13)	ICt50:  Respiratory = 4 ppm for a one-minute exposure (35 mg-min/m3)


(14)	Rate of detoxification:  Very slow; essentially cumulative


(15)	Onset time:  Very fast by inhalation; slower through the skin.


(16)	Persistency:  Heavy concentrations of unthickened agent may persist for one to two days.  Thickened agent may last for over one week.


(17)	Physiological symptoms:  Similar to other nerve agents.  GD binds irreversibly with acetylcholinesterase in a few minutes; rapid treatment is required.


(18)	Protection required:  Mask and protective clothing.





Tabun (GA)





Tabun was produced in large quantities by the Germans in WW I but never used.  Iraq produced and used GA in weapons against the Iranians in the Iran-Iraq War.  Neither the U.S. nor the Soviet Union ever produced or stockpiled this material.





(1)	Chemical name:  O-Ethyl N,N- dimethyl phosphoramidocyanidate


(2)	Formula:  (CH3)2N(C2H5O)(CN)PO


(3)	Vapor density:  5.63 (relative to air at 1.0)


(4)	Freezing point: -58°F (-50°C)


(5)	Boiling point:  475°F (246°C)


(6)	Vapor pressure:  At 25°C:  0.070 mm Hg


(7)	Volatility/persistency:  328 mg/m3 at 20°C, 610 mg/m3 at 25°C, semi-	persistent liquid at room temperatures


(8)	Rate of hydrolysis:  Reacts slowly with water, but fairly rapidly with strong acids and alkalis.  Hydrolysis may be catalyzed by phosphate.


(9)	Hydrolysis products:  Hydrogen cyanide, phosphorus products, dimethylamine


(10)	Hazards:  Toxic liquid, combustible liquid (flash point 78°C, or 172°F).


(11)	Odor:  Fruity


(12)	LCt50 / LD50: 	


		Respiratory:  135 mg-min/m3 (15  l/minute)


		Percutaneous liquid: 1.5 g/person


		Percutaneous vapor:  30,000 mg-min/m3�


(13)	ICt50:  Respiratory:  300 mg-min/m3�


(14)	Rate of detoxification:  Slow


(15)	Onset of effects:  Very fast by inhalation; slower through the skin


(16)	Persistency:  Heavy concentrations of liquid agent may persist for one to two days.


(17)	Physiological symptoms:  Same as other nerve agents


(18)	Protection required:  Mask and protective clothing.  Protective clothing will off-gas GA for approximately 30 minutes after contact with the vapor.





Sarin (GB)





Sarin, or GB, was stockpiled in large quantities by both the U.S. and the USSR during the Cold War.  The Iraqis produced and probably used Sarin during the Iran-Iraq War and produced a Sarin/GF mixture during the brief Gulf War.  The Aum Shinrikyo cult made and used Sarin as a terrorist weapon in Japan.





(1)	Chemical name:  Isopropyl methylphosphonofluoride


(2)	Formula:  (CH3)(C3H7O)FPO


(3)	Vapor density:  4.8 (relative to air at 1.0)


(4)	Freezing point:  -70°F (-56°C)


(5)	Boiling point:  316°F (158°C)


(6)	Vapor pressure:  At 25°C:  2.9 mm Hg


(7)	Volatility/persistency:  16,090 mg/m3 at 20°C, 22,000 mg/m3 at 25°C, non-persistent liquid at room temperatures


(8)	Rate of hydrolysis:  Hours to two days depending on acidity 


(9)	Hydrolysis products:  Hydrofluoric acid under acidic conditions.  Fluoride salts under basic conditions.


(10)	Hazards:  Toxic liquid, corrosive by-products


(11)	Odor:  Fruity


(12)	LCt50 / LD50:


		Respiratory:  70-100 mg-min/m3


	


		Percutaneous liquid:  1.7 g/person


		Percutaneous vapor:  15,000 mg-min/m3�


(13)	ICt50:  Respiratory = 35 mg-min/m3�


(14)	Rate of detoxification:  Very slow; essentially cumulative


(15)	Onset time:  Very fast by inhalation; slower through the skin.


(16)	Persistency:  Evaporates as rapidly as water.  May persist for one to two days.


(17)	Physiological symptoms:  Whether inhaled, absorbed through the skin, 	or ingested, the symptoms of GB poisoning are basically the same: runny nose, tightness of the chest, dimness of vision, pinpointing of the pupils, difficulty in breathing, drooling, excessive sweating, nausea, vomiting, cramps, involuntary urination and defecation, twitching, jerking, staggering, headache, confusion, drowsiness, coma, and convulsion; followed by a cessation of breathing and death.  Symptoms appear more slowly from a percutaneous route of entry, with a lethal dose causing death within two hours.  Respiratory doses can cause death within one to ten minutes.  Depending on the point of contact, pinpointed pupils may not be seen when agent is absorbed through the skin.


(18)	Protection required:  Respiratory and protective clothing.  Protective clothing will off-gas GB for approximately 30 minutes after contact with the vapor.








Phosgene Oxime (CX)





Phosgene Oxime is an example of a nettle agent (physiological effect similar to stinging nettle or bee sting).  It is readily soluble in water, but because of its very slow hydrolysis, the resultant liquid can also be a potent irritant and can be effective on the skin in concentrations above 10%.





Phosgene oxime is also soluble in most organic solvents.  Even though a solid, Phosgene Oxime is three times as volatile as sulfur mustard.





(1)	Chemical name:  Dichloroformoxime


(2)	Formula:  CI2CNOH


(3)	Vapor density:  3.9 (relative to air at 1.0)


(4)	Freezing point:  104°F (40°C)


(5)	Boiling point:  264°F (129°C)


(6)	Vapor pressure:  At 25°C:  11.2 mm Hg


(7)	Volatility/persistency:  1,800 mg/m3, persistent solid at room temperatures


(8)	Rate of hydrolysis:  Very slow.  Reacts violently in alkaline solution.


(9)	Hydrolysis products:  Carbon dioxide, hydrochloric acid, hydroxylamine


(10)	Hazards:  Toxic solid, corrosive


(11)	Odor:  Disagreeably penetrating 


(12)	LCt50 (at 25°C, decreases as temperature rises):	


		Respiratory:  3,200 mg-min/m3


	


		Percutaneous vapor:  unknown


		Percutaneous liquid:  unknown


(13)	ICt50 (at 25°C, decreases as temperature rises):


		Respiratory:  undetermined


		Percutaneous vapor: undetermined


		Eye:  more than 3 mg-min/m3


 ECt50 = 1mg/min at 10 sec; at 3mg/m3 effects are unbearable after one 	minute


(14)	Rate of detoxification:  Unknown cumulative effects


(15)	Onset Time:  Extremely rapid


(16)	Persistency:  Days to weeks in soil; non-persistent


(17)	Physiological symptoms:  Produces instant and almost intolerable skin 	pain and local tissue destruction immediately on contact.  It will cause violent irritation to the mucous membranes of the eyes and nose. When CX comes in contact with the skin, the area becomes blanched within 30 seconds and is surrounded by a red ring.  A weal forms in about 30 minutes with the tissue turning brown in 24 hours.  A scab will form within a week and fall off in three weeks.  Itching will sometimes occur during healing, delaying the process for up to two months.  It is one of the most irritating chemicals known.


(18)	Physical protection required:  Respiratory and protective clothing.








Lewisite (L)





Lewisite is an example of the arsenical family of blister agents.  These are chemical compounds which all contain arsenic.  Lewisite was first produced at the end of WW I, too late to be used in that conflict.  Several nations including the U.S. produced Lewisite for potential use in WW II.  Apparently only the Russians have maintained large stocks to the present day.  These stocks were not filled in munitions, but maintained in ~20,000 gallon tanks with the intent of mixing the Lewisite 50/50 with sulfur mustard immediately prior to use.





(1)	Chemical name:  Dichloro (2-chlorovinyl) arsine


(2)	Formula:  ClHC=CHAsCl2�


(3)	Vapor density:  7.2 (relative to air at 1.0)


(4)	Freezing point:  -64°F (-18°C)


(5)	Boiling point:  374°F (190°C)


(6)	Vapor pressure:  At 25°C:  0.35 mm Hg


(7)	Volatility/persistency:  4,480 mg/m3, persistent liquid at room temperature


(8)	Rate of hydrolysis:  Rapid in the liquid or vapor state


(9)	Hydrolysis products:  Hydrogen chloride and chlorovinyl-arsenious products.  The latter is a blister-forming solid that is not washed away by rain.  Alkaline hydrolysis destroys blister-forming properties.


(10)	Hazards:  Toxic liquid, corrosive by-products, carcinogen


(11)	Odor:  Geraniums 


(12)	LCt50 (at 25°C, decreases as temperature rises):


		Respiratory:  1,200-1,500 mg- min/m3


	


		Percutaneous vapor:  Over 100,000 mg-min/m3


		


		Percutaneous liquid:  unknown


(13) 	ICt50 (at 25°C, decreases as temperature rises):


       		Respiratory:  No data


       		Percutaneous vapor:  >1,500 mg-min/m3


      	


		Eye:  Below 300 mg-min/m3�


(14) 	Rate of detoxification:  The body does not detoxify L


(15) 	Onset time:  Rapid


(16)	Persistency:  Days


(17)	Physiological symptoms:   Produces effects similar to mustard but additionally acts as a systemic poison causing pulmonary edema, diarrhea, restlessness, weakness, subnormal temperature, and low blood pressure.  First and foremost L is a blister agent, then a toxic lung irritant, and finally a systemic poison.  In its liquid form, L will cause immediate eye irritation and permanent loss of vision if not decontaminated within one minute.  L produces an immediate strong stinging sensation of the skin, with reddening beginning in 30 minutes.  Blistering will appear after 30 hours.


(18)	Physical protection required:  Respiratory and protective clothing.











Nitrogen Mustards (HN-1, HN-2, HN-3)





The toxicological data, as well as the physical data, is somewhat sketchy.  In most physiological actions, the nitrogen mustards seem to have the same delayed effects as the sulfur mustards.  The nitrogen mustards were synthesized in WII by the Germans, British, and Americans, though only the Germans made it a major portion of their stockpile.  Besides the HN- series, a number of other variations of nitrogen mustard have been synthesized.  Only limited data has been uncovered on the nitrogen mustards despite the intense interest in them during WW II.  They do not appear to have any commercial use today, though HN-2 was once used as a chemotherapeutical in cancer patients during the sixties.  They are apparently quite easy to synthesize by treating selected amines with thionyl chloride.  The U.S. eventually decided the nitrogen mustards provided no advantage over the sulfur mustards and opted not to enter full scale production.





(1)	Chemical name: Bis (2-chloroethyl) ethylamine; Bis (2-chloroethyl) methylamine, Tris (2-chloroethyl) amine


(2)	Formula:  (CICH2CH2)2NC2H5, (CICH2CH2)2NCH3, (CICH2CH2)3N


(3)	Vapor densities:  5.9, 5.4, 7.1 (relative to air at 1.0)


(4)	Freezing points: -29°F (-34°C), -76°F (-60°C), 25°F (-3.7°C) 


(5)	Boiling points: 381°F (194°C), 167°F (75°C), 493°F (256°C)


(6)	Vapor pressures:  (mm Hg at 25°C): 0.24 mm, 0.29 mm, 0.01mm


(7)	Volatility/persistency: (mg/m3):  1,520; 3,580; 121; all are persistent liquids at room temperature


(8)	Rate of hydrolysis:  Rapid


(9)	Hydrolysis products:  Hydrochloric acid and amines


(10)	Hazards:  Toxic liquid, corrosive by-products


(11)	Odor:  Fishy to soap-like


(12)	LCt50:  similar to sulfur mustard


(13)	ICt50:  similar to sulfur mustard


(14)	Rate of detoxification:  Effects are cumulative


(15)	Onset time:  Similar to sulfur mustard, eye effects reported to be immediate


(16)	Persistency:  Days to weeks


(17)	Physiological symptoms:  Similar to sulfur mustard


(18)	Physical protection required:  Mask and protective clothing














Sulfur (Levinstein) Mustard (H)








Mustard was developed in the 1850s, but it was not used during the war between the states, as use of chemicals was considered “unsporting.”  Like the choking agents and blood agents, sulfur mustard was also used in WWI, because once all of the combatants had protective masks, choking agents were not as effective.  Another agent was required.  Blister agents filled the void because they had two primary routes of entry: inhalation and absorption through the skin.  


Sulfur mustards chemically are two chlorine terminated “arms” connected by a sulfur molecule.  By varying the structure in between, materials with up to five times the potency of the classic mustard can be produced.  Two agents of these types were given the designators T and Q, and were intended to be mixed with the original sulfur mustard to lower its freezing point and increase its vesicancy.  H contains approximately 30% sulfur impurities.  The distilled version (HD) is more pure.





(1)	Chemical name: Bis (2-chloroethyl) sulfide


(2)	Formula:  (CICH2CH2)2S 


(3)	Vapor density:  5.5 (relative to air at 1.0)


(4)	Freezing point: 57°F (14°C)


(5)	Boiling point: 423°F (227.8°C)


(6)	Vapor pressure:  At 25°C:  0.11 mm Hg


(7)	Volatility/persistency:  610 mg/m3,at 20°C, 920 mg/m3 at 25°C, persistent liquid at room temperature


(8)	Rate of hydrolysis:  Very slow


(9)	Hydrolysis products:  Hydrochloric acid and thiodiglycol


(10)	Hazards:  Toxic liquid, corrosive by-products, carcinogenic


(11)	Odor:  Garlic


(12)	LCt50 / LD50 (at 25°C, decreases as temperature rises): 	


		Respiratory: 231 ppm for a 1-minute exposure (1,500 mg-min/m3)


		Percutaneous vapor:  10,000/mg-min/m3


Percutaneous liquid:  7 g/person


(13)	ICt50 (at 25°C, decreases as temperature rises):


		Respiratory: 21.5 ppm for a 1-minute exposure (150 mg-min/m3) 


		Percutaneous vapor:  2,000 mg-min/m3


Eye:  150 mg-min/m3














(14)	Rate of detoxification:  Effects are cumulative


(15)	Onset time:  Very slow.  Symptoms occur only after 4-6 hours; can be delayed up to 24 hours.


(16)	Persistency:  Days to weeks


(17)	Physiological symptoms:  Mustard acts first as a cell irritant and later as a cell poison.  It destroys the cellular deoxyribonucleic acid (DNA) across large areas of tissue, with the body responding by secreting large amounts of interstitial fluid and causing the formation of blisters. Local action may result in conjunctivitis, a reddening of the skin followed by the formation of blisters, and inflammation of the nose and throat, brachia, bronchi, and lung tissue.  Healing is delayed because mustard interferes with blood vessel function and because the presence of large amounts of dead tissue serves as a good growth medium for bacteria.


(18)	Physical protection required:  Mask and protective clothing.





Cyanogen Chloride (CK)





Cyanogen Chloride is a blood agent that is heavier than air and that has been assessed as having a capability to break through the carbon protective mask filters after repeated exposures to high concentrations.  It is also used in industry in the manufacture of pesticides.





(1)	Chemical name:  Cyanogen chloride


(2)	Formula:  CNCl


(3)	Vapor density:  2.1 (relative to air at 1.0)


(4)	Freezing point:  -21°F (-6°C)


(5)	Boiling point:  55°F (14°C)


(6)	Vapor pressure:  At 25°C:  1,000 mm Hg


(7)	Volatility/persistency:  6,132,000 mg/m3, non-persistent gas at room 	temperature


(8)	Rate of hydrolysis:  Very slow


(9)	Hydrolysis products:  Hydrochloric acid and cyanic acid (hydrogen cyanate)


(10)	Hazards:  Toxic gas, corrosive by-products


(11)	Odor:  Faint bitter almonds or peach kernels; tearing may make the odor unnoticeable


(12)	LCt50:  Respiratory = 11,000 mg-min/m3�


(13)	ICt50:  Respiratory = 7,000 mg-min/m3�


(14)	Rate of detoxification:  Very fast (0.02-0.1 mg/kg/min)


(15)	Onset time to effects:  Very fast


(16)	Persistency:  Short; dissipates quickly


(17)	Physiological symptoms:  Lips take on a pinkish coloring (purple coloring in dark-complexioned individuals), breathing becomes more difficult as the body becomes unable to absorb oxygen from the blood, the patient chokes, and breathing rate slows.  These effects are accompanied by a strongly irritating tearing effect on the eyes.  Death occurs within 15 minutes if kept in contact with a lethal concentration.


(18)	Protection required:  Respiratory mask and protective clothing, especially if handling agent in a liquid form.	











Hydrogen Cyanide (AC)





Hydrogen Cyanide  is a blood agent, lighter than air, and is widely used in the manufacture of plastics, such as acrylics.





(1)	Chemical name:  Hydrogen cyanide or hydrocyanic acid


(2)	Formula:  HCN


(3)	Vapor density:  0.93 (relative to air at 1.0)


(4)	Freezing point: 8.2°F (-13°C)


(5)	Boiling point: 78°F (26°C)


(6)	Vapor pressure:  At 25°C:  740 mm Hg


(7)	Volatility/persistency:  1,080,000 mg/m3, non-persistent liquid at room temperature


(8)	Rate of hydrolysis:  Rapid in 5% solution of NaOH, slow in acids


(9)	Hydrolysis products:  Ammonia, formic acid, amorphous brown solids


(10)	Hazards:  Toxic gas/liquid, flammable (flash point -18°C)


(11)	Odor:  Bitter almonds or peach kernels


(12)	LCt50:  Respiratory = 2,000-4,000 mg-min/m3�


(13)	ICt50:  Respiratory - Varies with concentration, but less than	LCt50�


(14)	Rate of detoxification:  Very fast (0.017mg/kg/min)


(15)	Onset time to effects:  Very fast


(16)	Duration of effectiveness:  Very short.  This is an extremely volatile agent.


(17)	Physiological symptoms:  Lips take on a pinkish color (purple coloring in dark-complexioned individuals), breathing becomes more difficult as the 	body becomes unable to absorb oxygen from the blood, vomiting is possible, unconsciousness, flushed hot and dry skin, violent convulsions, cessation of regular breathing, occasional gasps, and 	dilation of the pupils.  Death occurs within 15 minutes if kept in contact with a lethal concentration.


(18)	Protection required:  Mask and protective clothing, especially if handling agent in a liquid form.











Phosgene (CG)





Phosgene is a chemical agent with a normally short duration of effectiveness.  It was used extensively during WWI, causing more than 80% of the fatalities among chemical agent casualties.  It is widely used today in industry as a chlorinating agent for chemical reactions in manufacturing.





(1)	Chemical name:  Carbonyl chloride


(2)	Formula:  COCl2�


(3)	Vapor density:  3.4 (relative to air at 1.0)


(4)	Freezing point:  -228°F (-178°C)


(5)	Boiling point:  46°F (8°C)


(6)	Vapor pressure:	


		At 20°C:  1,173 mm Hg


		At 0°C:  555 mm Hg


		At -10°C:  365 mm Hg


(7)	Volatility/persistency:  6,340,000 mg/m3, non-persistent gas at room temperature


(8)	Rate of hydrolysis:  Rapid; rain destroys effectiveness


(9)	Hydrolysis products:  Hydrogen chloride, carbon dioxide, acidic when wet


(10)	Hazards:  Toxic gas, corrosive when wet


(11)	Odor:  Newly mown hay


(12)	LCt50: 791 ppm for a 1-minute exposure (3,200 mg-min/m3)


(13)	ICt50:  395 ppm for a 1-minute exposure (1,600 mg-min/m3)


(14)	Rate of detoxification:  Not detoxified, cumulative effect


(15)	Onset time to effects:  Immediate reaction to high concentrations; delayed reaction (3 hours) to lower concentrations.


(16)	Physiological action:  Acts solely on the lungs, resulting in capillary damage by filling the alveolar sacks with watery fluid; most deaths occur within 24 hours.


(17)	Protection required:  Respiratory mask, protective clothing.


(18)	Persistency:  Short; vapor may persist in low places under calm or light winds.








Industrial Chemicals





Chlorine (Cl)





Chlorine is a chemical agent with a normally short duration of effectiveness.  It was used during WWI, causing 10-15% of the chemical agent casualties, and is widely used today as an industrial chemical, for bleach, and for disinfectants.





(1)   	Chemical name:  Chlorine


(2)   	Formula:  Cl2





(3)   	Vapor density:  2.49 (relative to air at 1.0)


(4)   	Freezing point: -150°F (-101°C)


(5)	Boiling point: -29°F (-34°C)


(6)	Vapor pressure:  At 20°C:  4,800 mm Hg


(7)	Volatility/persistency:  19,369,000mg/m3, very non-persistent gas at room temperature


(8)	Rate of hydrolysis:  Slow


(9)	Hazards:  Toxic gas, corrosive, oxidizer


(10)	Action on metals:  Generally none if dry; vigorous if moist


(11)	Odor:  Bleach


(12)	LCt50: 6551 ppm for a 1-minute exposure (19,000 mg-min/m3)


(13)	ICt50:  620 ppm for a 1-minute exposure (1,800 mg-min/m3)


(14)	Rate of detoxification:  Rapid


(15)	Onset time to effects:  Immediate reaction to high concentrations; delayed reaction to lower concentrations.


(16)	Physiological action:  Reacts with moisture to liberate the oxygen and form hydrochloric acid that inflames body tissues.  Contact with lungs may produce pulmonary edema.  In cases where exposure is unmitigated, irritation of the eyes and the mucous membranes of the nose and throat are produced, followed by a cough, a feeling of suffocation and later pain, a feeling of constriction of the chest, edema, and death.


(17)	Protection required:  Respiratory mask and protective clothing.


(18)	Persistency:  Short; vapor may persist in low places under calm or light winds.





 








Crisis Management





As part of the Criminal Investigation FBI/LE may:�


Control site access;


Question witnesses and carryout other LE functions; and/or


Call in hazmat teams, health/environmental responders, etc. to assist in securing/containing perceived threats.





Nerve Agents





Blister Agents





No





Response Ends





Credible


Threat?





Contact the FBI


and 


Local/State LE – 911





Yes





Radiological WMD Planning Issues.   One of the critical issues facing the Coast Guard personnel will be the availability of the proper LFA for a radiological incident.  For a radiological response, consider:





The identification of a process to quickly engage the proper federal agency (i.e., EPA, DOD, or DOE/NRC) to mitigate the consequence connected to the incident.


Care shall be taken to ensure that Coast Guard resources and personnel are not exposed.


Note that if the material is controlled by the Price-Anderson Act, that CERCLA cannot be the funding stream to support the response.





No





Emergency Response


Ends





Remedial Actions





LFA oversees long term cleanup activities





Response


Ends





Yes





Is Site Clean?





Site is contained or secure and human health and welfare issues have been addressed.





Investigation  Continues





FBI/LE continues investigation and manages evidence.  Crisis agencies allow Consequence agencies access to mitigate health and environmental threats.





Yes





Yes





Lead Federal Agency Actions�


EPA, DOD, or DOE/NRC are the only agencies who could have the lead for a radiological incident under the FRERP and NCP.�


If the FRP is activated FEMA would have the lead and task ESF #10 to mitigate the incident.
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Response Ends





Substance or WMD Incident is


Confirmed? 





CIVIL SUPPORT Team (WMD)


Fact Sheet





What is the Civil Support Team?�


The Civil Support Team (Weapons of Mass Destruction), also known as CST, is a federally funded State National Guard unit established under Presidential Decision Directive 39. The full-time unit is stationed in state.  There are 10 fulltime teams that entered service in 2000, and 17 additional CSTs that were activated in late 2001. Originally designated “RAID” for Rapid Assessment and Initial Detection, the teams were renamed to emphasize their supporting role to civil authorities.  





What is the mission of a CST?


�The CST organization was designed to augment local and regional terrorism response capabilities in events known or suspected to involve Weapons of Mass Destruction.  WMD events are incidents involving hostile use of chemicals (such as nerve or blister agent), biological (for example, anthrax), or radiological agents.  The team can be enroute within four hours to support civil authorities in the event or suspicion of a WMD attack.


  


Specifically, the CST deploys to an area of operations to:





	Assess a suspected nuclear, biological, chemical, or radiological (NBC/R) event in support of a local Incident Commander;


	Advise civilian responders regarding appropriate response actions, and; 


	Assist  requests for assistance to expedite arrival of additional state and federal assets to help save lives, prevent human suffering, and mitigate great property damage.





What capability does a CST bring to Emergency Responders?





The CST will never replace the First Responder, but will augment local resources with special capability as the first military responder.  The team integrates with the Incident Command System (ICS) in support of the local Incident Commander, providing a crucial capability between the initial local response and that of follow-on federal assets.  Municipal Fire, HazMat, Police, and EMS agencies have a proven capability to deal with most emergencies.  Larger incidents use mutual aid plans and the ICS to cope with the emergency.  However, a WMD attack would present unique obstacles--such as identification of a weaponized agent or spread of contamination--that could quickly overwhelm existing local and state resources.   





The CST provides rapid confirmatory analysis of chemical or radiological hazards, and presumptive identification of biological agents at a WMD Incident. 





The team uses special military and commercial detection and communications equipment and is trained for WMD response.  Advice on event mitigation, medical treatment, follow-on resources, and other response concerns are provided to the Incident Commander.  





How does a CST operate at a WMD event?


 


Upon arrival at a WMD Incident, the CST Commander receives support objectives from the Incident Commander.  Using specialized equipment and wearing protective gear, the CST can verify the perimeter of the exclusion zone, then send entry teams into the contaminated area or “hot zone” to conduct reconnaissance, survey, detection and sampling missions. 





Survey results are assessed, and computer hazard modeling projects downwind contamination and how large an area to evacuate. A Mobile Laboratory provides on-site analysis of NBC/R agents, and prepares samples for further analysis by state and federal labs or law enforcement agencies.  A Communications Suite integrates CST radios with local responders, and facilitates wide-bandwidth data “reachback”.  Communications reachback relays expert assessment from expert state and federal agencies—such as Center for Disease Control—to the scene.  





What equipment does a CST use?


     


A wide range of low and high-tech devices are used, including the latest military hardware and commercial equipment:





Personal Protective Equipment


	-     Self-Contained Breathing Apparatus (1-hr air supply)


	-     Rebreather (2-hr air supply)


Level A Suit, totally encapsulated; Level B Suit; Military MOPP Gear with M-40 Mask


Tactical Decontamination Gear for self-decon





Reconnaissance, Detection, Sampling Gear


	-    Digital Still Camera; Video Camera


-    Photo-Ionization Detector (PID) – detection of combustible and volatile gasses


	-    Improved Chemical Agent Monitor (ICAM) - point-detection of Nerve and Blister Agents


-    M-22 Chemical Agent Detector (ACADA)- area-detection of Nerve and Blister Agents


	-    M-8 Paper; M-9 Paper - detection of liquid Nerve and Blister Agents


	-    M-256 Kit – “wet chemistry” detection of Nerve, Blister, Blood Agents


Portable Gas Chromatograph/Mass Spectrometer– identification of over 150,000 Volatile                      Organic Compounds (VOC) and most weaponized Chemical Agent vapors


AN/UDR-13; AN/VDR-2, AN/UDR-77 Radiac Sets – detection and measurement of Alpha, Beta, Gamma, and X-Ray radiation sources


Handheld Immunoassay tickets – presumptive detection of eight Biological Agents


DoD Sampling Kit – downrange sample collection 


Colorimetric Tubes – detection of VOCs 





Computer Modeling and Response Database Systems


Joint Assessment of Catastrophic Events (JACE) – web-based hazard plume modeling 


Hazard Prediction and Assessment Capability (HPAC) – simulate effects of customized NBC/R weapons


Consequence Assessment Tool Set – manages array of automated modeling tools





Unified Command Suite (UCS) – communications van


-    15 kW power supply and environmental control unit


-     KU-Band SATCOM – wide-bandwidth for data and voice reachback; Secure capable


-    INMARSAT-B – portable data and voice SATCOM


-    Motorola VHF/UHF AM/FM Transceiver – intra-team comms and Responder comms





	-	136-178 MHz; 403-470 MHz; 470-520 MHz; and 851-868 MHz


HF SSB – team to military comms


Military VHF/UHF/UHF SATCOM Radios, 30-512 MHz


-     Multiband Scanner


Team Radios – Motorola XTS-300 403-470 MHz


Cellular Telephone, and Local Area Network for Laptop Computers





 Analytical Laboratory System 


	-     6 kW power supply and bench workspace 


Gas Chromatograph/Mass Spectrometer with Headspace Sampler – identification of over 150,000 VOCs and most weaponized Chemical Agents, from solid, liquid, or vapor samples


	-     Handheld Immunoassay Tickets – presumptive detection of select Biological Agents


Gamma Spectrometer – radioisotope Identification�


What special skills does CST offer?


    


The CST combines the skills of six sections: Command, Operations, Survey, Medical, Communications, and Logistics/Administration.  Its 22 full-time soldiers and airmen bring a wide range of career experience from the civilian sector.  Each team member completes over 850 hours of technical training by agencies including National Fire Academy (NFA), Department of Defense, Department of Energy, and EPA.  Individuals are all trained to the HazMat Technician response level or above. Teams train collectively on WMD scenarios, and drill with local responders for coordinated response effort.  Prior to certification, each team undergoes an external evaluation involving over 40 individual tasks of NBC/R operations that are unique to the CST mission.  





Standard Operating Procedures are continually updated, using new WMD response methods aligned to standards set forth by OSHA and NFA.  Regular coordination is conducted with state emergency management, fire academies, law enforcement, and health departments—all partners in planning for WMD response. 





How is CST notified?





Requests for assistance follow established emergency mutual aid notification, through counties, to the State Emergency Management Office (SEMO).  The National Guard Bureau also has a 24/7 Operation Center that can facilitate requests for assistance with the closest, ready and avialable team.  At first notification of a probable WMD event, the team will assemble for rapid deployment.  Authority to deploy the team rests with the Governor, through The Adjutant General.  Additionally, Military Support guidelines allow the CST Commander to respond immediately to valid civil requests that involve imminent threat to life and property.   The team is on-call 24 hours, 7 days a week.  





The CST can be enroute within 3 hours of notification.  Primary mode of transportation is 8 modified commercial vehicles, and the unit is also air-transportable. Early recognition and notification of WMD events is essential.  Several initiatives--such as the Domestic Preparedness Program and SEMO’s model county plans--encourage inclusion of WMD protocols and response assets into local and county emergency plans.  





	 





Who manages the CST?


      


On-scene, the CST provides tactical support to the Incident Commander.  Team members  work for the CST Commander, who is under operational control of The Adjutant General.


      


The team will deploy in its normal USC Title 32 status as a state asset, remaining under operational control of the Governor.  Deployments to a State not having a CST are facilitated by interstate compacts and arrangements between respective Governors and their Adjutants General and the National Guard Bureau.   





If federalized under USC Title 10, the CST would work for a federal chain of command, like a Task Force Commander.





For Further Information 





Contact your nearest Civil Support Team or State National Guard Headquarters or call the National Guard Bureau Public Affairs Office at (703) 607-2584
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FBI/LE continues investigation and manages evidence.  Crisis agencies should allow Consequence agencies access to mitigate potential health and environmental threats.
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Consequence Management





Crisis Management has the lead, if the threat is credible.  Consequence Management is lead by bomb disposal teams, EOD and other conventional weapon agencies.  These response agencies would normally mount a simultaneous response.  The USCG is never a Lead Agency.�


Coast Guard resources shall keep at a safe distance until the all clear is given.
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As part of the Criminal Investigation FBI/LE may:�


Control site access;
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Conventional WMD Planning Issues.   One of the critical issues facing the Coast Guard personnel will be having the proper bomb squad and other federal resources identified in existing plans:





The identification of a process to quickly engage the proper state, local or federal agency to mitigate the consequence connected to the incident.


Care shall be taken to ensure that Coast Guard resources and personnel are positioned in safe areas.
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� Meyers, W. R., et al, NIOSH Respirator Decision Logic, Publication No. 87-108, U.S. Department of Health and Human Services, May 1987.


�	Section 300.130(f) of the NCP states that “Where appropriate, when a discharge or release involves radioactive materials, the lead or support federal agency shall act consistent with the notification and assistance procedures described in the appropriate Federal Radiological Plan.  For the purpose of the NCP, the FRERP is the appropriate plan.”


�	Under section 104(a)(4) of CERCLA, “the President may respond to any release or threat of release if in the President’s discretion, it constitutes a public health or environmental emergency and no other person with the authority and capability to respond to the emergency will do so in a timely manner.”  The term “President” refers to the President of the United States, as well as (1) any officer, employee, or representative of the President, and (2) any duly designated officer, employee, or representative of a state or political subdivision.  Executive Order 12580 delegates the CERCLA section 104 response authority and other CERCLA authorities to those agencies (e.g., EPA and NRC) and their employees (the On-Scene Coordinators or Commanders) that are responsible for responding to a discharge of oil or a release of a hazardous substance (including radionuclides).  In addition, Section 311(c)(2)(A) of the Clean Water Act states that “if a discharge, or substantial threat of a discharge, of oil or a hazardous substance from a vessel, offshore facility, or onshore facility is of such a size or character as to be a substantial threat to the public health or welfare of the United States (including but not limited to fish, shellfish, wildlife, other natural resources, and the public and private beaches and shorelines of the United States), the President shall direct all Federal, state, and private actions to remove the discharge or to mitigate or prevent the threat of the discharge.”  It should be noted that this section of the NCP applies only to discharges of oil and hazardous substances listed under section 311 of the Clean Water Act, which does not include radionuclides.


�	The Unified Command System becomes the delivery mechanism for coordination under the Incident Command System.  Essentially, the Unified Command System replaces a single incident commander in a highly complex incident.


�	Section 300.105(d) of the NCP states that “the basic framework for the response management structure is a system (e.g., a unified command system) that brings together the functions of the Federal Government, the state Government, and the responsible party to achieve an effective and efficient response, where the OSC maintains authority.”  Section 300.5 of the NCP defines “OSC” as “[a] federal official predesignated by EPA or the USCG to coordinate and direct responses...”


� The emergencies at these facilities may involve reactor operations, nuclear material, and weapons production, radioactive material from nuclear weapons, or other radiological activities.





� These facilities include, but are limited to, commercial nuclear power reactors, fuel cycle facilities, DOE-owned gaseous diffusion facilities that are operated under NRC regulatory oversight, and radiopharmaceutical manufacturers.





� EPA is not the designated NCP LA if a release, resulting from a nuclear incident, is subject to the financial protection requirements established by the Nuclear Regulatory Commission under the Price-Anderson amendments to the Atomic Energy Act.  Releases of this type are excluded from CERCLA and NCP requirements.





� These facilities possess, handle, store, or process radium or accelerator-produced radioactive material.





� A foreign or unknown source may refer to a reactor (e.g., Chernobyl), a spacecraft containing radioactive material, radioactive fallout from atmospheric testing of nuclear devices, imported radioactive contaminated material, or a shipment of foreign-owned radioactive material.  Unknown sources of radioactive material refers to that material whose origin and/or radiological nature is not yet established.  These types of sources include contaminated scrap metal or abandoned radioactive material.





� The pre-designated OSC under the NCP will lead the response until the Lead Federal Agencies and the NCP OSC can confer to recommend which Federal organization should be designated to lead the overall response.  In the event that the conferees recommend a change, the overall lead for the response will transfer to the organization recommended by the conferees.





� This MOU assumes that a release of a hazardous substance, pollutant, or contaminant has already been reported to the National Response Center by the responsible party and is, therefore, already known to environmental responders when investigative/enforcement personnel arrive at the scene. It is appropriate, however, for the first responder on the scene to verify this report with the National Response Center at 800-424-8802. This is to insure public safety and so that all required notifications can be made rapidly and comprehensively to federal and State OSCs and essential National Response System members and other agencies, including the National Domestic Preparedness Office (NDPO).
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