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Cruise Ship Terminal List of Acronyms  
 

APHIS  Animal Plant Health Inspection Service 
ASP  Alternative Security Plan 
COA  Certificate of Adequacy 
COTP  Captain of the Port 
DOS  Declaration of Security 
DWT  Dead Weight Tons 
FSO  Facility Security Officer 
FSP  Facility Security Plan 
IAW  In Accordance With 
IMO International Maritime Organization 
L/O  Lube Oil 
LOA  Letter of Approval 
MARSEC Maritime Security 
MOA  Memorandum of Agreement 
MOU  Memorandum of Understanding  
MSC Maritime Safety Committee 
MT  Metric Tons 
NFPA  National Fire Protection Association 
SSI  Sensitive Security Information 
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Notes: 
 

Cruise Ship Terminals 
 
Task 1:  Complete Administrative Items 

Note: 
 

 
Step Action 
1.1  Schedule Inspection. 
1.2  Review Files. 

• Applicability of regulations 
• History of deficiencies 
• MISLE records 
• Changes since last exam 

 
Task 2:  Complete Pre-Inspection Items 
 
Step Action 
2.1 Review COA. 

 Applicability. 
• Oil  yes  no 
• Garbage yes  no 

33 CFR 158.110-135 
 Application for COA. 
• Oil  yes  no 
• Garbage yes  no 

33 CFR 158.140 
 Waivers and Alternatives (if applicable). 
• Letter of application Date: 
• COTP waiver letter Date: 

33 CFR 158.150 
 Termination of COA. 
• Reason (suspended, revoked, not applicable) 
• COTP letter  Date: 

33 CFR 158.160 
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Notes: 
 

Task 2:  Complete Pre-Inspection Items (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
2.2 Review COA Form A (Oily Mixture). 

 Review general requirements. 
• Holds all required local, state, and Federal permits 
• Notice received within 24 hours. 
• Complete transfer of oily ballast water in less than 10 hours 
• Complete transfer of other oily mixtures in less than 4 hours 
• Exception for ship repair yards before the ship departs 

 Inspect all other terminals. 
• Oil Residue capacities: _______________ (10 metric tons) 
• Oily bilge water capacities __________ (10 metric tons)  

2.3 Review COA Form C (Garbage). 
 Receive within 24 hours of notice (APHIS regulated garbage). 

EXCEPTIONS 
• Ships operate exclusively within navigable waters of U.S. 
• Ships operate exclusively between ports/terminals in the 

continental U.S. 
• Ships operate exclusively between continental U.S. ports/terminals 

and Canadian ports/terminals. 
 Receive medical waste or hazardous waste, or provide list of 
 alternative transporters. 

 Does not interfere with terminal operations. 
 Conveniently located. 
 Garbage cannot enter water. 
 Holds all required local, state, and Federal permits. 

CAPACITY and EXCEPTIONS: 
 Receive all garbage ship desires to discharge, EXCEPT: 
• Large quantities of spoiled or damage cargoes not normally 

discharged 
• From ships not having commercial transaction with that 

port/terminal 
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Task 2:  Complete Pre-Inspection Items (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
2.4  Review FSP/ASP. 

 33 CFR 105.120 
2.5  Verify FSP/ASP Letter of Approval. 

 33 CFR 105.120 
2.7  Review Waivers/Equivalents (if applicable). 

  Record Security Information in Appendix A 
 33 CFR 105.130, 33 CFR 105.135 

2.8  Prepare Inspection Plan. 
• Review safe work practices for facility 
• Don PPE and conduct safety brief 

 
Task 3:  Complete Administrative Items on Location 
 
Step Action 
3.1  Verify COA for Change of Information.  

 Examine Facility’s waste stream logs (for wastes from vessels) 
        MSG R 061946Z FEB 07 FM COMDT (G-3P), par. 3 & 4 

3.2  Verify FSP/ASP for updates. 
 Record Security Information in Appendix A 
 33 CFR 105.120 

3.3  Verify LOA. 
 Record Security Information in Appendix A 
 33 CFR 105.120 

3.4  Verify Waivers and Equivalents (if applicable). 
 Record Security Information in Appendix A 
 33 CFR 105.130, 33 CFR 105.35 

3.5  Verify MOU/MOA/Agency agreements/contracts. 
3.6  Record FSO contact information. 

 33 CFR 105.205 
 Name of FSO: 

 Record Security Information in Appendix A 
 FSO Contact Information: 

 Record Security Information in Appendix A 
• Primary phone number 
• Secondary number  
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Task 3:  Complete Administrative Items on Location (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
3.7 Assess FSO knowledge of the following:  

 Record Security Information in Appendix A 
 33 CFR 105.205 

 Facility security organization. 
 Vessel and facility security measures to be implemented at the 
 different MARSEC levels. 

 Familiarity with security equipment and systems and their 
 operational limitations. 

 Familiarity with methods of conducting audits, inspections, 
 control, and monitoring techniques. 

3.8 Assess FSO knowledge and training of the following: 
 Record Security Information in Appendix A 
 33 CFR 105.205 

 Risk assessment methodology. 
 Methods of facility security surveys and inspections. 
 Instruction techniques for security training and education, 
 including security measures and procedures. 

 Handling sensitive security information and security-related 
 communications. 

 Current security threats and patterns. 
 Recognizing and detecting dangerous substances and devices. 
 Recognizing characteristics and behavioral patterns of persons 
 who are likely to threaten security. 

 Techniques used to circumvent security measures. 
 Conducting physical searches and non-intrusive inspections. 
 Conducting security drills and exercises, including exercises 
 with vessels. 

 Assessing security drills and exercises. 
 General vessel and facility operations and conditions. 
 Emergency preparedness response and contingency planning. 
 Relevant international laws and codes, and recommendations. 
 Responsibilities and functions of local, state, and Federal law 
 enforcement agencies. 
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Notes: 
 

Task 3:  Complete Administrative Items on Location (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
3.9  Ensure drills have been conducted in the last three months. 

 Record Security Information in Appendix A 
 33 CFR 105.220 
Note:  If drills have not been conducted in the last 3 months, require a drill 
to be conducted. 

3.10  Ensure an exercise has been conducted at least once in the 
 past year. 

 Record Security Information in Appendix A 
 33 CFR 105.220 

Note:  If exercise has not been conducted in the last year, require the 
facility to conduct an exercise. 

3.11 Review records to ensure all of the following are recorded. 
 Record Security Information in Appendix A 
 CFR 105.225 

 Review Drill Log. 
 Review Exercise Log. 
 Incidents and breaches of security. 
 Annual Audit of FSP. 
 Changes in Maritime Security (MARSEC) Levels. 
 Maintenance, calibration, and testing of security equipment. 
 Security threats. 
 Training records from facility personnel with security duties. 
• Date of each training session 
• Duration 
• Description of training 
• List of attendees 

 All records must be maintained for at least 2 years. 
 FSP/ASP undergoes an annual audit. 
• Documents signed by FSO certifying the annual audit 
• Past audits findings are addressed 

 Verify Declaration of Security records. 
• Maintain for 90 days 
• DoS is valid for a specific MARSEC level 
• The effective period at MARSEC Level 1 does not exceed 90 days 
• The effective period at MARSEC Level 2 does not exceed 30 days 
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Notes: 
 

Task 3:  Complete Administrative Items on Location (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
3.12  Verify that FSP is being protected from unauthorized disclosure 

 in accordance with SSI procedures. 
 Record Security Information in Appendix A 
 33 CFR 105.225 

3.13  Verify MARSEC level coordination and implementation. 
 Record Security Information in Appendix A 
 33 CFR 105.230 

• Procedures outlined in FSP for current MARSEC level 
• Procedures for changes in MARSEC levels (1 to 2, 2 to 3) 
• 12-hour implementation timeframe and reporting to COTP 

3.14 Security measures for delivery of vessel stores and bunkers.  
 Record Security Information in Appendix A 
 33 CFR 105.270 

 Verify procedures at MARSEC Level 1 to ensure that security 
 measures relating to delivery of vessel stores and bunkers are 
 implemented as outlined in the FSP which include: 
• Screen stores at rate specified in FSP 
• Require advance notice of delivery vehicle 

 Driver information 
 List of stores 
 Vehicle registration identification information 

• Screening delivery vehicles at rate specified in FSP 
 Escort delivery vehicles within the facility at the rate specified by 
 the approved FSP. 

 Review procedures for MARSEC Level 2 to ensure that security 
 measures relating to delivery of vessel stores and bunkers can 
 be implemented as outlined in the FSP. 

 Review procedures for MARSEC Level 3 to ensure that security 
 measures relating to delivery of vessel stores and bunkers can 
 be implemented as outlined in the FSP. 
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Notes: 
 

Task 3:  Complete Administrative Items on Location (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
3.15 Security measures for monitoring. 

 Record Security Information in Appendix A 
 33 CFR 105.275 

 Verify procedures at MARSEC Level 1 to ensure that security 
 measures relating to delivery of monitoring are implemented as 
 outlined in the FSP which include: 
• Monitoring the facility area, including shore and waterside access 
• Capability to monitoring access points, barriers, and restricted 

areas 
• Capability of monitoring access and movement adjacent to vessels 

using the facility, including augmentation of lightering utilized by 
vessels 

• When automatic intrusion detection devices are used, activates an 
audible or visual alarm, or both, at a location that continuously 
attended or monitored 

• Ability to function continually, including consideration of the 
possible effects of weather or of a power disruption 

 Review procedures for MARSEC Level 2 to ensure that security 
 measures relating to delivery of monitoring can be implemented 
 as outlined in the FSP. 

 Review procedures for MARSEC Level 3 to ensure that security 
 measures relating to delivery of vessel monitoring can be 
 implemented as outlined in the FSP. 

3.16 Security incident procedures. 
 Record Security Information in Appendix A 
 33 CFR 105.280, 33 CFR 128.220 

 Verify procedures for responding to security threats and 
 breaches of security and maintaining critical facility and vessel-
 to-facility interface. 

 Review procedures for reporting security incidents. 
 Evacuate the facility in case of security threats or breaches of 
 security. 

 Report security incidents as required. 
 Brief all facility personnel on possible threats and the need for 
 vigilance soliciting their assistance in reporting suspicious 
 persons, objects, or activities. 

 Secure noncritical operations in order to focus response on 
 critical operations. 
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Notes: 
 

Task 3:  Complete Administrative Items on Location (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
3.17  Review the following procedures with facility representative. 

33 CFR 6.14-1 
• Fire fighting equipment maintenance 
• Material handling equipment 
• Smoking policy and areas 
• Rubbish handling 
• Vehicle parking locations 

 
3.18  Compare any "Report on an Unlawful Act" paperwork with 

 previously submitted reports provided to the COTP. 
33 CFR 128.220  

3.19  Transportation Worker Identification Credential (TWIC) 
• Verify the purpose of the TWIC 
• Discuss procedures to verify TWIC authenticity by visual and/or 
biometric reader 
• Verify required actions by an owner /operator upon discovering a 
possible invalid/fraudulent TWIC card 
• Verify Coast Guard investigation procedures following discovery 
of a suspected invalid/fraudulent TWIC card 
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Notes: 
 

Task 4:  Inspect Cruise Ship Terminal 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
4.1 Verify facility personnel responsible for security duties must have 

knowledge, through training or equivalent job experience, in the 
following, as appropriate: 
 Record Security Information in Appendix A 
 33 CFR 105.210 

 Knowledge of current security threats and patterns. 
 Testing, calibration, operation, and maintenance of security 
 equipment and systems. 

 Security related communications (including the handling of 
 SSI). 

 Methods of physical screening of persons, personal effects, 
 baggage, cargo, and vessel stores. 

 Knowledge of emergency procedures and contingency plans. 
 Techniques used to circumvent security measures. 
 Recognition of characteristics and behavioral patterns of 
 persons who are likely to threaten security. 

 Recognition and detection of dangerous substances and 
 devices. 

 Inspect, control, and monitoring techniques. 
 The meaning and consequential requirements of the different 
 MARSEC levels. 

 Crowd management and control techniques. 
 Operation of security equipment and systems. 
 Relevant provisions of the Facility Security Plan (FSP). 

4.2 Verify that all other personnel, including contractors, whether part-
time, full time, temporary, or permanent have knowledge of, through 
training or equivalent job experience, in the following as appropriate: 
 Record Security Information in Appendix A 
 33 CFR 105.215 

 Relevant provisions of the FSP & meaning of different 
 MARSEC levels. 

 Recognition & detection of dangerous substances and devices. 
 Recognition of characteristics and behavioral patterns of 
 persons who are likely to threaten security. 

 Techniques used to circumvent security measures. 
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Notes: 
 

Task 4:  Inspect Cruise Ship Terminal (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
4.3  Ensure that the primary and secondary communications 

systems  procedures allowing effective and continuous 
communications  between the facility security personnel, 
vessels, interfacing  w/facility, the COTP and authorities 
w/security responsibilities. 

 Record Security Information in Appendix A 
 33 CFR 105.235 

 Inspect each active facility access point provides a means of 
 contacting police, security control, or and emergency 
 operations center. 

4.4 Verify procedures at MARSEC Level 1 to ensure that security 
measures relating to access to control are implemented as outlined 
in the FSP including: 
 Record Security Information in Appendix A 
 33 CFR 105.255 

 Screen person, baggage personal effects, and vehicles, for 
 dangerous substances and devices at the rate specified in the 
 approved FSP. 

 Conspicuously post signs stating that entering the facility is 
 deemed valid consent to screening or inspection, and that 
 failure to consent or submit to screening or inspection will 
 result in denial or revocation of authorization to enter. 

 Check the identification of any persons seeking to enter the 
 facility, including vessel passengers and crew, facility 
 employees, vendors, visitors. 

 Identify access points that must be secured or attended to 
 deter unauthorized access. 

 Screen by hand or device, such as x-ray, all unaccompanied 
 baggage prior to loading onto a vessel. 

 Secure unaccompanied baggage after screening in a 
 designated restricted area and maintain security control 
 during transfers between facility and vessel. 

4.5 
 

 Deny or revoke a person’s authorization to be on the facility if 
 the person is unable or unwilling, upon the request of facility 
 personnel, to establish his or her identity or to account for his 
 or her presence. 

 Designate restricted areas and provide appropriate access 
 controls for these areas. 

 Deter unauthorized access to the facility and to designate 
 restricted areas within the facility. 
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Notes: 
 

Task 4:  Inspect Cruise Ship Terminal (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
4.6 Review procedures for MARSEC Level 2 to ensure that security 

measures relating to access control can be implemented as 
outlined in the FSP. 

4.7 Review procedures for MARSEC Level 3 to ensure that security 
measures relating to access control can be implemented as 
outlined in the FSP. 

4.8 Verify procedures to ensure that security measures relating to 
restricted area access control are implemented as outline in the 
FSP including:  
 Record Security Information in Appendix A 
 33 CFR 105.260 

 Identify which facility members are authorized access. 
 Identify when other personnel are authorized access. 
 Define the extent of any restricted area. 
 Define the times when access restrictions apply. 
 Inspect that all restricted areas are clearly marked and that 
 unauthorized presence within the area constitutes a breach of 
 security. 

 Verify control entry, parking, loading, and unloading of 
 vehicles. 

 Verify controlled movement and storage of cargo and vessel 
 stores. 

 Verify control of unaccompanied baggage or personal effects. 
 Verify procedures for MARSEC Level 1 to ensure that 
 security measures relating to access control have been
 implemented as outlined in the FSP. 

 Review procedures for MARSEC Level 2 to ensure that 
 security measures relating to access control can be 
 implemented as outlined in the FSP. 

 Review procedures for MARSEC Level 3 to ensure that 
 security measures relating to access control can be 
 implemented as outlined in the FSP. 
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Notes: 
 

Task 4:  Inspect Cruise Ship Terminals (Continued) 
Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
4.9  Inspect security systems and equipment maintenance.  

 Record Security Information in Appendix A  
 33 CFR 105.250 

• Good working order, and inspected, tested, calibrated, and 
maintained according to manufacturer’s recommendations 

• Regularly tested noting deficiencies, correcting promptly, and 
recording results 

• Procedures for identifying and responding to security and 
equipment failures and malfunctions 

4.10  Verify procedures to ensure that additional security 
 requirements for cruise ship terminals are implemented as 
 outlined in the FSP, including: 

Record Security Information in Appendix A  
33 CFR 105.290 

4.11  Examine the condition of the waterfront facility to ensure there 
 are no existing physical hazards or practices that would 
 endanger the facility or vessels. 
33 CFR 6.4-12 

4.12  Verify procedures specified in IMO MSC Circular 443 have 
 been taken into consideration in establishing the physical 
 security at the terminal. 

 33 CFR 128.120 
4.13  Complete Inspection results prior to leaving the facility. 

• Inspection report 
• Review the report with facility representatives 
• Explain inspection results/discrepancies 
• Discuss possible enforcement options (if necessary) 
• Obtain signatures of representative 
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Notes: 
 

 
 Task 5: Complete Post-Inspection Items 

Note: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step Action 
5.1  Complete all required MISLE entries (as per unit policy). 
5.2  Initiate enforcement actions (if necessary). 
5.3  Complete the Physical Information survey. 
5.4  Schedule re-inspection (if necessary). 
5.5  Update facility file. 
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Appendix A 
 

SSI Information 
 

Name of Facility       Date of Inspection 
 
_________________________ _____________________________________________________ 
 
 
 Checklist Number       Notes 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 



 

Notes: 
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Appendix A 
 

SSI Information 
 

Name of Facility       Date of Inspection 
 
_________________________ _____________________________________________________ 
 
 
 Checklist Number       Notes 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
 
_________________________ _____________________________________________________ 
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