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CHECK OFF SHEET

FOR SECURITY GUIDELINES

FOR VESSELS AT WATERFRONT FACILITIES
Measures for Security Level I

1. Identification Procedures

	· Do all ship personnel carry an acceptable form of photo I.D. when leaving a vessel and when entering the facility from shore side?
	


2. Access Controls

	· Does vessel provide a crew list to the facility after berthing?
	

	· Are pilot ladders and gangways raised and stowed while in port?
	

	· Are communications set up between the vessel and the facility security personnel to ensure the vessel can contact the facility to verify all things are in order?
	


3.  Internal Security

	· Have all efforts been made to restrict access to the Bridge, Engine Room, Steering Gear Room, Stores Room Accommodations and Tunnels?
	

	· Is record keeping of security rounds adequate and available for inspection?
	


 Additional Measures for Security Level II

1.  Identification Procedures

	· Is there a gangway/security watch on the vessel?
	

	· Does the gangway/roving watch have a means to communicate with the Officer of the Watch?
	


2.  Access Controls

	· Does ship’s personnel monitor all visitors and vendors?
	


3.  Internal Security

	· Are inshore and offshore sides of the vessel properly illuminated during hours of darkness?
	


Additional Measures for Security Level III

1.  Identification Procedures

	· Is a crewmember posted at the gangway and another crewmember assigned to patrol the vessel?
	


2.  Access Controls

	· Are all stores and baggage screened at the gangway? Baggage for passengers on board passenger ships that has been properly screened at another location prior to loading may be loaded without additional gangway screening.
	

	· Are visitors and vendors required to sign in /out at the gangway?
	

	· Are crew allowed to disembark only if escorted and then only if there is a critical need? Passenger ship crew who are performing routine duties in the immediate vicinity of the vessel do not need an escort.  These duties include connecting water and sewage hoses, bunkering operations, garbage removal, vessel maintenance, etc., or passenger registration at the terminal. 
	


3.  Additional Mooring Requirements

	· Is the vessel capable of getting underway within two hours (immediately for cruise ships)?
	

	· Is a ”fire wire” available or is there a recessed cleat in the hull for a tug line?
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