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CHECK OFF SHEET FOR SECURITY GUIDELINES 

FOR WATERFRONT FACILITIES

LEVEL I

1. Identification Procedures

	A.  Identification Procedures for Personnel Screening
	

	· Are proper procedures in place for screening of employees, vendors, truck drivers/passengers, visitors and vessel personnel access?
	

	· Are proper search requirements in place?
	

	B.  Acceptable Identification
	

	· Are accepted I.D. cards tamper resistant and laminated with a clear photo?
	

	· Are accepted I.D. cards issued by an approved organization?
	


2. Access Controls

	A.  Armed Guards/Local Police Department Response
	

	· Is there adequate armed security with proper authority or can local LE respond within 10 minutes or less?
	

	B.  Gates
	

	· Are all entry gates locked, secured or guarded?
	

	C.  Deliveries
	

	· Are signs posted notifying all personnel entering the facility that they are subject to search?
	

	· Are deliveries not scheduled in advance prohibited entry until approved by competent authority?
	

	· Are hazardous material loads (containerized/bulk/break-bulk cargo) refused entry if not pre-scheduled?
	

	D.  Vessel Arrival and Security Procedures While Moored
	

	· Are tugs, barges or other vessels prohibited from mooring alongside unless prior notification is received from the port authority?
	

	· Are arriving vessel crews advised of security level?
	

	· Are vessel crewmembers required to have their ID verified in advance prior to departing or arriving by way of the facility?
	

	· Are all vendors and vessel visitors scheduled in advance?
	

	· Are adequate means for vessel to contact facility security in place?
	


3.  Internal Security
	A.  Vehicle Control
	

	· Are vehicles controlled regarding their destination and parking?
	

	· Are vehicles entering or leaving facilities subject to search?
	

	· Is parking within the facility restricted and enforced by gate pass and/or decal system?
	

	· Are passes or decals color or otherwise coded to restrict access to appropriate times and locations?
	

	· Is parking for employees, dockworkers and visitors restricted to designated areas that are fenced and outside of cargo handling and designated storage areas?
	

	B.  Rail Security 
	

	· Are rail gates that allow access to a facility locked at all times unless open and manned for passage of rail cars?
	

	C.  Key/ID/Access Card Control
	

	· Are Key, ID or Access card controls and log in place to delineate which personnel have access to specific areas?
	

	· Are locks, locking devices and key control systems inspected regularly?
	

	· Are only case hardened locks and chains – with chains permanently attached to fence posts/gates used?
	

	· Are formal guidelines for Key/ID/Access Card Access Control and computer security in place?
	

	· Is computerized information access password controlled and restricted to a need-to-know basis?
	

	· Is facility taking steps to prevent facility equipment from being accessed by non-authorized personnel?
	

	D.  Security Rounds
	

	· Do security personnel conduct roving safety and security rounds at least once every four-hour period and at varying times?
	

	· Is record keeping of security rounds adequate and available for inspection?
	


4.  Perimeter Security
	A.  Restricted Areas
	

	· Have the appropriate restricted areas been established and are they compatible with the facility’s operational requirements?
	

	B.  Barriers
	

	· Are perimeter areas clear of vegetation and debris?
	

	· If natural barriers are used as part of the control boundary, are the proper supporting safeguards in place?
	

	C.  Fencing
	

	· Does the fence perimeter meet the minimum expectations?
	


5.  Lighting

	· Are critical areas adequately lit? 
	

	· Is facility illuminated to at least the level of twilight from sunset to sunrise?
	

	· Does lighting conform to federal regulations?
	

	· Is updated lighting technology used?
	

	· Is lighting directed downward and away from guards and offices?
	

	· Is lighting shielded to prevent interference with navigation on adjacent waterways?
	


6.  Security Alarms/Video Surveillance/Communication Systems

	A.  Alarms
	

	· Are intrusion detection systems and alarm devices used to complement guards during periods of increased threat?
	

	· Are all control and switching systems for alarms and communication system in a restricted access area?
	

	· Is the standard response time to an alarm by facility personnel no more than five minutes?
	

	B.  Video Surveillance
	

	· Are closed circuit television cameras used when warranted by security threat?
	

	· Can cameras record at relatively low light and have a remote control zoom lens capability?
	

	· Can cameras videotape record while being monitored?
	

	· Are cameras positioned appropriately?
	

	C.  Communications Systems
	

	· Is communication system tested once per shift and records maintained?
	

	· Are means of transmitting an emergency provided at all appropriate locations? 
	

	· Is adequate back up or emergency power supply in place to operate security and communication systems?
	

	· Is each person on the security force trained on the system operation?
	


7.  Training and Security Awareness

	· Have security force personnel completed a training and qualification program?
	

	· Have employees/longshoreman been given awareness training?
	

	· Have procedures for notifying all facility personnel of higher security levels been imposed?
	

	· Does training program meet minimum expectations?
	


8.  Security Plan

	    A.  Does the security plan include all appropriate sections?
	

	    B.  Have response procedure been developed for all appropriate scenarios?
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