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1.  COAST GUARD AREA, DISTRICT, AND FIELD UNITS ARE STRONGLY ENCOURAGED TO ADVISE LAW ENFORCEMENT AGENCIES, PORT SECURITY COMMITTEE STAKEHOLDERS, AND MARITIME INDUSTRY PARTNERS OF THE CONTENTS OF THIS HOMELAND SECURITY INFORMATION BULLETIN.

2. DEPARTMENT OF HOMELAND SECURITY (DHS) INFORMATION BULLETINS ARE INFORMATIONAL IN NATURE AND ARE DESIGNED TO PROVIDE UPDATES ON THE TRAINING, TACTICS, OR STRATEGIES OF TERRORISTS. THE FOLLOWING INFORMATION IS MEANT TO ADVISE THE MARITIME INDUSTRY AND OWNERS AND OPERATORS OF MARITIME FACILITIES OF A NUMBER OF INCIDENTS OF SUSPICIOUS ACTIVITY AND POSSIBLE SURVEILLANCE OF MARITIME FACILITIES AROUND THE U.S. OVER THE PAST FEW MONTHS.

3. WHILE DHS POSSESSES NO SPECIFIC INFORMATION INDICATING THAT A SWIMMER ATTACK OF ANY KIND IS CURRENTLY BEING PLANNED IN THE UNITED STATES, SUCH TARGETING WOULD BE CONSISTENT WITH AL-QAEDA'S STATED OBJECTIVE TO DISRUPT AND UNDERMINE VITAL ECONOMIC INTERESTS IN THIS COUNTRY AND TO CAUSE MASS CASUALTIES AND PANIC.

4. THIS INFORMATION BULLETIN PROVIDES GENERAL CHARACTERISTICS OF TERRORIST SURVEILLANCE ACTIVITIES AND GENERAL PROTECTIVE MEASURES CONCERNING THE SAME. THE RECENT INCREASE IN REPORTING OF THESE SUSPICIOUS INCIDENTS MAY BE A DIRECT RESULT OF HEIGHTENED PUBLIC AND LAW ENFORCEMENT/SECURITY COMMUNITY AWARENESS TO THE CURRENT DOMESTIC THREAT ENVIRONMENT. THIS BULLETIN WAS DEVELOPED IN COLLABORATION WITH THE FBI, WHICH HAS ISSUED THIS INFORMATION TO THE LAW ENFORCEMENT COMMUNITY. IT FURTHER PROVIDES SPECIFIC PROTECTIVE MEASURES TAILORED TO OWNERS AND OPERATORS.

5. DETAILS: ALTHOUGH THERE IS NO EVIDENCE OF INTERNATIONAL TERRORIST GROUPS PLANNING TO UTILIZE SCUBA DIVERS TO CARRY OUT ATTACKS WITHIN THE UNITED STATES, THERE IS A BODY OF INFORMATION SHOWING THE DESIRE TO OBTAIN SUCH CAPABILITY. DURING THE PAST TWO YEARS THERE HAVE BEEN NUMEROUS INCIDENTS THAT HAVE OCCURRED INVOLVING SUSPICIOUS INDIVIDUALS POSSIBLY CONDUCTING SURVEILLANCE OF PORT FACILITIES, CRUISE SHIP DOCKS, NAVAL BASES, DAMS, BRIDGES AND POWER FACILITIES IN THE UNITED STATES. ALSO, THERE HAS BEEN LAW ENFORCEMENT REPORTING OF SUSPICIOUS INDIVIDUALS HAVING QUERIED MARINE SHOPS AND SCHOOLS CONCERNING EQUIPMENT AND TRAINING.

A. THE FOLLOWING INDICATORS MAY POINT TO POSSIBLE TERRORIST PLANNING. ALONE, EACH INDICATOR CAN RESULT FROM LEGITIMATE RECREATIONAL AND COMMERCIAL ACTIVITIES; HOWEVER, MULTIPLE INDICATORS COMBINED WITH OTHER INFORMATION CAN POSSIBLY SUGGEST A TERRORIST THREAT OR IMPENDING ATTACK. UNUSUAL REQUESTS FOR TRAINING AS WELL AS CERTAIN CHARACTERISTICS OF TRAINING COULD REPRESENT POTENTIAL TERRORIST INTEREST IN USING DIVING TO CONDUCT TERRORIST ACTIVITY. THESE INDICATORS MAY INCLUDE: 

(1) REQUESTS FOR SPECIFIC SPECIALTY TRAINING, INCLUDING ODD INQUIRIES THAT ARE INCONSISTENT WITH RECREATIONAL DIVING.

(2) REQUESTS TO LEARN ADVANCED SKILLS THAT CAN BE ASSOCIATED WITH SWIMMER ATTACK TRAINING, INCLUDING TRAINING WITH REBREATHERS, DEEP DIVING, CONDUCTING "KICK COUNTS" OR RECEIVING NAVIGATION TRAINING.

(3) RAPID PROGRESSION OF DIVER TRAINING AND CERTIFICATIONS, PARTICULARLY IF THE SAME STUDENTS ROUTINELY ATTEND THE TRAINING.

(4) TRAINING ROUTINELY CONDUCTED BETWEEN THE SAME TWO OR THREE INDIVIDUALS.

(5) TRAINING SPONSORED BY GROUPS OR AGENCIES NOT NORMALLY ASSOCIATED WITH DIVING.

(6) TRAINING GIVEN BY INSTRUCTORS WHO DO NOT ADVERTISE AND APPEAR TO HAVE LITTLE MEANS OF VISIBLE SUPPORT, ESPECIALLY THOSE WITH A HISTORY OF EXTREMIST VIEWS.

(7) TRAINING CONDUCTED IN REMOTE OR ATYPICAL LOCATIONS OR RESTRICTED AREAS.

(8) THREATS, COERCION OR ATTEMPTS TO BRIBE TRAINERS FOR CERTIFICATION.

B. SUSPICIOUS ATTEMPTS TO PURCHASE SPECIALIZED MARINE EQUIPMENT MAY PROVIDE INDICATION OF PRE-OPERATIONAL ACTIVITY. OTHER INDICATORS MAY INCLUDE:

(1) INDIVIDUAL PURCHASES OF COMMON GEAR IN EXCESSIVE QUANTITIES.

(2) ATTEMPTS TO RENT ADVANCED GEAR WITHOUT REQUIRED CERTIFICATIONS OR ATTEMPTS TO RENT GEAR THAT IS INCONSISTENT WITH THE STATED PURPOSE OF THE DIVING REPORT.

(3) VOLUME PURCHASING INQUIRIES RELATED TO SWIMMER DELIVERY VEHICLES (SDVS) AND DIVER PROPULSION VEHICLES (DPVS).    

(4) EXCLUSIVE PURCHASES OF DARKENED GEAR OR AFTER MARKET PAINTING.

(5) ATTEMPTS TO PURCHASE LARGE MAGNETS, LARGE DIAMETER PVC PIPE OR EMPTY COMPRESSED GAS CYLINDERS OR THEFT OF SAME.

(6) ATTEMPTS TO PURCHASE ADVANCED GEAR SUCH AS REBREATHERS OR OTHER EQUIPMENT USED IN MIXED GAS DIVING BY INDIVIDUALS WHO APPEAR TO LACK EXPERTISE IN THE USE OF THE EQUIPMENT.

C. LOGISTICAL PLANNING FOR SWIMMER ATTACKS MAY INCLUDE CHARACTERISTICS SUCH AS:

(1) GROUPS OF INDIVIDUALS, ESPECIALLY THOSE WITH NO VISIBLE MEANS OF SUPPORT, SHARING A COMMON ADDRESS NEAR THE WATER.

(2) ATTEMPTS TO TAKE DIVING EQUIPMENT, PARTICULARLY ADVANCED GEAR, WITHOUT THE REQUIRED CERTIFICATIONS ON COMMERCIAL FLIGHTS.

(3) CASH PURCHASES OF SMALL BOATS OR PERSONAL WATERCRAFT FROM PRIVATE INDIVIDUALS.

(4) INVALID OR UNUSUAL EXPLANATIONS OF VISITOR, EMPLOYMENT OR STUDENT STATUS.

(5) EMPLOYMENT ATTEMPTS AT DIVING EQUIPMENT DEALERS OR RENTAL SHOPS.

D. SURVEILLANCE AND PROBING OF POTENTIAL TARGETS IS CONSISTENT WITH KNOWN PRACTICES OF TERRORIST ORGANIZATIONS THAT SEEK TO MAXIMIZE THE LIKELIHOOD OF OPERATIONAL SUCCESS THROUGH CAREFUL PLANNING. POSSIBLE INDICATORS OF SURVEILLANCE MAY INCLUDE: 

(1) ATTEMPTS TO PHOTOGRAPH OR LOITER WITHOUT PERMISSION NEAR RESTRICTED AREAS OR SENSITIVE SITES.

(2) UNUSUAL BEHAVIOR OR ACTIVITY BY EMPLOYEES, VENDORS, VISITORS, CONTRACTORS AT A SENSITIVE SITE.

6. PROTECTIVE MEASURES: IF A TERRORIST SWIMMER ATTACK IS SUSPECTED OR IMPENDING, ALTHOUGH NOT ALL-INCLUSIVE, THE FOLLOWING PROTECTIVE MEASURES MAY ASSIST WITH COUNTERING AN ATTACK:

A. FOR A POTENTIAL TERRORIST TARGET, IDENTIFY THE LIKELY APPROACH OF ATTACK. TYPICALLY SWIMMERS USE THE CURRENT TO THEIR ADVANTAGE. ATTACK SWIMMERS WILL HAVE DIFFICULTY SWIMMING AGAINST WATER SPEEDS OF 1 KNOT AND ABOVE. NOTE THE SPEED AND DIRECTION OF THE CURRENT IN RELATION TO THE TARGET YOU ARE TRYING TO PROTECT.

B. POST SENTRIES ON POTENTIAL TARGETS.  INSTRUCT PERSONNEL TO LOOK FOR UNAUTHORIZED DIVERS OR IN THE CASE OF DARK WATERS, LOOK/LISTEN FOR BUBBLES EMANATING FROM OPEN-CIRCUIT DIVING EQUIPMENT.

C. RIG ABOVE AND BELOW WATER LIGHTING TO ASSIST LOOKOUTS AND SENTRIES WITH SPOTTING A DIVER THREAT.  DIRECT LIGHTING TO ILLUMINATE 100 METERS OUT.

D. MAKE USE OF PICKET BOATS AND ESTABLISH 100-METER PERIMETER.

E. FOR SHIPS AND WATERCRAFT:

(1) BECAUSE SWIMMERS TRADITIONALLY TARGET A SHIP'S SCREWS AND RUDDERS IN ORDER TO INCAPACITATE A SHIP, PERIODICALLY CYCLE RUDDERS AND ROTATE PROPELLERS AT HIGH RPMS.

(2) SET HIGHEST DAMAGE CONTROL CONDITION.

(3) PERIODICALLY ACTIVATE VESSEL'S SONAR.  THIS TECHNIQUE MAY ASSIST WITH REPELLING SWIMMER ATTACKS AS WELL AS DETECTING SUBMERSIBLES.

(4) IF AN ATTACK IS IMMINENT, CONSIDER GETTING UNDERWAY. 

(5) CONSIDER USING RADAR AT BLIND SPOTS TO DETECT SMALL BOAT

APPROACHES.

7. DHS ENCOURAGES RECIPIENTS OF THIS INFORMATION BULLETIN TO REPORT INFORMATION CONCERNING SUSPICIOUS OR CRIMINAL ACTIVITY TO LOCAL LAW ENFORCEMENT, LOCAL FBI JOINT TERRORISM TASK FORCE OR THE HOMELAND SECURITY OPERATIONS CENTER (HSOC). THE HSOC MAY BE CONTACTED AT: PHONE: (202) 282-8101.

8. DHS INTENDS TO UPDATE THIS BULLETIN SHOULD IT RECEIVE ADDITIONAL RELEVANT INFORMATION, INCLUDING INFORMATION PROVIDED TO IT BY THE USER COMMUNITY.  BASED ON THIS NOTIFICATION, NO CHANGE TO THE HOMELAND SECURITY ADVISORY SYSTEM (HSAS) LEVEL IS ANTICIPATED; THE CURRENT HSAS LEVEL IS YELLOW.

9. THE U.S. COAST GUARD REMINDS THE MARITIME INDUSTRY THAT THEY MAY ALSO REPORT INFORMATION CONCERNING SUSPICIOUS ACTIVITY TO THE NATIONAL RESPONSE CENTER (NRC) VIA THE NRC 24-HOUR TELEPHONE NUMBER AT 1-800-424-8802.

FOR THE CURRENT STATUS OF HE SECURITY LEVEL AND/OR OTHER SECURITY INFORMATION, INTERESTED PARTIES ARE ENCOURAGED TO VIEW OUR WEB SITE:: http://www.uscg.mil/d11/msogrulalb/
RESPECTFULLY, 

CAPTAIN P.V. NEFFENGER

