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MARINE SAFETY INFORMATION BULLETIN
These bulletins are purely informational for the maritime community within this Captain of the Port zone.  They serve to keep you advised of emerging information & situations that may impact our Marine Transportation System.  As important, they help to manage expectations & facilitate cooperation regarding actions that we may be taking and/or that you may need to employ in the interest of safety/security.  Increased vigilance in our maritime world hinges significantly upon proactive engagement& information sharing with the private sector, which has the primary responsibility for security &  safety at their waterfront facilities &  vessels.
BULLETIN NO:  008-02
Date:  November 21, 2002
SUBJECT:  TERRORIST THREAT ADVISORY UPDATE

1. On November 12, 2002, the Al-Jazeera satellite television network broadcasted an audio taped message purported to be from Usama Bin Laden.  In the message, the speaker praises the recent attacks against Western interests worldwide: firearm attacks against U.S. Marines in Kuwait, the fatal shooting of an American Diplomat in Jordan, the bombing of a nightclub district in Bali, the attempted sinking of the French oil tanker Limburg, and the taking of hostages by Chechen guerrillas at a Moscow theater.  The speaker also threatens further attacks against the United States and its allies should the United States attack Iraq.
2. Based on the release of the audiotape, intelligence reporting, a resurgence of Al-Qaeda operational activity, and what is known about Al-Qaeda's modus operandi, the FBI has provided analysis of the current threat to intelligence bulletin recipients of possible attacks in the United States.  In selecting its next targets, sources suggest Al-Qaeda may favor attacks that meet several criteria:  High symbolic value, mass casualties, severe damage to the U.S. economy, and maximum psychological trauma.  The highest priority targets remain within the aviation, petroleum, and nuclear sectors as well as significant landmarks.  However, target vulnerability and the likelihood of success may be as important to a weakened Al-Qaeda as the target's prominence.  Sources also suggest that small-scale terrorist operations against softer targets would be easier for sleeper cells already in the U.S. to carry out and would minimize the need to communicate with central leadership, lowering the risks of detection.  Thus, Al-Qaeda's next attack may rely on conventional explosives and low technology platforms such as truck bombs, commercial or private aircraft, small watercraft, or explosives easily concealed and planted by terrorist operatives.
3. In view of the above information, the U.S. Government urges the transportation industry to remain vigilant for acts of terrorism, and continue to take all prudent steps to detect, disrupt, deter and defend against potential attacks against critical infrastructure and installations at home and abroad.  Due to the lack of specificity of method, location, and timing, the Homeland Security Advisory System threat level will remain at Yellow (elevated), at this time.  State and local law enforcement are encouraged to discuss appropriate measures for their respective communities with their designated joint terrorism task force.
4. U.S. Dot reminds the transportation industry to report information concerning suspicious activity to their local FBI office through the FBI website http://www.fbi.gov/contact/fo/fo.htm or to the National Infrastructure Protection Center (NIPC) at its website http://www.nipc.gov/incident/cirr.htm.
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6. The U.S. Coast Guard continues to be on a heightened state of alert consistent with the current Homeland Security threat level yellow (elevated).  We are taking appropriate measures consistent with the existing security posture.  The Coast Guard is working with DOT, the Office of Homeland Security, the FBI, and other security and law enforcement agencies to ensure the security of ports, waterways, and facilities.  You are encouraged to continue close cooperation and coordination of necessary security efforts with your local/state law enforcement agencies.  Report any suspicious activity to the Coast Guard via marine radio or via our 24-hour Coast Watch Hotline or the National Response Center.


Connecticut: (800) 774-8724.

Long Island, NY: (800) 697-8724.

Other areas: (800) 424-8802 (national response center)
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J. J. COCCIA 

CAPTAIN, U.S. COAST GUARD
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