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MARINE SAFETY INFORMATION BULLETIN
These bulletins are purely informational for the maritime community within this Captain of the Port zone.  They serve to keep you advised of emerging information and situations that may impact our Marine Transportation System.  As important, they help to manage expectations and facilitate cooperation regarding actions that we may be taking and/or that you may need to employ in the interest of safety and security.  Increased vigilance in our maritime world hinges significantly upon proactive engagement and information sharing with the private sector, which has the primary responsibility for security and safety at their waterfront facilities and vessels.
BULLETIN NO:  005-02
Date:  September 11, 2002
SUBJECT:  HEIGHTENED STATE OF SECURITY AWARENESS

1.  The U.S. Government has raised the Homeland Security Advisory System (HSAS) threat level from yellow (elevated) to orange (high).  This condition signifies a high risk of terrorist attack.  This MSIB is being issued as an advisory to the marine transportation community that a heightened state of security concern exists.  Attorney General Ashcroft issued this statement September 10, 2002: 
“The U.S. Intelligence community has received information, based on debriefings of a senior Al Qaeda operative, of possible terrorist attacks timed to coincide with the anniversary of the September 11 attacks on the U.S.  Information indicates that Al Qaeda cells have been established in several South Asian countries in order to conduct car bomb and other attacks on U.S. facilities.  These cells have been accumulating explosives since approximately January 2002 in preparation for these attacks.
  The U.S. Intelligence community has also received information that one or more individuals in the Middle East are preparing for a suicide attack or attacks against U.S. interests.  At this time, we have no specific information as to where these attacks might occur.
  The U.S. Intelligence community has concluded that the most likely targets of Al Qaeda attacks are the transportation and energy sectors and facilities or gatherings that would be recognized worldwide as symbols of American power or security.  Examples of such symbols are U.S. Military Facilities, U.S. Embassies and National Monuments.
  In addition, U.S. Intelligence has concluded that lower-level Al Qaeda operatives may view the September 11 anniversary time period as a suitable time to lash out in even small strikes to demonstrate their worldwide presence and resolve.  Accordingly, widely dispersed, unsophisticated strikes are possible.

” 
The specificity of this information has contributed to a decision to close four U.S. embassies in South East Asia, and to elevate security at all overseas diplomatic and Military Installations.  
2.  Given these circumstances, 
you should review your security procedures and take steps to enhance the security of your vessel or facility.  You are expected to increase your security force and conduct ID checks of all individuals desiring access to your vessel or facility.  These ID checks should be used to determine if a person has legitimate business on your facility or vessel.  Necessary security efforts should be coordinated with this office and /or Local/State Law Enforcement Agencies.
3.  Additionally in support of increased maritime domain awareness, you are reminded that tank barge owners/operators are already required by Title 33 Code of Federal Regulations 165.100 to ensure that mariners towing their barges while transiting Long Island Sound broadcast Securite Calls on VHF channels 13 or 16 upon approach to numerous designated buoys and lights, such as Execution Rocks, Stratford Middle Ground Light, safe water marks, Race Rock Light, etc.




4.  Report any suspicious activity to the Coast Guard via marine radio or via our Coast Watch Hotline or the National Response Center.



Connecticut: (800) 774-8724

Long Island, NY: (800) 697-8724




Other Areas: (800) 424-8802 (National Response Center)

J. J. COCCIA 

CAPTAIN, U.S. COAST GUARD
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