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MARINE SAFETY INFORMATION BULLETIN
These bulletins are purely informational for the maritime community within this Captain of the Port zone.  They serve to keep you advised of emerging information and situations that may impact our Marine Transportation System.  As important, they help to manage expectations and facilitate cooperation regarding actions that we may be taking and/or that you may need to employ in the interest of safety and security.  Increased vigilance in our maritime world hinges significantly upon proactive engagement and information sharing with the private sector, which has the primary responsibility for security and safety at their waterfront facilities and vessels.
BULLETIN NO: 01-02
Date: January 18, 2002

SUBJECT: TRANSPORTATION SECURITY INFORMATION REPORT
U.S.  Law Enforcement and Intelligence agencies have received indications that members of Al-Qa’ida may be using U.S. municipal and state web sites to obtain information on local energy infrastructures, water reservoirs, dams, highly enriched uranium storage sites, nuclear and gas facilities, and emergency fire and rescue response procedures.  Al-Qa’ida members have also sought information on supervisory control and data acquisition (SCADA) systems.  The FBI has additionally received indications from around the country of multiple casings of infrastructure-related sites.  

As stated in previous Transportation Security Information Reports (TSIR) post 9/11, the U.S. Law Enforcement and Intelligence agencies have received information, which appears to be credible, that various U.S. interests could still be the target of additional attacks.  The information contained in this TSIR indicates that an upcoming attack could potentially be mounted against U.S. utility infrastructure sites.  The transportation industry is reminded to maintain their already heightened security posture and remain in a heightened state of alert.  

Transportation industry security officials and municipal and state security officials responsible for the security of transportation assets or supporting infrastructure should continue to be alert and should immediately report to the local FBI field office any suspicious accesses to web sites providing information on local infrastructures.  Officials should review the security implications of infrastructure content posted on such web sites and remove any information from public access, which could potentially be misused.  
























Please call (203) 468-4444 if you have any questions.  Thank you for your continued cooperation in the Homeland Security effort.  
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