SECURITY PLAN TEMPLATE

Introduction

_____________________ has developed this Facility Security Plan (FSP) in accordance with the requirements in 33 CFR 105.  This FSP consists of the individual sections listed in 33 CFR 105 and follows the order as it appears in the regulations.

This FSP describes in detail how each of the individual requirements of the facility security requirement are met.
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1. Security administration and organization of the facility

	
	Name
	Title
	Address
	Twenty-four hour telephone numbers

Pager or other number

Email

	Owner/Operator
	
	
	
	

	Facility Security Officer
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Facility Security Personnel

	Locations
	Telephone numbers of duty stations
	Cell phone numbers
	Radio call sign

Radio distribution
	Public address system
	. Other means of contact
	Location and contact information for supervisor on duty

	
	
	
	
	
	
	


Other Personnel with Security Duties
	
	Means of notification
	Number of personnel involved
	Locations
	Description of duties

	
	
	
	
	


Security Organization Chart

Personnel training

1.1 Facility Security Officer (FSO)

Through equivalent job experience and/or training, the FSO has sufficient general knowledge of the following:

	· Security Administration and Organization

· Vessel Facility and Port Operations

· Vessel and Facility Security Measures including requirements of the different MARSEC Levels

· The emergency preparedness response and contingency planning

· Security equipment and systems

· Techniques for security training

· International codes

· Relevant US regulations

· Responsibilities and functions of other security organization

· Methodology of vessel and facility security assessment

· Methods of security surveys and inspections
	· Instructional techniques for security training

· Handling sensitive security information

· Knowledge of current security threats

· Recognition of dangerous devices and substances

· Recognition of persons who are likely to threaten security

· Techniques used to circumvent security measures

· Methods of physical screening and non-intrusive inspections

· Assessment of security drills and exercises

· Methods of conducting audits and inspections

· Risk Assessment

· Conducting drills and exercises


1.2 Facility Personnel with Security Duties

Through equivalent job experience and/or training, the Facilty Personnel with Security Duties has sufficient general knowledge of the following:

	· Current security threats

· Recognition of dangerous devices and substances

· Recognition of persons who are likely to threaten security

· Techniques used to circumvent security measures

· Crowd control

· Security related communications
	· Emergency procedures and plans 

· Operation of security equipment

· Testing, calibration, and maintenance of security system while at sea

· Inspection control and monitoring techniques

· Relevant provisions of the security plan

· Methods of physical screening

· The meaning and requirements of different MARSEC Level


1.3 Security Training for all other personnel

Through job experience and/or training all other personnel whether contractors, part-time, full-time, temporary, or permanent employees will have training in the following areas:

· Relevant provisions of the plan

· Meaning and requirements of different MARSEC Levels, emergency plans and procedures

· Recognition of dangerous devices and substances

· Recognition of persons who are likely to threaten security

· Techniques used to circumvent security measures
Drills and exercises

1.4 Drills

Drills and exercises must test the proficiency of facility personnel in assigned security duties at all MARSEC Levels and the effective implementation of the Facility Security Plan (FSP). They must enable the Facility Security Officer (FSO) to identify any related security deficiencies that need to be addressed.
The facility security officer will ensure that one security drill will be conducted every three months.  These drills must test individual elements of the FSP, including response to security threats and incidents.  A drill will test at least one element of the security plan, and all information concerning the drill will be recorded as required in Section 5 of this plan “Records and Documentation”.
Drills should take into account the types of operations of the facility, facility personnel changes, the type of vessel the facility is serving, and other relevant circumstances. Examples of drills include unauthorized entry to a restricted area, response to alarms, and notification of law enforcement authorities.

When feasible drills may be conducted in association with non-security drills, or in cooperation with area wide or other related security drills. Vessels may, but are not required to participate in a drill conducted at a facility where the vessel is moored.

1.5 Exercises

Exercises are a full test of the security program and will include the substantial participation of all relevant security personnel.

Exercises will be conducted at least once calendar year with no more than 18 months between exercises. When conducted exercises may be full-scale or live tabletop simulation or seminar, combined with other exercises, or any combination.

Exercises may be facility specific, cooperative, or part of comprehensive port exercises.

Each exercise will test communication and notification procedures, along with the elements of coordination, resource availability and response.

Records and documentation

The facility security officer must keep the records required in this section for at least two years unless otherwise noted. These records will be made available to Coast Guard Officers or Petty Officers upon request.

Records kept in an electronic format will be protected against unauthorized deletion, destruction or amendment.  Required records will be protected from unauthorized access or disclosure.

	Training records
	· Lists the date of each training session, the training sessions duration. 

· Provides a description of training, and a list of attendees.

	Drill and exercise records
	· List for each drill or exercise conducted the date held, 

· Provides a description of the drill or exercise, list of participants.

· Describes lessons learned.

	Records of incidents or breaches of security
	· Contains the date and time, location within facility, location within the port, incident description, to whom it was reported, by whom it was observed, and a description of the response.

	Changes in MARSEC Levels
	· Contains date and time the notification was received, and the time of compliance with additional MARSEC requirements

	Logs for the maintenance, calibration, and testing of security equipment
	· Contains the date and time the activity occurred and the specific security equipment involved.

	Reports of security threats
	· Contains the date and time of the occurrence, how the threat was communicated, who received or identified the threat, description of the threat, to whom it was reported, and description of the response

	Declaration of security
	· Maintains a copy of each single visit declaration of security, and a copy of each continuing DOS for at least 90-days after the end of its effective period.

	A letter from the FSO
	· Certifies the date and time the annual audit of the security plan was completed.


Response to change in MARSEC Level

When notified of an increase in MARSEC Level facility owner/ operator will insure the following:

· Vessels moored to the facility and vessels scheduled to arrive at the facility within 96 hours of the MARSEC Level change are notified of the new MARSEC Level and the Declaration of Security is revised as necessary
· All measures specified in the security plan for the higher MARSEC Level are instituted within 12 hours

· COTP MSO Providence is notified of compliance or noncompliance by the facility and must obtain approval to commence, continue, or resume operations.

The security officer will brief all personnel of identified threats, emphasize reporting procedures, and stress the need for increase vigilance during MARSEC Levels 2 and 3.

When required by MARSEC Level 3, additional security measures may be implemented such as:

· Use of water borne security

· Use of armed security personnel

· Examination of piers, wharves, and similar structures at facilities for the presence of dangerous devices underwater

Procedures for interfacing with vessels

The following items will apply at all MARSEC Levels.

· No interface will occur with a vessel whose arrival is unexpected or unscheduled.

· Deviations in scheduled ship arrival times will be reconciled with the master, VSO or CSO prior to the initiation of any vessel interface.

· Unexpected or unintended bunkers, ships stores, or cargo will not be accepted from or by a vessel unless reconciled with the FSO. 

In addition to the above items, the following item will apply under MARSEC Level 2 and 3.

· The facility will interface or operate with other plan holders only after the execution and signing of the declaration of security

· Other vessel or facility interface procedures and the MARSEC Level at which those procedures are specifically required will be found in Sections 7, 10, 11, 12 and 13.

Any un-reconciled discrepancy noted shall be treated as a breech of security and such procedures followed accordingly.

Declaration of Security (DoS)

	MARSEC Level 1
	MARSEC Levels 2 and 3
	

	The master, VSO or designated representatives of cruise ships, or manned vessels carrying CDC’s in bulk, must complete and sign a DOS with a master, VSO or FSO as applicable.
	All facilities, vessels and ports At a DOS must be signed and implemented prior to all interface or operations.
	

	Representatives of the vessel and the facility or other vessel as appropriate, will coordinate security and responsibilities and agree upon the contents of the DOS for the period of time the vessel is at the facility.
	
	

	The DOS must be signed upon a vessel’s arrival and prior to any kind of operation occurring.
	
	

	
	
	

	
	
	


A continuing DOS for multiple visits may be executed when:

· At MARSEC Levels 1 and 2

· The DOS is valid for the specific MARSEC Level

· The effective period of the DOS at MARSEC Level 1 does not exceed 90 days

· The effective period of the DOS at MARSEC Level 2 does not exceed 30 days

A new DOS will be signed and implemented if the MARSEC Level increases or anytime the COTP directs.

Communications

1.6 Facility personnel 

Notifications of changes in security conditions by use of the following:

· Public address system

· Voice pager system

· Flag or colored light signals

· Non public access bulletin boards

1.7 Vessel to facility and facility to authorities

· Radio communications between the vessel and facility using VHF marine radios will be established on frequencies designated in the DOS.

· Portable radios with common frequencies will be distributed to the interfacing plan holder.

· Radio communications will be able to hail the USCG on VHF marine radio channel 16.

· Security supervisors will be equipped with cell phones. 

· Each active access point will be equipped with either a landline telephone or a cell phone. One person will be located at a landline telephone location and will monitor the radio at all times. This person will be in contact with all vessel and facility personnel equipped with portable radios. In the event emergency assistance must be summoned, any person equipped with a radio may call the radio monitor, or any person with access to a telephone may summon emergency assistance.

Security systems and equipment maintenance

The facility security officer will insure that all security equipment and systems are in good working order and are inspected, tested, calibrated and maintained according to the manufactures specifications.

Inspections, tests, calibrations and maintenance conducted shall be recorded in a log kept in Section 4., “Records and Documentation”, of this security plan.

The log will be developed and organized to correspond with the manufacturers recommendations.

Where necessary, copies of owner’s manuals or manufacturers specifications will be maintained as a file in Section 9., “Security systems and equipment maintenance” of this security plan.

Any security equipment or system not functioning according to the manufacturers specifications shall be immediately reported to the owner or operator. Substitutions such as increased lighting, deck watch, or locking of restricted access areas, shall be implemented to compensate for the malfunctioning equipment.

If malfunctioning security equipment materially effects compliance with this security plan, the relevant security officer must treat the malfunctioning equipment as an issue of “noncompliance” and follow the appropriate securityplan steps as listed in Section 4. “Records and Documentation” of this security plan.

Security measures for access control, including designated public access areas
1.8 General

The following measures will be in force at all MARSEC Levels.  The table listed below provides specific, identifiable measure to be implemented at this facility.

i) Weapons, Devices and Substances

The introduction of unauthorized weapons, devices and substances will be deterred by employing the following measures:

· Access control through the use of personal identification system;

· Metal detectors;

· X-ray machines;

· Screenings;

· Physical searches; and/or

· Inventory control

Dangerous weapons devices and substances authorized by the owner will be kept in secure areas at the facility.

ii) Means of Access

The facility controls means of access by signage, watch, security guards, locks, or physical barriers.  The identified locations where restrictions or prohibitions that prevent unauthorized access are listed below:
	Location
	Type Of Restriction Or Prohibition To Be Applied
	Means Of Enforcing

	Main Gate
	
	

	Gate ____
	
	

	Access ladders
	
	

	Gangways
	
	

	Ramps
	
	

	Doors, side scuttles, windows, and ports
	
	

	Mooring lines and anchor chains
	
	

	
	
	

	
	
	

	
	
	


Persons violating restrictions of access will be escorted to the nearest primary access point. Persons with no verifiable reason for being present that violate access restrictions should be reported to the COTP. 

1.9 Identification system

The following identification system will be employed to the extent practical.

Employees violating or otherwise abusing identification card requirements and standards will be subject to disciplinary action up to and including dismissal if necessary.

A government issued laminated, tamper resistant, photo identification card may establish basic identification of an individual. An employer or union issued card meeting these requirements can also be accepted as basic identification.

i) Employees and Frequent Contractors

Employees and contractors that make frequent visits, will be issued a color coded, tamper resistant photo identification card which must be worn on the most external piece of clothing, at all times while on the property. This card will also be equipped with a magnetic strip for use in security turn styles, gates, doors, or other access barriers, enabling the tracking of the employees or contractors movement by date and time. Contractors will relinquish their badge at the access point the contractor most commonly uses, on a daily basis.

ii) Visitors No Escort Required

Visitors not requiring escort will be issued a three-inch by five-inch laminated, tamper resistant, badge with a green background and black letters prominently displaying the word “visitor”.  This card will be equipped with a serial number matching a specific signature log kept at the main  access point. This card will also be equipped with a magnetic strip for use in security turn styles, gates, doors, or other access barriers, enabling the tracking of the visitors movement by date and  time. Visitors will relinquish their badge at the main access point upon completion of their visit.

iii) Visitors or Contractors Requiring Escort

Visitors or contractors that require escort for any part of their visit will be issued a red three-inch by five-inch tamper resistant laminated card with black letters spelling out the word  “escort”. These visitors and contractors will also be issued a red mesh vest, which must be worn for their entire length of stay. This card will be equipped with a serial number matching a specific signature log kept at the main access point. This card will also be equipped with a magnetic strip for use in security turn styles, gates, doors, or other access barriers, enabling the tracking of the visitors or contractors movement by date and time. Visitors and contractors will relinquish their badge at the main access point upon completion of their visit.

Note:  New employees will be treated as “escort” visitors until their company identification card is issued.

Interfacing plan holders will be allowed to use their existing identification system while on the interfacing property. Upon leaving the interfacing property, they will be treated as “escort” visitors.

Visitors or contractors on route to the interfacing property via our property will be treated as “escort” visitors. The interfacing property will determine what security badge will be required upon entering the interfacing property.

iv) Government, State, or Local Agency

Government agents, government inspectors, and law enforcement personnel will be requested to present their agency’s official credentials. Law enforcement personnel authorized to carry firearms will be allowed to enter the facility in possession of those firearms.

v) Recordkeeping

A central log of identification cards by security number and type will be maintained and reconciled daily by the relevant security officer or designee.

1.10 Screening Locations

Locations where people, personal effects, and vehicles will be screened are located as close to the primary access point as practicable. People, effects and vehicles waiting for, or being screened will be separated from those already screened. Movable physical barriers that allow flow only into the facility will prevent access of the facility of those waiting to be screened. When necessary, screening areas maybe covered so as to allow screening to continue during inclement weather.

1.11 Facility Security measures for access control

	MARSEC Level 1
	MARSEC Level 2
	MARSEC Level 3

	(1) Screen persons, baggage, carry-on items, personal effects, and vehicles for dangerous substances and devices at the rate of one crewmember per vessel, or one in ten for all other screened persons or items.
(2) The areas were screening of people, baggage, carry-on items, personal effects, vehicles and the vehicles contents occur are designated on the property by signage and access restrictions.
(3) Any screening of crewmembers or other personnel will take into full account individual human rights and basic human dignity.

(4) People and their personal effects cleared for entry into the property will be segregated from other persons and their personal effects not cleared for entry into the property.
(5) All unaccompanied baggage will be screened or x-rayed prior to loading on to a vessel

(6) Screened unaccompanied baggage will remain secure and segregated in a designated restricted area
(7) One out of every 100 vehicles to be loaded aboard passenger vessels will be screened prior to loading. 

(8) All unaccompanied vehicles loaded onto passenger vessels will be screened prior to loading.
	(1) The frequency and detail of the screening of persons, baggage, and personal effects for dangerous substances and devices entering the facility;

(2) All unaccompanied baggage will be  X-rayed;

(3) Vehicles and their contents entering the property will be screened for dangerous substances and devices, at the rate of one for every 20 vehicles entering.
	(1) Screen all persons, baggage and personal effects for dangerous devices and substances.
(2) X-ray unaccompanied baggage from two or more angles.
(3) Restrict or suspend handling unaccompanied baggage.

(4) Refuse to accept unaccompanied baggage.

	(9) Signs will be conspicuously posted that:

1. Describes the security measures that are currently in effect
2. State boarding or entering the property is consent to screening or inspection
3. State failure to consent to screening or inspection will result in denial of authorization to enter the property
	
	(5) 

	(10) An identification check will be conducted of any person seeking to enter the property including confirmation for the reason for entering and the examination of at least one of the following:
· Joining instructions

· Passenger tickets

· Boarding passes

· Work orders, pilot orders, or surveyor orders

· Government identification

· Visitor badges

· Contractor badges

· Employee badges
(11) Any person unable or unwilling to establish identity or to account for their presence will be denied authorization to enter the property.

(12) In any instance where entry is denied due to lack of identification, or failure to substantiate sufficient reason to enter property, that instance must be treated as a security breach and reported in accordance with the provisions of this security plan.
	(4) Visitors who do not have a verified destination will be denied access. During MARSEC Level 2 this situation will be considered a security breach and handled according to the provisions of this security plan.
	(6) Cooperation will be extended to emergency responders and other plan holders to the degree necessary to safely conclude a security breach or other emergency.

	(13) Unauthorized access to the property will be deterred according to the procedures listed in 10.1, listed above. 

(14) All access points will be secured or attended to deter unauthorized access as per the requirements listed in this plan in Section 10.1.

(15) People exiting the property will be segregated from people entering the property.

(16) Security personnel will respond to the presence of unauthorized persons on-board the vessel and will repel unauthorized boarders
	(5) Additional personnel will be assigned as necessary to patrol and observation to deter unauthorized access.

(6) Number of access points to the property will be limited as necessary.
(7) Waterside access will be deterred using boat patrols if necessary.
(8) A restricted area of an appropriate size will be established on the shore side of the vessel using signage, physical barriers, surveillance equipment and/or personnel as required.
	(7) Access will be limited to a single controlled access point, and access may be suspended totally, if required.

(8) Access will be granted to those responding to the emergency or threat 
(9) Embarkation or disembarkation of personnel from vessels may be suspended if required 
(10) A full or partial search of the property maybe required 

(11) . Increase patrols on the property as required
(12) Restricting of pedestrian or vehicular movement as required

	(1) 
	
	(13) Cargo operations may be suspended if required

	
	
	(14) Evacuation may occur if required

	
	
	(15) .Moving a vessel may be required


Security measures for restricted areas

1.12 General

The operator will designate restricted areas in order to:

· Deter unauthorized access

· Protect those with authorized access (i.e., person and vessels using and serving the facility);
· Protect the property

· Protect sensitive security areas within the property

· Protect security and surveillance equipment and systems; and 

· Deter tampering of stores and cargo

1.13 Restricted Areas

The operator designates the following as “Restricted Areas”:

· Shore areas immediately adjacent to each vessel moored at the facility
· Areas containing sensitive security information, including cargo documentation;
· Navigation bridge, control stations, machinery spaces

· Spaces or areas containing surveillance monitors, surveillance system controls, and lighting system controls

· Spaces or areas containing air conditioning systems and ventilation systems

· Spaces or areas containing or having access to potable water tanks or supplies, pumps, manifolds, telecommunications, or electrical switching gear, transformers, or other critical electrical equipment

· Spaces or areas containing hazardous materials or devices

· Spaces containing cargo pumps and controls, or areas containing cargoes of hazardous materials and devices

· Stores and cargo spaces

· Crew accommodations

· Areas designated for loading, unloading or storage of cargo and stores; and
· Manufacturing areas, processing areas, and control rooms

· Areas where vehicle and people access should be limited

1.14 Security Measures

Authorized access may take place during MARSEC Level 1 subject to the following conditions.

· Only employees wearing identification badges are allowed access to restricted areas

· No contract personnel, or visitors, or any other non-employee shall have access to restricted areas without an escort consisting of a properly identified employee

· Restricted areas will be defined by signage and, where appropriate, physical barriers.

· Restricted area access may occur anytime during times of normal operation. The property’s security officer must approve access to restricted areas during other than time of normal operations.

· All restricted areas will be clearly marked and indicated that access into a restricted area can only occur with authorization and that entry without authorization constitutes a breach of security.

· Control the entry, parking, loading and unloading of vehicles;
· Control the movement and storage of cargo and vessel stores; and
· Control unaccompanied baggage or personal effects.
	MARSEC 1
	(f) MARSEC 2
	(g) MARSEC 3

	(1) . Access points to restricted areas will be secured or locked 

(2) Restricted areas will be monitored using watches and/or surveillance equipment.

(3) Restricted access to designated areas will be maintained using guards or patrols.

(4) Access to restricted areas may be controlled using automatic intrusion detection devices. If used, the device will activate an audible and/or visual alarm in a secure location that is continuously attended or monitored on the property.

(5) Identification authorization and justification of all persons and vehicles seeking entry will be verified.

(6) Parking, loading and unloading of vehicles will occur within restricted areas designated for those activities. Those restricted areas will be marked by signage and, where appropriate, physical barriers.

(7) Vehicles issued a vehicle pass may enter the property and park at designated areas. All other vehicles are not allowed to enter the property.

(8) Unaccompanied baggage will remain segregated from unscreened baggage after screening.

(9) Restricted areas will be designated for inspecting stores and cargo while they await loading.

Should the need arise, temporary restricted areas, to accommodate facility operations may be established. When so designated, the temporary restricted area will experience a security sweep before and after the area has been established.
	(1) The frequency and intensity of monitoring and access controls may be increased as conditions dictate.

(2) If necessary, access adjacent to access points will be restricted.

(3) Continuous monitoring of each restricted area will be implemented using continuously recorded surveillance equipment.

(4) Additional personnel to guard or patrol each restricted area will be assigned as warranted by MARSEC Level 2 conditions.

(5) The number of access points to the property will be reduced, and access controls will exercise an enhanced level of scrutiny at the remaining access points.

(6) Parking adjacent to vessels will be restricted.

(7) The effectiveness of barriers and fencing will be enhanced by the use of patrols or automatic intrusion devices as required by MARSEC Level 2 conditions.

(8) Access to restricted areas and movements and storage in them will be further restricted.


	(1) Access to areas not normally treated as “Restricted Areas”, may be restricted as required by MARSEC Level 3 conditions.

(2) Access to restricted areas may be prohibited as required by MARSEC Level 3 conditions.

(3) As indicated by MARSEC Level 3 conditions, property security personnel may conduct security sweeps of the entire property.


Security Measures for Handling Cargo.

The operator will institute cargo handling security measures in order to:

· Deter tampering

· Prevent cargo not meant for carriage from being accepted.

· Identify cargo authorized for carriage.

· Provide cargo control at property access points.

· Identify cargo to be placed in a restricted area used for storage of cargo awaiting loading or pick-up.

· Restrict entry of cargo that does not have a confirmed loading or discharge date.

· Ensure that cargo is released only to the intended carrier specified on the cargo documents.

· Ensure security measures will be coordinated with shippers and carriers as follows:

· Delivery tickets and cargo paperwork, will display a telephone number that allows for cargo or other information such as driver’s identity verification, on a 24-hour a day basis.

· Delivery or pick-up drivers must be in possession of a valid drivers license.

· Delivery or pick-up vehicles carrying items not intended for this property or not intended ships moored at a facility, will not be allowed on the property.

· Carriers who schedule deliveries to the property and advise in advance:

· the nature, quantity, and purpose of materials to be delivered;

· the specific ID of the delivery method; 

· the specific ID of the delivery method operator, will be considered a preferred shipper and their shipments will be expedited in entrance approval sequence.

· All materials meeting acceptance criteria, and verified against shipping documents, will be inventoried prior to delivery within the property. Inventory information will include:

· nature of material; 

· quantity of material; 

· purpose of delivery; 

· ID of deliverer;

· ID of deliverer’s company; 

· date of delivery;

· time of delivery; 

· name of person accepting delivery; 

· location on property where stored. If applicable, the inventory form will also list: 

· date of transfer of material; 

· time of transfer of material; 

· to whom or what the material was transferred to.

· Every 25th cargo delivery entering the property will be screened for dangerous devices and substances. Methods of screening will include: visual examination, physical examination, scanners, metal detectors, x-ray machines, or canines, as applicable.

	MARSEC 1
	MARSEC 2
	MARSEC 3

	(1) Routine checks of cargo, cargo transport units, and cargo storage areas prior to acceptance and while in storage, to deter tampering.

(2) Check that cargo, containers, and transport units match cargo documentation.

(3) Vehicles entering property will be screened.

(4) Security seals and other methods of tampering reduction will be checked for cargo documentation match, upon entering the property and while in storage, is appropriate.


	(1) Checking cargo, containers, other cargo transport, and cargo storage areas within the property for dangerous devices and substances.

(2) Intensified checks to ensure only documented cargo, stores or bunkers enter or get transferred to other plan holders.

(3) Intensified screening of vehicles.

(4) Increased frequency and detail in checking seals and other methods used to prevent tampering.

(5) Segregating inbound cargo, outbound cargo, and stores and bunkers.

(6) Increased frequency of visual and physical inspections.

(7) The number of locations where hazardous materials and CDC’s can be stored will be limited.
	(1) Restriction or suspension of all operations.

(2) Cooperation with emergency responders or other plan holders, as necessary.

(3) Verification of hazardous materials and devices inventory and locations as may be necessary


2. Security measures for delivery of vessel stores and bunkers

The operator will implement security measures in order to:

· Check vessel stores for package integrity.

· Prevent vessel stores from being accepted without inspection.

· Deter tampering.

· For vessels that routinely use a facility, the operator establish and execute standing arrangements between the vessel, its suppliers, and the facility as applicable, regarding notification and timing of deliveries and their documentation.

· Check vessel stores by the following means:

· Visual examination.

· Physical Examination.

· Detection devices such as scanners.

· Canines.

	MARSEC 1
	MARSEC 2
	MARSEC 3

	(1) Screen one delivery of vessel stores per vessel visit.

(2) Stores or bunker delivery will require prior notification, including driver ID and vehicle registration information.

(3) Bunker or stores delivery vehicles will be screened at least once per each vessel visit.

(4) All vessel stores and bunker delivery vehicles will be escorted to the vessel’s berth.


	(1) Detailed screening of vessel stores.

(2) Detailed screening of all stores or bunkers’ delivery vehicle.

(3) In coordination with other plan holder, to check order against delivery documents, prior to entry.

(4) Escort all stores and bunkers delivery vehicle.

(5) Prohibiting the acceptance of stores that will not be loaded between the vessels arrival and departure date.


	(1) All vessel stores will be checked more extensively.

(2) Suspension of stores delivery.

(3) Refusal of stores acceptance.


Security measures for monitoring

The operator will use a combination of lighting, security guards waterborne patrols, intrusion detection devices, or video graphic surveillance equipment in order to continuously monitor:

· Land and water approaches.

· Restricted area.

· Moored vessels, facilities, waterside, and shore side areas around moored vessels.

	MARSEC 1
	MARSEC 2
	MARSEC 3

	(1) Automatic intrusion detection devices, if used, will activate a visual or audible alarm at a continuously attended location.

(2) Continuous function during inclement weather or power disruption.

(3) Monitoring shore side and waterside access and deck areas.

(4) Monitoring access points, barriers and restricted areas.

(5) Monitoring access and movements on or adjacent to vessels, decks, and surrounding areas, including the augmentation of lighting provided by the vessel.

(6) Limits the effects of lighting and glare, and the impact to safety, navigation, and other security activities.
	(1) Increase the coverage and intensity of surveillance equipment, including additional surveillance coverage.

(2) Increase the frequency of foot, vehicle, or waterborne patrols.

(3) Assign additional personnel to monitor and patrol. 

(4) Increase coverage and intensity of lighting.
	(1) All lighting on the property will be switched “on”.

(2) All surveillance equipment with recording capabilities will be in use.

(3) Surveillance equipment will record maximum length of time possible.

(4) Comply with instructions issued by those authorities with jurisdiction, responding to a security incident.

(5) Slow revolution of the vessel’s propeller or other measures to deter hull access.

(6) Underwater search of the hull.




Additional Requirements-Passenger and Ferry Facilities.

The following requirements are applibale for passenger and ferry facilities.

	MARSEC 1
	MARSEC 2
	MARSEC 3

	(1) In a facility with no public access area designated under Sec. 105.106, establish separate areas to segregate unchecked persons and personal effects from checked persons and personal effects;

(2) Ensure that a defined percentage of vehicles to be loaded aboard are screened prior to loading, in accordance with a MARSEC Directive or other orders issued by the Coast Guard;

(3) Ensure that all unaccompanied vehicles to be loaded on passenger vessels are screened prior to loading;

(4) Deny passenger access to restricted areas unless supervised by facility security personnel; and

(5) In a facility with a public access area designated under Sec. 105.106, provide sufficient security personnel to monitor all persons within the area and conduct screening of persons and personal effects, as needed.
	Additional screening of passengers, baggage, and vehicles prior to boarding the vessel as specified in the approved FSP and Declaration of Security.


	(1) Screen and identify all persons;

(2) Screen all baggage; and

(3) Assign additional security personnel and patrols.




Additional Requirements-Cruise Ship Terminals

At all MARSEC Levels, in coordination with a vessel moored at the facility, the facility owner or operator will ensure the following security measures:

· Screen all persons, baggage, and personal effects for dangerous substances and devices;

· Check the identification of all persons seeking to board the vessel. This includes confirming the reason for boarding by examining joining instructions, passenger tickets, boarding passes, government identification or visitor badges, or work orders;

· Designate holding, waiting, or embarkation areas to segregate screened persons and their personal effects awaiting embarkation from unscreened persons and their personal effects;

· Provide additional security personnel to designated holding, waiting, or embarkation areas; and

· Deny passenger access to restricted areas unless supervised by facility security personnel.

	MARSEC 1
	MARSEC 2
	MARSEC 3

	(1) Escort all visitors, contractors, vendors, and other non-facility employees at all times while on the facility, if access identification is not provided. Escort provisions do not apply to prearranged cargo deliveries;

(2) Control the parking, loading, and unloading of vehicles within a facility;

(3) Require security personnel to record or report their presence at key points during their patrols; 

(4) Search unmanned or unmonitored waterfront areas for dangerous substances and devices prior to a vessel's arrival at the facility; and

(5) Provide an alternate or independent power source for security and communications systems.


	(1) Release cargo only in the presence of the Facility Security Officer (FSO) or a designated representative of the FSO; and

(2) Continuously guard or patrol restricted areas.


	(1) Ensure the facilities are continuously guarded and restricted areas are patrolled.


3. Additional Requirements-Barge Fleeting Facilities
	MARSEC 1
	MARSEC 2
	MARSEC 3

	(1) Designate an area within the fleeting facility to segregate those barges carrying Certain Dangerous Cargoes and cargoes listed in 46 CFR, subchapters D and O of chapter I, title 46, Code of Federal Regulations or Certain Dangerous Cargoes from all other barges in the fleeting facility;

(2) Maintain a current list of vessels and cargoes in the designated restricted area; and 

(3) Ensure that at least one towing vessel is available to service the fleeting facility for every 100 barges within the facility.
	(1) Ensure security personnel are assigned to monitor or patrol the designated restricted area within the barge fleeting facility.
	(1) Ensure that both land and waterside perimeters of the designated restricted area within the barge fleeting facility are continuously monitored or patrolled.




4. Security Incident Procedures
The security officer and security personnel will respond to security threats and breaches and maintain critical operations or interfaces.

When necessary, evacuation will occur when evacuation enhances the safety of evacuees. Evacuation routes are  posted throughout the property, and will be deviated from only if in the judgment of security personnel, alternate routes enhance the safety of the evacuee.

Security incidents will be reported as follows:

· The person 1st aware of a security threat or breach will report directly and immediately to the security headquarters in the fastest means possible.

· The security guard receiving the information will log it, and relay it to all other personnel as appropriate.

· The security supervisor on duty will direct the property’s response efforts until relieved by more competent authority.

· The security supervisor on duty will initiate an incident command system and structure immediately.

· The security supervisor on duty or designee will notify the local police, state police, COTP, USCG District Commander, NRC, and property security officer, in that order. Times of reporting and identities of people receiving reports will be recorded in the security log.

At regular intervals  and after notification of increase to MARSEC Level 2 or MARSEC Level 3, the property’s security officer will brief all personnel on the need for vigilance and seek their assistance in reporting suspicious people, activities, and objects. 

When necessitated by MARSEC conditions the property’s security officer will secure non-critical operations.

	Response / Emergency Contacts in event of Security Incident
	Name
	Title
	Address
	Twenty-four hour telephone numbers

Pager or other number

Email

	National Response Center
	
	
	
	

	
	
	
	
	

	MSO Providence
	
	
	
	

	
	
	
	
	

	
	
	
	
	


5. Audits and security plan amendments

5.1 Amendments

Amendments initiated by the Coast Guard will commence upon written notice. The plan holder has 60 days to submit amendments in response to the Coast Guard’s written direction.

Amendments initiated by the plan holder must be submitted at least 30 days before the amendment takes effect unless the Coast Guard allows for a shorter period.

The plan must be automatically amended if there is a change in the owner or operator.

5.2 Audits

The vessel, company or facility security officer will ensure an audit of the security plan is performed annually, beginning no later than one year from the initial date of plan approval. The relevant security officer must attach a letter to this part of the plan certifying that the security plan meets the applicable requirements of the applicable part of 33CFR. Letters from the previous two years will be maintained in the documents and  records section of this plan.

The security plan must be audited if there is a change in the ownership, operator, the property, physical structures, emergency response procedures, security measures, operations or interfacing procedures.

Unless impractical due to limited personnel and limited operations, personnel conducting audits will:

· Know how to conduct audits and inspections of security control and monitoring techniques.

· Not have regularly assigned security duties.

· Be independent of any security measures being audited.

If an audit indicates the security plan must be amended the CSO, VSO, or FSO must submit proposed amendments to the Coast Guard not later than 30 days after completion of the audit. A letter certifying the security plan meets applicable regulations must accompany the amendments when submitted to the Coast Guard.

Facility Security Assessment (FSA) report

5.3 Physical Security

i) Fence (industrial association specification)

· Extent (describe perimeter)

· Height

· Composition

· Posts (spacing and description)

· Ground clearance (describe terrain; account for drainage courses and culverts)

· Fencing or post reinforcing

ii) Lighting (industrial association specification)

	Location
	Size of light
	Type of light
	Spacing


	Pole type and height
	Activation1
	Effect of power line being severed
	Placement of power line
	Auxiliary power

	
	
	
	
	
	
	
	
	


1. Automatic (A) Manual(M) Individually controlled (IC)

iii) Motion Detectors

	Location
	Type 
	Interval
	Activation 
	Type of alarm


	Location of alarm

	
	
	
	
	
	


iv) Video surveillance

	Location of recorders
	Type
	Interval


	Activation
	Location
	Control features
	Back-up power
	Total area of coverage
	Blind spots
	Recording features

	
	
	
	
	
	
	
	
	
	


v) Security force

· Armed

· Initial training

· Retraining scheduled

· Roving patrol

· Radios

· Radios per security guard

· Range

· VHF/UHF/800 trunked

· Battery life

· Hand held radios communicate with

· Base station communicates with

· Communication with vessel/facility operations personnel

· Number of security guards per shift

· Effectiveness of security force

· Access to telephone, cellular phone, radio-phone

· Voice paging or other alerting system

· Uniforms

· Location of main security function

vi) Access

· Number and location of active vehicle access points

· Number and location of inactive vehicle access points

· Number and location of rail access points

· Number and location of personnel gates

· Inactive access points

· How secured

· How effective is the securing

· Location and number

5.4 Structural Integrity

i) Piers

ii) Wharves

iii) Docks

iv) Hull

v) Engine Room

vi) Steering gear

vii) Bulkheads

viii) Watertight hatches

ix) Propulsion gear

5.5 Personnel Protection Systems

i) First aid

ii) Safety shower/eye wash

iii) Fire retardant clothing

iv) Respiratory protection

v) Chemical protective clothing

vi) Floatation

vii) Cold water survival

viii) Fall protection

ix) Hearing protection

x) Eye protection

xi) Required footwear

5.6 Procedural Policies

i) Emergency notification

ii) Emergency response

iii) Fire

iv) Bomb threat

v) Law enforcement assistance

vi) Off-site medical assistance

vii) Visitor/delivery identification procedure

· Identification required

· Verification of visit/delivery

· Visitor/delivery screening

· Visitor/delivery vehicle screening

· Visitor/delivery identification issued

· Escort required

viii) Evacuation procedure

· Assembly areas

· Roll call procedure

5.7 Radio and telecommunication systems, computer systems and networks

i) Radio described in 20.1.

ii) Telecommunications

· Switchboard

· Automated menu

· Human Operator

· Direct incoming call phone number

· Direct outgoing call capability

· Marine radio telephone

· Company 800 trunked system or wide area radio system

· Cell phone

· Satellite phone

· Effect of power interruption on phone system

· Computer system and network

· Site located mainframe

· Remote mainframe

· Local area network

· PC only

· Internet capability

· Effect of power interruption

5.8 Relevant transportation infrastructure

i) Maritime

· Ocean going operations

· Body of water or waterway

· Pier, dock, wharf operations

· Midstream

· Lightering

· Container

· RO-RO

· Tanker

· Bulk carrier

· Coastal ports

· Inland ports

ii) Inland waterway

· Waterway

· Barge

· Tank barge

· Dry bulk

· Other

· Towboat

· Midstream

· Lightering

· Coastal ports

· Inland ports
Rail

	Liquid bulk
	Solid bulk


	Break bulk
	Scales

	
	
	
	


iii) Highway

	Liquid bulk
	Solid bulk


	Break bulk
	Scales

	
	
	
	


iv) Pipeline

· Pumping station

· Terminals/tank farm

5.9 State/federal highway system

5.10 Utilities

i) Electrical power

· Self-generated

· Co-generated

· Power company feed

· Double ended feed

· Emergency power

· Power distribution grid

ii) Water supply

· Water company feed

· Self-owned water intake

· Potable water

· Water purification plant

· Potable water tanks

· Firefighting water

· Potable water

· Raw water feed

· Cooling water source

· Effect of loss of cooling water

· Effect of loss of potable water supply or pressure

· Effect of loss of electrical power on water supplies

· Waste water treatment

· Sanitary sewer

· Chemical sewer

· Effect of disruption of waste water treatment system

iii)  Natural gas
· Use

· Supply

· Storage

· Effect of loss of natural gas

iv) Off-site feed stock supply

· Use

· Supply

· Storage

· Effect of loss of feed stock

5.11 Summary of how on-scene survey was conducted

i) Date and time begun

ii) Date and time concluded

iii) Person conducting survey

iv) Walk through

v) Ariel maps/surveys

vi) Topographical maps

vii) Engineering drawings

viii) Interview with master, crew, operating or security personnel

ix) Description of existing security measures, inspection, control and monitoring equipment, personnel identification documents, communications, alarm, lighting, access control and similar systems are found in Section ___. inclusive.

5.12 Description of vulnerability found

i) Waterside and shore-side access

ii) Structural integrity

iii) Existing security measures, e.g., ID systems

iv) Security measures relating to services and utilities

v) Radio telecommunications and computer systems and networks protection

vi) Adjacent areas that may be exploited during or for an attack

vii) Areas that if damaged or occupied may pose a risk

viii) Existing agreements with private security companies

ix) Policy conflicts between safety and security measures

x) Conflicts between facility operations and security duty assignments

xi) Enforcement and personnel constraints

xii) Deficiencies identified during daily operations, training, or drills

xiii) Identified deficiencies after security incidents

xiv) Previously reported security concerns

xv) Deficiencies identified during previous audits

5.13 Description of security measures that could be used to address each vulnerability

i) Steps to reduce vulnerability

· Remove from service

· Change service

ii) Steps to reduce accessibility

· Strengthen physical barriers

· Add physical barriers

iii) Steps to reduce availability

· Remove potential vulnerability

· Hide or disguise vulnerability

· Reduce predictability of vulnerability’s use

iv) Steps to increase organic security

· Improve security force

· Increase security force

· Improve security plans

· Improve communications

· Install intrusion detection systems

· Demonstrate timeliness of armed response

v) Steps to increase facility hardness

· Blast resistant barriers

· Projectile resistant barriers

· Heavier container

· Increased piping and valve protection

· Underground installation

· Reinforcement of structure and ancillary objects

5.14 List of key operations that are important to protect

i) Electrical power

ii) Water pressure

iii) Cooling water

iv) Boiler pressure

v) Feed stock supply systems

vi) Fuel

vii) Steering

viii) Navigation

ix) Process controls

x) Engine room operations

xi) Key supervision and operations personnel and their location

5.15 List of identified weaknesses, including human factors

i) Security awareness

ii) Security vigilance

iii) Lack of security mission statement

iv) Initial security personnel training

v) Annual security training

vi) Security training for administrative and operations personnel

vii) Physical barriers

viii) Surveillance equipment

ix) Number of security personnel

x) Relationship with local law enforcement and emergency responders

xi) Security plans

xii) Visitor/delivery identification system

xiii) Internal security communications procedures

xiv) Number of communication devices

xv) Emergency assistance notification policy

xvi) Emergency notification communications equipment

xvii) Emergency response procedures

xviii) Emergency response training

6. Facility Vulnerability and Security Measures Summary (Form CG-6025)

The Facility Vulnerability and Security Measures Summary (Form CG-6025) was completed using information in the FSA concerning identified vulnerabilities and information in the FSP concerning security measures in mitigation of these vulnerabilities.

