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1. GENERAL.
United States:  Internal United States response communications will be conducted in accordance with the Maine and New Hampshire Area Contingency Plan communications annex.

Canada:  Internal Canadian response communications will be conducted in accordance with the Canadian Coast Guard Marine Spills Contingency Plan, Maritimes Region Chapter. The Canadian Coast Guard, Maritimes Region, maintains a 24 hour environmental emergencies contact number: 1(902) 426-6030.  A secure fax is available in the Regional Operations Center of the Canadian Coast Guard at  1 (902) 426-0882.
Joint Response:  In the event of a Joint Response, there are two different command options which would create different communications requirements.  These requirements would also dictate the need for separate communications plans.  These plans are being developed by the U.S./Canada Atlantic Joint Communications Planning committee.

Level V, Option One:  (Joint Command Post)
Section III of this Annex

Level V, Option Two:  (Separate OSC Command Posts)
Under Development
2. TELECOMMUNICATIONS XE "TELECOMMUNICATIONS"   
Effective and reliable communications are essential during an emergency. This section  outlines the telecommunications capabilities of various government agencies and private sector companies involved in CANUSLANT. Agencies not mentioned may still play a role in providing communication equipment or facilitating the use of frequencies not usually available during non-emergency situations. 

Integrated Telecommunications Plan 

United States.  In the USA, the Federal Communications Commission (FCC), the National Telecommunications & Information Administration (NTIA), and the Interdepartmental Radio Advisory Committee (IRAC) all play an important role in the licensing, management and allocation of radio frequencies.  The FCC regulates non-governmental interstate and international communications by radio, television, wire and satellite. NTIA (Office of Spectrum Management) is responsible for managing the Federal Government’s use of the radio frequency spectrum.  To achieve this, OSM receives assistance and advice from the IRAC.  If additional radio frequencies are required for a cross border spill, an application must be made to NTIA (or the FCC for non-government organizations). 


Canada.  In Canada, telecommunications issues are regulated by Industry Canada. Specifically, the Spectrum Management - Radio Licensing & Investigations Division of Industry Canada is responsible for the licensing and allocation of radio frequencies within Canada.  If additional radio frequencies are required for a cross border spill, an application must be made to Industry Canada. 


Integrated Telecommunications Plan.  The Communications Unit, within the Logistics Section, is responsible for establishing an  Incident Communications Centre . This Centre will be operated at a safe location that provides telephone, UHF/VHF/HF, cellular or satellite coverage across the border corridor. Frequencies and equipment in use will be integrated into the Incident Communications Center without disruption of existing lines of communication at the incident scene. Communications at the incident are managed through the use of a common telecommunications plan which is included in this Annex. All communications among organizational elements at an incident should be in plain English. No codes should be used, and all communications should be confined only to essential messages. The Communications Unit, which is staffed with personnel from the USCG, CCG, State or Province, RP and Response Organization, is responsible for all communications planning at the incident. 

Radio Networks.  Radio networks for large scale incidents should normally be organized as follows: Command and Control Net Frequency - This net should link together: The  Unified Command with Division and Group Supervisors. Tactical Nets - There may be several tactical nets. They may be established around agencies, departments, geographical areas or even specific functions. The determination of how nets are set-up should be a joint Planning and Operations responsibility. The Communications Unit Leader will develop the plan. The Maritime Mobile Frequency Matrix, Appendix I, provides main and backup communications plans for the provision of communications during the reactive phase of a response (communications plans A and B). These plans include command and control as well as tactical communications nets.

United States Networks.  FEMA The Federal Emergency Management Agency (FEMA) is an independent agency of the federal government that responds, upon request of State officials, to disasters and significant events. In Region 10, FEMA utilizes a Mobile Operations Center (MOC) to replace failed telecommunication systems or to provide a communication interface between agencies with incompatible telecommunication systems. FEMA can be activated through the State On-Scene Coordinator.  
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I. Purpose

The purpose of this Plan is to identify communications equipment, outline procedures and identify positions required to ensure the timely provision of information for all CANUSLANT participants.

II. Communications Links

Communications links will be established by the Communications Unit, as required by Unified Command, to ensure communications are available to carry out response operations.  

      At a minimum, one CANUSLANT Communications Officer will be assigned to the Unified Command, Joint Preparedness Team, Joint Environmental Emergencies Team, Joint Information Centre, Finance, Logistics, Operations and Planning Sections.  Additionally, CCOs will staff and operate the Communications Unit within the Logistics Section.  

III. Communications Acronyms XE "Acronyms, communications"  

CANUSLANT
Joint Canada-United States Marine Pollution Exercise

CAPP


Community Action Partnership Program

CCG


Canadian Coast Guard

CCO


Canuslant Communications Officer

DND


Department of National Defence

DTG


Date-Time Group

FLOP


Finance/Logistics/Operations/Planning

FMO


Federal Monitoring Officer

HQ


HeadQuarters

ICP


Incident Command Post

JEERT


Joint Environmental Emergency Response Team

JIC


Joint Information Centre

JPT


Joint Preparedness Team

MCTS


Marine Communications Traffic Services

NB


New Brusnwick

OGD


Other Government Departments

ORIG


Originator

OSC


On-Scene Commander/Co-ordinator

OSC2


On Scene Command and Control System

OSHA


Occupational Safety and Health Administration

P&I


Protection and Indemnity

POLREP

Pollution Incident Situation Report

ROC


Regional Operations Centre

SITREP

Pollution Incident Situation Report

STU III

Secure Telephone Unit Version 3

TOD


Time of Delivery

TOR


Time of Receipt

USCG


United States Coast Guard

UCP


Unified Command Post

UCS


Unified Command System

UTC


Co-ordinated Universal Time

IV. Modes of Communication

(1) Radio XE "Radio communication" 
· VHF: VHF radio communications will be carried out as per the CCG publication Radio Aids to Marine Navigation and the USCG publication Radiotelephone Handbook, USCG Commandant Instruction M2300.7. (See Appx I to Telecoms Pln: for frequencies)


· MF:  MF radio communications capability may be required.  (See Appx I to Telecoms Pln: for frequencies)

· UHF:  UHF radio communications may be used by government agencies and response organizations.  Use of frequencies in this band  will be incident specific and therefore no frequencies are listed in this Annex

(2) Telephone/Fax/Satellite XE "Telephone/Fax/Satellite" 

 XE "Fax/ Telephone/Satellite" 

 XE "Satellite/ Fax/ Telephone" 
· Communication  numbers for Coast Guard operational response personnel can be found in Appendix II (This appendix shall be updated annually, to coincide with the annual communications exercise) The Communications Unit shall arrange for landline circuit connection, programming and distribution within the ICP. The Canadian Coast Guard has agreements in place with MTT – Nova Scotia, NB Tel – New Brunswick, and Island Tel – Prince Edward Island, which provide for activation of a pre-established telephone circuits for Oil Pollution Response operations.  The procedure and contact information for these circuits can be found in the Canadian Coast Guard Marine Spills Contingency Plan – New Brunswick Area Chapter.

· Secure Fax and phone (STU III) are available throughout the CCG including onboard CCG vessels.  If secure communications are required, contact the CCG Security Officer.   (See Appx II to Telecoms Pln: for telephone number). 

· Satellite communications are available for contacting CCG Ships. Contact the CCG ROC for numbers.  An MSAT telephone system is located in the Communications Van. (See Appx II to Telecoms Pln: for telephone number.)

(3) Electronic mail XE "Electronic mail" 
The baseline standard for text e-mail communications is internet mail with information in the body of the text, and if attachments are necessary use Rich Text Format (RTF), Joint Photographic Experts Group (JPEG or JPG)  and WAV for sound, or any other format as agreed to by the parties communicating.

V. Procedures

(1) Standard Operating Procedures - General

· Canuslant Communications Officers (CCOs) shall be assigned to each of the CANUSLANT Teams as described in item 2, page 5 of this plan.

·  CCOs will be provided by the Canadian and US Coast Guards, the State or Province, and the Responsible Party. Other agencies may also be requested to provide additional CCOs in the event that 24 hour staffing becomes necessary.  Therefore, these agencies should have trained personnel available.

· Familiarization training will be provided for administrative support personnel

· CCO training will be provided as required to maintain an inventory of personnel for exercises/incidents.  Communications exercises will be conducted annually between Canadian and US CCOs and will be co-ordinated by the standing communications committee.

· Amateur Radio Operators  are available to assist in the provision of communications .  To request the assistance of Canadian Amateur Operators, the coordinator for the Community Action Partnership Program should be contacted (see Appx II to Telecoms Pln:).

· All telephone calls, faxes, e-mails, satellite communications and radio messages received and transmitted must be logged.

(2) Message Prefix - Exercises

All Exercise messages (text or voice) must be prefixed “Exercise CANUSLANT Exercise” and end with “Exercise Exercise Exercise”

(3) Communications Officer XE "Communications Officer"  Duties
· Message Logs

To ensure an accurate record of communications is maintained, in both exercises and spill response situations, all participants are required to maintain a communications log.  At the end of each shift, these logs will be passed to the Section CCO.  Division and Group supervisors, (detailed roles of these personnel can be found in ICS publication ICS-OS-420-1, Oil Spill Field Operations Guide) will transmit these logs at the end of each shift by a suitable means, such as email or fax, to the Communications Unit. Section CCOs will collect, organize and maintain a communications log file. Additionally, copies of all information about the current and possible future status of the spill response must be forwarded to the Situation Unit Leader within the Planning Section.  CCOs must  also ensure a chronological record and filing system of all correspondence and messages is maintained.  For email communications, a central, electronic message log shall be used.  ((Matt – Can you describe the process whereby this system was put in place for the 99 exercise – generic wording applicable for any exercise or operation would be appropriate))

A sample message log is attached at Appx III to Telecoms Pln:.

· Voice Recorder

As soon as possible after commencement of a spill response, the Communications Unit will arrange to have a digital voice recorder installed, which will capture all voice communications activity being routed through the Incident Command Post.  This equipment will be connected to the UCP telephone switching system. Telecommunications Unit CCOs will be responsible for backing up the stored information, and ensuring the integrity of all voice recordings.  The voice recorder is not intended as a replacement for individual participant’s logs, but rather to serve as a backup.

· “Incoming” and “Outgoing” 

One “Incoming” file and one “Outgoing” file is to be maintained by date and time for each Section. This file should include incoming and outgoing messages (e.g. Facsimiles and Electronic Mail Messages), and other correspondence, such as messages received by courier or hand delivered. This file is to be accessible to all members of the Section. Printouts of incoming and outgoing messages to be obtained and placed on appropriate file.

· Message Handling XE "Message Handling" 
Each message received is to be copied and the original to be passed to the addressee with a  copy being placed on the chronological, incoming file. (See Message Logs section regarding copies of information for the Planning Section). Outgoing messages to be copied, the original sent to the addressee and a copy placed on the chronological, outgoing message file.  Times on messages to be in Co-ordinated Universal Time.  Local times may be included but this must be indicated as such on the message file.  Standard message formats are established Sitreps/Polreps. 

· Situation Reports/Pollution Reports XE "Situation Reports/Pollution Reports" 

 XE "Pollution Reports/ Situation Reports"  (Sitreps/Polreps)
The Situation Unit Leader, assisted by the Planning Section CCO,  will work with all groups to compile a daily Sitrep/Polrep.  This report shall include, in addition to the operational status of the spill response, environmental, planning, logistical, political and other information relevant to the response effort. 

Internal and External distribution lists will be developed and employed to ensure approved  Sitreps/Polreps, are immediately disseminated as appropriate.  Appendix II of this plan contains many of the organizations that would be included in these distribution lists. 

The Regional Operations Centre (ROC)/Marine Safety Office (MSO) may be asked to distribute SITREPS/POLREPS and briefing notes as per normal distribution procedures.  On advice from the UC, the CCO to provide the ROC/MSO with additions or changes to the distribution list.

(4) Maintaining Communications
Communications to be maintained among assigned agencies and all essential addressees. The CCO assigned to the UC, at the commencement of the Exercise/Incident, must provide all CCOs via Email, with an up-to-date contact list.  This contact list must be updated regularly.  CCOs should advise UC CCO when they are on/off line or duty.  

CCOs must be capable of operating all communications systems available and must determine the most appropriate means of sending messages to ensure speed, text reliability, appropriate security and quality of information exchange.

CCOs to ensure uninterrupted ability to communicate.  If one means of communications breaks down, an alternate means must be found and other CCOs to be advised as to the alternative.  Appropriate steps must be taken to restore communications in the most effective manner.
(5) Secure Communications XE "Secure Communications" 

 XE "Communications:Secure" 
The Canadian Government, Canadian Military and United States Coast Guard utilize the STU III system for secure communications.  STU III’s are located at various locations  (listed in the Government of Canada Telephone Directory). Secure phone numbers for DND can be obtained by contacting the Maritime Ops Centre Duty Officer at (902) 427-2501.  For Secure voice communications to MSO Portland, Maine, call (290) 780-3251 for transfer to secure phone number at (207) 780-3681.

(i) Placing Secure Calls – Procedures (STU III XE "STU III" )

1.
Place a telephone call as you would normal when the called party answers, announce your intention to go secure.



2.
Both parties must ensure that the black key has been inserted in the receptacle and turned one quarter turn clockwise.



3.
One of the two parties must press the secure  or secure voice button.



4.
After approximately 15 seconds, both telephones will display the highest common security classification and will identify the other party – secure communications can now take place.



5.
Replace the handset to end the call or press the clear or the non-Secure button to return to non-secure communications.  Do not remove the key until the display has cleared.



6.
Remember to remove your key if you leave the office.




Any problems or for assistance call the CCG Regional Security Officer at (902)426-0722 or MSO Portland, Maine, (290) 780-3251

Appx I to Telecoms Pln: Maritime Mobile Communications XE "Communications:Maritime Mobile" 

Ref:  (A)  Radio Aids To Marine Navigation, Canadian Coast Guard Marine Communications and Traffic Services Directorate.


Ref.  (B) Radiotelephone Handbook, USCG Commandant Instruction M2300.7.

General Instructions

Safety Communications: Appropriate distress and safety frequencies are to be guarded at all times

Call Signs: International voice/ships call signs will be used on all circuits.

MARITIME MOBILE COMMUNICATIONS MATRIX

Line
Net Title
Priority
Comm Plan A
Comm Plan B

01


VHF Distress/Calling*
1
156.8 Mhz

(Channel 16)
156.8 Mhz

(Channel 16)

02


MF/HF Distress/Calling*
2
2182 Khz
2182 Khz

03
VHF Intership 

157.175

(Channel 83A)
157.050

(Channel 21A)

04
VHF UCP to On Scene Coordination Vessel**

156.3 Mhz

(Channel 6)
157.075 Mhz

(Channel 81A)

05
MF Intership/ UCP/Vessels

2716 Khz
2237 Khz

06
HF Intership/ UCP/Vessels

4125Khz
6215Khz

07


Aircraft Distress 

121.5 Mhz
121.5 Mhz

08
Air/Vessel Coordination

157.075

(Channel 81A)
156.3 Mhz

(Channel 6)







Legend:
UCP = Unified Command Post

Notes:

*Coast Guard Communications Stations can be contacted on these frequencies

**The On Scene Coordination Vessel must be able to simultaneously monitor Channels 16, 6, and 83A, (Coms plan A), or Channel 16, 81A and 21A (Coms plan B).   

Appx II to Telecoms Pln: Contact list

Land Line
Fax
Organization


Cell
Pager
E-Mail
MSAT
International Call 

Sign



Unified Command

· RP








· USCG








· CCG








Safety Officer








Liaison Officer








Information Officer








Legal Officer








Operations






902-564-3660
902-562-6113
Planning


CCG
902-565-8668

MacpheeC@dfo-mpo.gc.ca






Logistics








Finance








JPT 

Garth Bangay (EC)

Ken Hamilton (EC)



902-452-2064

902-456-8840







JEERT

Roger Percy (EC)

Annie MacNeil (EC)



902-483-0889

902-497-0238


902-498-3472



600-701-6187

600-701-6188




JIC

Tamara Gates (EC)

Scott Verret (DFO)



902-478-2090

902-







Division Group Leader








Division Group Leader








Division Group Leader








Mobile Comms Unit






506-453-2133

NB – EMO 

Comms Van






902-426-7661

CCG – Security Officer

J. Fox








USCG Operations – Boston






902-426-6030

CCG Regional Operations Centre – Dartmouth






506-636-4696

902-426-9750

902-564-7751

CCG MCTS  Station – 

Saint John 


Halifax


Sydney
506-636-5000

902-426-4483

902-564-7662







902-426-6035

CCG CAPP 

Co-ordinator






1-800-561-2355

NB Tel Mobility






(207) 557-0100

US Cellular - Calais, ME








(207) 667-1490

CellularONE - Ellsworth, ME








Response Organization

  Alert

  MSRC








Control






Appx III to Telecoms Pln: Message Log

Msg. #
TOR
Originator
D-T-G
Addressee
Mode
TOD
Remarks
CCO Init





















































































































































































Legend:

Msg. # 
 
Unique no of message.

TOR 

Time of Receipt


Originator
Originator of Message


D-T-G 

Date/Time Group


Addressee
Name of person message was
addressed or delivered to



Mode

How msg. was transmitted, (i.e. fax, e-mail, etc.)

TOD

Time of Delivery 


Remarks
Subject of message
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