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Purpose

Access to Security Clearance Data via the Portal

The primary purpose of the Portal for Security Clearance Users is quick and easy
navigation directly to the Security Clearance Information within Direct Access. With a
click on the hyperlink of choice from the Security Clearance Program pagelet, the user
can navigate to perform the load, view Security Clearance data in v8 or v9, and view the

requested report.

The Security Clearance Program pagelet will be displayed on the Portal page as follows:

Security Clearance Program

Load Security Clearance Data 1

Security Check Data

PHS Detailedto CG

2

3 Direct Access Security Check 4

The Portal Link Navigation for the Security Clearance Program pagelet for CG is as follows:

1D Version Portal Link Label Portal Description Menu Navigation
Path
Human Resources,
Human Resources Programs,
Security Clearance Programs
Run Process to Upload Security Load Security Clearance Data
Clearance File and Load the Security
1 V9.0 Load Security Clearance Data Clearance information Execute Process, CGLOADSECCLR
Path
Workforce Administration,
Access Security Clearance information Personal Information,
2 V9.0 Security Check Data for a person Security Clearance
Path
Human Resources,
Human Resources Reports,
Security Clearance Reports
Generate listing of PHS officers who
3 V9.0 PHS Detailed to CG are assigned to CG Query Name is: CG_PHS_ROSTER
Path
Security Check Administer Workforce,
Administer Workforce (GBL),
(View-Only access to Security Use
4 V8.0 Direct Access Security Check Clearance information) Security Check

In Direct Access Il (V9) as in Direct Access, there is only one current Security Clearance record for a

member.
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How to Load Security Clearance Data into Direct Access

Purpose To run the process in Direct Access via the Portal which will perform the following
tasks:
0 Upload the security clearance file from the source system to Direct Access
o Load the U.S. Coast Guard security clearance information into Direct Access
0 Produce Load Statistics and Exception Reporting

Step Action

1 | To navigate to the Security Clearance Load process, click on the Load Security Clearance Data
hyperlink within the Security Clearance Program pagelet from the Portal.

Security Clearance Program

I:I:nau:l Security Clearance Dats]] Security Check Data
PHS Detailedto CG Direct Access Security Check
2 To run the load process for the Coast Guard Security Clearance data, you must have a Run

Control set up. If you have not already created a Run Control, please proceed to Step 3. If you
have already created a Run Control 1D, you may:
0 Type the ID in the “Run Control ID begins with” field and click Search. The
“Inbound Interface” page will be displayed.
0 OR you may just click Search.

Inbound File Sec Clearance
Enter any information you have and click Search. Leave fields blank for a list of all values.

[ Find an Existing Value {_Add a New Value

Search by: Run Control IDbegins with %

[lcase Sensitive

Advanced Search

Find an Existing Value | Add a Mew Value

The available Run Control IDs will display. Select your Run Control ID by clicking the
hyperlink

Go to Step 4.
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Step

Action

If you have not already created a Run Control ID, you will need to do so before proceeding.

Click on the Add a New Value tab:

Enter an ID (for example, “SECCEN_Load”) in the Run Control ID field. Click on the Add

button.

The new Run Control 1D will be created and the "Inbound Interface™ screen will be displayed.

Once you have created a Run Control ID for the Load, you may re-use this ID for subsequent
loads. Just enter your Run Control ID (SECCEN_Load, as in the previous example) in the
“Run Control ID” begins with” field located on the Find an Existing Value tab and click

Search.

Inbound File Sec Clearance
Enter any infarmation you have and click Search. Leave fields blank for a list of all values.

‘f Find an Existing Value fﬁddamew‘-ﬁalue \:I
L™ rl

Search by: Run Control ID begins with

[]case Sensitive

Search | pdvanced Search

Find an Existing Value | Add a New Value

Inbound File Sec Clearance

[ Find an Existing Value | Add a New Value %

Run Control ID:| SECCEM_Load

Add %

Find an Existing Value | Add a Mew Value
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Step

Action

The "Inbound Interface™ screen will be displayed.

{ Inbound Interface |

Run Control ID: SECCEN_ Load Feport Manager Process WMonitor U

Customize | Find | s First [+] 10of 1 [¥] Last

HIe  yuached File Add Attachment  Delete Attachment
Handle ————
1] Add Attachment | Delete Attachment | =]

Note: If afile is already attached (the file name will be listed under the Attached File
heading), you will have to delete it first by clicking on the Delete Attachment button
before attaching a new weekly file.

Type “01” in Line 1 of the File Handle field. The File Handle field must have a value in order
for the upload to work. Click on the Add Attachment button.

{ Inbound Interface

Run Control I SECCEM_Load Feport Manager Process Monitor L

Customize | Find | i First E 1 aof 1 |I| Last

Attached File Add Attachment Delete Attachment

Add Attachment Delete Aﬁachmentl =]
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Step

Action

The Upload Screen will be displayed. Click on the Browse button and navigate through your
files to select the text file you wish to upload to Direct Access. Click Open.

I \éruwae... |

Lpload | Cancel |

Once the file has been located, click on the Upload button. This will upload the file to Direct
Access in preparation for the Security Clearance Data Load process.

|C:RCheckmateEDirectAccess_EmD1D12.t}{t Browse... |

Lpload | Cancel |

When the file upload has completed, the Inbound Interface screen will be displayed and the file
name will appear under Attached File.

Inbound Interface '\

Run Control ID:  SECCEN_Load Feport Manader Prncesahﬂnn?\'?un |

Customize | Find | i First E 1af 1 |I| Last

;.Fai_lrl:'m Attached File Add Attachment Delete Attachment
1 |D1 Checkmate2Directtccess_2010101 2 )| Add Aﬁachmentl Delete Attachment | =]

Click on the Run button to continue to the Load process.
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Step Action

7 | The Process Scheduler Request page will be displayed.

Process Scheduler Request

User ID: JOOE Run Control ID: SECCEMN_Load

Server Name: I_j' Run Date: |1 nnzrzon [
Recurrence: I "I Run Time: |2:23:2DPM Resetto Current DatefTime |
Time Zone: I Q
*Format Distribution

Select Description Process Name Process Type Type
" Load Security Clearance CGLOADSECCLR  Application Engine [Web | |T«T = Distribution
Ok | Cancel I

Click on the checkbox below the blue bar, labeled Process List, to select the Load Security
Clearance process. Then click OK. This submits the Load Security Clearance process request

to the Process Scheduler.

Process Scheduler Request

User ID: JDOE Run Control ID: SECCEMN_Load

Server Name: I_]" Run Date: |1 nnzrzonn [
Recurrence: I 'I Run Time: |2:23:20F‘M Resetto Current DatefTime |
Time Zone: I Q
*Format Distribution

elect Description Process Name Process Type Type
W Load Security Clearance CGLOADSECCLR  Application Engine  [web =] [T#T =] Distribution
Ok, %ncel |
Note:

o If a Server Name is not selected, select “PSUNX” from the drop-down list.
o0 From the Process List, Note the Process Name, CGLOADSECCLR.
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Step Action

8 | You will be redirected to the Inbound Interface page. Under the Run button, a Process Instance

number will be displayed. You can make note of the number, in case you are running more than
one process at a time.

Inbound Interface |

Run ControlID:  SECCER_Load Eeport Manadger Rl

{Process Instance: 21985 )

Customize | Eind | i First E 1af 1 E| Last
Attached File Add Attachment Delete Attachment
Handle —

*File

1 |EI1 Checkmate2Diractdccess 20101012t Add Aﬁachmentl Delate Attachment | =]

Clicking on the Process Monitor link will take you to a listing of the processes that have been
run from your account. This page allows you to monitor the progress of the current Load process
and view loads that have been run in the past. You can change how far back in time the listing

goes by typing the number of days’ worth of reports you wish to see in the Last: field followed
by clicking on the Refresh button.

Process List ' SenverList |

User ID: | JDOE QL Type: v Last: 7| | Days v Refresh
Server: | PSUNX V Name: Q, Instance: to
Run | Distribution v Save On Refresh
Status: — Status T
Process List Customize | Find | View All | i First [ 1-30f3 [ Last
Select Instance Seq. Process Type Process Name  User Run Date/Time Run Status W Details
27919 Application Engine CGLOADSECCLR JDOE  12/01/2010 1:13:19PM PST  Success Posted Details

The Run Status could be “Queued”, “Initiated”, “Processing”, or “Success”. Click on the
Refresh button periodically to update the load’s status.

The load process is complete when the Run Status is “Success” and the Distribution Status is
“Posted.”
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Step

Action

Once complete, the system will place a link titled, CGLOADSECCLR (the process name), in the
“My Reports” pagelet located on the home screen. Clicking on the link for the load you wish to
view will take you to the load’s Process Output.

The reports will be listed with the most recently run report on top.

My Reports B E

Report Folder
CGLOADSECCLE  General
2010-11-08-10.57.2

CGLOADSECCIR  General
2010-11-05-12.48.2

Feport Manager

If you do not see the report output in the My Reports pagelet, click on the refresh button for the
pagelet.

My Reports = B
T

Report Folder

Note: Your processes and reports output will remain in the My Reports pagelet for 7 days.
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Step

Action

10

Once the Process Output has opened, validate the Process Instance number is the one you want
in case there are multiple loads run in a single day.

Report |1D: 25493 (F_’rocess Instance:; 24?08] lMessage Log
(i-.lame: CGLOADSECCLF-’.] Process Type:; Application Engine

Run Status: Success

{I:nad Security Clearancej

Distribution Node: RPTMODE Expiration Date:
File List
HName File Size {bytes) Datetime Created

AE CGLOADSECCLR 24708 stdout 1,615 11/06/2010 12:45:28.000000FM PDT

>I;Jua| Status Member Chanued.mi 1,436 11062010 12:48:28.000000PM PDT
Security Clearanc Clbd ] 592 110672010 12:48:28 000000PM POT
Eecuriy Clearance Errorbd ] 1,258 1062010 12:48:28.000000PM POT
Distribute To

Distribution 1D Type *Distribution |D
User JOOE

The links under the File List blue bar contain the output files from the Security Clearance Load
process.

You should see the following hyperlinks:

e Security Clearanc_Cl.txt: If this report contains any errors, it is because bad data has
been loaded. Please contact Lynnae Tyler to resolve the data issue(s).

e Security Clearance_Error.txt: Lists the rows that were not loaded into Direct Access
due to errors found in the Checkmate data file. An error message will be displayed for
each row.

e Dual Status Member Changed.txt: Reports all Dual Status members that were on the
Checkmate data file uploaded to Direct Access. This report contains the old and new
information for the Dual Status member and MUST be sent to the PHS Security Team’s
designee.

The data output can ONLY be viewed by the user that ran the load. The files will need to be
saved on a local shared drive for them to be viewed by other SECCEN users.
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Step Action

11 Right-mouse click on each of these hyperlinks, select option “Save Target As”, and save each
file as a text file in your Security Clearance workspace. These files can also be opened with
Microsoft Excel.

File List

Name File Size (bytes)
AE CGLOADSECCLR 24708 stdout 1,615

Dual Status Member Change Open

Security Clearanc Cl.bd Open in New Tab

Security Clearance Error.tid Open in Mew YWindow
Distribution ID Type Print Targe
ser

Copty Shortcut

Add ko Favarites, ..

Convert link target to Adobe PDF
Corveert link barget ko existing POF

Properties

12 | To return to the home menu, click on the Home hyperlink located in the upper right hand corner
of the page.

N

Home

Al to by Links

bty Links I Select One:

Mew Window | Help | Customize Page | .5, ;l

United States Coast Guard

LS. Department of Homeland Security
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Possible Error Messages found on the Security Clearance Error Report

Error Messages

SSN Not Found
Fields to Include: SSN from source file

Emplid is Missing
Fields to Include: SSN from source file, Emplid(s) from Direct Access

Emplid does not Match
Fields to Include: SSN from source file, emplid from source file, emplid from Direct Access

Missing Clearance Type
Fields to Include: SSN from source file, Clearance Date from Source File, Special Handling field from source file.

Missing Clearance Date
Fields to Include: SSN from source file, Clearance Type from Source File, Special Handling field from source file.

Invalid Clearance Type
Fields to Include: SSN from source file, Clearance Type from Source File, Special Handling field from source file.

Invalid Special Handling Flag
Fields to Include: SSN from source file, Clearance Type from Source File, Special Handling field from source file.

Missing Investigation Type
Fields to Include: SSN from source file, Investigation Date from Source File

Missing Investigation Date
Fields to Include: SSN from source file, Investigation Type from Source File

Invalid Investigation Type
Fields to Include: SSN from source file, Investigation Type from Source File

Missing Interim Type
Fields to Include: SSN from source file, Interim Date from Source File

Missing Interim Date
Fields to Include: SSN from source file, Interim Type from Source File

Invalid Interim Type
Fields to Include: SSN from source file, Interim Type from Source File

Invalid Agency Type
Fields to Include: SSN from source file, Agency Type from Source File

Other Information
Date Run
Summary Statistics
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Sample Security Clearance Error Report
Date file created - 2010-11-07

The Investigation Type value of ADV is not defined as a valid value. Value assigned to SSN - 123456789
Cl error on Emplid - 1111111

Cl error on Emplid - 2222222

SSN Not Found - 123456789

Emplid not provided - SSN = 987654321 - Direct Access Emplid = 2222222

Emplid does not match - SSN = 333333333 - Emplid = 3333333 - Direct Access Emplid = 1234567
Emplid does not match - SSN = 444444444 - Emplid = 7654321 - Direct Access Emplid = 4444444
Missing Clearance - SSN = 555555555 - Clearance Dt = 9/26/2006

Missing Clearance Dt - SSN = 666666666 - Clearance = SECRET

The Clearance value of TS is not defined as a valid value. Value assigned to SSN - 123456789

The Clearance value of 5 is not defined as a valid value. Value assigned to SSN - 987654321

Missing Investigation - SSN = 777777777 - Investigation Dt = 10/1/2010

Missing Investigation Dt - SSN = 888888888 - Investigation = SSBI-PR

The Investigation Type value of SSBI-PR2 is not defined as a valid value. Value assigned to SSN - 999999999
Missing Interim - SSN =111111111 - Interim Dt = 10/1/2010

Missing Interim Dt - SSN = 222222222 - Interim = SECRET

The Agency Type value of XXY is not defined as a valid value. Value assigned to SSN - 123123123

Rows read =71

Rows loaded =56
Rows with errors = 15
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Sample Dual Status Member Changed Report

This report displays ALL dual status members that were on the uploaded Checkmate file. Although the
Checkmate file should be changes only, it is possible for members that did not have any changes in the
uploaded file to appear in this report. Two examples are located below.

The following EMPLIDs have been updated by SECCEN

----- Old Values for EMPLID: 1234567 -----
Clearance - TOP SECRET

Clearance Granted Date - 2009-09-11

SCI Eligible Date -

Interim -

Interim Date -

Investigation Type - SSBI-PR

Investigation Date - 2009-08-25

SF312 Date -

Agency - OPM The example to the left is for a member that had data
in the Checkmate file that was the same as the data

----- New Values for EMPLID: 1234567 ----- already in Direct Access. Therefore, no changes were

Clearance - TOP SECRET made.

Clearance Granted Date - 2009-09-11
SCI Eligible Date -

Interim -

Interim Date -

Investigation Type - SSBI-PR
Investigation Date - 2009-08-25
SF312 Date -

Agency - OPM

Page 15 of 24



----- Old Values for EMPLID: 7654321 -----

Clearance - SECRET

Clearance Granted Date - 2007-09-06

SCI Elgible Date -

Interim -

Interim Date -

Investigation Type - NACLC

Investigation Date - 2007-01-06

SCI Elgible Date -

SF312 Date - The example to the left is for a member that had

Agency - OPM changes made in Checkmate and uploaded into
Direct Access.

----- New Values for EMPLID: 7654321 -----

Clearance - REVOKED

Clearance Granted Date - 1901-01-01

SCI Elgible Date -

Interim -

Interim Date -

Investigation Type - NACLC

Investigation Date - 2007-01-06

SF312 Date -

Agency - OPM
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How to View Security Clearance Information in Direct Access v9

Purpose To view Security Clearance information in Direct Access 9.0 via the Portal

Step

Action

1

To view members’ Security Clearance information in the v9 environment, click on the Security

Check Data hyperlink.

Security Clearance Program
Load Security Clearance Data (Sen:uritvCheu:k Data]

PHS Detailedto CG Direct Access Security Check

The Search page will be displayed as follows:

Security Clearance
Enter any information you have and click Search. Leave fields hlank far a list of all values.

/ Find an Existing Value %

EmpliD: | begins with x| [
Hame: |begin5 withjl
Last Hame: |begins withj|
Second Name:; | hieqins with j |

Alternate Character Name:l hieqins with j |

Middle Name: | begins with ||
[ Include History [ Correct History [ Case Sensitive

Search Clear | Basic Search Save Search Criteria

To search for a member, enter the EmplID or use any of the name search options.

Click on the Search button.
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Step

Action

If more than one record meets the search criteria, the Search Results will be displayed.

Security Clearance
Enter any information you have and click Search. Leave fields hlank for a list of all values.

{ Find an Existing Value

EmpliD: | hegins with x|
Hame: |begin5 withleubert Gray
Last Name: |begin5 withj|
Second Name: |begin5 wirith j|

Alternate Character Hame:l hieqins with j |

Middle Name: | begins with ||
[ Include History [ Correct History [ Case Sensitive

Search Clear | Basic Search Save Search Criteria

Search Results
1-2 of 8

EmpliD Hame Last Hame Second Hame Alternate Character Hame Middle Hame
1000001 Foben Gray GREAY thlank) lan
1000002 Bobed Gray GEAY (hlank)

1000003 Robert Gray GRAY (blank)
1000004 Robert Gray GRAY (blank)
1000005 Rober Gray GEAY thlank)
1000006 Robert Gray GRAY thlank)
1000007 Robert Gray GRAY ihlank)
looooos Robert Gray GRAY (blank)

CEEEEEEE
LI I E I [V (o B (4]
S 1S S 1T = =
Pzl il =il ol (=il el =

wEGITICE"=H

=
o
=
=

Select the member you would like to view from the list of Search Results.

If your search is by name and there are several members with the same name, refer to the User
Guide — Find an Employee. You can use the output from Find an Employee to determine
which specific Emplld matches the member you seek. Then you can select the Credit Card Data
for that specific EmplID.
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Step

Action

The Security Clearance page will be displayed for the selected member. Users have VIEW-
ONLY access to the clearance data located in Direct Access V9.

Security Clearance ‘|

John Doe EMP EmpliD: 1234567

Security Clearance Find | View All First I®! 1 of 1

Security Clearance Type: TS TOP SECRET Primary

Find | View All First 1 1 0f1 L Last

Effective Date: 1002002009 Status:  Active
Clearance MNbr: [iA,

Expiration Date;

Sponsor;

Customize | Find | View Al | B8 First © 420f2 ° Last

Investigation Status Status Date

SCl Eligible 01282010

Access Matl Agcy Chkwilng 101042010

Bl save | L) Return to Search | [Z] Notify |
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Step

Action

Refer to the table below for descriptions of the data fields.

Field Description
Security Clearance Type The clearance granted as a result of the investigation

. This checkbox indicates that the data is being messaged back to the
Primary

V8.0 Direct Access environment.

Effective Date

This is the date the Security Clearance went into Effect.

If there is no Security Clearance, I.E. “NONE” or “REVOKED?”,
the date will default to 01/01/1901.

Status

Indicates whether the member is Active or Inactive

Clearance Nbr

This field will always be “N/A”

Background Investigations

Investigation Status

This can be one of many things. Such as:

The Agency sponsoring the investigation

The type of investigation

“Call SECCEN”

A placeholder for SCI

The type of Interim Clearance

Adjudication Status and Date for PHS assigned to CG
members

Refer to the USCG and PHS Security Clearance Data mapping
User Guide (Value Mapping section) for all possible values.

OO0OO0O0O0OOo

Status Date

The date associated with the value located in Investigation Status, if
applicable.

To return to the home menu, click on the Home hyperlink located in the upper right hand corner

of the page.

i

Home

My Links I Select One:

Mew Window | Help | Custornize Fage | ne

United States Coast Guard Add ta by Links

U_5. Department of Homeland Security
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How to View Security Clearance Information in Direct Access v8

Purpose To view Security Clearance information in Direct Access 8.0 via the Portal.

1| To view members’ Security Clearance information in the Direct Access v8 environment, click on the
Direct Access Security Check hyperlink.

Security Clearance Program

Load Security Clearance Data Security Check Data
PHS Detailedto CG (Directm:cess Security Check]

2 | The Search page will be displayed as follows:

Security Check

Find an Existing Value

EmpliD:
Empl Red Mbr:

Employee Classification: [V"

Last Mame:

First Mame:

Setllx

Company:

Department: ﬂ
Social Security #

Job Family- Q)

Job Code: ﬂ

| Search | | Clear | Basic Search

To search for a member, enter the EmplID or use any of the name search options.

Click on the Search button. If more than one record meets the search criteria, the Search Results
will be displayed.

Select the member you would like to view from the list of Search Results.
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The Clearance Data tab will be displayed for the selected member. Users have VIEW-ONLY
access to the Clearance Data information located in Direct Access v8.

l." Clearance Data ‘.I Background Info Security Jacket Loc 633 Data
Name: Doe, John EmplRcd# 0 EmpliD: 1234567 SPOIPDR
Job Code: 42592 Rank: g
Status: Ret wiPay

DeptiD: 003333 PSC AT HOME RET MBRS Location:

Position: Birth Location: SC
Ad Base Dt Rotation Dt: 0710112008 Exp Loss Dt Birth:

Mar Status: Citizenship: Country: Usa

Sex: JobFamily Entry Dt 10/01/1994 Exp AD Term Dt:

Points Start Date (PSD):

Ethnic Category: Mot Hispanic or Latino  Ethnic Grp: Reserve Info  Mbr Career Info
Agency: SCI Eligible:  01/28/2010
Investigate Type: AMACI Interim;

Investigate Date: 10M0/2010 Interim Date:

Clearance: Top Secret Last Updt: 11/08/2010
Clearance Granted: 10/20/2000 Call SECCEN

SF312 Date:

For an explanation of the data mapping used to message the information back to the 8.0
environment, please refer to the Security Clearance Data Mapping user guide.

To return to the home menu, click on the Home hyperlink located in the upper right hand corner of
the page.

Home

Add to My Links

bty Links I Select One:

Mew yindow | Help | Customize Page | 15, ;l

United States Coast Guard

U.S. Department of Homeland Security
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The “PHS Detailed to CG” Report

Security Clearance Program

Load Security Clearance Data Security Check Data

(F'HS Detailedto CG] Direct Access Security Check

Users will have access to run the PHS Detailed to CG report. This report will return a list containing
member information of all of the PHS officers currently detailed to the U.S. Coast Guard.

CG_PHS_ROSTER- PHS mbrs attached to CG Units

Download results in:  Excel SpresdShest LSV TextFile (22 Kb)

|
Empl Empl Empl Dept p Empl | Empl Posn Posn Posn Dept
IM o M i Pt Flank| Gr i Pt . B =

UNBUDGETED STEWART ATC MOBILE ATC MOBILE
3

1 |0DOESGES POSITION 1000001 KUHN PAMELA 03304 HLTH SVCS D 000083 |SN |06 UNBUDGETED |41505G (E3 HLTH SVCE O TG (65100 (MOBILE
UNBUDGETED ATC MOB ATC MOE

2 |OD0SEENE FOSITICON 1000002 0| STRICKLIN RICHARD (002423 DENTAL CLINIC D008 |SN o} UNBUDGETED |41505G (E3 002423 EET;&L 76 [65100 |(MOBILE AL
UNBUDGETED ATC MOB LR

3 |0DOSSE0E 1000002 O|ROBINSCN  TANYA 002423 000024 (SN |05 UNBUDGETED |4150%6 |E2 002423 |DENTAL T6 |85100 |MOBILE AL
FOSITION DENTAL CLINIC CLINIC

- UNBUDGETED . snnes | HSWLWORK - = 1§ ENEE = MLCFAC QABR .
DDOS: [ g o { e y 415 D028 TEE AEDy c

4 |ODOEEgER FOSITION 1000004 0 |WADE THERESA (010096 LFE 0000%2 (SN |06 UNBUDGETED (415086 |E2 00260 Py 33 (75160 |ALAMEDA A
UNBUDGETED PSC AT HOME MLCPAC SEENV

5 |0DO5S8SEY 1000005 0|BAJPAYEE  SHIB 003332 000024 (SN |05 UNBUDGETED |4150%6 |E2 002504 33 |TH16D |ALAMEDA CA
POSITION 'SEP MERS HLTH{KSE}
UNBUDGETED DvA Da

6 |0D0E2591 PDSITID‘:J 1000006 0 |HARRIS ROGER O082TE WCCLELLAN CA 000095 SN |03 UNBUDGETED |415086 |E2 008275 |MCCLELLAN 11 (20220 |MCCLELLAN CA

CAa

Users may also export the reports to an Excel Spreadsheet or a CSV file by clicking on the desired
hyperlink as displayed below:

Download results in : [Excel SpreadSheet| [CSV Text File ||

How to Schedule a Query

You can schedule a query to run via the process scheduler instead of running the query from the portal
link. The results of scheduled queries are routed to the Report Manager and available in the “My
Reports” pagelet. Refer to the User Guide — How to Schedule a Query for details.

The following query may be scheduled:

Report Name Query Name Description

Generates Listing of PHS Officers who are

PHS Detailed to CG CG_PHS_ROSTER assigned to the USCG.
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What User Access to Request for Security Clearance Information

User access to Security Clearance information is based upon the type of user as follows:

Type of User | Type of Access System Version User Access

CG SECCEN Load Security Clearance Data | V9 CG_SECURITY_CLEARANCE_LOAD
CG SECCEN | View Security Clearance Data | V9 CG_SECURITY_CLEARANCE V

CG SECCEN | View Security Clearance Data | V8 Direct Access CGSECU
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Understanding the V9.0 PeopleSoft Security Clearance Page

Security Clearance

George Washington EMP EmpliD: 1234567

Security Clearance Find | Wigw All First [4] 1af 1 [+ Last

Security Clearance Type: 3 E U sECRET V' Primary =]

Clearance Information Find | iew All First El 1of 1 |I| Last
“Effective Date: A[17252002 ) status: [Aetve 7] =
*Clearance Nbr: INH"-

Expiration Date: I Eﬂ

Sponsor: B IHH5

Background Investigation Custornize | Find [ View 4 | 38 First © 1eofs  Last

Investigation Status Status Date

C |Adjudication Stat-Favorable 2 =] D [v4i282009 [ [=]

9 |Df’ﬂ|:e of Personnel Management ¥ | I—Eﬂ =]

1 |Access Matl Agey Chk wilng =] Zmrﬂ =]
[5F312 Date 2 10/[oaiz0z004 [ =
[5Cl Eliginle =] 5 [usr30iz004 31 =

6 |Interim-Secret =] TIMEQ =]

A [Call SECTEAM =] I =

8 [call SECCEN =l [ = [=]

Bl save | S Return to Search | [Z] motify | Llpdate.fDispla':.fl ) Inciude Histary | [EF Correct History |
Numbers = Shared Fields Letters = PHS Only fields
1 | Investigation Type 8 | Call SECCEN
2 | Investigation Date 9 | Investigating Agency
3 | Clearance Type 10 | SF312 Date
4 | Clearance Granted Date A | Call SECTEAM
5 | SCI Eligible Date B | Agency Granting Clearance
6 | Interim Clearance Type C | Adjudication Status
7 | Interim Date D | Adjudication Date
Data Mapping Legend / Key
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Special Rules for Dual Status Officers (PHS Assigned to CG)

A Dual Status Officer isaPHS Officer currently detailed to the U.S. Coast Guard. Most fields
will be updated by the inbound interface from Checkmate (SECCEN) if a change existsin the
CG system. If achange is made by the inbound interface for a Dua Status Officer, a change
report will be generated as part of the CG Security Clearance Load process. CG will email the
Dua Status Change report to the PHS designee.

Thefollowing fields will reflect CG data, if the officer existsin the CG environment:

(0]

© O O0OOo

Clearance Type
Clearance Granted Date
SCI Eligible Date
Interim Clearance Type
Interim Date

The following fields will be shared:

(@)

© O 0O

Investigation Type — May have more than one Investigation Type
Investigation Date — CG date is used if an investigation typeis shared

SF312 Date — CG Dataif the CG has adate; PHS data if the CG date id null
Investigating Agency — May have more than one Investigating Agency

Call SECTEAM, Call SECCEN —if either value existsin V9.0, the box will be
checked in V8.0

The following fields will be used by PHS only:

0]
(0]
0]

Agency Granting Clearance
Adjudication Status
Adjudication Date
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Integration of Data from V9.0 to V8.0 Direct Access

Data Mapping from V9.0 to V8.0

The following grid summarizes the mapping of PHS fields between Version 8 and Version 9.

V9 Box Label V9 Fields V8 Box Label V8 Fields
Security Security Clearance Type Clearance Clearance
Clearance Information
Clearance Effective Date (only if Clear Clearance Clearance
Information TypeinTS, S) Information Granted
Clearance Sponsor Adjudication Agency Granting
Information Information Clearance
Background Agency Type Investigation Clearance Agency
Investigation Status Information
Background Investigation Type Clearance Investigate Type
Investigation Investigation Status Information
Background Status Date for Investigation Clearance Investigate Date
Investigation Type Investigation Status Information
Background Adjudication Type Adjudication Adjudication
Investigation Investigation Status Information Status
Background Status Date for Adjudication Adjudication Adjudication Date
Investigation Type Investigation Status Information
Background Status Date for SF 312 Clearance SF312 Date
Investigation Investigation Status Information
Background Status Date for SCI Eligible Clearance SCI Eligible
Investigation Type Investigation Status Information
Background Interim Type Investigation Clearance Interim
Investigation Status Information
Background Status Date for Interim Type Clearance Interim Date
Investigation Investigation Status Information
Background Investigation Status = Call Clearance Cdl SECTEAM
Investigation SECTEAM or Call SECCEN Information
Clearance Primary (Checkbox is checked) | Used asindicator.
Information Only primary row is

sent back
Clearance Status (Set to Active) Not sent back
Information
Clearance Clearance Nbr (Set to N/A) Not sent back
Information
Clearance Expiration Date (Leave blank) | Not sent back
Information
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Data Mapping Legend / Key

Numbers = Shared Fields Letters = PHS Only fields
Investigation Type 8 | Call SECCEN
Investigation Date Investigating Agency
Clearance Type SF312 Date

Clearance Granted Date Call SECTEAM

SCI Eligible Date
Interim Clearance Type
Interim Date

Agency Granting Clearance
Adjudication Status
Adjudication Date

~N o o WwN

U0Owm>Hs o

Security Clearance |

George Washington EtP EmpliD: 1734567
Security Clearance First B 1 of 1 L2 Last
Security Clearance Type: 3 IE A gECRET M Primary [=]
Clearance Information Find | Wiew All First =1 1af1 L2 Las
“Effective Date: A 087772010 B staus: |Actve 7] =]
*Clearance Nbr: |NIA
Expiration Date: [ El
SpONSor: B|HH5
Background Investigation Custamize | Find | View 4 | 3 First © 1505
Imsestitation Status Status Date
C [Adjudication Stat Favorable2 7] D [osrzarz008 [ =
g |Ofﬂ|:e of Personnel Management | I—Eﬂ =]
1 | Access Matl Agey Chkwiing =] 2|M|§J =]
A [Call SECTEAM =] ! [=]
[5F312 Date =] 10][osrzsrz010 [ =

Clearance Information

Agency: 9 oFwm 551:IEIigiI)Ie: I:I

Investigate Type: 1 ARACT Blmelim:
Investigate Date: 2 [06/16/2009 7 wterim Date: [ ]
Clearance: 3 cecret LastUpdt:  0g/27/2010

Clearance Granted: |050 72010 4 8 A
SF312 Date: oizsizo10 |10

Adjudication Information

Agency Granting HHS B
Clearance:

‘Adjudication Status: | Favorable 2 C Adjudication Date: 0624520049 D
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Special Integration Rules

Clearance Granted Date
e If Security Clearance="*‘SE’ or ‘TS then Clearance Granted Date = Effective Date
e |f Security Clearance<>‘SE’ or ‘TS then Clearance Granted Date = Null

Call SECTEAM
e |If thereisarow in the Background investigation grid where the Investigation Status is
‘Call SECTEAM’ or ‘Call SECCEN’ then checkbox = Yes
e |If thereisnot arow in the Background investigation grid where the Investigation Status
is‘Cal SECTEAM’ or ‘Cal SECCEN’ then checkbox = Yes

SF 312 Date
e |If thereisarow in the Background investigation grid where the Investigation Status is
‘SF 312 Date’ then SF 312 Date = the Status Date on that row

e |If thereisnot arow in the Background investigation grid where the Investigation Status
is‘SF 312 Date’ then SF 312 Date = null

SCI Eligible Date
e If thereisarow in the Background investigation grid where the Investigation Status is
‘SCI Eligible’ then SCI Eligible = the Status Date on that row

e |If thereisnot arow in the Background investigation grid where the Investigation Status
is‘SCI Eligible’ then SCI Eligible = null

Data Entry Errors causing multiple rows
e |tispossibleto enter more than one security clearance type for an officer.
0 The security clearance type with the primary security clearance will be sent back.
e |tispossibleto enter more than one effective dated row for a security clearance type

0 The maximum effective dated row for the primary security clearance will be sent
to 8.0

e Because of the grid, it is possible to accidentally enter more than one value for certain
fields e.g. Agency or Adjudication Status. Only one value can map back to 8.0

o If the value entered has an associated date, the maximum date will be sent back
with its associated value.

o If two or more values with the same date or with no date exist, the value that
comes first will be sent back.

o If avalue should have adate, and it does not exist, nothing will be sent back.
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Value Mapping - Combined Possible Values for Security Clearance

Data

The following table contains a combination of all the possible values for security clearance data
within the CG Constants Table and the PHS Translate Table values. The Long Description field
value isloaded into the appropriate field and is visible online in V9.0.

For CG, the source of the datafor CG SECCEN information is provided in the interface file from
Checkmate. The Checkmate values (SECCEN Feed Value) are translated to the appropriate
V9.0 Value and paired with the Long Description in V9.0.

For PHS, the datais manually entered into V9.0 Security Clearance Data using transate values
within the dropdown box for Investigation Status grid data where the Long Description is

displayed.

The V9.0 data (whether loaded by SECCEN or entered by SECTEAM) is then automatically
messaged back to V8.0 based on the translation of V9.0 Value to V8.0 Value.

V9.0 |Vv8.0 | SECCEN
Value Type Value | Value | Feed Value Long Description Short Description
Adjudication Status | ( Fv2 | ---—--- Adjudication Stat -Favorable 2 Favor 2
Adjudication Status | ) FV3 | --—--- Adjudication Stat -Favorable 3 Favor 3
Adjudication Status | * FV1 | --—--- Adjudication Stat -Favorable 1 Favor 1
Adjudication Status | [ PEN | ------ Adjudication Stat -Pending Pending
Adjudication Status | ] UNF | ------ Adjudication Stat -Unfavorable Unfavorabl
Adjudication Status FV5 | ---—--- Adjudication Stat -Favorable 5 Favor 5
Agency 0 0 ATF Alcohol, Tobacco and Firearms ATF
Agency 1 1 CIA Central Intelligence Agency CIA
Agency 2 2 CUSTOMS U.S. Customs CUSTOMS
Agency 3 3 DEA Drug Enforcement Admin DEA
Agency 4 4 DIA Defense Intelligence Agency DIA
Agency 5 5 DIS Defense Investigative Service DIS
Agency 6 6 DISCO Defense Industrial Sec Clr Ofc DISCO
Agency 7 7 DOE Department of Energy DOE
Agency 8 8 |- Department of Defense DOD
Agency 9 9 DOT Department of Transportation DOT
Agency A A DSS Defense Security Service DSS
Agency B B IRS Internal Revenue Service IRS
Agency C C NIS National Intelligence Service NIS
Agency D D OPM Office of Personnel Management OPM
Agency E E OTHER Agency - Other OTHER
Agency F F SECRET SERVICE | U.S. Secret Service SECRET SERVICE
Agency G G STATE DEPT U.S. State Department STATE DEPT
Agency H H TREASURY U.S. Treasury Department TREASURY
Agency I I USAF U.S. Air Force USAF
Agency J J USAI U.S. Army Intelligence USAI
Agency K K USCG U.S. Coast Guard USCG
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V9.0 | V8.0 | SECCEN
Value Type Value | Value | Feed Value Long Description Short Description
Agency L L USCS U.S. Civil Service Commission USCS
Agency M M | - Health and Human Services HHS
Agency N N |- Dept of Homeland Security DHS
Agency (®) (®) DOJ Department of Justice DOJ
Agency { P FBI Federal Bureau of Investigation FBI
Clearance DN DN DENIED Denied
Clearance NO NO NONE None
Clearance RE RE REVOKED Revoked
Clearance SE SE SECRET SECRET Secret
Clearance SuU SuU SUSPENDED Suspended
Clearance TS TS TOP SECRET TOP SECRET Top Secret
Interim , SE SECRET Interim - Secret I-Secret
Interim . TS TOP SECRET Interim - Top Secret I-TopSecrt
Interim | RE DENIED Interim - Denied I-Denied
Interim - DN REVOKED Interim - Revoked I-Revoked
Investigation Type ! 09 NACI National Agency Chk w/Inquiry NACI
Investigation Type # 11 PRI Periodic Reinvestigation PRI
Investigation Type $ 12 SAC Single Agency Check SAC
Investigation Type = 13 SSBI Single Scope Bkgrnd Investigat SSBI
Investigation Type ? 16 PPR Phased PR PPR
Investigation Type N 14 SSBI-PR Single Scope Bkgrnd Inv PerRev SSBI-PR
Investigation Type | ------ 99 Investigation Type - None No InvType
Investigation Type P 02 ANACI Access Natl Agcy Chk w/ing ANACI
Investigation Type Q 01 ADV NAC Advanced Natl Agcy Chk w/inq ADV NACI
Investigation Type R 03 Bl Background Investigation Bl
Investigation Type S 04 CNACI Child Care Natl Agcy Chk w/lng CNACI
Investigation Type T 05 ENTNAC Entrance National Agcy Check ENTNAC
Investigation Type U 15 FFI Full Field Investigation Full Field
Investigation Type vV 06 IBI Interview Oriented Bkgrnd Inv IBI
Investigation Type W 07 LBI Limited Background Investigat LBI
Investigation Type X 08 MBI Minimum Background Investigat MBI
Investigation Type Y 10 NACLC Natl Agcy Chk w/Loc Agcy+CrChk | NACLC
Investigation Type Z 16 NAC National Agency Check NAC
not applicable I e s SCI Eligible SCI Eligib
not applicable I e SF312 Date SF312 Date
not applicable e e Call SECCEN SECCEN
not applicable e e Call SECTEAM SECTEAM

Value mapping islocated in the CG Constants Table for the CG Security Clearance Load process
and the PHS security clearance trandlation table for PHS manual entry. If any new value needs
to be added or if any existing value needs to be changed, you must submit a System Change
Proposal (SCP) to request the desired changes to the CG Constants Table, Functional Area of

Security Clearance or the PHS Trandation Table.

CG & PHS Security Clearance Data Mapping User Guide

Page 9 of 9




	Security Clearance 
User Guide 
	Access to Security Clearance Data via the Portal
	How to Load Security Clearance Data into Direct Access
	Possible Error Messages found on the Security Clearance Error Report
	Sample Security Clearance Error Report
	Sample Dual Status Member Changed Report

	How to View Security Clearance Information in Direct Access v9
	How to View Security Clearance Information in Direct Access v8
	The “PHS Detailed to CG” Report
	How to Schedule a Query
	What User Access to Request for Security Clearance Information

	Security Clearance Data Mapping

	Understanding the V9.0 PeopleSoft Security Clearance Page
	Special Rules for Dual Status Officers (PHS Assigned to CG)
	Integration of Data from V9.0 to V8.0 Direct Access
	Data Mapping from V9.0 to V8.0
	Special Integration Rules
	Value Mapping - Combined Possible Values for Security Clearance Data



