At Home: You Can Access the CG Network

By LT Victoria Taylor and LT Sean Plankey

Do you ever need to remotely access Coast Guard electronic services such as email and online training?  Are you located so far away from your reserve duty station that it is impractical to drive in just to access CG systems?  The Coast Guard-wide Common Access Card Remote Access Service (CAC RAS) is the answer to these questions. As long as you have your Common Access Card (CAC), a CAC reader, and CG RAS software you can log in from anywhere.  

When using CAC RAS, you are subject to all CG intranet access policies and can connect to CG intranet sites via your web browser.  In order to access the documents on your CGSWIII machine and network drives you will need to utilize the Windows remote desktop connection function on your local computer, which can be found in the CAC RAS instructions located on the CG Portal website located below. This program requires that you know either the IP address of your CGSWIII computer or the IP address of your RAS terminal server.  With the remote desktop connection you can log onto a computer or RAS terminal server at your CG Unit.  It is important to note that only one person can be logged on to a specific CGSWIII at a time.  If someone is working locally on the CGSWIII you are trying to access, you will not be able to RAS in to that workstation.

CAC RAS is CG-supported and is currently being used by reservists to access CG systems from the internet. It is a valuable capability that maintains a balance between system access, security, and usability. Since the implementation of CAC RAS, questions have arisen about costs, compatibility with other systems, printing, information on the CG Portal, RAS token use, and help desk access information.
Telecommunications and Information Systems Command (TISCOM) has created a remote access site on CG Portal to address these and other questions. From your CG workstation visit: https://cgportal.uscg.mil/delivery/Satellite/TISCOM/Article/TISCOMREMOTEACCESS.

Below are FAQs about CAC RAS. For additional information please use the CG Portal website located above.
What is a RAS Terminal Server?

A RAS Terminal Server is a computer set up for people to access in the event that they do not have a CGSWIII to connect to, but they still want to access their email and personal folders.  CG HQ has set up terminal servers for people in this situation (e.g. a reservist). A list of terminal servers reservist can use is on the CG Portal website listed above.
What is an IP address?

An Internet Protocol (IP) address is a unique number assigned to each computer. It is essentially your computer’s address on the network. Your help desk or RAS coordinator can help you find your IP address.
Why do I have to use CAC RAS?  Can’t I just use my old RAS token?

You should not be using a RAS token for remote access, unless you are an off-site contractor or Auxiliarist without an issued CAC. All inactive RAS tokens have been removed from the CAC RAS authentication servers and are useless. Local disposal/destruction procedures is approved in accordance with the Hazardous Waste Management Manual, COMDTINST 16478.1 (series). Token value $23.00 each and tokens contain a nickel cadmium battery. Do not send the RAS token back to OSC.

Does My Command Pay for RAS?

Previously each command who had RAS users would receive an invoice for $500 per person every spring and would be required to pay for the usage prior to the end of the fiscal year.  This system was a burden to both the commands and the RAS administrative team.  Now, TISCOM has a method of direct billing to distribute the cost among members who use the system. This method reduces the cost from $500.00 per person to $363.00 per person. Active Duty members will request to utilize RAS as needed through their command.  Reserve members are funded CG-wide, not by individual commands.  For a Reserve member to gain RAS access he/she needs to request RAS access through their drilling unit’s Active Duty RAS coordinator.  The drilling unit will not be charged for this user, but IS responsible for tracking the reservist on inventory.

Will I be able to use my Windows 7 Home PC with CAC RAS?

Although Windows 7 is not supported by the USCG, you may use CAC RAS with this operating system. You will need to download the RAS software for a 64 bit Windows Operating System from the CG Portal. Unfortunately, this software will not read the security certificates most users currently have on their CAC ID.  In order to force an update of your security certificates, log in to USCG Outlook Web Access (OWA) at https://cgwebmail.uscg.mil. This log in process should update your card’s security certificate to the most recent available. 

Will I be able to use my Mac with CAC RAS?

Unfortunately, there is neither CAC RAS support nor software for Macintosh users at this time

Will I be able to use my home printer to print while using CAC RAS?

No.  When you are using RAS you are effectively using another machine.  This machine is not on your home network and cannot see your home printer even if the drivers are installed on your local machine.  A way around this is to email documents authorized for release on the internet from your CG email to your home email account for printing.

For any CAC RAS issues or questions, please call the OSC customer service number at 1-800-821-7081.
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