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Introduction

The greatest harm/disruption to a system or project comes from the actions of individuals, both intentional and unintentional.  Users, designers, developers, testers, implementers, and managers are involved in many important issues in securing the information contained in CMMT. 
The following rules of behavior apply to all Department of Homeland Security (DHS) employees and contractors who use CMMT and IT resources. 

These rules of behavior are consistent with IT security policy and procedures within DHS Management Directive 4300.1 (Information Technology Systems Security), DHS Sensitive Systems Policy Directive 4300A, and the DHS 4300A Sensitive Systems Handbook.  The rules of behavior apply to users at their primary workplace and at any alternative workplaces (e.g., telecommuting from home or from a satellite site).  They also apply to pilot participants who are invited to participate.

System Access

· I understand that I am given access to CMMT to assist me in managing my USCG legal workload.

· I will not attempt to access systems I am not authorized to access.

· I will not divulge account access procedures to any unauthorized personnel.

· I will only use the CMMT User ID for its intended purposes, which I am authorized.

Passwords and Security Related Tips.

· I understand that passwords should be at least eight characters long and have a combination of letters (upper- and lower-case), numbers, and special characters.

· I understand that passwords should not contain any dictionary word. 
· I understand that passwords should not contain any proper noun or the name of any person, pet, child, or fictional character.  Passwords should not contain any employee serial number, Social Security number, birth date, phone number, or any information that could be readily guessed about the creator of the password.
· I understand that passwords should not contain any simple pattern of letters or numbers, such as “qwerty” or “xyz123”.
· I understand that passwords should not be any word, noun, or name spelled backwards or appended with a single digit or with a two-digit “year” string, such as 98xyz123.
· I understand that pass phrases, if used in addition to or instead of passwords, should follow the same guidelines.
· I understand that passwords should not be the same as the User ID

· I will protect passwords and access numbers from disclosure.  I will also not record passwords or access control numbers on paper or in electronic form.  To prevent others from obtaining your password via “shoulder surfing,” you should shield your keyboard from view as you enter your password.

· I will promptly change my password whenever I suspect that the password is known by others or has otherwise become compromised.

Data Protection

· I will protect sensitive information from disclosure to unauthorized persons or groups.
· I will not store classified information on CMMT.

· I am aware of and comply with safeguarding requirements for FOUO information as in the CMMT System Security Plan.

· I am aware that divulging information without proper authority could result in administrative or disciplinary action.
Use of Government Office Equipment
· I will comply with DHS policy regarding personal use of DHS office equipment.  I understand that DHS office equipment is to be used for official use, with only limited personal use allowed.  Personal use of government office equipment is described in DHS Management Directive (MD) 4600 – Personal Use of Government Office Equipment.

· I understand that my use of CMMT may be monitored, and I consent to this monitoring.

Telecommuting (Working at Home or at a Satellite Center)

· Employees telecommuting must adhere to the following rules of behavior:

· I will follow DHS security practices at my alternate workplace.

· I will physically protect any equipment that I use for telecommuting when they are not in use.

· I will protect sensitive data at my alternate workplace.  This includes the proper disposal of sensitive information (e.g., by shredding).

Incident Reporting

· I will promptly report IT security incidents to the CMMT ISSO at Donald.A.Pedersen@uscg.mil or call 202-372-3818.  Security incidents include:

· Compromised passwords (Lost or stolen )

· Alteration/compromise of CMMT information

· Lost or stolen hard copy CMMT reports

· Lost or stolen equipment containing CMMT information

· Upload of classified information into the FOUO unclassified CMMT
· The unauthorized access (intrusion) into the CMMT 
· Denial of service (Unavailability of CMMT)

· Misuse of CMMT
· Virus infection, Trojans, and/or Worms that may affect CMMT system security.

Accountability
· I understand that I have no expectation of privacy while using the CMMT.

· I understand that I will be held accountable for my actions while accessing and using the CMMT.

Approved role-based DHS Secure Information Sharing usage

· Approved User Roles within the CMMT are:
	CMMT Administrator

	CMMT Users


· I understand that my ability to access FOUO information within the CMMT is controlled by the User Role that is assigned to me.  I agree not to attempt to bypass these control measures.
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