MARITIME TRANSPORTATION SECURITY ACT of 2002
General Information
What is a Facility Security Plan?

A Facility Security Plan (FSP) is a document required for certain types of facilities likely to be involved in transportation security incidents and requires each facility to have a Facility Security Officer (FSO).  The FSP address facility operations at each of the three Maritime Security (MARSEC) levels.  The FSP is based on a Facility Security Assessment (FSA), which evaluates vulnerabilities of, and potential physical threats to a facility.  The FSA may be completed by either the FSO or by an entity with the appropriate skills who is approved by the FSO.  

Who approves a Facility Security Plan and when is it due?  
The Facility Security Plan must be submitted to the Captain of the Port no later than December 29, 2003

When does the Facility Security Plan need to be approved and implemented?

June 30, 2004.

How do I know whether my facility is required to have a Facility Security Plan?  

A Facility Security Plan is required if the facility is subject to 33 CFR 126, 127 or 154 unless the facility is included in a master plan that is both approved and authorized by the Captain of the Port.  A Facility Security Plan is required for a facility that receives vessels certificated to carry more than 150 passengers unless the facility is included in a master plan that is both approved and authorized by the Captain of the Port PORT.  Any facility that receives vessels subject to SOLAS or commercial vessels subject to subchapter I of title 46 CFR greater than 100 GT on international voyages is also required to have a Facility Security Plan.  Certain fleeting facilities that receive barges carrying bulk cargo are also required to have a Facility Security Plans.  Refer to 33 CFR 105.105 for specific requirements and.  Facilities not regulated by 33 CFR 105 are subject to 33 CFR 101 through 103. 

Does the MTSA of 2002 require drills or exercises for facilities? 

The Facility Security Officer (FSO) must ensure that at least one (1) drill is conducted every three (3) months.  A drill must test individual elements of the Facility Security Plan.

An annual exercise is required.  The exercise may be either full scale or tabletop.  The annual exercise must be a full test of the security program and fully include the FSO(s).

What are the Maritime Security (MARSEC) levels?  

The MARSEC Levels are aligned with the Department of Homeland Security's Homeland Security Advisory System.  

  Homeland security advisory system       

Equivalent maritime security

       (HSAS) threat condition  


   (MARSEC) level


Low: Green........................………..……………...  MARSEC Level 1


Elevated: Blue...............………………………...... MARSEC Level 1


Guarded: Yellow.........……………………............ MARSEC Level 1


High: Orange....................……………….…..…...  MARSEC Level 2


Severe: Red.......................………..….……….….  MARSEC Level 3

What is the National Response Center and when should it be notified? 
The National Response Center (NRC) is the sole federal point of contact for reporting oil and chemical spills and incidents related to terrorism or possible terrorist activity.  The NRC can be reached toll free at 1 (800) 424-8802.  

During either a breach of security or and a Transportation Security Incident, immediately notify either the Captain of the Port at 1 (207) 780-3251 or the NRC.

How will facilities receive threat level updates and MARSEC directives?

Facilities will receive a notice of MARSEC directive in the Federal Register.  Facilities must contact the Captain of the Port for specific information, which will be released on a need to know basis.  This information is considered law enforcement sensitive.  Threat levels will be in a Broadcast Notice to Mariners (BNTM) or as detailed in the Area Maritime Security Plan.  Currently, threat levels and other security information are communicated to facilities in the form of a Maritime Security Information Bulletin (MSIB) issued by the Coast Guard as conditions warrant.

What is the timeline for a facility to attain new threat level measures and notify the Captain of the Port? 

New threat levels must be implemented within 12 hours of the initial broadcast.  The Captain of the Port must be notified immediately after conditions have been met.

What is a Declaration of Security?

A Declaration of Security (DoS) is a means to ensure critical security concerns are addressed throughout a vessel’s stay at a facility.  Responsibilities for security arrangements are delineated and assigned to both the facility and the vessel.  The DoS is completed by either the vessel’s master or Vessel Security Officer and the Facility Security Officer or designee.  Passengers can not disembark and cargo can not be unloaded prior to the execution of the DoS.

When will the Area Maritime Security Committee convene?  When will the Area Maritime Security Plan be completed?

After the events of September 11th the Port Security Committee was created and will continue to operate under the same name.  The Executive Steering Committee is made up of industry, local, state, and federal personnel.  The Area Maritime Security Plan is scheduled to be completed by the end of December 2003.

What is a public access area?  

A facility receiving passenger vessels or ferries regulated under 33 CFR 105 may designate an area within the facility that is open to the public and provides access through the facility from public thoroughfares to the vessel.

What is a restricted area?

A restricted area is any part of a facility not open to the general public, shore areas and  areas on the facility containing critical facility infrastructure.  The entire facility may be designated as a restricted area with the appropriate level of security.  

Who is responsible for inspecting vessel stores?

A facility owner or operator must ensure security measures are in place for inspecting vessel stores.  These security measures for each MARSEC level will be addressed in the Facility Security Plan.

Links

NVIC's 10-02 and 11-02 (DoS and Assessment)
New CFR regulations
Applicability Chart

