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FM COVDT COGARD WASHI NGTON DC/ / G Sl T/
TO ALCOAST

BT

UNCLAS // N05211//
ALCOAST 362/ 00
COMDTNOTE 5211
SUBJ: USE OF "COCKI ES" ON CG | NTERNET WEB SI TES
A. OFFI CE OF MANAGEMENT AND BUDCET (QOwvB) MEMO TO HEADS COF EXECUTI VE
DEPARTMENTS AND AGENCI ES, SUBJ: PRI VACY POLICI ES AND DATA COLLECTI ON
ON FEDERAL WEB SI TES OF 22 JUN 00

B. DOT DI RECTI VE DOT H.1350.2; |NTERNET POLICY CF 17 JUL 00
C. POLICY ON COAST GUARD USE OF | NTERNET/ WORLDW DE WEB, COMDTI NST 5230. 56
D. COVDT COGARD WASHI NGTON DC 221650Z DEC 99 ALCOAST 229/ 99

E. I NTRANET (CGWEB) POLICY, COVDTI NST 5230. 57

1. IAWREFS (A), AND (B), EACH FEDERAL AGENCY MUST POST CLEAR PRI VACY
POLI CI ES AT PRI NCI PAL VWEB SI TES; MAJOR ENTRY PO NTS TO WEB SI TES; AND
VEB S| TES WHERE THE AGENCY OR CONTRACTORS OPERATI NG ON BEHALF OF THE
AGENCY COLLECT SUBSTANTI AL PERSONAL | NFORVATI ON FROM THE PUBLI C.
AGENCY CONTRACTORS MUST ALSO COVPLY WTH THI' S POLI CY WHEN OPERATI NG
VWEB SI TES ON BEHALF OF AGENCI ES. FURTHER, "COOKI ES" OR OTHER
TECHNOLOGY TO TRACK THE ACTIVITIES OF USERS OVER TI ME AND ACROSS

DI FFERENT WEB SI TES SHALL NOT BE USED EXCEPT AS DESCRI BED BELOW
THERE ARE TWO CATEGORI ES OF COXXI ES:

A. "PERSI STENT COCKI ES" | NCLUDE ANY TECHNOLOGY WHI CH COLLECTS USER-

| DENTI FYI NG | NFORVATI ON SUCH AS EXTENSI VE LI STS OF PREVI QUSLY VI SI TED
SITES, E-MAIL ADDRESSEES, OR OTHER | NFORMVATI ON TO | DENTI FY OR BUI LD
PROFI LES ON | NDI VI DUAL VI SI TORS TO CG PUBLI CLY ACCESSI BLE WEB SI TES.
PERSI STENT COOKI ES ARE AUTHORI ZED ONLY | F: (1) THERE | S A COVPELLI NG
NEED TO COLLECT SUCH | NFORMATI ON; (2) APPROPRI ATE PUBLI Cl ZED
TECHNI CAL PROCEDURES ARE ESTABLI SHED TO SAFEGUARD THE | NFORNMATI ON;
AND, (3) THE COLLECTI ON HAS BEEN PERSONALLY APPROVED BY SECRETARY OF DOT.
THESE POLI Cl ES ARE CONSI STENT W TH CG POLI CI ES | N REFERENCES (C) AND
(D) RELATIVE TO UNAUTHORI ZED USE OF THE W\EB.

B. "SESSI ON COOKI ES" DESCRI BE PLACE- KEEPERS TECHNOLOGY USED TO

RETAI N CONTENT DURI NG AN | NDI VI DUAL USER SESSI ON, AND ARE AUTHORI ZED
ONLY | F USERS ARE ADVI SED OF WHAT | NFORMATI ON | S COLLECTED OR STORED,
VHY I T IS BEING DONE, AND HOW I T IS TO BE USED. SESSI ON COOKI ES ARE
DI SCARDED UPON COVPLETI ON OF A SESSI ON OR EXPI RE BASED ON A SHORT
TI VE FRAME AND ARE NOT USED TO TRACK PERSONAL | NFORMATI ON.

2. FURTHER, ALL AGENCIES WEB SI TES AS WELL AS CONTRACTORS' WEB SI TES
OPERATED ON BEHALF OF AGENCIES, COWLY W TH STANDARDS SET FORTH I N
THE CHI LDREN S ONLI NE PRI VACY PROTECTI ON ACT OF 1998 W TH RESPECT TO
CCOLLECTI NG PERSONAL | NFORVATI ON ONLI NE AT WEB SI TES DI RECTED TO CHI LDREN.
3. AREA AND DI STRI CT COVVANDERS, COVVANDERS MAI NTENANCE AND LOd STI CS
COMVANDS, COMVANDI NG COFFI CERS OF HEADQUARTERS UNI TS, ASSI STANT
COMVANDANTS THE CHI EF COUNSEL AND CHI EFS OF SPECI AL STAFF OFFI CES AT
HEADQUARTERS SHALL ENSURE ALL WEBMASTERS AND PRI MARY CONTENT APPROVAL
AUTHORI TI ES (PCACS) COWPLY W TH THE ABOVE REFERENCED POLI Cl ES AND:

A. REVIEWTHEI R USE OF "COOKI ES" ON WEB SI TES FOR COVPLI ANCE W TH
THE REFERENCES A AND B; AND,

B. PROVI DE WRI TTEN CONFI RMATI ON TO THE PRI VACY ACT OFFI CER, OWO
MORTEN, AT HMORTEN@COMDT. USCG. M L, | NDI CATI NG THE REVI EW HAS BEEN
CONDUCTED AND NECESSARY CORRECTI VE ACTI ON HAS BEEN TAKEN. RESPONSES
ARE DUE NLT 09 OCT.

4, USE OF COCKIES |I'S NOT RESTRI CTED ON USCG | NTRANET (1 NTERNAL
NETWORK) WEBSI TES AND NEED NOT BE | NCLUDED I N YOUR REVI EW SUCH
WEBSI TES ARE SUBJECT TO SECURI TY MONI TORI NG PER REF (E).
CONSEQUENTLY, USERS SHOULD NOT HAVE AN EXPECTATI ON OF PRI VACY.

5. I NTERNET RELEASE AUTHORI ZED.

6. RADM VI VI EN CREA, DI RECTOR OF | NFORVATI ON AND TECHNOLOGY, SENDS.
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